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MEMORANDUM

NATIONAL SECURITY COUNCIL

SEGRET February 4, 1983 .~
INFORMATION .
MEMORANDUM FOR WILLIAM P. CLARK Pl

FROM: WILLIAM F. MARTINw'/ ék

SUBJECT: East-West Energy Studies

1, We have seriously lost momentum on the natural gas
studies and alternatives to Soviet energy.

2. Contacts today with CIA, OMB and DOE officials confirm
that technical coordination of alternative energy issue is off
track. Due to weak role of coordination by State, my former
technical team has now turned to other, more "pressing”
issues. They are submitting off the shelf studies. No new
thinking has been activated.

3. State DAS (Wendt) in charge of the East West energy study
group has one year of experlence in energy and no technical
bac round. While he is a fine foreign service officer, he is
not capable of coordinating technical issues. This weakness
could prove fatal in our race to move Europeans toward the
North Sea and away from the Soviet Union.

4. Given present situation, I have called an emergency
technical meeting on Friday at the CIA to get things going
again. We will undertake a crash program to get material in
shape for the next critical meeting with the Allies, now

scl 1uled for February 23-24. Each of the five parts of the
energy study terms of reference will be examined from the
following perspective:

a. What shadow USG studies are we preparing so that IEA
results can be checked against our figures? (I want the CIA
to do the same st 7y as the IEA., State, however, has dropped
my earlier request from their tasker, that the CIA produce a
detailed European gas security study.)
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b. What analytical studies and technical facts can the
USG contribute to the IEA Secretariat? How can we most
effectively collect, organize and present data to the
Secretariat? (We are very fortunate that the IEA has en-
couraged us to provide them with technical information.
However, State is handing over material in a piecemeal fashion.)

c. What are our talking points for the upcoming Summit
country energy meeting in Paris?

d. Despite our request to State to give NSC alternative
representative status (same level as DOE DAS), our representa-
tion as key IEA working dinner last December was limited to
State and DOE DAS level participants -- both of whom are
civil servants. Unless we press State to give NSC more
prominence on delegation list, we will miss opportunity to
participate in future restricted meetings where key policy
decisions will be taken regarding the East-West energy study.

5. In conclusion:

-~ our technical work at the moment is totally disor-
ganized and basically at a standstill. We have lost at least
two months. Now we must crash to prepare for the extremely
ir ortant Summit country energy meeting in two weeks.

~- NSC has been excluded from restricted dinners where
key policy issues are discussed. We are represented by civil
servants.

-- I often hear of technical problems second-hand.
State has not kept me sufficiently ir »>rmed, primarily because
they do not fully grasp the problems.

6. In the future we must bank on our : :hs:
-- technical excellence. !} pach in chairing the
alternative energy technical workina aroup in the past was to
the t ar
by ¢ 1 cc

roach if tl}
objectives of NSDD-66. If the IEA study is a disappointment,
then we must be able to put own own analysis on the table and
di 5s it with the Allies.
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-- senior representation. At my urging, Dick Fairbanks
will lead our three man delegation to Paris for the next
Summit energy meeting. Dick will do a great job, but we must
have our technical work in decent shape. My recommendation is
that Dick and I be the senior delegates to these meetings.

DOE can take a back seat.

-- my close personal relationship with IEA Executive
Director Lantzke. If things are not going correctly, then we
can use this link to get them back on track in the interna-
tional arena. Lantzke knows what he must provide us in the
way of conclusions (i.e., getting Troll going), and he will
work hard for this objective.

8. One final comment. I do not dispute State's right to
lead delegations. However, a very serious mistake was made to
let State chair most of the East-West study groups. The
subjects of credits, technology transfer and energy are
complex. The study groups should provide the technical
underpinings to our efforts abroad. I would recommend that at
this stage we assess the technical work of the other East-West
study groups. I strongly suspect that there may be many
similarities to the problems we face in the energy groups, and
we should reappraise the role of Robinson and Blair on the all
important Wallis-chaired Steering Committee which to our
knowledge has never met.

I would welcome an opportunity to discuss these matters with
you as time is now critical.

P.S. I just returned from my meeting at the CIA where I raised
these issues with State, DOE, OMB and CIA officials. While
recognizing some of the problems, the State official said,
"Well, at least the energy study is in better shape than all
the other studies.”

Blair
Robinson
Charles Tyson
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(and” Framewor wor
Outline : USG USG

Contributions i Internal Analysi
to IEA

- - Energy Study Tﬁr?groﬁséefer ?ce

Introduction: De{ ition of:
terms, risks, justification for
concentration on oil and gas.

I. Energy Requirements

l. Pattern of present energy consumption
in OECD countries.

a) analysis by fuel source in major
OECD countries
b) sectoral demand patterns

2. Examination of demand patterns-three N
scenarios, with price and growth
assumptions :

-

a) analysis by fuel source in major
OECD countries

b) likely sectoral demand patterns
(i.e. increasing use of gas in
premium markets, coal/nuclear
penetration in electricity
generation)

II. OECD Indigenous Study

l, Pattern of present indigenous energy
supply situation in major OECD countries
and regions by fuel source.

2. Analysis of future supply prospects
for ndigenous fuels in major OECD
countries and regions, given current
policies, demand and price scenarios.

3. Intra=-OECD energy trade, present and DECLASSIFIED/CAE455D

rojected.
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Import Dependence

Integration of supply and demand
analysis in each of three scenarios

for oil and gas. Ft¢ is only on current
and projected import dependence from
non=-0ECD sources in each major OECD

country and region.

Vulnerability on _a Regional and

Country Basis .

Risk analysis of supply flows and
sources
a. Current situation
b. Implications of likely future
energy supply/dem 1d develop-
ments for energy security.
= by major OECD countries
- by OECD regions
- by fuel source (o0il, gas and coal)
c. Assessment of risks of interrup-
tions, including analysis of
“combined 0il and gas disruptions
(Persian Gulf plus USSR gas)
resulting from related incidents.

Physical systems for coping with
disruptions - current
a. oil
- level of emergency reserves
- IEP oil sharing system
- approaches to pricing allocated oil
b. gas
- findings of IEA Natural Gas
Security Study
c. coal and nuclear
-~ electric generation over-capacity
by country
= coal stock levels

USL Lonctraioucions
to IEA

UsG
Internal Analysis
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Economic Impact of likely disruptions,
particularly effects on key sectors

Evaluation of means to improve energy

security = lonG term measures

a. better balanced and more efficient
energy economies

b. increased indigenous production
and OECD-indigenous production

c. diversification of import sources

Evaluation of means to improve energy
security - contingency plans

a. oil: consideration of
- approaches to pricing of
allocated oil
- level of emergency reserves
- disruptions not covered by IEP

b. gas
- arrangements for access to
shut=in capacit
- storage, demana restraint
- enhanced pipeline flexibility

Cc. coal
- stock levels
d. nuclear .
- emergency cooperation plans

to IEA

Internal Analysis

(to flow from IEA Natural Gas Study)




Outline

' Alternatives/Conclusions

Identify most seric | energy security
risks (from Section IV) and present
most important energy supply

security options (from discussion in
sections IV 4 and 5 , Discussion

of institutional, policy, financial
and technical aspects of:

1.

2.
3.

4.
5.

possibilities for enhancing
development of indigenous OECD
energy sources

potential for inter-fuel
substitution

possibilities-for ehancing intra-
OECD energy trade

safety net preparedness
externalities.

USG Contributions
to IEA

USG
Internal Analysis







. .sanctions might be as effective as severe economic sanctions 1n~
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We believe that a number of other factors must be considered to
achieve the kind of comprehensive treatment of the effects of
economic sanctions required for policymaking. While an analysis . .
of action reversal is useful, all of the other motivations for ’ i
imposing sanctions must be examined Some of the objectives
that should be studied include: punishment through cost
extraction; improving the defensive posture of the sponsor
country; improving the balance of power of the sponsor country;
expressing disapproval; discouraging future actions by the
target country or other countries. We should analyze the degree
of success in achieving the various objectives. Further, we
should consider the question of whether various mild economic

“2-
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achieving objectives other than action reversal.’

We also believe that the study underestimates the effect of
economic sanctions in some cases. Commerce staff particularly
thinks the study underestimated the effects of sanctions in the
cases of Cuba and Rhodesia. .,

Even though the study has been completed, I feel you will find
Commerce's attached comments useful. I hope that CIA will not
let the analﬁsxs rest, but that further analysis will be -
undertaken which will explore the effects of attempting to
achieve a variety of sanction objectives. Commerce's more .
detajled comments follow below, and I hope these will be
considered in a future CIA study.

.._
o e













Other countries may also derive a reduced propensity to follow
the policies of the target country, in the knowledge that they
too might face high economic costs.

-4-

Difficulty in Applying Sanctions

1. The study heavily ¢ 31 sizes the fact that sanctions are
"extremely complex" which makes them difficult to use. We
suggest that this point is overemphasized. After all, every
major policy action carries numerous possibilities for complex
repercussions to occur. ‘Consider, for example, the complex
economic and political repercussions of raising prime interest
rates, or of subsidizing export credits, or even of cutting the
federal budget. Complexity in and of itself does not constitute
sufficient reason for a government to avoid taking policy
actions.

2. The difficulty or ease with which sanctions can be applied
is related to the difficulty or ease with which other options
can be applied. This includes alternative political, economic
and military options. This point should be thoroughly
analyzed. A model presenting options considered-in each of the
13 cases would have been helpful.

Ability of Target to Adjust

1. The study only briefly addresses the ability of the target
country to adjust internally, (p. 7) but this is a complex
economic phenomenon requiring a great deal more study. The
difficult{ in determining how well a country is able to adjust
lies in the fact that the country often tries to hide the real
problems it may be encountering. The adjustment itself may
cause problems in unrelated areas of the economy that in turn
continue .to exact a cost for the action which initially
triggered the sanction.

Unintended Results:

1. We find this section of the study (pp. 10-11) to be
questionable in the accuracy of its examples and in the validity
of its implications and conclusions. It is impossible to prove,
and risky to imply, for example, that U.S. sanctions caused
Castro to turn to the Soviet Union. There were many other
causes which had been established long before the sanctions.

2. We find that unintended results are an acceptable and
expected aspect of any policy action. Sometimes the policy can
have unexpected or unintended positive results or unintended

- negative results. Such "after effects" can only be assessed
with hindsight and usually long after the policy has been
established and implemented.

(S
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COMMENTS ON INDIVIDUAL CASES:
Appendix B. ARAB LEAGUE BOYCOTT OF ISRAEL, 1948-PRESENT

The section on Bnforcement of the boycott gives the exaggerated
impression that Arab countries ignore their own boycott rules.

It is true that exceptions are sometimes made in the national
interest. The General Principles of the Boycott of Israel
provide for exceptions in some cases. For example, they provide
for exceptions in hotel and airlines activities in recognition
of tourism's importance to some Arab countries. In other words,
the boycott is a pragmatic, effective instrument designed to
hurt Israel, but not to the extent of damaging vital interests
of the Arabs.

Page B-1, 3rd Para. The penultimate sentence implies that
individual rab countries ignore collective policies more than
is actually the case. They generally act in concert.

Pa e B~-2, last Para. This is misleading. The Topps plant,

ch provides capital inflow, productive capacity, and possibly
import substitution, is precisely the kind of activity toward
which the boycott is directed. A better example would be Xerox,
which was blacklisted for sponsoring the film "Let My People Go."

Page B-6, 4th line. To make this statement accurate, '"annual"
needs to be inserted between the words "in'" and "foreign."

Page B-6, 2nd full Para. See General Comment. This implies
—ﬁgt the principles are more vigorous than they actually are.

Appendix E. U.S./0AS SANCTIONS ON CUBA

The Cuba section is an interesting assessment of the history of
U.S. economic sanctions directed at the Castro Regime. However,
it is premature to judge the effectiveness of an exercise that
is only now approaching conclusion.

age -4, Bottom Para. and E-6. We believe that the U.S.
embargo has continued to seriously impede Cuban economic
development because Havana has developed an overwhelming
economic dependence on the Soviet Union. Over time, serious
bottlenecks and distortions have become chronic throughout the
Cuban economy. Cuba has also been denied foreign investment by
noncommunist countries, which it needs to diversify its economic
bas away from sugar.

As a result, Cuba is now highly dependent on the USSR for basic
needs (especially food, fuel, and hard 'currency).

Moreover, the embargo continues to restrict Cuban economic
relations with noncommunist countries because:

-

poenet amagoen
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D) USNATO €29 ,
Nt coe
3. ih\- ENTIRE TEXT) ' ™

2. SUNMARY:. THIS TELEGRAM PROVIDES SYNOPSIS OF OUR
VIEYW ON THE STRUCTURE AND TIMETABLE FOR ECONONIC
CONRITTEL’S WORK ON THE NATO STUDY OF THE SECURITY
ASPECTS OF EAST-YEST ECONONIC RELATIONS. POSTS IN NATO
CAPITALS ARC REQUESTED TO EXPRESS APPRECIATION TO HOST
COVERNNENTS FOR THEIR COOPERATION IN GETTING THE NATO
STUDY WORK PLAN APPROVE)D EXPEDITIOUSLY AND TO URGE
SUPPORT POR BEGCINNING WORK ON THE STUDY WITHOUT DELAY.
€MD SUNMARY.

3. THE WORK PLAN FOR THE NATO STUDY (REF () wAS
APPROVED BY THE NORTH ATLANTIC .COUNCIL (NAC)+ JANUARY
39. ON THURSDAY\JANUARY 27, THE ECONORIC COMMITTEE
WILL CONSIDER THE SCHEDULE AND AGENDA FOR Tuo
PREVIOUSLY SCHEDULED CONRITTEL REETINGS. FEBRUARY
23-24%. UE PCEL STRONGLY THAT THESE RECTINGS SHOULD

O ERENT - DI .ASSIFED
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KICK OFF THE STUDY ON THE SECURITY ASPECTS OF EAST-NEST

-, CCONORIC RELATIONS RATHER THAN DEAL EXCLUSIVELY WITH

" THE ORIGINALLY SCHEDULED TOPICS OF CMEA ECONONIC TRENDS
AND SOVIET ECONOMIC OPTIONS. THE PEBRUARY AND RARCH
COMRITTEC WORK SCHEDULE SWOULD BE REVISED TO COINCIDE

- WITH THE STUDY WORK PLAN APPROVED BY THE NAC. OUR

T INPRESSION PROM THE JANUARY 19 NAC MEETING IS THAT -

., OTHER ALLIES AGREE THAT THE ECONONIC CONRITTEE SHOULD

“THEGIN YORK ON THIS MAJOR STUDY, WITHOUY DELAY. THIS
REANS THAT THE €CONONIC COMMITTEE NUST REFOCUS ITS woRK

. PLAN AND AGENDA POR THE FEBRUARY 21-2% MEETING RATHER
-THAN RERELY ATTENPY T MODIFY. THE OLD AGENDA.
THEREFORE, WE CONSIDER IT INAPPROPRIATE TO NEGOTIATE

ARENDAENT OF ITEMS ON. TME OLD AGENDA, AS WAS PROPOSED
BY THE FRENCH ECONAD (PARA 13, REF aA). |

Y. OUR VIEW ON THE WORK SCHEDULE IS THAT A SERIES oF
THREE ECONORNIC CONRITTEE RECTINGS {ONE MEETING ON EACH
0F THE THREE MAJOR YORK PLAN HEADINGS}. FOLLOWED BY A
RECTING OF THE WEADS OF ECONONMIC INTELLIGENCE {PERHAPS
JUST APTER THE CASTER BREAK) WOULD BE THE nMoOST

.. EFFICIENT YAY TO ARRANGE THE COMMITTEE'S WYORK

- SCHEDULE. A THREE OR FOUR DAY NEETING DURING THE WEEK
OF PEBRUARY 21 TO COVER WORK PLAN TOPIC I. "SOVIET

- ECONONIC POTENTIAL AND OUTLOOK.™ WOULD BE A GOOD STARY
(ME MAVE NO 0BJECTION TO UK DESIRE TO COVER BRIEFLY
ECONORIC TRENDS IN EASTERN EUROPE ALSO}. FOLLOW-ON
THREE OR FOUR DAY RECTINGS ON WORK PLAN TOPICS II AND
II1 SHOULD. IF POSSIBLE. BE SCMEDULED IN
EARLY/NID=MARCH. THE PREVIOUSLY SCHMEDULED MARCH 17-18 .
NEETING ON CHEA AGRICULTURAL DEVELOPMNENTS COUL)D BE
POSTPONED UNTIL THEC SECOND MALP OF THE YEAR. WE
RECONNEND THAT USECONAD INFORMALLY DISCUSS OUR VIEW ON
THE CONNITTEE'S WORK SCHEDULE WITH CCONOMIC DIRECTOR
RENAUD AND KEY ALLIES PRIOR TO THE JANUARY 27 CONNITTEE
REETING. OUR PRINARY CONCERMN IS THAT A WYORKABLE
CONNITTEE SCHEDULE BE DEVELOPED WHICH WILL ENABLE THE

- CONNITTEE YO CONPLETE WORK ON THE STUDY WELL BEFORE THE
NATO SPRING NMINISTERIAL. IDEALLYs THE STUDY'S
CONCLUSIONS SHOULD BE AVAILABLE BY ABOUT MAY 1., PRIOR

70 THE OEC) NINISTERIAL {MAY %-10)} AND THE WILLIANSBURG
SUARIT ({MAY 28-30).

S- KEY RILESTONES: IN ORDER TO SUCCESSFULLY REET A
AAY ) CONPLETION DATE. WORK ON TME STUDY WILL NEED TO
RAINTAIN A BRISK PACE. SONE KEY NILESTONES THAT wILL

NECD TO BC MET e
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PEBRUARY 2) - INITIAL COMRMITYEE NEETING ON THE STUDY

RARCH 32 PIRST DRAPT OF COMMITTEE'S REPORT
- PISTRIBUTED

EARLY APR!L
APRIL 22

HEADS OF" ECONOMIC INTELLIGENCE MEETING
ECONONIC CONNITTEE REPORT AGREED
APRIL 27 - WAC MEETING To CONSIDER THE REPORT

b. AS THE STUDY AGENDA IS DEVELOPED. USECONAD SHOULD
INSIST THAY WESTERN ENERGY INPORTS AND SOVIET
HARD=CURRENCY CARNINGS BE INCLUDED UNDER ITENn 118,
SSECURITY ASPECTS OF ALLIANCE COUNTRIES® IMPORTS FRON
THE USSR AND EAST CUROPEAN COUNTRIES™V THAT TECHNOLOGY
TRANSPER AND FINANCIAL FLOWS BE INCLUDED UNDER ITERM II
Ce "SECURITY ASPECTS OF ALLIANCE COUNTRIES® EXPORTS
TO  THE USSR AND EAST EUROPEAN COUNTRIES™: AND. THAT
DIRECT/INDIRECT CONTRIBUTIONS oOF EAST-WEST ECONONIC
RELATIONS TO WARSAW PACT MILITARY AND STRATEGIC
CAPABILITIES BE INCLUDED UNDER ITEM III B. "EFFECTS orF
EAST-9ESY CCONONIC RELATIONS ON THE USSR AND EAST
EUROPEAN COUNTRIES."™

7. HE ARE PREPARED TO MAKE YRITTEN CONTRISUTIONS TO THE
STUDY, BUT WILL BE UNABLE TQ@ SPECIPY THE CONTRIBUTIONS

OR WANC OUR DELEGATIONS OF EXPERTS UNTIL THE COMMITTEE
NEETING SCHEDULE AMD AGENDA ARE DECIDED. :

8. POSTS IN NATO CAPITALS ARE REGUESTED TO EXPRESS TO
HOST GOVERNRENTS USG APPRECIATION FOR THEIR COOPERATION
..IN GETTING THE NATO STUDY WORK PLAN APPROVED
EXPEPITIOUSLY AND TO URGE THEIR SUPPORT FOR BEGINNING
WORK ON THE STUDY MITMOUT DELAY. THE FOLLOWING TALKING
POINTS MAY BE DRAUN UPON:

== APPRECIATE YOG* ASSISTANCE IN GETTING THE WORK PLAN
FOR THE NATO STUDY APPROVED EXPEDITIOUSLY.

--‘BCLIEVC THAT WORK OM THE STUDY SHOULD GET UNDERWAY
NITHOUT DELAY SO THAT THE STUDY CAM BE COMPLETED WELL
BEFORE THE NATO SPRING MINISTERIAL.

== UNDERSTAND THAT THERE HAS BEEN SONE RELUCTANCE IN
THE ECONONIC CONNITTEE TO SET ASIDE PREVIOUSLY

SCHEDULED UORK IN ORDER TO BEGIN WORK ON THE MAJOR
STUdY. '

CONFIDENTIAL
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== YOULD APPRECIATE CAPITALS INSTRUCTING THEIR ECONORMIC
CONRITTEE DCLEGATIONS TO GIVE PRIORITY TO WORK ON THE
NAC APPROVED STUDY. WV

c;;;itcgrxan









[
ar T

NSDD-66 East-West Study Program
Summary

In response to NSDD-66, four interagency working groups were
established to develop the strategies for following up on five spe-
cific aspects of East-West economic relations with our allies -
the NATO study on the Security Aspects of East-West Economic Rela-
tions, Energy Requirements, East-West Credit, Strengthening CoCom,
and Other High Technology including oil and gas. The SIG-IEP has
reviewed the papers prepared by the working groups as the bases for
U.S. negotiating strategies and recommends their approval. The
following briefly summarizes the U.S. strategy for each area. Our
objective is to have the energy and NATO studies finished, and work
on credits and high technology sufficiently advanced, to permit
policy decisions to be taken at the spring Ministerial meetings of
NATO and OECD, and the Williamsburg Summit.

1. NATO STUDY. The NATO Economic Committee will initiate
a study of the security aspects of East-West economic relations.
Our objective will be to develop a comprehensive security-oriented
framework within which we would seek to advance the NSDD-66 objec-
tives in specific areas. Our strategy would focus the study on the
present and projected Soviet economic situation; the impact of East-
West economic relations on Soviet economic/strategic/military capa-
bilities; Western economic and strategic -vulnerability and depen-
dence and the conclusions to be drawn from these considerations. We
propose reactivation of the "trio" mechanism used during the Polish
crisis to enable Japan, Australia and New Zealand to be consulted a-
bout, and associated with, the study (supplemented with bilateral
consultations, especially with Japan).

2. ENERGY REQUIREMENTS. The primary U.S. aim in this study
is to establish a factual basis for the U.S. view that the Soviets
could become the marginal supplier of gas to Europe, thereby driving
out other Western alternatives and thus creating a threat to Western
security. Analyses would move from levels of OECD energy demand and

production to projected 1y
st1_)>ly di uptions and
risks. Arrangements ha ce-

nario to be developed by the study reflects our views and to factor
the previously commissioned IEA gas study into this effort.

3. CREDIT. Our goals are to reduce subsidization of the
Soviet economy initially by tightening up the existing OECD export
credit arrangement (in such areas as downpayments, term to maturity,

( \SIFED
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fees, etc.) for all "Category 1" countries (essentially OECD, Israel
and Eastern Europe), and then use the results of the NATO study to
move further on the USSR if possible. Our strategy will also expand
the OECD's mechanism for monitoring East-West trade and financial
flows to strengthen our case for greater prudence and control in
Western economic relations and trade with the Soviets.

4. STRENGTHENING COCOM. We have proposed that a second

High Livel CoCom meeting (HLM) be held in late February or March in
or¢ : to stimulate and maintain policy-level attention in the other
CoCom governments to strengthening CoCom's multilateral system of se-
curity export controls. U.S. initiatives prior to the second HLM are
planned to advance our goals of increasing the overall effectiveness
and responsiveness of CoCom; widening nabargo coverage in the ongoing
list review; strengthening enforcement procedures; harmonizing licens-
ing procedures; improving CoCom's organizat > and si_j ort facilities;
and developing multilateral approaches concerning avallablllty of em-
bargoed equipment through non-CoCom countries.

5. OTHER HIGH TECHNOLOGY. We propose that CoCom should ex-
amine the issue of whether multilateral controls of other high tech-
nology, including oil and gas equipment, not now controlled or be¢ ‘' 1g
cons: red for control in the current list review, as well as emerg-
ing technologies, will strengthen Western security. A list of spe-
cific items to be controlled will be submitted to the allies and we
will seek to focus debate on how controls would meet alliance securi-
ty needs. We propose that a special working group be created to deal
with these issues so as not to interfere with on-going CoCom work on
the list review. Our goal is to have the results of this examination
available by early May.

In each of these areas, our negotiators will be guided by the
objectives set forth in NSDD-66, and will seek to build an allied con-
sensus from the language in the "Summary of Conclusions" paper.
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Status Report on NSDD 66 East-West
Study Program

The attached papers set out the status of work to
date of the working groups established by NSDD 66. Following

is a summary of each.
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- 1. Overall descriptions of the Soviet economy

- 2. Contributions of E-W trade to Soviet econ-
omic/strategic/military power

- 3. Western dependence/vulnerabilities resulting
from E-W trade

- Schedule policy-level meetings to outline policy im-
plications of preliminary data and analytical work

Problens

- U.S. emphasis on security/strategic considerations
may clash with the type of economic analysis typically
done by the Economic Committee and apparently antici-
pated by the French.

- Japanese currently not included; "Trio Mechanism,"
used successfully earlier, may be subject to French
objections; close U.S.-Japanese bilateral links may
be needed

~A =AY
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2. Energy Requirements Study

Study Content

An analysis of likely energy demands and indigenous
energy production possibilities proceeding to an assess-
ment of projected import dependence and vulnerability to
energy supply disruptions

- Reg1onal and country demand reguirements by fuel
source and consuming sector

- OECD production possibilities, by energy source,
within each region and imports from other OECD regions

- Current and projected regional and country de-
pendence on imports from non-OECD sources, with particular
emphasis on the Middle East and USSR

~ Vulnerability on a regional and country basis, in-
cluding risk analysis of supply flows and sources; physi-
cal systems for coping with disruptions; economic impact
of likely disruptions, particularly in key sectors;
evaluation of means to improve energy security systems

- Analysis of alternatives to dependence on non-
OECD imported fuel, taking into account possibilities
for enhancing development of indigenous OECD energy
sources, inter-fuel substitution, enhancing intra-OECD
energy trade and externalities (employment, environment,
security)

- Policy conclusions and appropriate actions based
on technical analysis

Implementation Strategy

- Approved of terms of reference by informal talking
group (Summit Seven plus EC Commission and subsequent cir-
cul tion to all IEA members

- First draft containina €; v
L )
-ary

- Review of first draft by informal steering group
at Dourdan~-type meeting, to include Norway, Netherlands,
Australia

- Meetings of steering group to discuss second draft
DECLA
NLS 078 /1 €
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of study and to draw policy conclusions (results of IE2
Natural Gas Security Study factored in)

- OECD (May 9-10) and IEA Ministerial (or possibly
IEA Governing Board) discuss results of Energy Require-
ments Study and Natural Gas Security Study

- Possible discussion of results of two studies at
Williamsburg Summit (May 28-20) if agreement has been
reached on policy conclusions :

- Discussion of results of two studies at NATO
Ministerial (June)
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3. East-West Credit Flows Study

Studv Content

A study of Western credit policies on trade with the
East designed (1) to harmonize export credit policies and
avoid preferential treatment on subsidies; (2) to establish
procedures for ex-post review of the whole spectrum of
economic and financial transactions with the East:

- Export Credit Policies -- The current OECD Export
Credit Arrangement, the provisions of which expire
by May 1, significantly limits the subsidization of
credits to the Soviets. New restraints, if they are
agreed to in the context of the Arrangement, will
necessarily focus on non-preferential treatment of
the U.S.S.R. as part of a regime of more stringent
rules applying to all industrial countries. Antici-
pated areas of study include: (1) the proportions

of an export's value that can be financed; (2) type
of financing (direct credit, guarantees, insurance);
(3) the face interest rate; (4) subsidized interest
rates; (5) type of products covered; (6) foreign cur-
rency loans or guarantees; (7) the term to maturity

- Review =-- For this area, the effort will build on
earlier work done in OECD and BIS to encompass col-
lection and analysis of data on trade, debt, official
export credits, and banking flows, as well as any
overall analyses such as seem useful. Eastern Europe
will be "differentiated" from the U.S.S.R., and the
study will include a description of recent develop-
ments, longer-term trends, and the short-term out-
look.

Implementation Strategy

- Engage major participants in current OECD Export
Credit Arrangement in negotiating framework so that
credit policies applying to all industrial countries
can be = 7selc¢ =24 by Mdy 1

- Prepare U.S. position papers on major issues in
negotiations over Arrangement as well as a statement
of our tactics (January)

- Continue and accelerate work in OECD Trade Committee
(Group on Export Credits) to upgrade data collection
and :porting systems and to reconcile OECD and BIS
data on official and private bank creditr

NLS FQ‘Z’("?/I%""
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Problems

- Further credit restrictions will probably have

to be of the type that apply to non-preferential
treatment of all industri: ized nations -- not just
the Soviets

- Failure to achieve a new consensus by May 1 for
credit policies under the Arrangement may give the
French a pret kt for bolting the rrangement

- Analysis of security aspects of E-W trade may not
be possible within OECD (This can be remedied by
careful integration with the umbrella study)
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4, Strengthening CoCom

Study Content

An overall examination of the effectiveness of the
CoCom process with the goal of strengthening this mechan-
ism and reducing the flow of strategically important tech-
nology to the East. Aspects to be examined include:

- An overall review'of the effectiveness of CoCom,
including study of how controls have been evaded or
strategic items not placed under control.

- A review of the strategic criteria

- An assessment of the progress to date in the on-
going List Review process

- A review of efforts to improve enforcement, counter-
intelligence cooperation and the harmonization of
licensing procedures -

- Further measures to strengthen CoCom institution-
ally, such as through the establishment of a military
subcommittee or through the provisions of additional
support staff and resources

- Assessment of controls on re-export of goods from
non-CoCom nations

Implementation Strategy

- Convene & High Level Meeting (HELM) in late February
or March to stimulate policy attention on the aspects
listed above and, hopefully, to highlight the need
for an ad hoc CoCom committee on "other high techno-
logy, including o0il and gas" (see section 5, below).
A proposal for a military sub-committee will also

be presented zt this meeting

- Schedule meeting of computer working group in April
and continue efforts, using HLM sessions if necessary,
to reach full committee acreement in this area

- Continue efforts to discuss ! rmonization and en-
forcement issues as well as re-export licensing with
CoCom working-level officials

- Develop a plan and seek support from CoCom govern-
ments to enhance the organization's physical faci- '
lities and support resources

I
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Problems

- Many elements of the program to strengthen CoCom
have been raised earlier, with a notable lack of

enthusiasm from allied governments. The prospects
for some elements of the program may not be bright.




=i

5. Multilateral Controls on High Technology Exports,
including 0il and Gas Equipment, and Data

Study Content

This study is designed to show the relationship of
controls on high technology exports not currently control-
led by CoCom--including o0il and gas technology and equip-
ment~--to the security interests of the U.S. and its allies.
The study will:

- identify the USSR's priority energy projects and
the potential contributions that Western equipment
and technology can make to these

- determine the impact of these projects on the
level of Soviet energy production

- determine which Western eguipment and technology
is key to Soviet plans

The results of these analyses will be assessed in the con-
text of the implications of Soviet energy exports for
Western energy security and the advantages to the Soviets
in pursuing their strategic aims, of increased levels of
energy exports to hard-currency markets (this latter in-
formation will be developed by the energy and the over-
all East-West studies, respectively).

Implementation

- Presentation of the following points by the U.S.
delegate to CoCom at the next feasible meeting:

- CoCom should examine whether multilateral
controls on high technology equipment (not
now controlled), inc¢luding oil and gas, will
enhance Western security

- CoCom may wish to establish one or more sub-
groups to review specific technology areas
such as oil and gas

- The U.S. is wil""’ " forward & proposal
——_ E tely

Problems

- The French and Germans have emphasized that oil and

cas equipment should be considered under existing

CoCom criteria, which are limited to military uses.

They will <~ nost ¢ :tainly argue that the consideration

of o0il and gas is, in the present instance, inavpropriate.
SS
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- The French have resisted the creation of any new
committees or related structures, and will probably
regard the oil and gas ad hoc committee as such, and
attempt to rule it out on that ground.
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Draft Strategy and Terms of Reference
for East-West Economic Study

O3JECTIVES

The US seeks a NATO study which focuses sharply on the security
aspects of East-West trade, technology and financial flows, and
leads to common policies reflecting consensus that economic
relations with the USSR must be seen in a security/strategic
context. In our work with the Allies, we should structure the
overail study in a way which can be helpful to us in the work
underway elsewhere on energy, high technology and credits. This
work should flesh out the principles confirmed in the "Summary of
Conclusions.” Our emphasis on strategic considerations and leverage
will come up against the views of some Allies, who can be expected
to prefer an emphasis on the economic analysis that is the customary
product of the NATO Economic Committee.

We should seek completion of this phase of the process this
spring, before the Williamsburg Summit and the NATO and OECD
Ministerials. We should recognize, however, that the process of
forging the new common policies we seek may take substantially
longer:; there may be subsegquent follow=-up, both in NATO an in
other organizations.

Our specific objectives are those set out in the relevant NSDD's
and the US papers on East-~West economic relations submitted to the
Ottawa and Versailles Summits. In this regard, the conclusions
drawn from the study by the NATO Ministers should support our
contention that economic relations with the Soviet Union should be
viewed in a security/strategic context and support NSDD-66
objectives on energy (no new incremental deliveries of Soviet gas),
technology transfer (strengthen COCOM and controls beyond current
COCOM guidelines), and export credits (further restraints on
officially-backed credits).

IMPLEMENTATION

The Germans are ready to give the NATO Economic Committee the
task of preparing an overall study, and the French may also be
prepared to cooperate. The FRG has indicated that it would be

o We

'ton"
labeling.

The Economic Committee has a new French chairman and a small
staff. During the course of the study, this staff will need
additional manpower, which could be provided throu » temporary
assignments of qualified economic analysts from the capitals. We
are prepared to assist and should encourage other Allies (e.g.,

[
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Canadians, FRG and UK) to do likewise. The NATO staff will need tc¢
draw heavily on recent work of the Committee (much of it supported
by CIA and INR) and of the OECD. National submissions will be
needed and expected, and CIA and INR should be prepared to provide
full economic analyses after the Interagency Group approves the
attached terms of reference, which incorporate the individual
comments of agencies received over the holidays.

NATO has the drawback, for purposes of this study of not
including Japan. However, Japan will need to be involved in some
informal way--both Jzpan and France rule out direct Japanese
participation--from the outset. The so-called "Trio Mechanism" use
to involve Japan, Australia and New Zealand in Polish contingency
planning serves as a precedent. However, the French have stated
their objection to having Japan directly involved in this NATO wor}
and they may balk at use of the "Trio Mechanism." In any case, we
will have to have informal bilateral consultations with Japan,
either to supplement "Trio" meetings or as a replacement for them.
We should seek to have both the "Trio" meetings and bilaterals helc
in Washington, with USNATO and Embassy Tokyo having supplemental
roles.

Our other priority task should be to submit to NATO our proposa’
for the terms of reference of the study. While it is extremely
important to ensure that the work begins soon, and on the basis of
our TOR, we should consult with key Allies, both in capitals and at
NATO, to determine whether they would join with us in submitting
parts of the TOR. The initial series of meetings in the Economic
Committee is expected to run 7-10 days.

TERMS OF REFERENCE

We see two major constraints on the terms of reference: they
should not imply an overly broad study, in part, because of NATO
staff and time limitations:; and they must cover some areas of
interest only to our Allies (e.g., agricultural trade).

We might propose to title the study "An Examination of the
Security Aspects of East-West Economic Relations,” in order to
emphasize that the study is to enter into broad policy questions.

The approved terms of reference should alsc be used as the basi
for a US paper (or papers) for the NATO Economic Committee. The
analysis will need to track with the decisions of the interagency
groups planning for follow-up on COCOM and. other high technology,
energy and credit. The US can submit these papers, whether or not
the terms of reference below are agreed multilaterally.
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DRAFT TERMS OF REFERENCE

I. SOVIET ECONOMIC SITUATION AND OUTLOOK
A. Structure
l. Military sector
2. Civilian sector
B. Recent Economic Trends and Problems
l. Industrial sector
2. Energy sector
3. Agricultural sector
C. Economic Outlook '
D. Economic Policy Options for Resource Allocation

II. IMPACT OF EAST-WEST ECONOMIC RELATIONS ON SOVIET ECONOMIC AND
MILITARY PERFORMANCE
A. Evaluation of Recent and Prospective Economic Relations
l. Trade
2. Finance
a. debt
b. hard currency earnings
B. Soviet Economic Benefits from Trade with the West
l. Critical incdustrial sectors (including energy)
2. Agricultural sector
3. Relations with client states
C. Direct and Indirect Contributions of East-West Economic
Relations to Warsaw Pact Military and Strategic Capabiliti

III. WESTERN ECONOMIC VULNERARILITY AND DEPENDENCE ON THE EAST

A. Supply Relationships
l. Energy
2. Raw materials
3. Outlook

B. Soviet and East European Markets
1. Manufactured goods '
2. Agricultural products

C. Potential Economic and Financial Leverage Against the West

IV. MAJOR FINDINGS

The above terms of reference could be addressed by the Economic
Coomittee in three or four separate meetings in late February-early
March at the senior experts level, followed by a meeting of
policy-level officials to outline the policy implications of the
analytical work. Ideally, this latter meeting should be held at the
NAC, with participation of experts from the capitals.

The first meeting, on the Soviet economy, would try to establish
sone common ground for the analysis of the strategic considerations
of East-West commercial relations. The meeting and paper could be

organized as follows:
’ ﬁnka\vm raey
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I. SOVIET ECONOMIC STRUCTURE
A. Military Sector
B. Civilian Sector

II. RECENT ECONOMIC TRENDS
A. GNP Growth
B. Accumulating Problems in Industrial Sector
C. Energy Sector
D. Effect of Four Consecutive Poor Harvests

III. ECONOMIC OUTLOOK
A. Demographic Factors
B. Resource Constraints
C. Productivity Prospects
D. Economic Growth in the 1980's

IV. RESOURCE ALLOCATION POLICY
A. Continued Support for Consumption-Oriented Programs, an
Attempt to Cut Back on Investment Growth, and Delays in Souwe
Military Programs
B. Evidence of Reduced Aid to Eastern Europe and the Third World
C. Policy Decisions Facing the Leadership

In this meeting, the Committee should strive to identify some of
the less well understood reasons for current Soviet economic diffi
culties, which are not merely the result of a run of poor agricul-
tural years. The United States should also draw the attention of
the Allies to the likelihood/evidence that economic constraints ha.e
already led to delays and cutbacks in Soviet military programs and
in aid to client states and Third World initiatives. In reviewing
the policy decisions the new Soviet leaders must make, the relation-
ship between military spending and economic cooperation with the West
should be documented and established.

The second meeting, on the contribution of East-West commercia
relations to Soviet economic and military power, would summarize t“--
trends in Soviet economic relations, and look at the possible role
of East-West commercial relations in facilitating the Soviet
leadership's resource allocation program. The meeting and the pap
could be organized as follows:

- o : e { - e ontw e avan T- T&&L:

A. Critical Role in Some Industrial Sectors
B. Dependence of Livestock Program on Imported Grain

II. CONTRIBUTIONS OF EAST-WEST TRADE AND TECHNOLOGY TRANSFER TO
SOVIET MILITARY POWER ’
A. Industries Essential to Military Production
B. Weapons Systems
C. Easing of Constraints
D. "Indirect" Contributions from Freeing Industrial Resources

ﬁn;;ﬁﬂwwmfnt
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III. IMPACT OF HARD CURRENCY AVAILABILITY/CONSTRAINTS ON SOVIET
POLICY
A. Direction and Size of Resource Transfers between USSR and
West
B. Support for Eastern Europe
C. Sectoral Impact
D. Support for Third World

IV. POTENTIAL CONTRIBUTION OF EAST-WEST COMMERCIAL RELATIONS TO
ALLEVIATING ECONOMIC STRAINS IN THE USSR
A. Outlook for Soviet Import Capacity and Impact on Economic
Growth and Allocation of GNP
B. Role of Expanded Use of Credits
C. Role of Compensation Agreements
D. Role of Institutional Arrangements

The third meeting dealing with Western vulnerability and
dependence could be structured as follows:

I. SUPPLY RELATIONSHIPS
A. Western Dependence on Soviet Energy
B. Western Dependence on Other Soviet Raw Materials
C. Outlook

II. DEPENDENCE ON SOVIET MARKETS
A. Machinery
B. Grain
C. Outlook

JII. LEVERAGE ARISING FROM ACCUMULATION OF SOVIET AND EAST EUROPEA
DEBT TO THE WEST
A. Past Record
B. Outlook

In this meeting, our objectives would be to achieve joint
recognition of the extent of the potential and actual influence th :
the USSR and Eastern Europe can exercise on Western economies and
policies.

Source Material

Attached is a two- e "ist of CIA studies avail ~ ~ 2 as source
material for the NATO scudy.

0022B
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Draft Strategy and Terms of Reference
for East-West Economic Study

Drafted:EUR/RPE/EWEA:RFrie§Ecg
1/5/83:x20533 (0022B)

Cleared:EUR:TMTNfEK;
EUR/RPE : TERussel1(#”
EUR/RPE:DNMille
EB/TDC/EWT:GAldona
E:MBailey 7
INR:JDanylyk
CIA:MErnst <E
USTR:JRay
Treasury:GClapp
DOD:DGoldstein
Commerce:SLotarski
NSC:DBlair
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have to be less on subsidy reduction than on non-preferential
treatment of the USSR within the context of new and more
stringent Arrangement rules on export credits to all industrial
countries.

In short, there is little scope remaining in the
Arrangement for subsidy reduction. There is scope for more
restraint in the OECD, but that restraint will have to be agreed
urnnn in a far wider policy context than one relating specifically

to che USSR.

Within that context, we can design a proposal that would
consist of restraints that would apply to one or more of the
following aspects of export credit transactions: (1) the
"cover”, i,e., the maximum proportion of the total value of an
export that can be financed; (2) the type of financing, i.e.,
direct credits, guarantees, or insurance; (3) the "contract
rate," i.e., the rate of interest seen by the buyer; (4) interest
rate subsidies (for countries where financial market rates are
above the 12.4 percent minimum provided for under the Arrangement’
(5) type of products covered; (6) foreign currency loans or
guarantees; and (7) term to maturity.

2. Review —-- The review should cover the entire spectrum of
the flows of financial and real resources from the West to the
USSR and individual Eastern European countries. Thus, it
would encompass trade, debt, export credits (official), and
banking flows as individual items, as well as an overall analysis
of the aggregate of these items. The review should focus on
the past year's developments in each of these areas, the longer-
term trends, and the short-term outlook.

Distinctions would be drawn between the Soviet Union and
the Eastern European countries, in keeping with the widely
shared commitment among the OECD countries to the principle of
such differentiation. 1In particular, the review would concentrate
on credit flows to the former and the indebtedness of the latter,
in a manner such that an assessment can be made of the extent
to which Western economies contribute to strengthening the
strategic and military position of the U.S.S.R.

At the outset of this exercise, thinking within the U.S.
Government focused on the need for an ad hoc group, consisting
of the seven Summit countries plus the EC, to draw on work done
in the credit area in the OECD and other fora. The agreements
reached by Secretary Shultz and the French, however, explicitly
provide for the export credit studies agreed to in the "Summary
¢ Conclusions" to be done in the OECD. As with the terms of
reference, the proposed U.S. strategy for the OECD will be
discussed below on a two-track basis.

CONPSDENTIAL
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(2) to continue work in the Trade Committee's East-West Trade
( oup and in the Secretariat itself on relevant East-West
trade and financial issues, including analyses of economic
developments in key Comecon countries and the USSR and trends
in East-West economic relations (see latest annual Trade
Committee report on East-West Trade).

OECD Secretary General Van Lennep has suggested (Paris
44386) that the XCSS could give initial impetus for this phase
of the exercise at its February 8-9 meeting. He has offered to
contribute policy~-oriented papers to that end and has solicited
our views as to issues that should be highlighted. We should
focus on this task in the immediate future. Subsequently,
we will have to concentrate on what we would like to accomplish
in the various OECD groups and what guidance the XCSS could
give them.

Another question we will have to address is where we might
be able to achieve an overview of the work to be done in the
various parts of the OECD. The XCSS might be at least an
interim solution. Development of this approach should be
pursued after (1) further discussions with Van Lennep, and (2)
the results of the upcoming meeting are in.

Work Outside of the OECD

As noted above, the understanding arrived at between
Secretary Shultz and the French focuses almost entirely on use
of the OECD for the East-West cr 1it work. This presents us
with a dilemma.

On the one hand, in restricting this exercise to the OECD
we would severely limit what we could hope to accomplish --
with regard to both the scope of the discussions and the policy
changes that may result from the effort. We will need to take
great care that neither our important general export credit
policy negotiating objectives nor our East-West objectives
become submerged or compromised by combining them in the OECD
forum; there are real risks here,

A major problem is the necessity of involving the neutral
OECD member countries. They can be expected to object to dis

cussions of any as :ts of East-West e« ] 1at
H ly _ 51 ti L, which ru: out tr
security aspects of trade and financial I als

would also block any proposal to focus specifically on the

USSR. Although they might be willing (as in the 1982 negotia-
tions on a new export credit consensus) to increase restrictions
on the USSR and other Category I ("Relatively Rich") countries,
this would be opposed by the EC, particularly the French.

CONFMTIAL
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On the other hand, restricting this exercise to the OECD
has the most widespread political acceptance. The French have
consistently opposed a stronger role for NATO in this area as
well as establishment of the type of smaller, ad hoc group that
we had tentatively advanced earlier. They obviously recognize
the problems we will face in trying to achieve our fundamental
objectives in the OECD.

Regardless of what we may eventually decide to do, the
OECD will play an important role in developing data and analyses
on East-West trade and financial flows and in facilitating
discussion of the results. Moreover, our initial proposals for
work by the various OECD committees would probably not be
basically affected by our choice of an overall strategy. We
should therefore press on within the OECD in the directions
outlined above.

Over the medium term, we may want to consider whether or
not we should continue to restrict our efforts to get Allied
agreements on credits to the Soviets to the OECD. The pros-
pects for substantial accomplishments if we follow this course
are not favorable; by the same token, opposition from the French
could complicate any attempt to involve, or create, other fora.
Nevertheless, the stakes are high from the U.S. point of view,
and the U.S. should be alert to potential opportunities to
implement the precepts of the Summary of conclusions in a
forum outside, and smaller than, the OECD, should our efforts
there run into major difficulties.

An intermediate solution could be to continue to press to
the extent feasible in NATO to strengthen the Econad institu-
tional framework, including use of "enhanced" meetings at the
political level as well as the work on improving its data col-
lection and reporting system begun last summer. These would
be designed to produce policy recommendations on East-West
economic issues of strategic importance for the consideration
of the NATO ministers; we would downplay any linkage with the
OECD's work in this area. Over time, we might be able to win
agreement to establishment of a restricted group, which would
operate informally in connection with the OECD or outside of
it, to synthesize the results of the NATO and OECD work and
advance the U.S. objectives spelled out in NSDD-66. For the
moment, however, our marching orders clearly mandate the OECD
Arrangement as the key forum for East-West export credit work;
we should face up to that and proceed as effectively as possible.

Classified by S. J. Canner
Review for Declassification
on 1/19/89
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January 7, 1983

Status and Outlook
Energy Require s Study

Terms of Reference: The USG has prepared draft terms of
reference for the Energy Requirements Study (attached).

In it we propose the study proceed from an analysis of

likely energy demand and indigenous energy production
possibilities to an assessment of projected import dependence
and vulnerability to energy supply disruptions. The findings
of the IEA Natural Gas Security study would be factored into
the vulnerability section. The final analytical portion
would be an identification of various energy alternatives
that would have the effect of minimizing security risks.
Policy cornclusions would then be reached by government
representatives.

Status and Institutiornal Arrangements

It was agreed during the Secretary's trip that the
Energy Requirements Study would be undertaken in the OECD/IEA
framework. To resolve the problem of French attendance at
ar IEA meeting when they do not belong to that organization,
we convened in Paris on December 15 an "informal" group of
Summit-country representatives, plus the EC Commission. At
that meeting, we distributed for consideration by governments
our draft terms of reference for the study. The IEA Secretariat
(represented by Executive Director Lantzke) has begun work
on the study on the basis of the draft terms of reference
and expects to have a first draft ready for review in early

February.

We have canvassed Summit capitals for official reaction
to our proposed terms of reference. The UK and FRG have
accepted the draft without changes. Carnada, Italy and
France had no specific comments and are expected to approve.
when their internal deliberations are completed. Japan had
some questions (which we are answering) but finds the draft
generally acceptable. We expect to meet January 12 in Paris
on the margin of the IEA Standing Group on Lorng-Term Cooperation
to obtain Summit countries approval of the terms of reference.

The CIA has been asked to conduct a series of "shadow"
orn the basis of the terms of reference for the energy
requirements study ard the IEA natural gas security study.
DOE will assist in analyzing the North American energy
scene. These "shadow" studies will serve as a check on the
IEA's aralysis and, as appropriate, permit us to correct or
supplement the IEA's work.
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. An interagency working group has been established to
backstop USG participation in the energy studies. It
includes representatives of all key agencies and State
Department offices. The interagency working group will
_report to Allen Wallis as chairman of the senior-level
International Energy Security Group (IESG).

Qutlook

If the Summit country representatives have no serious
problems with the terms of reference, we expect to convene
another informal Summit 7 plus 2 meeting next week on the
margins of the January 12-13 IEA Standing Group on Long-Term
Cooperation (SLT) meeting in Paris to obtain agreement on the
terms of reference. Final terms of reference could then be
provided to the IEA Secretariat.

Ulf Lantzke has informed us the Secretariat will have
a first draft of the Energy Requirements Study by early
February for circulation to members of the informal group.
In mid-February the Secretariat would host a two-day Dourdan-
type meeting where the "friends of the Secretariat" would
discuss the first draft. At that time, we would bring Norway,
the Netherlands, and perhaps Australia, into the informal
process.

Based on these discussions, the Secretariat would
prepare a redraft which could be discussed further by
the informal group and/or sent to the IEA Governirg
Board for consideration. The IEA Governing Board is
next scheduled to meet March 24.

The first step in the study is to establish the factual
basis to support our contention that, left unchecked,
the Soviets car become the marginal supplier of gas to
Europe and drive out competitive alternatives. The Energy
Reguirements Study and the IEA Natural Gas Security Study
will derive alternative reference cases based on different
assumptions regarding GDP growth to the year 2000, supply
and demand, and interfuel substitution. We would expect
that at least one reference case will support our contention.

After the factual basis has been laid, fuw -
1 7
we would seekK to persuadge our EU @ _ 1 _ t
energy security policy response to the Soviet threat of
preemption and resultant Europear over-~deperndence on Soviet
gas requires a coordinated European effort to promote the
development of Norwegian reserves.

SESRET



S§§§ET
- 3 -

Our goal, of course, would be to obtain European
agreement to the NSDD-66 objectives: "not commit themselves
to significant incremental deliveries through already
existing (Soviet) pipeline capacity; and participate in the
accelerated development of alternative energy resources,
principally Norwegian gas reserves." (It should be recalled,
however, that the study is an overall, global reassessment
of energy security issues. The Europeans will emphasize

their vulrerability to oil-supply disruptions.)

Attached is our proposed terms of reference and an
anticipated work program.
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Terms of Referen Qv
Requirements and Alte s Study

The basic guidelines for the Energy Alternatives Study
are provided in the "Summary of Conclusions" on East-West
economic relations. The Summary stated that:

"In the field of energy, they will initiate a study of
their projected energy reqguirements and dependence upon
imports over the next dec e and beyond and possible
means of meeting these requirements, with particular
attention being given to the European energy situation.
The study will be conducted under the auspices of the

OECD. "

Interested countries would ask OECD/IEA to undertake
the study, drawing on previous and on-going work, including
the World Energy Outlook. The analyses in previous OECD/IEA
studies would be updated to reflect changed economic and
market conditions. The Energy Alternatives Study would
also utilize information being developed in the Natural Gas
Security Study. Member country contributions to the study
would also be welcomed.

To provide a context for the regional and country
analyses, the study would assess global energy supply/demand
for oil, natural gas, coal, nuclear and electricity, and
identify likely energy supply flows through 2000. This
assessment would include energy supply/demand and flows
scenarios from an energy security perspective.

Using the cases developed for each of the three OECD
regions, with emphasis on Europe, the study will make a
detailed examination of:

Requirements (Demand)

- Regional and country energy requirements by: EF

Fuel Source N
° Consuming Sector @5‘3‘

[}

OECD Indigenous Supply é~
- Energy production possibilities, by energy source, E:

within each region =
k|
Z

- Energy imports from other OECD regions.

Import Deper--~nce

- Current and projected regional and country dependence
on imports of energy from non-OECD sources, with
emphasis on Middle East o0il and Soviet energy.

CF‘NP'T‘
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Vulnerability on a Regional and Country Basis

- Risk analysis of supply flows and sources

Physical Systems for Coping with Disruptions:

Storage capabilities (stocks)
choke points

dual-fired capacity

surge capacity

allocation systems

6 06 0 0 o

- Economic impact of likely disruptions, particularly
effects on key sectors.

Evaluation of means to improve energy security systems:

supply diversity

fuel switching

arrangements for access to shut-in capacity
improved storage, demand restraint

pipeline flexibility

strengthened international cooperation

Alternatives

- For each region and country an analysis of alternatives tc
dependence on non-OECD imported fuel considering:

° possibilities for enhancing development of
indigenous OECD energy sources, including
examination of institutional, policy, financial,
and technical constraints.

° potential for inter-fuel substitution.

possibilities for enhancing intra-OECD energy trade.

externalities (employment, environment, security).

Based on the technical analysis developed by the
OECD/IEA, countries would draw policy conclusions and take
appropriate actions, including through the relevant multi-
lateral organizations.

N



studies.

Follow-up on Energy Requirements Study

and Natural Gas Security Study

Mid-January. Approval of "terms of réference by informal
steering group (Summit Seven, plus EC Commission).
(Meeting either on fringe of SLT or later in January)

Mid-January. U.S. expert (Chuck Patrizia) meets with IEA
21 :ariat and begins assisting Secretariat with energy
1dy. (Lantzke offered U.S. use of Sec:r tariat position.)

Mid-January. CIA tasked to und¢ rtazke "shadow" studies in
support of Energy Reguirements Study and Natural Gas Secur-
ity Study. CIA would "sanitize" work it has done on energy
security and transmit it to Secretariat for use in energy

January 13. IEA Executive Director Lantzke in U.S. for meet-
ings with Secretary Hodel, Undersecretary Wallis, and p0551bly

Judge Clark. _ R

- _ Tt -

End-January/Early-February. IEA Governlng Board (with Paris
representation) meets to approve terms of reference.
(Lantzke would call meeting "at reguest of number of IEA

m Dbers," and would circulate steering group-approved terms
of reference to all IEA members.)

End-January. Data collection and validation for Natural Gas
Security Study completed and outside computer consultants

engaged.

y- ebruvary. Secretariat completes first draft of Energy =«

¥ irements Study. (Study would not contain policy con-
c ions or recomn 1dations, only factual analysis.)
¥id-February. Dourdan-type meeting of in! 11 steering

croup to review first draft and prc ide comments to Secre-
tariat. (&t this point we would bring Norway, the Netherlands,
end perhaps Australia into the informal process.) ’

Znd February. Secretariat completes computer a: for

XNetl :1 Gas Security Study. [

)
- _ﬂi Ry N

~ ov AT DATEM.
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‘ . STRENGTEENING COCOM

The Unitec States has ,roposec th a2 second High Level
CCTCH YMeetinc (HLM) be held in lzte February or March in order
tc stimuleate end maintain pollicy level attention in the
cther COCOM governments on the need to strengthen the multi-
lzteral system of security export controls coordinated through
thzt organizetion. We hope to mezke use of the BLM to encourage

ec support for major US COCOM initiatives in the following
s (which are described below -in greeter detail:

4

4

ii
€z

™

(2) &an anticipated U.S. propcsal to be submitted to
COCC¥ thet 2 second high level n =t1ng (ELM) be held at
motually acceptable time in 1283, and

some

(B) efforts prior to the seconé-ELM to strengcthen COCOM
in the following areas (which are cdescribed in grezater
cetzil below):

1) effectiveness znd responsiveness of COCOM in general;

n

2) stretecic criteria;
3) 1list review;

4) enforcement, counter-intellicence cooperation, ané
narmonization of licensing procecures;

orcenizetion, e.ag-. 4nsti;u;ing g2 militery sub-committee,

-

mproving communicztions and ecuipment, adding stzff;

i
L
p.

eral zpproeches concerningc third country
Y

It woulé also be our hcpe that the ELM could review &and
~e impetus to an ad hoc COCOM study croup on "other high

-ab

ctnology, incluéing oi:l znd gas," which the US has also
~~-

(o))
~

l

- .
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Co! :cwrive: To cbtein z consernsus thet, Jdespite its
successes, wue COCOM systerm of multilaterzl controls must be:
strencthened in oréder to impece more effectiv vely the transfer
¢ Vestern ecvirment anc technology of strate c1c militery
izzscrtence to the Soviet Union ené its Warsew Pact ellies.

)
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Plan of Action: At the January 1982 ELM, the United
ates noted tnat COCOM had been rezsonably effective in
ntrolling the export of listed items by law-zbiding
Dorters but that the Warsaw Pact countries were obtaining
uipment and technology of strategic military importance
th through evasion of controls ané because some significant
ems zre not subject to control. Our objectives were to
monstrzte the need for improving enforcement and for
:engthening the existing embarco list. The HLM acreed
inute acknowledced that Wersaw Pact military ecquipment and
chnology had been zided by systematic explol.aglon of
western technology and thet COCOM should give priority
attention to reviewing the adeguacyv of controls in several
specific areas. EHowever, the first ELM 6id not endorse U.S.
preposels for & clarification of COCOM's streategic criteris,
aédcéitional resources fo"enforcenent, or a2 military sub-
committee znd that meetingc could not, of course, teke
cefinitive action on strengthenlng the embargo list. During
bilzteral talks in October 1982, the United States proposed
meetinc of Japanese, German, French, znd UK officials to
ciscues joint zpproaches to third countries in efforts to
ten diversions; the UX has supporteé this U.S. initiative
bL; has urceé thet the idea be pursued in COCOM rather than

"in & restricted croup. -

ML I B e TR IR U B B e D 2
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We shoulé now renew efforts to revise the criteria, to
obtazin commitments for more ricorous enfcrcement, to establish
2 militery sub-committee and otherwise strencthen COCOM
crcanizationally and locistically, and to pursue the idez of
multilateral zpproaches to third countries. We should also
icentify problem areazs in the list review ané seek support
for efforts to reach rapid acreement on strencthening the

iiste in priority arees.

2. Review of the streztecic criterie

Cbjective: To cobtezin a2 commitment by the other members
to surport 2 U.S. initiztive to revise the strategic criteria
in crder to provide & clezrer besis for broadening COCOM
trols to ccver technceclocy, .ecuipment, &nd meterizls
'tical to defesnse prccuction.

®l=p of 2e+ion: The U.S. should rpropose in COCOM that
the seconé sider revicsing the COCCM streztegic criteria.

jective of this revision would be to
s for restrictinc exports to the USSR
nology criticeal to ceiense production.

In Preperatory meetincs for
~emters showeé no enthusizen

st BELM, other COCOM
e i
crozosel fcr a revision of the st

ng a =1m1lar us
criteria. Accoréingly,

~



chances proposed by the United Staztes at that time have not
been discussed in detail, either at the first ELM or in
recular COCOM meetings since then.

Prior to the seconé high level meeting, the United
States shouvlé indicete that it would like to pursve its
eerlier initietive to revise the strategic criteria at that
session for the reasons outlined above and to seek general
svrport for such an undertaking.

%e shoulc stress that inadecuzcies of the present COCOM
svstem necessitate z broadeninc of the current embargo to
cover items critical to military production and that the
ortimal way to signal this to the numerous officials who
work on the details of the List Review would be a revision
in the strztegic criteria.

3. Review Procress to édazte in the List Review

Objective: To encourace support for priority U.S. List
Review proposels which encountered sericus problems during
the First Round and for full committee zgreement on -
these proposals befcre the COCOM summer recess.

Plan of Zction: Substantizl progress has been made in
rezchinc agreement on U.S. proposals to strencthen the
embarco lists in “rlorzgy areas identified by the first
EL¥, except for floaztinc drydocks, robotics, znd computers.
There is z major problem in obtzining escreement on our
£lozting érvéock proposal (particularly from Jepan). Much
technical work remeains to be done to refine propesals on
rcbotics 2né on computers (hardware, software, and communi-
cations switching). The Committee hzs acreed to schedule a
ccmputer working group in April but is resisting scheduling
ez seconé rcuné of furll Committee review of the computer item
tefcre the £fz2ll of 1883. The United States plans to submit
revised proposals on robotics and on computers to the
Ccmmittee in Jaznuary so as to provice zdecuate acévance
nctice to cther members for second round working crcup and
Zull Committee consicderztion befcre the summer recess.
Scwever, it will not be possible to research 2ll outstancéing

technical cvestions fully by Jenuery, so thet there will be
scme ¢z 3 in our revi eé propc . Moreov r, in %t :,
efforts to rezch -nterccency agreement on the content of

- d &

T.S. proposzls have been time-consuming.

C.
{

Efforts are ccntinuing to schedule fuvll Cemmittee second
round review of the cecmputer item before the summer recess.
e will not xnow for sure until the end of Jenvary whether
~e can meet our coal of submitting revised rcbotics &nd
ccrputer prceposzls to COCOM by then, nd we will zlso not
¥now until the end of Jeanuvery how rmuch further technicel
work we must 8o in order to have a procductive seccnd round
iscuesion of thecse itens.

‘)l &
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t the ELM we cshould seek 2 ccn itment from the other
members that they will work with us to schedule and conclude
necotiations before <the COCOM summer brezk on precposals in
the priority areas icentified by the Januvary 1982 ELM.

é¢., Review effecrts to improve enforcement, counter- .
intellicence cooperztiicn ané harmonizetion of licensing
procegures.

Objective: To obtain pledges from other COCOM members
t0 devote increased intellicence zné enforcement resources
to security export control activities and to initiate
écmestic measures necessary to deal with the thiré country

¢iversicn problem.

-

Plan of nCtiOD' 2s 2 follow-up to the Eich-Level
Feeting, COCOM's Sub-Committee on Export Controls met in May
to consider a2 number of U.S. proposals on enforcement and
harmonizetion. The Sub-Committee zdopted more than 15.
reccmmendations which, if implemented, would co & long way
towerds (a) strencthening national enforcement zctivities;
(b) increasinc cooperative efforts among the enforcement and
investigatinc zgencies; and (c) brlﬁg*ng the licensing
prectices cf the other nmembers more in line with those of
the United States. 1In many cases, however, the recommenda-
ticns merely called for members tc stuéy the pessibility of
implementing zctions rrcposed by the United Steztes, such as
the initiaticn of reexport licensing to deel with the thiré
country diversion problem.

During the pre-list Review bilaterzls with major COCOM
covernments this fall the U.S. interagency teams undersc_red
the need for following vp on the key Sub-Committee recommenda-
ticns, perticvlerly thcese relezting to increase¢ enforcement
’eccuvcee ean¢ the thircé country civersion problems. 2s a

estlt of the Sub-Ccxmittee meetinc the full Cecmmittee is
glso ,‘esently c¢iscussing two U.S. initiatives, one for
stenerédizing informeticn provided with license zprlciation
gané COCOM exceptions cases and znother on develeping uniform
u=certz incs in the Impecrt Certificzte/Delivery Verification
(-I 7) svstienm.

I er wezy to sené interzcency to
=& L ----.% ceplitals curing January ené February to discuss
zey enforcement and frarmenizetion issves with werking level
cfficiels in licensing znd enforcement acencies. These
tilzterzls &né the subsecuent discussion at the second RLM
chculé emphecsize the key harmonizzticn zné enfcrcement
I xes. These wouldé include:

(2) The neec fcr increesed resources cevcted to natiocnzal
enforcement activities l'ost of the other covernments have
mcteé the difficulty of increazsinc such resources beceuse of
Tulcetery rest:;;n;s execerbeted by the present recession.
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U.S. presentetion should emphasize the possibility of

f

o e

ting resources from cther less crucial activities into
rcement. We should attempt to get the other members to
cribe how they zre implementing the Sub-Committee's
cmmendation on increased resources or to commit themselves
© cive high level attention to this issuve; ané

'J’

m o
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(b) The need for reexport licensing or alternative
evs‘en to cope with the rroblem of diversions through third
countries. All the other members share the U.S. view that
.he clver51on of COCOM controlled eguipment and technology
through third countries is a serious problem and the high
level acreed minutes call upon COCOM teo adédress this
issve on an urcent basis. On the other hand, all other
m=embers have resisted our urcings thaet they institute the
C.S. prectice of reexport licensing: they point tc vastly
increased administrative burdens and to legal problems
of such an extrzterritorial reach of controls. The U.S.
shoulé press other members to describe what measures they
have instituted to cope with the third ccuntry diversion
crcblem ané to emphasize the need for alternztive arrzngements

in lieu of reexport licensing.

Commerce anc State shculd prepare catles pr09051na 2
ested schedule of bilaterals on harmonization and

scce
enforcement issues. )

5. Examine further measures %o sirengthen COCOM insti-
tctionzllv, e.c., institutinc 2 militarv sub-committee, improvino
cocoouenications &nd ecuipment, &6cing stefs

Objective: To overcome existing opposition amonc the
steering ¢roup members to the establishment of 2 COCOM
"’4*=ry sub-committee and to obtain & ceneral pledce for
inznciel scpport for the upgrac1nq of COCOM facilities and
ccmmunications and an expansion of COCOM steff.

Plen of 2ction:

A. Milits~v Subcommittee

The ~:nu > 1282 ELM ¢ reedé thet "COCOM may from ti==2 to
tize 2r 7 ccmmen accoré concuct specizl sessior T _ri_
tc receive andé exchenge reports from militery aznd defense
sceciglists.

At that meeting, zné zczin &t the Octiober 1882 opening of
tne List Review, other members resisteé & U.S. preposzl for =z
sesarazte COCOM militery sub-committee, primarily beczuse of
Cesires that their governments spezk with one voice in COCOM.

COCOM met cn Noverbker 15 in a2 "specizl session to receive
it eycha-ge reports frem militery ané defense specialists”
the biect of storeé srogram ccontrol circuit switching.

O Mm
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At that meeting, most delegations e representeé by
officials from not only the Ministry of Defense but a2lso
from the Ministries of Foreign Af! irs and of Trade. Japan
is especizlly sensitive about involverent of its Defense
Acency in COCOM activities and declined to send any military
or defense specialists to the November 15 meeting.

The United Stztes should take advantage of the opportunity
presented by the November 13 consensus to "take the necessary
measures to strengthen the effectiveness and responsiveness
of COCOM" to press once more for the establishment of 2
COCOM military sub-committee. A central function of COCOM
is to identify what is militerily critical. Yet, in the
absence of a2 special meeting czlled for the express purpose
of convening military experts (such 2s the November 15
meeting), most delecations to COCOM include nec military or

Gefense specialists.

Such specialists should have az more active role than the
receipt ané exchange of reports, beczuse their views as to
what is militarily criticel would be of greest benefit to
COCOM. BHowever, to meet the concerns of others thzt their
covernments must speak with one voice, we should sugcest
that the function of the military subcommittee be the
exchance of informal views which would not commit governments.

To meet the Japanese concern about military participztion,
we should sucgest thet the term "military &and defense
specizlists" be interpreted to include non-military experts
knowlecgeable in the militeary appliation of technologies.

The United States will make a2 formal proposal along these
lines for consideraztion by the EL¥. If strong opposition
frem the ELM is encountered, we shouvlcé suggest one or both
of the following alternatives:

(1) & series of COCOM meetinos to which militery and
cefense specialists would be invited to consicder special -
erees of strztegic concern (DOD ané CIA would ﬂcentl-y
several suvch arees in céVchE) or (2) informel meetincs of
militery andéd cefense specizlists of interested covernments
to cecnsider such subjects and to report back to their

-

. Upcradinc COCCM fazcilitiee =nd staff

w’

COCOVM is now hcused in mccéest cuerters in an American
2ssy znnex. It has no modern word processznc T COm~
erized ccmmuniceticns eguigment. Its stzff is extremely
seter _ to perform the zssicned secretariat functions but
luées no telent cezpeble cf znalvsis of cri i 1 ect logies
né en in suf icient number cf personnel to prcvice in-depth

vses of such matters s exception cases which zre

ant to List Review Procosals.

-






The United States has a2 1951 co idential bilateral
arrancement with Switzerlané, a 1976 confidential acreement
-

ith Yugoslavia, and 2 1982 conficdential bilateral errencement
with Swecen, and is now seeking a2 confidentizl bilateral
arrangement with Austria. These neutral countries are most
anxious that we respect the confidentiality of these zrrance-
~ents.

Other COCOM member countries have less extensive arrange-
ments with thiré countries, principally concerning the use
cf Import Certificeates ané Delivery Verificetions. 1IC/DV
procedures have been developed in COCOM over the past 30
vears for use in trade among COCOM member countries &nd with
non-member, but cooperzting countries. It would be reasonable
fer joint zpproaches to third ¢ antries to seek the application
cf IC/DV procedures to 2 creater rancge of trensacticns than
is now the cazse. During such joint epproaches, the third
countries themselves micht sugoest the zpplication of scme
cther elements of U.S.-bilsteral ar rencements to re—exports
cf items oricineting in other COCOX member countries.

During the hermonization bilzterzls mentioneé zbove the
atec -uoulo =eex suoport of kev COCOM cove.nﬁents
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- MULTILATZRAL CONTROLS ON HIGE TECHNOLOGY
EXPORTS, INCLUDING OIL .2ND GAS EQUIPMENT, AND DATA

Overview

The United States Government has a definite set of views abo
the reasons for control of high technology exports, especially oi
ané gas eguipment and technology. These views include the concer:
over the effect of additional Western Eurcopean gas purchase on
Western energy security, the contribution of these purchases to
Soviet hard-currency earnings, and the importance of such earning
~n furthering 50v1et strategic aims. Agreement with our allies o

the objectlves spelled out in NSDD-66 will depend on thorough
ané persuasive studies and analysis. A specific study in COCOM
would serve the purpose of investigating a secondary cue: ion:
the vtility of controls on exports of oil and gas egquipment and
technology.

The aim of this study is to show the relationship of con-
trcls on hich technologv exports, to the Soviet Union, to the
=e_ur~ty interests of the U.S. and its allies. The case for
imposing such controls will depend on a broad set of effects ¢
aliied security, as real as, but more roundabout than those tr
have been considered in the past in evaluating additions to tk
COCOM list. These broader effects on security will in part be
addressed by the parallel studies on energy and on Ezst-West
economic stragecy, so thet the work of the different studies
will be interconnected. 1Infor: tion coming out of or antici-
pated from the present study will help determine the content
and :iorities of the other studies; information flowing from
theose studies in the course of their work will contribute to
the assessment of the strategic and military importance of
particular items, or classes of items, being consi¢ -ed in thi
study. Tt :efore, this study must begin early on those parts

£ its work :that interwezve with the work of the other study
groups.

As a2 part of this stuéy or in a related study, the issue

pclitical coantrols on exports to the USSR wi be addr
1¢ to build s :
on selected the USE

jious Soviet behavior.

t is essential that the current deliberations cf the on-
oing COCOM list review co forward without interference or
elay. Therefore, the new study will reguire the addition of

[ IXT4]
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(1) an overall system of controls on high technology
transfer, including critical oil and gas equipment and techno-

logy;

(2) cenial of critical technology alone, (which would
broadly parallel U.S. licensing policy which routinely permits
ezuipment exports while der ing technology):

(3) multilaterazl denial of high technology items,
including critical oil and gas eguipment, at first limited to
those available principally from the U.S.;

(4) concentrating denials largely on equipment and
technolocgy for transmission of oil and gas;

(5) proposing "controls" without a specific policy of
general denial for the initial purpose of monitoring such
exports; :

(6) tying denials to Sovi : export-oriented emergy pro-
jects instead of specific categories of technology or
equipment; )

(7) tying denials to items not generally available in
the Communist Bloc countries; .

(8) setting a time limit or sunset provision as opposed
t0 permanent controls.

Discussion of Alternatives:

Alternative 1 is tzken from NSDD-66. Every listed alter-
native woulé be a step forward in that it involves controls
or criteria not now accepted by the allies.

Denizl of technology alone (alternative 2) would serve
the purpose of preventing the Soviets from building their
own o0il and gas equipment using new Western technology. Since
the USSR wouléd continue to be dependent on Western equipment,

the possibility of using this de) 1ce later for Western
leverage would remain. Soviet hard curi 1cy earnings would
2lso be partly offset bv ecuipment purchases. 11
Sovie er 7 >3 Wi N -
native the allies woulc anitiate controls anc wouuid
ceny critical technology not pre mbargoed. However,

it is no more than &n cpening wedge.
The merits and drawbacks of lternative 3 are very

similar to thecse of zlternative 2. However, alternative 3
clearly puts the initial burden entirely on U.S. companies.
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We may consider focussing denials solely on items for the
transmission of oil and gas (alternative 4), which are most d4i-
rectly related to Soviet export ability and to Western European
energy vulnerability. The balance of advantage concerning de-
nials which would, by their nature, also affect indigenous
energy development will be determined by this study and the E-W
trade study. Burden sharing within the alliance would be more
equitable, under this alternative.

Multilateral "controls" without presupposing a policy of
general denial (option 5) would allow monitoring of the flow of
such technology and ongoing review of its security implications
as suggested by the Summary of Conclusions. This woul impose
no significant burden on the Allies, nor would it have any ef-
fect on Soviet o0il and gas de :lopment. It could serve as an
imn liate first step, however, pending the results of the
studies. A policy of denial could be easily implemented for
specific items, shouléd study results or events require, once
the overall framework of the controls is in place.

Moreover, we should give consideration to a policy of
denial for those items which contribute directly to Soviet ex-
port capabilities (option 6). This option narrows the focus
of Western denials and leaves open the domestic projects. It
would address the energy security and hard currency concerns
raised by Soviet energy sales and leave open the possibility
of adding items to a denied list should future Soviet behavior
warrant. It would be difficult to administer, because of am-
biguity of the purposes of Soviet projects (export vs. domestic)
and because of possible equipment adversioms.

Alternative 7, tying denials to items not generally avail-
able in the Communist Bloc countries is an essential condition
of Western export controls.

Including a sunset provision (option 8) would likely make
the controls more palatable to the Allies. Proposing a def-
inite time period would bolster our argument that we are sug-
gesting controls due to our concern that Soviet gas rates

might preempt the development of alterr tive sou y
’ T n.
by which commercially viable alt__..___.__ nignt reasonable be-

come sailable.

Recommended First Steps:

An initial proposal for conti L long the lines of options
1 and 7 should be made in the context of the security consider-
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ations noted in this paper (page 3). This would focus dis-
cussion on control, and set the stage for a full discussion
of the rationale for control based on information from the
other studies. We should make clear that the list we pro-
pose is negotiable in technological levels of equipment by
exploring the options outlined in the study process. Prep-
aration for this effort will require a maximum input from
CIA to clarify the impact of the several options.







-
e
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(&) ‘Second, there are "other” high technology {tems that vill su
sord. the defense priority industrics of tl oviet bloc and othe
proscribed countries. U.S. proposals for se {tens are vell u lez-
w&y in development, but they have not yet been subz=itted to COCC
Feesible exemples Include maznufascturing equipment for silicon cc

Founde, scce electronic essenbly menufacturing equipoment, CAD/CA
systecs, and Industrial centrollers. . .
Yechanlsz

(kQ The Iinteragency working group ha: &greed that the United

tates thould ceke & serious effort to build constructively on

the aprerent willingness of the Seven to exexine the need ‘to
centrol "other” technology. This group will dreft a2 strategy
szper on Tother” non-COCOX controlled bigh technolozy. It will -
cefine vhet grcoups of technologies should ba considered under -
thiz category znd--esteblish eppropriste criteries for strategic,
concezn., On this 'besis, the group will identify current and
cendidstees for multilateral control and/or place ..
will develop ite position prior

=~ent on 2 wztch 1lst. The U.S.
A £irst draft of poten

ing the Alllies in e joint study.

to engeg
tl2l czrezories for considereticn with ratiocnele will be cozmplec
- 6 o - e ™ L] . .
ty Janmuery 7, 1983 &nd & report to the Working Group by Jenvary ”
SEJC ce Lt : o * . .... - :-' c -
- =T -~
e

be*Tbis review will include the followingsacticﬁéi;_-,"aﬁr
: ) ‘1§}>'~

=X

1. (8 The Services, DIA, znd Resecarch &nd Ingineering to * .=
review zdvanced projects Ior emerging techoologies not currently . =-.
ccnirolled zndé the defense priority {oductry propeccals for sud- -

d P4 - - Yo -, - f. - ’ - * "-1
=lesion to COCOH.  -- - Loe el .-t L e -

2. (t& Incdustry to be zpproached through the KCTIL review = .
zechzniez to icdentify czndidetes for cbnt;qi.-.';::u’?" .

3. (8) TTCG cheirsen to be esked to zeview thelr findings fo .
further cencéiceate technologies for centrol.» . - o, . -
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WASHINGTON, 0.0. 20301
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In reply refer to:
1-05322/83
INTERMATIONAL R
SECUNITY POLICY

MEMORANDUM FOR TIM HAUSER, STATE, EB/IFD/OMA

SUBJECT: Draft Cable on Ex Post Review of East-West Trade and
Financial Developments (HQ

(G) Defense proposes the following changes to make the paper to
be\sent to our OECD representatives compatible with the revised
(January 18) version of the interagency strategy paper on East-

West Credit Flows Study:

1. (O) Insert after “East-West work program” under point 2 of

. U.S. Objectives: "with the goal of achieving the U.S. objec-
tives described below”

7

,ARA, D/HE erl £

2. (5) Insert after the first sentence in the first paragraph . -
" 7 under Essential Factors: According to the "Summary," this . -

_review 18 part of a commitment to begin a study of Western
export credit licies "with the view of agreeing on a com-

- mon line of action”" toward the. Soviet Union and Eastern

) ‘Buropean countries that is in keeping with the general pre-

- cepts of not contributing to the military or strategic advan- .

' tage and capabilities ur ctne U.S.8.R. and not according

preferential treatment or subsidies to the U.S.S.R.

f&i This sentence from the revised strategy paper (top of page 1)
will alert our representatives to the perspective from which the -
‘US Government views their efforts. Moreover, UK representatives
have recently urged the U.S. to hold firm to the commitments in
the Summary of Conclusions. Of course, these objectives should
not be stated to representatives of neutral members of the OECD
because they would object to any discussion in the OECD of the
security aspects of trade and financial flows and to any spe-

"cific focus on the U.S.S.R.

3. (%) Insert after the first paragraph under Essentisl Factors
the two paragraph section titled "2. Review” that {s on page Z of
the revised stratepv paper The Ipf~=-=<=<= A=-dieq f=—- has

established subatai _ive U... _nl _ _
review., Our representatives should be informed of these objec-

tives to guide them in their efforts and to avoid later confusion
or delays in the interageney review proecess.

4, (G) Insert or work into the last part of the second paragraph
unde " 7 7 itors the two subparagraphs (1) and (2? on pages
3-4 strategy paper. Our negotiators should know the
"specitic objectives we should pursue in the OECD” as designated .

7
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by the interagency group. It s ams worthwhile to state these
objectives specifically even th gh several of them are included

.under the talking points.

5. ebi We recommend that the negotiating instructions include a
sunmary of the issue of, and approach to, alternative fora dis-
cussed in the strategy paper under "Work Outside of the OECD."
Our representatives should be informed that there are serious
doubts in the USG about the viability of the OECD as a forum to
implement the precepts of the Summary of Conclusions. They
should also know that the U.S. is prepared to consider other
negotiating fora over time. If they do not know this, they may
well be too prepared to bow to objections to our policies from
other governments. This could result in confusion and embarrass-~
ment to all involved in the negotiating process.

?NQ We appreciate the opportunity to review this draft text and
look forward to seeing the revised text.

Donald J. Goldstein
Principal Director

International Econoamalc, Trade
. and Security Policy
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3) What are the most important infrastructure elements
that support -- but are not a direct part of -- Soviet
military production? Has Western trade been important
in these areas? '

4) 1Is there any empirical evidence, beyond the in-
famous 1972~73 grain deal, that the Soviets have ex-
plOlted their monopsonist or near-monopsonist position
vis-a-vis their more numerous Western trading partners?

5) Among what uses could the Sov1ets be expected to
allocate their foreign exchange earnings for various
levels of those earnings?

In support of the energy~reqﬁirements and alternatives

study, we see the following particular requirements:

FOIA(b) ( 3)

1) A "shadow study" based on the terms of reference
for the East-We : energy dependence and alternatives

study.

2) A related "shadow study" on the physical character-
istics of the European natural gas distribution grid
and the physical constraints on responses to IEA-
stipulated disruption scenarios.

3) Continued CIA export help to advise the IEA Secre-

. tariat on gas supply modelling techniques and to monitor

the progre rk. In particular, we would
hope that who participated in the most
recent ga €rts' group meeting in Paris December 17,

would be available to attend future such meetings.

4) Key experts may also be needed for travel and con-
sultations in other OECD capital cities in the coming
months, depending on the cour : of the energy 1 Juire-
ments study.

5) Further CIA analysis of Soviet gas export capabil-
ities and pricing strategiés will be needed for our
gu: 1ce and for exchange with ai = 1 ¢« tries, in
pai sular N¢ ray and the » :her: . (1. , wl c:her
the Soviets coi~ 1 exploit their enhanced natural gas
production and transmission facilitie¢ to discourage
the future development of Western Eui jean supplies).

6) Whetl - the Soviets view and/or use energy as a
strategic resource in international relations.









