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MEMORANDUM 

NATIONAL SECURITY COUNCIL 

S-T 
INFORMATION 

February 4, 1983 ./ /"1 I 

MEMORANDUM FOR WILLIAM P. CLARK 

FROM: 

SUBJECT: 

WILLIAM F. MARTINW .:VJ'\ 

East-West Energy Studies 

/ ~ 

lv 

1. We have seriously lost momentum on the natural gas 
studies and alternatives to Soviet energy. 

2. Contacts today with CIA, 0MB and DOE officials confirm 
that technical coordination of alternative energy issue is off 
track. Due to weak role of coordination by State, my former 
technical team has now turned to other, more •pressing" 
issues. They are submitting off the shelf studies. No new 
thinking has been activated. 

3. State DAS (Wendt) in charge of the East West energy study 
group has one year of experience in energy and no technical 
background. While he is a fine foreign service officer, he is 
not capable of coordinating technical issues. This weakness 
could prove fatal in our race to move Europeans toward the 
North Sea and away from the Soviet Union. 

4. Given present situation, I have called an emergency 
technical meeting on Friday at the CIA to get things going 
again. We will undertake a crash program to get material in 
shape for the next critical meeting with the Allies, now 
scheduled for February 23-24. Each of the five parts of the 
energy study terms of reference will be examined from the 
following perspective: 

a. What shadow USG studies are we preparing so that IEA 
results can be checked against our figures? (I want the CIA 
to do the same study as the IEA. State, however, has dropped 
my earlier request from their tasker, that the CIA produce a 
detailed European gas security study.) 
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b. What analytical studies and technical facts can the 
USG contribute to the IEA Secretariat? How can we most 
effectively collect, organize and present data to the 
Secretariat? (We are very fortunate that the IEA has en­
couraged us to provide them with technical information. 
However, State is handing over material in a piecemeal fashion.) 

c. What are our talking points for the upcoming Summit 
country energy meeting in Paris? 

d. Despite our request to State to give NSC alternative 
representative status (same level as DOE DAS), our representa­
tion as key IEA working dinner last December was limited to 
State and DOE DAS level participants -- both of whom are 
civil servants. Unless we press State to give NSC more 
prominence on delegation list, we will miss opportunity to 
participate in future restricted meetings where key policy 
decisions will be taken regarding the East-West energy study. 

5. In conclusion: 

our technical work at the moment is totally disor­
ganized and basically at a standstill. We have lost at least 
two months. Now we must crash to prepare for the extremely 
important Summit country energy meeting in two weeks. 

NSC has been excluded from restricted dinners where 
key policy issues are discussed. We are represented by civil 
servants. 

I often hear of technical problems second-hand. 
State has not kept me sufficiently informed, primarily because 
they do not fully grasp the problems. 

6. In the future we must bank on our strengths: 

technical excellence. My approach in chairing the 
alternative energy technical working group in the past was to 
develop the best and most detailed technical studies our 
gove rnme nt could collective ly produce. We must 90 back to 
that approach if these energy studies are to achieve the 
objectives of NSDD-66. If the IEA study is a disappointment, 
then we must be able to put own own analysis on the table and 
discuss it with the Allies. 

~ 
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-- senior representation. At my urging, Dick Fairbanks 
will lead our three man delegation to Paris for the next 
Summit energy meeting. Dick will do a great job, but we must 
have our technical work in decent shape. My recommendation is 
that Dick and I be the senior delegates to these meetings. 
DOE can take a back seat. 

my close personal relationship with IEA Executive 
Director Lantzke. If things are not going correctly, then we 
can use this link to get them back on track in ·the interna­
tional arena. Lantzke knows what he must provide us in the 
way of conclusions (i.e., getting Troll going), and he will 
work hard for this objective. 

8. One final comment. I do not dispute State's right to 
lead delegations. However, a very serious mistake was made to 
let State chair most of the East-West study groups. The 
subjects of credits, technology transfer and energy are 
complex. The study groups should provide the technical 
underpinings to our efforts abroad. I would recommend that at 
this stage we assess the technical work of the other East-West 
study groups. I strongly suspect that there may be many 
similarities to the problems we face in the energy groups, and 
we should reappraise the role of Robinson and Blair on the all 
important Wallis-chaired Steering Committee which to our 
knowledge has never met. 

I would welcome an opportunity to discuss these matters with 
you as time is now critical. 

P.S. I just returned from my meeting at the CIA where I raised 
these issues with State, DOE, 0MB and CIA officials. While 
recognizing some of the problems, the State official said, 
nwell, at least the energy study is in better shape than all 
the other studies.n 

cc: Norma n Ba iley 
Dennis Blair 
Roger Robinson 
Charles Tyson 



En,ergy Study Terms of Reference 
ana Framework for USG worKJ 

Outline 

Introduction: Definition~£ ­
terms, risks, justification for 
concentration on oil and gas. 

I. Energy Requirements 

1. Pattern of present energy consumption 
in OECD countries. 

a) analysis by fuel source in major 
OECO countries 

b) sectoral demand patterns 

2. Examination of demand patterns-three 
scenarios, with price and growth 
assumptions 

a) analysis by fuel source in major 
OECD countries 

b) likely sectoral demand patterns 
(i.e. increasing use of gas in 
premium markets, coal/nuclear 
penetration in electricity 
generation) 

II. OECD Indigenous Study 

1. Pattern of present indigenous energy 
supply situation in major OECD countries 
and regions by fuel source. 

2. Analysis of future supply prospects 
for indigenous fuels in major OECD 
countries and regions, given current 
policies, demand and price scenarios. 

3. Intra-OECD energy trade, present and 
projected. 

I .... 

USG 
Contributions 

to IEA 

', .. 

USG 
Internal Analysi : 
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Outline .. 
:. Import Dependence 

Integration of supply and demand 
analysis in each of three scenarios 
for oil and gas. Focus only on current 
and projected import dependence from 
non-OECD sources in each major OECD 
country and region. 

Vulnerability on a Regional and 
Country Basis 

Risk analysis of supply flows and 
sources 
a. Current situation 
b. Implications of likely future 

energy supply/demand develop­
ments for energy security. 
- by major OECD countries 
- by OECD regions 
- by fuel source (oil, gas and coal) 

c. Assessment of risks of interrup­
tions, including analysis of 

\ combined oil and gas disruptions 
(Persian Gulf plus USSR gas) 
resulting from related incidents. 

Physical systems for coping with 
disruptions - current 
a. oil 

- level of emergency reserves 
- IEP oil sharing system 
- approaches to pricing allocated oil 

b. gas 
- findings of IEA Natural Gas 

Security Study 
c. coal and nuclear 

- electric generation over-capacity 
by country 

- coal stock levels 

USG Cont~ibutions 
to IEA 

USG 
Internal Analysis 
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Economic Impact of likely disruptions, 
particularly effects on key sectors 

Evaluation of means to improve energy 
security - lonG term measures 
a. better balanced and more efficient 

energy economies 
b. increased indigenous production 

and CECO-indigenous production 
c. diversification of import sources 

Evaluation of means to improve energy 
security - contingency plans 

a. oil: consideration of 
- approaches to pricing of 

allocated oil 
- level of emergency reserves 
- disruptions not covered by IEP 

b. gas 
- arrangements for access to 

shut-in capacity 
- storage, demand restraint 

enhanced pipeline flexibility 
(to flow from IEA Natural Gas Study) _ 

c. coal 
- stock levels 

d. nuclear 
- emergency cooperatio~ plans 

.._.., .. 1.4, ~..,u '-.,_\l.&Ut USG 
to IEA Internal Analysis , 

.. 



Outline 

'• Alternatives/Conclusions 

Identify most serious energy security 
risks (from section IV) and present 
most important energy supply 
security options (from discussion in 
sections IV 4 and 5). Discussion 
of institutional, policy, financial 
and technical aspects of: 

l. possibilities for enhancing 
development of indigenous OECD 
energy sources 

2. potential for inter-fuel 
substitution 

3. possibilities-for ehancing intra­
OECD energy trade 

4. safety net preparedness 
S. externalities. 

USG Contributions 
to IEA · · 

USG 
Internal Analysis 
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MEMORANDUM FOR 

FROM: 

SUBJECT: 

Dr • . Nox-man Bailey 

~ £ t .he Office of Global Issues 
CIA 

J.,,ionei -Olmer 

CIA Report, "Bc:onomic Sanct-ions: An Historical 
and> .. Conceptua1· AI!-alysis" ._ '; 'c _ _ · ···•· 

. . . .. ,;·· ·:~ ·, ., ~; 

· I have long -felt· that too little empirical ·research has been 
done · to examine the far-reaching effects of economic sanctions, 
so I welcome t-1,le fact that the CIA undertook this particular 
study. The study uses the only formal Jnethodolo.gy available for 
such an inquiry, but I question . the validity of drawing any . 

. ' 

. . final conclusions from a concept-ual model based on thirteen cas.e 
';:~ -, ~i1!,," · histories involving ·different · count·rles and different ,foreign ·. · ... ,; _:~>~ti._·t_.:,-:, 
l · 1

· ,,policy objectives. The variables· in -each c~se ·are :jQst: ·_too · · · 
~-: ·. . unrelated to draw from them def in_i ti ve princ.iples _or . ·rules- about 

all sanctions ._ policies. It would therefore appear necessary to 
ev.al.uate each new case on its own merits. Bach one can generate 
valuable que.sd.ons ·and. information on -economic sanctions policy, 
even though case histories do not seem to lend tllem·selves to-
general rules f6r ,£uture ~uc~~ss or failur~. 

~:~-•·.;· . As · ;he st.ucly admits, · t}te.re is little relev•ntquantitative data, 
· .·?;;, · · ·and evaluating the effects of sanctions- · is almost totally a . 

' · · judgmental process. T~is Department and -others· have been 
involved- in the . forui'ulation -and implementation of economic 

' sanctiorrs -.policies for some time. We would . be most happy to 
off er the · benefit of our expertise : to augment the. authors' 
j·udgments for · future · CIA -studie.~ · on sanction,s. · In -, this regard, 
I believe it would be useful to the·· CIA, Commerc.e ·. and oth:er . 
ag.encies · to have mutual consul tat ions during . the · preparation of 
studies on this subject. · · 

We note that the study, perhaps because of the lack of . 
quantitative data, ·has focused on the idea that the· pri~ary 
objective of sanctions is that of reversing the ·· offending action 
of the ta-rget country. It _· acknowledges that sanctions are 
frequentl y imposed to achieve objectives less ambitious than 
action ~eversal, but ne~er analyzes other objectiv•s or the 
conditions · for · their attainment.. · ~,; ~ · . ·,.,, ·, :-;·.<t· · , _. 

. •·· ... 

•.,' .. 
... -. ,. 

.. .•t. . 
! .• . . ·1:. ..... . • . . .. # .. ': ';... :"'.. .; " ·, --~ t . ·:• 

Classified by; _ Lawrence J. Bratly AS/TA 
beclassify on: O.A.D.R. ~;..;.;..~;.;.;...---------
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We believe that a number of other factors lDUSt be co1isidered to 
achieve the kind of compreh~nsive treatment of . the effects of 
ec!)nomic sanctions required for policymaking. While an analysis. ~tr 
of action reversal is . useful, all of- the =other ·motivations for ·· _·,·.·_·?-.l 
imposing sanctions ~ust be ~xamined. Some of the objectives · 
that should be studied include: punisruoent through cost · 

-extraction; improving the defensive posture of the sponso~ 
country; improving the balance- of power of the sponsor country; 
expressing disapproval; discourag'ing future actions by the 
target country or ot.ller countries. We should analyze .the· degree 
of success in achieving the various objectives. Further, we 

if-;.., ·should consider the question of •.whether varlous mild economic 
:-:~~-· .. sanc;tions _might be· as effective as ~evere • econom.ic sanctions _in · 
't,~t-· · achieving . object! ves .other than ac_t1on reversal .. · . · · 
;w"~!fi·' •' . . . . . 
,•. · We also believe that the · study underestimates the effect of · 

e.conomic sanctions in some cases. Commerce staff particularly 
thinks the study underestimated the effects of sanctions in the 
cases of Cuba and Rhodesia; , · 

. . ~ 

;,j~_- Sven- though the study has been completed, I feel you will find · · · . .-. 
\~~- co-.erc:e' s attacbed c:olillilents useful~ l hope that CIA will not . · /•:iJ\· 
'f~-:·:. ,let ·· the .analysis rest ', but · that ·further analysis · will be 
i:"ii;~.-- · undertaken · which will explore the effects of ·· attempting to j 

achieve a va-r i~ty of sanction objectives. Commerce's more 
detaj,led comment's follow below, and I hope these will be 
co·nsidered in a future ClA study. · 

~ .. . .. ' .. . 
•. \i:.'~Ji ' 

.,. , .. 
' 

·.,: . 

., 

t·'"-' ·• · . -... 

.. •.,. 

·. •.• 
' 1". :.; ,:'.:'· . 

.4 .· 

' . . . -~"f. , 

. 'I...'_-/.<· :if·· 
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S~ET 
Commerce Comments on CIA Sanctions Paper 

GENERAL COMMENTS: 
Sanction Objectives 

1., · The . study mentions object! ves other than action ·reversal, 
but does not explore the extent to which sanctions may fail ·or 
succeed in meeting those other objectives. In fact, all the 
study's lists of factors leading to the success or failure of 
sanctions are cast only in terms of their effectiveness in 
reversing the target country's actions. Thus, the study's 
conclusion that sanctions "failed" in all 13 cases .is open to 
question. 

.... :-t~'.. . . 

;;, ,\~· J: 2. The·.: body of the paper is sprinkled with references to the 
~:_:';:· · · fact that sanctions have at times been able to achieve some 
' ·· objectives other than action · re-versal . . Nonetheless, the study 

projects the implicit value judgment that these objectives are 
lower in priority than action reversal. For example, p. 11 of 
the study mentions that sanctions are more likely to achieve the · 
objectives of punishing the target countty, or expressing 

· .. ,, symbolic disapproval . because. no target country response is 
•r.;,,: •;· required. But rather than conducting an analysis of cases in 
~~,:. which -these objectives were sought, the . study merely speculates 
~,l:~ .. that, " ••• These two objectives may be more difficult to sustain 
· -··· ~.~ because ·people in countries imposing sanctions may be less 

willing to bear even a small cost in order to achieve a 
'symbolic' victory." 

. . It would also have been valuable . if these other objectives and 
. . , the trade-offs necessary to achieve them had been analyzed in 
,./., .. ·. the cont9xt of short .and ·: long-term time frames .• •, 

;·1• _·':\ •• • ,·' . ' , ', •r "' - ,. • ~ • '• • ~ • • ,: 

~•~. 3. Objectives are ne~essarily more difficult to identify than 
., costs and sacrifices ., because they are more abstract. · The study 

·_. ·-;::•. ' would ha~e performed a valuable service by conceptualizing the 
./1,."t,'·, various types of national security and foreign policy objectives 
¥~.i· .•. every country has as well as those peculiar to the superpowers. 
· J · lt is actually in the realm of reevaluating and setting new 

objectives that much conceptual work remains to be accomplished. 

4. Along these same lines, the study's conceptual model, while 
an excellent idea, is difficult to apply because all of its 
input factors have~ zero correlation with the one output factor 
considered--action reversal. The model disaggregates the 
theoretical success of sanctions into eight contributing factors 
allowing a probability judgment that a particular sanction will 
succeed in reversing the target country's action. But since 
there were no successful cases of action reversal, the model's 
judgments ·of low, moderate, or high probability of success have 
little . meaning. 1

• 

s. The model could be more useful if modified to examine · a 
matrix of sanction objectives. The model could array sanction 
objective..s in order of difficulty to carry out and then examine 

DECLASSIFIED 
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conditions leading to success or failure and the time frame · in 
which success might reasonably be expected. Highly valuable 
insights may result from such a model ·, al though it would be 
difficult to transfer from one · country to another, : and from one 

· · set of complex circumstances to .another. 

6. It would ·also be useful to perform some sort of cost/benefit 
analysis. This methodology, too, however, runs the risk of 
being highly judgmental. The costs explored should in any event 
be those that redound to the entire country, as well as to 
cer.tain parties or interest groups. 

1.'' .· One .thing that is -. not mentioned in the stµdy, : but appears to 
be -true . in any sanctions policy, is that .one hundred percent 
success is never expected. Often, -the sanctions themselves are 
only partial san~tions. This important aspect of the sanctions 
concept can only be analyzed if the intentions of the sponsoring 
country are carefully evaluated. 

8. On Page 3, the study examines "hidden objectives." We feel 
.--· . this term is ~ot sufficiently defined or explained. The -use of 
r- ,,_(:.~.:- economic sanctions may have "unspoken". objectives; ··but they are 
:•.':~-\.:: rarely kept a state secret. In fact, it seems · more probable 
•~·· that unspoken objectives achieve their effect precisely because 

they are w1spoken. The three disadvantages to unstated 
objectives we, therefore, find inconclusive and unsupported by 
the evidence. 

9. An investigation should be made of the number of times in 
·.:: which the objective of sanc~ions has been to exact cost from _the . 
~-;~rt.-. target country• s actions, and to _signal the willingness to 
?';~; .. : continue. to raise the cost whenever such actions are . taken in 

" the future. This objective is touched upon in the study but not 
~Ll. thoroughly explored. T_he cost extraction objective, rather than 
tll'}!.. behavior modification or action reversal would seem . to be the 

\: ...... _. 

~;\_ key objective in all sanctions policies and, therefore, a very 
~'. important factor in the success or failure .of sanctions. The 

kind of "cost" to be exacted _is another consideration. It may 
be: a) loss of face; b) loss of political power and influence; 

.: .. ,.,. 

c) a possible loss of economic influence or leverage over time; 
d) loss of advantageous "interdependence;". e) · loss of access to 
alternate sources of sqpply or markets; and many other important 
deprivations. Another factor to be explored is that often the 
items withheld by the sanctions policy are part of .a larger 
denial objective, and many w1known variables can have an impact 
on that larger denial objective, such as the actions of other 
countries. A partial list of optional objectives to be sought 
through __ ec:onomic sanctions ,in~l~des: . . .· · , .. · 

~'.t~f ... ,? ··~. . 
'.;~ ~~ . ·•·,• 0 Punishing a· country by imposing an economic cost for 

its actions; -<~ .. 

' '~ . ,_ ... •!', 
· ... ,~: 
.. , . 

,,· .. 

j':''­

; .. , ..... ~~­... , ·;':" 
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Positioning the sponsor country in a . better defensive 
posture vis-a-vis a potential adversary; 

Trying to maintain or . improve .the balance ·of power 
between the sponsor country and· the target country; 

o Introducing a disturbing event into the international 
environment that could lead to further improvement in 

· the sponsor country's "international position; 

Keeping the target co~try' s action in the s_potlight of 
-global publicity; · :: , · .· · , .. •.· ··:r .. · ..-

0 

o . 

0 

- ' .• • ., .,"' • • -# ·,· ..... , .,, , • • ••• _ ,,,,. • • ' •• ~~.. • • • • •, • 

· Providing encouragement · to people within ·the target 
country being oppressed by definiti~n of the sponsoring 
country's and international values; 

Expressing disapproval or outrage, and disassociating 
the sponsoring nation from the actions of another 
nation. 

Keeping tho · price· of . uni-easonablt(actions , high~ · 

lndicating the disposition and will . to resist 
superpower's actions through non-military means. 

o Discouraging future action on the part of the target 
country; and 

0 Discouraging oth~r countries from acting in a manner 
. •·. similar to · the "target .country • .. 

Too often, it is assumed that sanctions are imposed only to meet 
a discreet, concrete objective.- . It is also frequently assumed 
that economic sanctions ·must respond only to a "clear ·and 
present" danger to the sponsor country~ Contrary to these 
assumptions, sanctions may have many objectives -at one time 
(political, security, and economic), especially as the balance 
of power becomes more critical to national security interests. 
The role of economic sanctions in seeking .to fulfill the 
combined security, foreign policy and economic objectives of the 
1980's, in contrast with other policies available to the 
country, needs to be explored more thoroughly. 

liehavior discouragement, as described in the last two examples 
above, also deserve more in-depth exploration. Whereas a target 

., country may be willing to endure. a high economic cost rather 
.i~::.: than rever~e -its action, it may be less willing·· to · take futui:e 
!:1lii :/ actions which would subject it to further economic costs. • · 

Would, for example, Soviet action in Poland or Lebanon have been 
-t:-,·,, .. · more aggressive, had the U.S. not· imposed economic sanctions 

after the invasion o~ Afghanistan? 

'"'.""-:.:::~ ':-:,·· :~ 
···\: .- '. .. .. 

... 

' ,.· 
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.. 
Other countries may also derive a reduced propensity to follow 
th~ policies of the target country, in the knowledge that they 

/ti_.·. ~._oo ._ mi __ ght_ face _ high: e,c~nomic co~ts •,·l-· ~, ... · . · •·.,,; .,1·::,-· · _. ,·.··.·/ ~:~ ~ :··:. \ · 
'ti~;·, ~-·. Difficulty in Applying Sanctions 

·1. The study heavily emphasizes the fact that sanctions arc 
"extremely complex" which makes them difficult to use. We 
suggest that this point is overemphasized. After all, every 
major policy action carries numerous possibilities for complex 

.I: ·.: 

repercussions to occur. ·Consider, for example, the complex 
economic. and political repercussions of raising prime ·inter~st 
rates, ·or of subsidizing ·export credits, or even of cutting :the 
federal budget. Complexity in .and of itself does not constitute 
sufficient reason for a government ·to avoid taking policy 
actions. 

Z. The difficulty or ease with which sanctions can be applied 
. is -related to the difficulty or ease with which other options 
can be applied. This includ~s alternative ·political, economic 

.·,;:.i•~~- . and military options. This point should be thoroughly lft~- analyzed. ·A model ' presenting · options considered ·in · each of the :i.;iC ·:. 1~ ·cases would have been helpful. , . · · · · · 

.Ability of Target to Adjust 

1. The study only briefly addresses the ability of the target 
country to adjust internally, (p. 7) but this is a complex 
economic phenomenon requiring a great deal more study. The 

:: difficulty in determining how well a country is able to adjust 
,:.) : lies in the fact that. the country ofte~ tries to hide the real 

... ~t .· problems it may be encountering. The adjustment its elf may 
· cause problems in unrelated areas of the economy that . in turn .
1
\~ · continue .to exact a cost for the action which initially 

· tr,iggere_d .the sanction. 
~. ;J1C .• ·~t ,., Unintended Results: ... ,. ,.t 

1. We find this section of the study (pp. 10-11) to be 
questionable in the accuracy of its examples and in the validity 
of its implications and conclusions. It is impossible to prove, 
and risky to imply, for example, that U.S. sanctions caused 
Castro to turn to the Soviet Union. There were many other 
causes which had been established long before the sanctions. 

l.. We find that unintended results are an acceptable and 
. , . expected aspect .of any policy action. Sometimes .. the policy . can 
':/: . have · wiexpected or unintended positive · results or unintended 
~;·{: · negative results. ,. Such "after effects" can only be Jssessed 
; ·· with hindsight and .usually long after the policy has _been 

Jl')tf.. established and implemented. · 

·.~'.• - . ' ···~· . . 
• ··.l ~~~.: 

•.·.' . 

,C; • ... 
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COMMENTS ON INDIVIDUAL CASES: 

Appendix B. ARAB LBAGUB BOYCOTT OF ISRA.6L 1 1948-PRBSENT 
. ' 

The section on Enforcement ' of the boycott gives the exaggerated 
impression that Arab countries ignore their own boycott rules. 
It is true that exceptions are sometimes made in the national 
interest. The General Principles of the Boycott of Israel r 
provide for exceptions in some cases. For example, they provide 
for exceptions in hotel and airlines activities in .recognition 
of tourism's importance to some Arab countries. In other words, 
the boycott is a pragmatic, effective instrument designed to 
hurt Israel, but not to the extent of damaging vital interests 
of ·· the Arabs. ·· · · 

fa~~ B-1, 3rd Para. The penultimate sentence implies that 
1n 1vidual Arab countries ignore collective policies more than 
is actually the case. They generally act in concert. 

, 
Pafe B-Z, last Para. This is misleading·. The Topps ·plant, 
whch provides capital inflow, productive capacity, and possibly 
import substitution, is precise~y the kind of activity toward 
which the boycott is directed. A better example would be Xerox, 
which was blacklisted. for sponsoring the film "Let My _People Go." 

Page B-6 2 4th line. 1'0 make this statement accurate, "annual" 
needs to be inserted between the words ".in" and "foreign." 

Page B-6 1 2nd full Para. See General Comment. This implies 
~r),; . _t¥~ the principle_s are more v_igorous than they ac~ually are. 

4~-~~f•i~· Appendix· B. u .s·. /OAS SANCTIONS ON · CUBA _·' · · 
t . 

The Cuba section is an interesting assessment of the history of 
u.s~·- eco·nomic sanctions directed at the Castro Regime. However, 
it is premature to judge the effectiveness of an exercise _that 
is , _only now approaching ~oncl~s~on. · 

Page E-4 Bottom Para. and .E-6. We believe that the U.S. 
embargo ~as continued to seriously impede Cuban economic . 
development because Havana has developed an overwhelming 
economic dependence on the Soviet Union. Over time, serious 
bottlenecks and distortions have become chronic throughout the 
Cuban economy. Cuba has also been denied foreign investment by 
noncommwiist countries, which it needs to diversify its economic 

. base away from sugar. 
v-

;_:_s•::,,:. As a re_ sul t, Cuba is ' now highl_Y dependent on the USSR ''for . basic 
,:' t1:-~·:c' ~eed.s ~e~pecially f o~~, fuel, . and hard ·currency).. , ,.",; .. •. . ·. . 

•·· ~ . ~ . ' ~ ,., •- . ' 

,:~-1';- -Moreover, the embarg~ continues -to restrict ·Cuban economic 
.relations with noncommunist countries because: 

~ ' 

' ,. ,$~ET 

; ,. 

.. .. "It", 

'·-v' 
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CICC o,r THE STUtY ON THt SECURITY ASPECTS o, EAST-WEST 
-; tCONOftlC RELATIONS RATNER THAN tEAL EXC~USIYElY WITH 

-~t- THE OltICINALLY SCHEDULEt TOPICS o, enc, ECONOftIC TRENDS 
ANI SOVl[T tCONOftI( ·OPTIONS. THE fEBftUAftY ANI nAftCH 
co"nITTEE VORC SCHEDULE SHOUL) at REVISEI TO COINCIIE 

~. MITH TM[ STUIY WOIC Pl.AN APP~OVEI BY THt · NAC. OUR 
•;• InPRCSSION .PROft THE JANUARY 1, NA( nEETING IS THAT · 
~~ OTHER ALLIES AGREE THAT TH[ ' ECOHOnIC connITTEE SHOULI 
·~ aEGll VORl ·ON THIS· ftAJOR STUIY. WITHOUT. IELAY. THIS 
•, ft[ANS THAT TN£ ECONOftlC COftftITTEE ftUST Rc,ocus ITS WORC 

-~~. PLAN · Alt · AGENI& POlt THE PE81tUAltY ll•ilf ft[ETING RATHER 
·.,·:~ THAN ft[R[LY ATTtftPt ,. no11,,_,TH£ · OLI AGENDA • . 

TM[IEPORt. ~E CONSIIE• IT . INAPPROPRIATE j TO N£,OTIATE 
Aft[NtftENT or ITEftS ON . TH[ 10LI ,,cNtA~ AS :WAS PROPOStl 

... l'f THE. PRE.CM ECONAI (PAltA l,J~" ltE, A). · . . ··.: : 
• :· ' • i. ~. . : t.·f: .. ·-. ·.: .... \. . . . ••.•·:. . 

'• OUR VIEM 01 THE WOltC ·SCHEIUL[ IS THAT A SERIES OP . 
TMRtE ECONOftl( COftftlTTE[ .ftE[TlNCS ' (ONE nEETING ON £&CH . 

. or THE TNltEE ftA~OI WOltC PI..AN HtAll■GS). 'OLLOWCD BY A 
. ·-;:~~ · fttl:1'111C . t, THE M[AtS OP . ECONOftIC INTELLIGENCE <PERHAPS 

-~ JUST a,Ttl TN£ £ASTER IR[AI) ~OULI 8£ THE ftOST 
· t,r ICICIT- MAY' ·To ARRANGE TH£ COftftITTEE • S iOfU: 

. ~-- SCMtlULE • . A THI££ Olt POUR IAY nEETING DURING THE WtCC 
or ,,11uA1tY 21 TO -· (OVER WORC PLAN TOPIC I. •soYIET 

. ECONOftIC POTENTIAL AND OUTLOoc.• WOULD 8£ A GOOD START 
· <ME MAV[ NO OBJECTION TO Uf DESIRE TO COYER BRIE,lY 
· tCONOftlC TRtNIS IN EASTERN EUROPE ALSO). POLLOW-ON 

TMl[t OR ,ou1t ,,, ft[tTINGS ON VORt PLAN TOPICS II AND 
Ill SMOULI• Ir POSSIBLE. IE SCHEIULEI IN 
[llLY/ftll•ftAR(M. THE PRtVIOUSLY SCHEtULED ftARCH 17•11 . 
ft££TING ON Cft[A AGRICULTURAL IEYELOPftENTS COULi BE 
POST,oNEI UNTIL THE SECONI HAL, o, TH[ ' YEAR. WE 
l[COftfttMI THAT UStCONAI INfORftALLY tISCUSS OUI YIEM ON 
TH[ COftftlTT[E'S WOIC SCMtlULE WITH tCONOftlC DIRtCTOlt 
ltNAUt AN) C[Y ALLltS PRIOR TO TH[" JANUARY i7 connITT[[ . 
ft[ETINC. OUR PRiftARY CONCERN IS THAT A WO~fABL[ . 
COftftITTtt SCHE)ULt IE 1£V[LOPEI VHICM VILL ENABLE TH£ 
COftftITTtt TO COftPLETt VOltC ON TNt STUIY VELL BtfORE THE 
NATO SPRINC ftINlSTtRIAL. IDEALLY. TM[ STUIY'S 
CONClUSIONS SHOULI IE AVAILABLE IY ABOUT ftAY l, PRIOR 
TO ·TM[ OECt ftINISTtRIAL (ftAY ,-10) AND THE WILLIAftSBUftG 
SUftftlT (ftAY 21•30). 

5. C[Y ftlL[STON[SI IN ORD£~ TO SUCCEss,uLLY ft££T A 
ftAY 1 COftPI..ETION ,,,,. vo~c ON TH[ STUl'f WILL NEEi TO 
ftAINTAII A lllSC PACt. sont CEY ftIL[STON[S THAT ~ILL 
NEEi TO It ftET ARtt · • 

,·"\ . 
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rtllUAIY 2l • INITI~( -COftftlTTEE ftEETING ON THC STUDY . 
ftARCN __ II • '11ST IRAPT or COftftITTEE~S REPORT 

IISTIIIUTEI · .. . 
. .. . " 

• 
APIIL 22 . • [COIOIIIC COftftlTT[[ REPOltT AGREED 

~~RIL 2f • NAC nttTING TO ~CONSIIC~ THC REPORT 
. . ·: . . \·. . . 

. :·: I.. Al · TM[ STUtY AGtNDA IS ·l .£VELO,tl. USECONAI SHOULI 
INSIST TNAT MESTERN ENERCY IftPORTS ANJ SOVIET 

.HARt•CUIIEICY EAININ,S IE 1-ClUtEI UNIEI lTCft IIB. 
~ •s[CUIITY ·as,,c,s .~ ALLIANCE (OUNTIIES• IffPORTS ,ion . 

THE USSR ANI [AST EUROPEAN COUNTRIES~\ THAT TECHNOLOGY 
TRANt,tR ANI 'INANCIAL 'LO~S BC INCLUIEI UNIER ITEft II 
<· •stCURITY ASPECTS., ALLIANCE COUNT~Its• _ EXPORTS 
To·· THE USSI ANI [AST £URo,tAN COUNTII[S•\ ANt. THAT 
tIRECT/tNIIIECT CONTIIIUTIONS OP EAST-~EST ECONOnIC 
ttLATlOIS TO MAISAM PACT ftI~ITARY ANt· STRATEGIC 
CAPAIILlTIES It INCLUIEI UNIER ITEft III a. ·E,fECTS o, 
[AST•ltST tCOIOftlC RELATIONS ON · THE USSI ANI CAST 
EUROPEAN COUNTRIES.• 

?. wt Al£ PIEPAIEI To ftACE ••ITT[N CONTRIBUTIONS TO THE 
STUtY, IUT MlLL · lt UNABLE TO s,cc1,, THE CONTRIBUTIONS 
•• NAftt OUR ltL£GATlONS ., EXPERTS UNTIL THE connITTEt 
ft[[TINC SCMtlUlt ANI AGENDA ARE l[CIIEI. 

1. ~~STS IN .NATO CAPITA&.i A~£ R[tUESTEI T. EXPRESS TO 
MOST COVtlNftENTS USC APPRECIATION ,oR THEIR COOPERATION 

.. IN CETTING TH[ NATO STUIY wo•r PLAN APPROY[I 
[XP[llTtOUSLY AMI TO URGE TNCIR IUPPORT ,oR ac,INNING . 
MORC •NTN£ STUtY MITMOUT l[LAY • .. THC 'OLLOWING TALCING 
,oINTS ftAY IC IRAMN UPON• 

• • 
•- APNtCIATt Yo.ht ASSISTANCE IN GETTING TH[ VORk PLAN 
,01 THE NATO STUIY APPROVCt CXPCIITIOUSLY. 

' 
-- 1£LltVt THAT WORK ON THE STUJY SHOu~• ,ct U"tE~MAY 
WITHOUT ltLAY SO THAT THE STUIY CAN BE CO"PlETED WELL 
ac,o•E THt NATO SPRING "INlST[RIAL. 

-- UNIEISTlNI THAT TH[~[ HAS IECN son£ RELUCTANCE IN 
THC tCONOftlC Ctfffl!Tl£E TO StT ASIIC P«(VIOUSLY 
S(Ht)Ul[I MORC IN ORttR TO IE,IN WORK ON THE ffAJOR stu1,. · 
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•• WOULI APP1£CIATE CAPITALS INSTRUCTING THtIR ECONOftlC 
COftftlTTtt tELECATIONS TO GIVE PRIORITY TO wo~c ON THE 1,c ,,,wovtt s,u,,. YY 
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United States Department of State 

Washington, D.C. 20520 

January 20, 1983 
-·. 

MEMO~UM FQR. ,MR~ WILLIAM P. CLARK 
THE WHITE HOUSE 

SUBJECT: Presidential Approval of NSDD 66 Negotiating 
Strategies 

The SIG-IEP has reviewed the negotiating strategy 
and U.S. position papers on East-West economic relations 
as directed by NSDD 66. Pursuant to Secretary Regan's 
directive at the SIG-IEP meeting of January 12, I am for­
warding on behalf of Under Secretary Allen Wallis the en­
closed paper summarizing the recommended strategies for 
consideration by the President. I also enclose copies of 
the strategy papers which the SIG-IEP has endorsed. 

DECLASSIFIED 

L. Paul . Bremer, III 
Executive Secretary 

De~artir,at 9f State Guidelines, July 21

1
1997 

By -..a.,;;;;,.i _NARA, Cate :f/11 t>() 
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NSDD-66 East-West Study Program 

Summary 

In response to NSDD-66, four interagency working groups were 
established to develop the strategies for following up on five spe­
cific aspects of East-West economic relations with our allies -
the NATO study on the Security Aspects of East-West Economic Rela­
tions, Energy Requirements, East-West Credit, Strengthening CoCom, 
and Other High Technology including oil and gas. The SIG-IEP has 
reviewed the papers prepared by the working groups as the bases for 
U.S. negotiating strategies and recommends their approval. The 
following briefly summarizes the U.S. strategy for each area. Our 
objective is to have the energy and NATO studies finished, and work 
on credits and high technology sufficiently advanced, to permit 
policy decisions to be taken at the spring Ministerial meetings of 
NATO and OECD, and the Williamsburg Summit. 

1. NATO STUDY. The NATO Economic Committee will initiate 
a study of the security ·aspects of East-West economic relations. 
Our objective will be to develop a comprehensive security-oriented 
framework within which we would seek to advance the NSDD-66 objec­
tives in specific areas. Our strategy would focus the study on the 
present and projected Soviet economic situation; the impact of East­
West economic relations on Soviet economic/strategic/military capa­
bilities; Western economic and strategic ·vulnerability and depen­
dence and the conclusions to be drawn from these considerations. We 
propose reactivation of the "trio" mechanism used during the Polish 
crisis to enable Japan, Australia and New Zealand to be consulted a­
bout, and associated with, the study (supplemented with bilateral 
consultations, especially with Japan). 

2. ENERGY REQUIREMENTS. The primary U.S. aim in this study 
is to establish a factual basis for the U.S. view that the Soviets · 
could become the marginal supplier of gas to Europe, thereby driving 
out other Western alternatives and thus creating a threat to Western 
security. Analyses would move from levels of OECD energy demand and 
production to projected import dependence, vulnerability to energy 
supply disruptions and alternatives that would minimize security 
risks. Arrangements have been made to assure that at least one sce­
nario to be developed by the study reflects our views and to factor 
the previously commissioned IEA gas study into this effort. 

3. CREDIT. Our goals are to reduce subsidization of the 
Soviet economy initially by tightening up the existing OECD export 
credit arrangement (in such areas as downpayments, term to maturity, 
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fees, etc.) for all "Category l" countries (essentially OECD, Israel 
and Eastern Europe), and then use the results of the NATO study to 
move further on the USSR if possible. Our strategy will also expand 
the OECD's mechanism for monitoring East-West trade and financial 
flows to strengthen our case for greater prudence and control in 
Western economic relations and trade with the Soviets. 

4. STRENGTHENING COCOM. We have proposed that a second 
High . Livel CoCom meeting (HLM) be held in late February or March in 
order to stimulate and maintain policy-level attention in . the other 
CoCom governments to strengthening CoCom's multilateral .system of se­
curity export controls. U.S. initiatives prior to the second HLM are 
planned to advance our goals of increasing the overall effectiveness 
and responsiveness of CoCom; widening embargo coverage in the ongoing 
list review; strengthening enforcement procedures; harmonizing licens­
ing procedures; improving CoCom's organization and support facilities; 
and developing multilateral approaches concerning availability of em­
bargoed equipment through non-CoCom countries. 

s. OTHER HIGH TECHNOLOGY. We propose that CoCom should ex­
amine the issue of whether multilateral controls of other high tech­
nology, including oil and gas equipment, not now controlled or being 
considered· for control in the current list review, as well as emerg­
ing technologies, will strengthen Western security. A list of spe­
cific items to be controlled will be submitted to the allies and we 
will seek to focus debate on how controls would meet alliance securi­
ty needs. We propose that a special working group be created to deal 
with these issues so as not to interfere with on-going CoCom work on 
the list review. Our goal is to have the results of this examination 
available by early May. 

In each of t~ese areas, our negotiators will be guided by the 
objectives set forth .in NSDD-66, and will seek to build an allied con­
sensus from the language in the "Summary of Conclusions" paper. 



~ -

Status Report on NSDD 66 East-West 
Study Program 

The attached papers set out the status of work to 

date of the working groups established by NSDD 66. Following 

is a su.TI'IIIlary of each. 
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January 10, 1983 

East-West Trade Studies 
Follow-up to Summary of Conclusions 

Summary 

1. "Umbrella" study of Security Aspects of East-West 
Economic Relations 

Study Content 

An overall view of the security and strategic aspects 
of East-West relations including: 

- Soviet economic situation and outlook sectoral 
analysis; resource allocations; trends and outlook 
(demographics, resource and productivity constraints). 

- Impact of E-W trade on Soviet economic/strategic/ 
military capabilities -- Soviet hard currency earnings; 
Soviet weapons, military production, and war-supporting 
industries; Soviet benefits from trade (alleviation of 
resource constraints) 

- Western economic/strategic vulnerability and de­
pendence -- supply relationships: energy, other goods; 
Soviet and Eastern markets: manufactured goods, agri­
cultural products; potential economic and financial 
leverage against the West. 

Implementation Strategy 

- Use of NATO Economic Committee, its resources aug­
mented by national contributions, apparently acceptable 
to · allies 

- Submit to the NATO Economic Committee the U.S. terms 
o f refe rence , currently completed i n draft, for allied 
reivew and approval 

- Based on terms of reference (whether or not approved 
by all participants), develop U.S. papers with pre­
liminary data and analyses of key study areas 

~Setup 3-4 meetings, at the Senior Expert level, of 
the Economic Committee for late February or early 
March: 

NLS 
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- 1. Overall descriptions of the Soviet economy 
- 2. Contributions of E-W trade to Soviet econ-
omic/strategic/military power 
- 3. Western dependence/vulnerabilities resulting 
from E-W trade 

- Schedule policy-level meetings to outline policy im­
plications of preliminary data and analytical work 

Problems 

- u.s. emphasis on security/strategic considerations 
may clash with the type of economic analysis typically 
done by the Economic Committee and apparently antici­
pated by the French.· 

- Japanese currently not included; "Trio Mechanism," 
used successfully earlier, may be subject to French 
objections; close u.s.-Japanese bilateral links may 
be needed 



• 
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2. Energy Requirements Study 

Study Content 

An analysis of likely energy demands and indigenous 
energy production possibilities proceeding to an assess­
ment of projected import dependence and vulnerability to 
energy supply disruptions. 

Regional and country demand requirements by fuel 
source and consuming sector 

- OECD production possibilit~es, by energy source, 
within each region and imports from other OECD regions 

- Current and projected regional and country de­
pendence on imports from non-OECD sources, with particular 
emphasis on the Middle East and USSR 

- Vulnerability on a regional and country bas is,. in­
cluding risk analysis of supply flows and sources; physi­
cal systems for coping with . disruptions; economic impact 
of likely disruptions, particuiar1y in key sectors; 
evaluation of means to improve energy security systems 

- Analysis of alternatives to dependence on non­
OECD imported fuel, taking into account possibilities 
for enhancing development of indigenous OECD energy 
sources, inter-fuel substitution, enhancing intra-OECD 
energy trade and externalities (employment, environment, 
security) 

- Policy conclusions and appropriate actions based 
on technical analysis 

Implementation Strategy 

- Approved of terms of reference by informal talking 
group (Summit Seven plus EC Commission and subsequent cir­
culation to all IEA members 

- First draft containing factual analysis (no policy 
conclusions or recommendations) completed by early Febru­

· ary 

- Review of first draft by informal steering group 
at Dourdan-type meeting, to inqlude Norway, Netherlands, 
Australia 

- Meetings of steering group to discuss second draft 
DECLASSIFIED 
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of study and to draw policy conclusions {results of IEA 
Natural Gas Security Study factored in) 

- OECD {May 9-10) . and IEA Ministerial (or possibly 
IEA Governing Board) discuss results of Energy Require­
ments Study and Natural Gas Security Study 

- Possible discussion of results of two studies at 
Williamsburg Summit (May 28-30) if agreement has been 
reached on policy conclusions 

- Discussion of results of two studies at NATO 
Ministerial {June) 
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3. East~West Credit Flows Study 

Studv Content 

A study of Western credit policies on trade with the 
East designed (1) to harmonize export credit policies and 
avoid preferential treatment on subsidies; (2) to establish 
procedures for ex-post review of the whole · spectrum of 
economic and financial transactions with the East: 

- Ex~ort Credit Policies -- The cv.rrent OECD Export 
Credit Arrangement, the provisions of which expire 
by May 1, significantly limits the subsidization of 
credits to the Soviets. New restraints, ~f they are 
agreed to in the context of the Arrangement, will 
necessarily focus on non-preferential treatment of 
the u.s.s.R. as part of a regime of more stringent 
rules applying to all industrial countries. Antici­
pated areas of study include: (1) the proportions 
of an export's value that can be financed; (2) type 
of financing (direct credit, guarantees, insurance); 
(3) the face interest rate; (4) subsidized interest 
rates; (5) type of products covered; (6) foreign cur­
rency loans or guarantees; (7) the term to maturity 

- Review -- For this area, the effort will build on 
earlier work done in OECD and BIS to encompass col­
lection and analysis . of data on trade, debt, official 
export credits, and banking flows, as well as any 
overall analyses such as seem useful. Eastern Europe 
will be "differentiated" from the u.s.s.R., and the 
study will include a description of recent develop­
ments, longer-term trends, and the short-term out-
look. · 

Implementation Strategy 

- Engage major participants in current OECD Export 
Credit Arrange.~ent in negotiating framework so that 
credit policies applying to all industrial countries 
can be developed by May 1 

- Prepare U.S. position papers on major issues in 
negotiations over Arrangement as well as a statement 
of our tactics (January) 

- Continue and accelerate work in OECD Trade Committee 
(Group on Export Credi ts) to upgrade data collectio·n 
and reporting systems and to reconcile o·EcD and BIS 
data on official and private bank creditsDECIASSIFIED 
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Problems 

- Further credit restrictions will probably have 
to be of the type that apply to non-preferential 
treatment of all industrialized nations -- not just 
the Soviets 

- Failure to achieve a new consensus by May 1 for 
credit policies under the Arrangement may give the 
French a pretext for bolting the Arrangement 

- Analysis of security aspects of E-W trade may not 
be possible within OECD (Thi·s can be remedied by 
careful integration with the umbrella study) 
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4. Strengthening CoCom 

Study Content 

An overall examination of the effectiveness of the 
CoCom process wi t.ri the goal. of strengthening this mechan­
ism and reducing the flow of strategically important tech­
nology to the East. Aspects to be examined include: 

- An overall review of the effectiveness of CoCom, 
including study of how controls have been evaded or 
strategic ite.-rns not placed under control. 

- A review of the strategic criteria 

- An assessment of the progress to date in the on-
going List Review process 

- A review of efforts · to improve enforcement, counter­
intelligence cooperation and the harmonization of 
licensing procedures 

- Further measures to strengthen CoCom institution­
ally, such as through the establishment of a military 
subcommittee or through the provisions of additional 
support staff and resources 

- Assessment of controls on re-export of goods from 
non-CoCom nations 

Implementation Strategy 

- Convene a High Level Meeting (HLM) in late February 
or March to stimulate policy attention on the aspects 
listed above and, hopefully, to highlight the need 
for an ad hoc CoCom committee on "other high techno­
logy, including oil and gas" (see section 5, below). 
A proposal for a military sub-committee will also 
be presen~ed at this meeting 

- Schedule meeting of computer working group in April 
and continue efforts, using HLM sessions if necessary, 
to reach full committee agreement in this area 

- Continue efforts to discuss harmonization and en­
forcement issues as well as re-export licensing with 
CoCom working-level officials 

- Develop a plan and seek support from CoCom govern­
ments to enhance the organization's physical faci- · 
lities and support resources 

DEClASSIFIED 
NLS f99-o 1' /, •~'i' 

I I 

~DC-Tev HtC NARA. OATF=' SU1lob_ 



-2-

Problems 

- Many elements of the program to strengthen CoCom 
have been raised earlier, with a notable lack of 
enthusiasm from allied governments. The prospects 
for some elements of the program may not be bright • 

. J' 
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5. Multilateral Controls on High Technology Exports, 

including Oil and Gas Equipment, and Data 

Study Content 

This study is designed to show the relationship of 
controls on high technology exports not currently control­
led by CoCom--including oil ·and gas technology and equip­
ment--to the security interests of the U.S. and its allies. 
The study will: 

- identify the USSR's priority energy projects and 
the potential contributions that Western equipment 
and technology can make to these 

- determine the impact of these projects on the 
level of Soviet energy production 

- determine which Western equipment and technology 
is key to Soviet plans · 

The results of these analyses will be assessed in the. con­
text of the implications of Soviet energy exports for 
Western energy security and the advantages to the Soviets 
in pursuing their strategic aims, of increased levels of 
energy exports to hard-currency markets (this latter in­
formation will be developed by the energy and the over­
all East-West studies, respectively). 

Implementation 

- Presentation of the following points by the U.S. 
delegate to CoCom at the next feasible meeting: 

Problems 

- CoCom should examine whether multilateral 
controls on high technology equipment (not 
now controlled), including oil and gas, will 
enhance Western security 

- CoCom rr~y wish to establish one or more sub­
groups to review specific technology areas 
such as oil and gas 

- The U.S. is willing to forward a proposal 
for such a group immediately 

- ~he French and Germans have emphasized that oil and 
gas equipment should be considered under existing 
coco~ criteria, which are limited to military uses. · 
They will almost certainly argue that the consideration 
of oil and gas is, in the present instance, inappropriate. 

DECLASSIFIED . 
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- The French have resisted the creation of any new 
committees or related structures, and will probably 
regard the oil and · gas ad hoc committee as such, and 
attempt to rule it out on that ground. 



OBJECTIVES 

CO~NTIAL 

Draft Strateciy and Terms of Reference 
for East-West Economic Study 

The US seeks a NATO study which focuses sharply on the security 
aspects of East-West trade, technology and financial flows, and 
leads to common policies reflecting consensus that economic 
relations with the USSR must be ·seen in a security/strategic 
context. In our work with the Allies, we should structure the 
overall study in a way which can be helpful to us in the work 
underway elsewhere on energy, high technology and credits. This 
work should flesh out the principles confirmed in the "Summary of 
Conclusions." Our emphasis on strategic considerations and leverage 
will come up against the views of some Allies, who can be expected 
to prefer an emphasis on the economic analysis that is the customary 
product of the NATO Economic Committee. 

We should seek completion of this phase of the process this 
spring, before the Williamsburg Summit and the NATO and OECP 
Ministerials. We should recognize, however, that the process of 
forging the new common policies we seek may take substantially 
longer: there may be subsequent follow-up, both in NATO and in 
other organizations. 

Our specific objectives are those set out in the relevant NSDD's 
and the US papers on East-West economic relations · submitted to the 
Ottawa and Versailles Summits. In this regard, the conclusions 
drawn from the study by the NATO Ministers should support our 
contention that economic relations with the Soviet Union should be 
viewed in a security/strategic context and support NSDD-66 
objectives on energy (no new incremental deliveries of Soviet gas), 
technology transfer (strengthen COCOM and controls beyond current 
COCOM guidelines), and export credits (further restraints on 
officially-backed credits)~ 

I~PLEMENTATION 

The Germans are ready to give the NATO Economic Committee the 
task of preparing an overall study, and the French may also be 
prepared to cooperate. The FRG has indicated that it would be 
willing to take the lead in proposing such a study in NATO. We 
s hould mak e every effort to e ncourage the widest poss i ble 
sponsorship of the NATO study and avoid a "made in Washi ngton" 
labeling. 

The Economic Committee has a new French chairman and a small . 
staff. During the course of the study, this staff will need 
acdit i onal manpower, which could be provide'd through te~porary · 
assignments of qualified economic analysts from the c..pitals • . We 
are prepared to assist and should encourage other Allies (e.g., 
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Canadians, FRG and UK) to do likewise. The NATO staff will need to 
draw heavily on recent work of the Committee (much of it supported 
by CIA and INR) and of the OECD. National submissions will be 
needed and expected, and CIA and INR should be prepared to provide 
full economic analyses after the Interagency Group approves the 
attached terms of reference, which incorporate the individual 
comments of agencies received over the holidays. 

NATO has the drawback, for purposes of this study of not 
including Japan. However, Japan will need to be involved in some 
informal way--both Japan and France rule out direct Japanese 
participation--from the outset. The so-called "Trio Mechanism" used 
to involve Japan, Australia and New Zealand in Polish contingency 
planning serves as a precedent. However, the .French have stated 
their objection to having Japan directly involved in this NATO work 
and they may balk at use of the "Trio Mechanism." In any case, we 
will have to have informal bilateral consultations with Japan, 
either to supplement "Trio., meetings or as a replacement for them. 
We should seek to have both the "Trio" meetings and bilaterals held 
in Washington, with USNATO and Embassy Tokyo having supplemental 
roles. · 

Our other priority task should be to submit to NATO our proposal 
for the terms of reference of the study. While it is extremely 
important . to ensure that the work begins soon, and on the basis of 

· our TOR, we should consult with key Allies, bo_th in capitals and at 
NATO, to determine whether they would join with us in submitting 
parts of the TOR. The initial · series of meetings in the Economic 
Committee is expected to run 7-10 days. 

TERMS OF REFERENCE 

We see two major constraints on the terms of reference: they 
should not imply an overly broad study, in part, because of NATO 
staff and time limitations: and they must cover some areas of 
interest only to our Allies (e.g., agricultural trade). 

We might propose to title the study "An Examination of the 
Security Aspects of East-West Economic Relations," in order to 
emphasize that the study is to enter into broad policy ·questions. 

The approved terms of reference should also be used as the basis 
for a us paper ( or papers) .for the NATO Economic Committee. The 
analysis will need to track with the decisions of the interagency 
groups planning for follow-up on COCOM and. other high technology, 
energy and credit. The US can submit these papers, whether or not 
the terms of reference below are agreed multilaterally. 
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DRAFT TERMS OF REFERENCE 

I. SOVIET ECONOMIC SITUATION AND OUTLOOK 
A. Structure 

1. Military sector 
2. Civilian sector 

B. Recent Economic Trends and Problems 
1. Industrial sector 
2. Energy sector 
3. Agricultural sector 

c. Economic Outlook 
D. Economic Policy Options for Resource Allocation 

II. IMPACT OF EAST-WEST ECONOMIC RELATIONS ON SOVIET ECONOMIC AND 
MILITARY PERFORMANCE 
A. Evaluation of Recent and Prospective Economic Relations 

1. Trade 
2. Finance 

a. debt 
b. hard currency earnings 

B. Soviet Economic Benefits from Trade with the West 
l. Critical industrial sectors (including energy) 
2. Agricultural sector 
3. Relations with client states 

C. Direct and Indirect Contributions of East-West Economic 
Relations to Warsaw Pact Military and Strategic Capabilities 

III. WESTERN ECONOMIC VULNERABILITY AND DEPENDENCE ON THE EAST 
A. Supply Relationships 

1. Energy 
2. Raw materials 
3. Outlook 

B. Soviet and East European Markets 
l. Manufactured goods · 
2. Agricultural products 

C. Potential Economic and Financial Leverage Against the· West 

IV. MAJOR FINDINGS 

Economic Committee Work Plan 

The above terms of reference could be addressed by the Economic 
Committee in three or four separate meetings in late February-early 
March at the senior experts level, followed by a meeting of 
policy-level officials to outline the policy implications of the 
analytical work. Ideally, this latter meeting should be held at the 
NAC, with participation of experts from the capitals. · 

The first meeting, on the Soviet economy, would try to establish 
some common ground for the analysis of the strategic considerations 
of East-West commercial relations. The meeting and paper could be 
organized as ~ollows: , 

,..l"'\t..'T"e~'l!l't....,,,..,.. 'a .. 
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I. SOVIET . ECONOMIC STRUCTURE 
A. Military Sector 
B. Civilian Sector 

II. RECENT ECONOMIC . TRENDS 

III. 

A. GNP Growth 
B. Accumulating Problems in Industrial Sector 
c. Energy Sector 
D. Effect of Four Consecutive Poor Harvests 

ECONOMIC OUTLOOK 
A. Demographic Factors 
B. Resource Constraints 
c. Productivity Prospects 
D. Economic Growth in the 1980 1 s 

IV. RESOURCE .ALLOCATION POLICY 
A. Continued Support for Consumption-Oriented Programs, an 

Attempt to Cut Back on Investment Growth, and Delays in Some 
Military Programs 

B. Evidence of Reduced Aid to Eastern Europe and the Third World 
C. Policy Decisions Facing the Leadership 

In this meeting, the Committee should strive to identify some of 
the less well understood reasons for current Soviet economic diffi­
culties, -which are not merely the result of a run of poor agricul­
tural years. The United States should also draw the attention of 
the Allies to the likelihood/evidence that economic constraints have 
already led to delays and cutbacks in Soviet military programs and 
in aid to client states and Third World initiatives. In reviewing 
the policy decisions the new Soviet leaders must make, the relation­
ship between military spending and economic cooperation with the West 
should be documented and established. . . 

The second meeting, on the contribution of East-West commercial 
relations to Soviet economic and military power, would summarize the 
trends in Soviet economic relations, and look at the possible. role 
of East-West commercial relations in facilitating the Soviet 
leadership's resource allocation program. The meeting and the paper 
could be organized as follows: 

I. CO~"'TRIBUTIONS OF EAST-WEST TRADE AND TECHNOLOGY TRANSFER TO THE 
· SOVIET ECONOMY 
A. Critical Role in Some Industrial Sectors 
B. Dependence of Livestock Program on Imported Grain 

II. CONTRIBUTIONS OF EAST-WEST TRADE AND TECHNOLOGY TRANSFER TO 
SOVIET MILITARY POWER 
A. Industries Essential to Military Production 
B. Weapons Systems 
c. Easing of Constraints 
D. "Indirect" Contributions from Freeing Industrial Resources 

t"'l"'l~~M'T'T?. T. 
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IMPACT OF HARD CURRENCY AVA~LABILITY/CONSTRAINTS ON SOVIET 
POLICY 
A. Direction and Size of Resource Transfers between USSR and 

West 
B. Support for Eastern Europe 

· C. Sectoral Impact 

IV. 

D. Support for Third World 

POTENTIAL CONTRIBUTION OF EAST-WEST COMMERCIAL RELATIONS TO 
ALLEVIATING ECONOMIC STRAINS IN THE USSR 
A. Outlook for Soviet Import Capacity and Impact on Economic 

Growth and Allocation of GNP 
B. Role of Expanded Use of Credits 
C. Role of Compensation Agreements 
D. Role of Institutional Arrangements 

The third meeting dealing with Western vulnerability and 
dependence could be structured as follows: 

I. SUPPLY RELATIONSHIPS 
A. Western Dependence on Soviet Energy 
B. Western Dependence on Other Soviet Raw Materials 
c. outlook 

II. DEPENDENCE ON SOVIET MARKETS 
A. Machinery 
B. Grain 
c. Outlook 

III. LEVERAGE ARISING FROM ACCUMULATION OF SOVIET Ah"D EAST EUROPEAN 
DEBT TO THE WEST 
A. Past Record 
B. Outlook 

In this meeting, our objecti ve·s would be to achieve joint 
recognition of the extent of the potential and actual influence that 
the USSR and Eastern Europe can exercise on Western economies · and 
policies. · 

Source Material 

Attached is a two-page list of CIA studies ava i lable as source 
material for the NATO study. 

0022B 
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Draft Strategy and Terms of Reference 
for East-West Economic Study 

Drafted:EUR/RPE/EWEA:RFrief:cg 
l/5/83:x20533 (0022B) 

Cleared:EUR:TMTNfi(s /;-/ 
EUR/RPE:TERussel~V­
EUR/RPE:DNMille~ 
EB/TDC/EWT:GAldonaj 
E:MBailey 
INR:JDanylyk _,.,.;:::' 
CIA:MErnst ~ 

USTR:JRay . J 
Treasury:GClapp 
DOD:DGoldstein 
Commerce:SLotarsk' 
NSC:DBlair 

/ 
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U:---0 Studies Avallnble cs Sou,c~ k~terlcl 
I to, FOIA(b) (J) 

The Eeo~~le Sltuetlon Confront In~ the New SoYlet 
4 

. . 
I. Sumnary ot recent economto trend• 

The Scvlet !eoncm!~ Predicament and !ast•West !eoncmle 
R..11tfon1 (J~n 1ta:) · · 

Polley tmpllcatlcn1 ot the :Sovlet Eeoncmte 81 
(dra·tt, Dee 111:r 

.• 

own 

OSSRs !conomlc ProJectlon,, lllt•f~ 

It. H- t"he Sov i et l eadersh 11 p hai manar~d , It• re~Oare• 
a21ocatlon c>'roblem . . . · . 1 . · 

Dependence or so,le.t Wf JI tarr1 POW'er on 
ona with the West (No_. 1981' I 

. . •·. f . 
USSP.z Eeono:nl c r s1ue1 l'aeln~ tht L~:dc,:hlp ~~o• 101:l 

. : . I 
.. ~nth~ Sovfet1 "Stan-d Dolffl• Mlllt-arllJT (:~-,o lS-82) 

The Co:itrfbutlon or E~st•Weit ~rofal ltet"ttfonc t6 SoYfet 
Eeono.·:d c a:id Mt 11 tz:rY Power 

r. Pest eontrfbutlons ot E~ct-~1t Trado e:nd to .noJocy 
_;r&nster to the Sovte·t econ0m1 

.,. 

Sovle_t . Dependence en We:t-ern _Trade bJ s~etor (Nov 1911) 
• 

Soviet £eo.nomle Oes,endence on the West (Jczs 1 e:) 

- . cf the USSR on t~ortt tre:o tht 
May I OS 2·1 

Dependence o t so, I et Ml 11 tar Ptmer ~n 
!eonf):nt~ R-etattons w_lth the Weat (Moy lwll) 

The · sovfet a.a~ Pipeline r=pectfTe 

ti. Im;,aeJ o(h1rd currene1 d{ftl,fultle1: on 

USSRi PolltlcaJ Side zrrects oC th• Rard Cu rcncy Pro~JttA 
(.July 1982) 

Polley Jmpl feat ions ot the Soviet· Bconc..-nf~ S ~o,:tn 
(draft, Dec 1982) .. I • 
Soyfe.t Union's Hard Currency Slte2ctlon (Feb ~cc:) 

. - i . 
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t·r"r. Poten·tltl contr 'lbutlon of· £a;t-tte,t eo: ... ..2,elt rclttlono 
to ~ 11 ~y f It I ni ec-ono.~( e dra I n1 . In the . os_sa 
OSSlh lzrc,act ct Credit i:tedu~tiona on For•l~n .Trtd• and 
the Economy (May 198%) · 

. ' 

The Soviet Bloc Flnar\eia1 Problem as a. ,ouro• ,ot -~••torn 
lntluenee (April 1981) ' 

P~lJcJ lmplScitlons -of the SoYlet !ccnc:r:nlc St . own 
Cdr-ar,. Dee 1sa2) 

Can the Soviets •stand Do~• Ml1Ttar11JT (J·o:1• tta:) 

Soviet !eonom!e Orowth end t~ort' P-.&qulrement .Clune 1111) 

tm, ·11C!a.t .;o,u or ~a,t•We1t ·Ooi:rmereta1 •.'R&l!tfo:n.• tGt J,tern 
De ·oende--n ee and V1,1 l n•r I b I i ft X: - i 

.. I t. Supply reJatlon,hlp 

Western.- Alternatlv11 'to !oYlvt ~a.tural 
Oa,.: Pro~pects and lmplfeatlons CM::&J 101:) J 

. . 
11 • ~ptndeftc& on S oY I et : iMrl:e t 1 

. 
11!. Levtr~ie· arJa.lnr from. &cc=iut~t(on ot Sov(ot 1d· hat 

?u:-ope~n debt to tho Weit 

tV. Soviet wJ111n,nes1 to e:ercs,. ee-oncmlct l1Yer~r• • 
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' Terms of Ref~rence and Strategy for 
East-West Credit Flows Study 

Objectives 

The "Summary of Conclusions" on East-West economic 
relations commits the allies to three specific undertakings 
in the area of export credits: 

-- to begin a study of Western export credit policies 
"with the view of agreeing on a common line of action" toward 
the Soviet Union and Eastern European countries that is in 
keeping with the general precepts of not contributing 
to the military or strategic advantage and capabilities of 
the u.s.s.R. and not according preferential treatment or sub­
sidies to the USSR. This will require a major and sustained 
allied effort. 

-- to work urgently further to harmonize export credit 
policies, and 

-- to establish "without delay" necessary procedures for a 
periodic~ post review of economic and financial relations 
with the USSR and Eastern Europe. 

Regarding these undertakings, NSDD-66 defines the u.s. 
objective as follows: 

"An agreement that builds on the recent OECD agreement 
substantially raising interest rates to the USSR to achieve 
further restraints on officially-backed credits such as higher 
down payments, shortened maturities and an established framework 
to monitor this process." 

Terms of Reference 

The work on the credit issue should proceed on two tracks: 

(1) on the "common line" and harmonization of export credit 
policies regarding the Soviet Union, and 

(2) on the review of East-West trade ~nd financial flows. 

1. Credit Policies -- The objectives stated in the agreement 
and those of NSDD-6~ are not necessarily inconsistent, although 

· they may be subject to confused interpretation both within the 
U.S. Government and among allied governments. It is not widely 
recognized that -- as discussed below -- very few countries 
still significantly subsidize credits to the USSR, if they adhere 
to the new provisions of the OECD Export Credit Arrangement. 
Indeed, many now charge premiums on such credits. Therefore, the 
restraints called for by NSDD-66, if they~ agreed upon in the 
context of the OECD Export Credit Arrangement, will need to be 
s tructured as general measures applicable to all "rich" countries, 
including the USSR, in Arrangement Category r. The focus will 

! 
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have to be less on subsidy reduction than on non-preferential 
treatment of the USSR within the context of new and more 
stringent Arrangement rules on export credits to all industrial 
countries. 

In short, there is little scope remaining in the 
Arrangement for subsidy reduction. There is scope for more 
restraint in the OECD, but that restraint will have to be agreed 
upon in a far wider policy context than one relating specifically 
to the USSR. 

Within that context, we can design a proposal that would 
consist of restraints that would apply to one or more of the 
following aspects of export credit transactions: (1) the 
"cover", i.e., the maximum proportion of the total value of an 
export that can be financed; (2) the type of financing, i.e., 
direct credits, guarantees, or insurance: (3) the "contract 
rate," i.e., the rate of interest seen by the buyer: (4) interest 
rate subsidies (for countries where financial market rates are 
above the 12.4 percent minimum provided for under the Arrangement); 
(5) type of products covered; (6) foreign currency loans or 
guarantees; and (7) term to maturity. 

2~ Review -- The review should cover the entire spectrum of 
the flows of financial and real resources from the West to the 
USSR and individual Eastern European countries. Thus, it 
would encompass trade, debt, export credits (official), and 
banking flows as individual items, as well as an overall analysis 
of the aggregate of these items. The review should focus on 
the past year's developments in each of these areas, the longer­
term trends, and the short-term outlook. 

Distinctions would be drawn between the Soviet Union and 
the Eastern European countries, in keeping with the widely 
shared commitment among the OECD countries to the principle of 
such differentiation. In particular, the review would concentrate 
on credit flows to the former and the indebtedness of the latter, 
in a manner such that an assessment can be made of the extent 
to which Western economies contribute to strengthening the · 
strategic and military position of the u.s.R.R. 

I mplementation Strategy in the OECD 

At the outset of this exercise, thinking within the u.s. 
Government focused on the need for an ad hoc group, consisting 
of the seven Summit countries plus the EC, to draw on work done 
in the credit area in the OECD and other fora. The agreements 
reached by Recretary Shultz and the French, however, explicitly 
provide for the export credit studies agreed to in the "Summary 
of Conclusions" to be done in the OECD. As with the terms of 
reference, the proposed U.S. strategy for the OECD will be . 
discussed below on a two-track basis. 

CO~ENTIAL 

' 



CON~ENTIAL 

' - 3 -

1. Credit Policies -- The initial OECD effort will consist 
of "studies" of aspects of export credit policies already 
enumerated, e.g., cover, type of financing, contract rate, term, 
etc·. It will be necessary to structure this effort in such a 
way as to involve the major participants in the Export Credit 
Arrangement in a process of de facto negotiation early in the 
new year. The purpose wouldbe to see what degree of consensus 
could be achieved among them on credit policies for all industrial 
countries within the context of the Arrangement by May 1, when 
the current guidelines of the Arrangement must be renegotiated. 
By contrast, it would not be adequate simply to expect the OECD 
Secretariat to produce"study" papers for subsequent review by 
participants1 such an approach would be too time-consuming and 
would likely produce little or no useful results. A failure to 
achieve a reviewed consensus by May 1 could give the French a 
pretext for bolting the Arrangement. 

A first step for the United States should be the prepara­
tion of our own proposals on each of the principal aspects of 
export financing, as we11 · as consideration of the tactics to 
be followed in the OECD. This undertaking, to be completed in 
January, would be led by the Treasury Department with the parti­
cipation of State, Commerce, USTR, and Eximbank. Its dual 
purpose would be to clarify our own thinking on the kind of 
restrictions we would like to emerge from the OECD, and to 
formulate proposals we would put forward for multinational 
consideration. 

2. Review -- The u.s. Government has already begun to lay 
the groundwork for work in this area. During the past summer, 
we invoked the Versailles understanding in launching an offensive 
within the OECD and NATO to improve their respective data 
collection and reporting systems on East-West financial flows. 
The OECD Trade Committee (Export Credits Group) and the 
Committee on Financial Markets have producr,d inter alia evalua­
tions of outstanding East-West economic prbblems and at least 
one comprehensive study detailing trends in East-West trade 
and finance, i.e., the annual Trade Committee report on East­
west economic relations. Work on strenghthening the OECD data 
bank is also progressing. 

These efforts need to be expanded and accelerated to fully 
meet the requirements of the review process we envisage. 
Specific objectives we should pursue in the OECD include the 
following: 

(1) to continue work to upgrade the OECD data collection and 
reporting systems in the Trade Committee's -Group on Export 
Credits and reconcile OECD and BIS data on official and private 
bank credits in the Committee on Financial Markets (CFM)1 and 
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(2) to continue work in the Trade Committee's East-West Trade 
Group and in the Secretariat itself on relevant East-West 
trade and financial issues, including analyses of economic 
developments in key Comecon countries and the USSR and trends 
in East-West economic relations (see latest annual Trade 
Committee report on East-West Trade). 

OECD Secretary General Van Lennep has suggested (Paris 
44386) that the XCSS could give initial impetus for this phase 
of the exercise at its February 8-9 meeting. He has offered to 
contribute policy-oriented papers to that end and has solicited 
our views as . to issues that should be highlighted. We should 
focus on this task in the immediate future. Subsequently, 
we will have to concentrate on what we would like to accomplish 
in the various OECD groups and what guidance the XCSR could 
give them. 

Another question we will have to address is where we might 
be able to achieve an overview of the work to be done in the 
various parts of the OECD. The XCSS might be at least an 
interim solution. Development of this approach should be 
pursued after (1) further discussions with Van Lennep, and (2) 
the results of the upcoming meeting are in. 

Work Outside of the OECD 

As noted above, the understanding arrived at between 
Secretary Shultz and the French focuses almost entirely on use 
of the OECD for the East-West credit work. This presents us 
with a dilemma. 

On the one hand, in restricting this exercise to the OECD 
we would severely limit what we could hope to accomplish -­
with regard to both the scope of the discussions and the policy 
changes that may result from the effort. We will need to take 
great care that neither our important general export credit 
policy negotiating objectives nor our East-West objectives 
become submerged or compromised by combining them in the OECD 
forum: there are real risks here. 

A major problem is the · necessity of involving the neutral 
OECD member countries. They can be expected to object to dis 
cussions of any aspects of East-West economic relations that 
are overtly political, which rules out exchanges there on the 
security aspects of trade and financial flows. The neutrals 
would also block any proposal to focus specifically on the 
USSR. Although they might be willing (as in the 1982 negotia­
tions on a new export credit consensus) to increase restrictions 
on the USSR and other Category I ( "Relatively Rich") countries, 
this would be opposed by the EC, particularly the French. 
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On the other hand, restricting this exercise to the OECD 
has the most widespread political acceptance. The French have 
consistently opposed a stronger role for NATO in this area as 
well as establishment of the type of smaller, ad hoc group that 
we had tentatively advanced earlier. They obviously recognize 
the problems we will face in trying to achieve our fundamental 
objectives in the OECD. 

Regardless of what we may eventually decide to do, the 
OECD will play an important role in developing data and analyses 
on East-West trade and financial flows and in facilitating 
discussion of the results. Moreover, our initial proposals for 
work hy the various OECD committees would probably not be 
basically affected by our choice of an overall strategy. We 
should therefore press on within the OECD in the directions 
outlined above. 

Over the medium term, we may want to consider whether or 
not we should continue to restrict our efforts to get Allied 
agreements on credits to the Soviets to the OECD. The pros­
pects for substantial accomplishments if we follow this course 
are not favorable: by the same token, opposition from the French 
could ~omplicate any attempt to involve, or create, other fora. 
Nevertheless, the stakes are high from the U.S. point of view, 
and the u.s. should be alert to potential opportunities to 
implement the precepts of the Summary of conclusions in a 
forum outside, and smaller than, the OECD, should our efforts 
there run into major difficulties. 

An intermediate solution could be to continue to· press to 
the extent feasible in NATO to strengthen the Econad institu­
tional framework, including use of "enhanced" meetings at the 
political level as well as the work on improving its data col­
lection and reporting system begun last summer. These would 
be designed to produce policy recommendations on East-West 
economic issues of strategic importance for the consideration 
of the NATO ministers: ~e would downplay any linkage with the 
OECD's work in this area. Over time, we might be able to win 
agreement to establishment of a restricted group, which would 
operate informally in connection with the OECD or outside of 
it, to synthesize the results of the NATO and OECD work and 
advance the U.S. objectives spelled out in NSDD-66. For the 
moment, however, our marching orders clearly mandate the OECD 
Arrangement as the key forum for East-West export credit work: 
we should face up to that and proceed as effectively as possible. 

CON~NTIAL 

" 

Classified bys. J. Canner 
RP.view for Declassification 
on 1/19/89 



January 7, 1983 

Status and Outlook 
Energy Requirements Study 

Terms of Reference: The USG has prepared draft terms of 
reference for the Energy Requirements Study (attached). 
In it we propose the study proceed from an analysis of 

. likely energy demand and indigenous energy production 
~ossibilities to an assessment of projected import dependence 
and vulnerability to energy supply disruptions. The findings 
of the IEA Natural Gas Security study would be factored into 

. the vulner.ability section. The final analytical portion 
would be an identification of various energy alternatives 
that would have the effect of minimizing security risks. 
Policy conclusions would then be reached by government 
representatives. 

Status and Institutional Arrangements 

It was agreed during the Secretary's trip that the 
Energy Requirements Study would be undertaken in the OECD/IEA 
framework. To resolve the problem of French attendance at 
an IEA meeting when they do not belong to that organization, 
we convened in Par is on December 15 an "informal" group of 
Summit-country representatives, plus the EC Commission. At 
that me·eting, we distributed for consideration by governments 
our draft terms of reference for the study. The IEA Secretariat 
(represented by Executive Director Lantzke) has begun work 
on the study on the basis of the draft terms of reference 
and expects to have a first draft ready for review in early · 
February. 

We have canvassed Summit capitals for official reaction 
to our proposed terms of reference. The UK and FRG have 
accepted the draft without changes. Canada, Italy and 
France had no specific comments and are expected to approve . 
when their internal deliberations are completed. Japan had 
some questions (which we are answering) ·but finds the draft 
generally acceptable. We expect to meet January 12 in Paris 
on the margin of the IEA Standing Group on Long-Term Cooperation 
to obtain Summit countries approval of the terms of reference. 

The CIA has been asked to conduct a series of "shadow" 
on ·the basis of the terms of reference for _the energy 
requirements study and the IEA natural gas security study. 
DOE will assist in analyzing the North American energy 
scene. These "shadow" studies will serve as a check on the 
IEA's analysis and, as appropriate, permit us to correct or. 
supplement the IEA's work. 
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An interagency working group has been established to 
backstop USG participation in the energy studies. It 
includes representatives of all key agencies and State 
Department offices. The interagency working group will 
report to Allen Wallis as chairman of the senior-level 
International Energy Security Group (IESG). 

Outlook 

If the Summit country representatives have no serious 
problems with the terms of reference, we expect to convene 
a~other informal Summit 7 plus 2 meeting next week on the 
margins of the January 12-13 IEA Standing Group on Long- Term 
Cooperation (SLT) meeting in Paris to obtain agreement on the 
terms of reference. Final terms of reference could then be 
provided to the IEA Secretariat. 

Ulf Lantzke has informed us the Secretariat will have 
a first draft of the Energy Requirements Study by early 
February for circulation to members of the informal group. 
In mid-February the Secretariat would host a two-day Dourdan­
type meeting where the "friends of the Secretariat" would 
discuss the first draft. At that _time, we would bring Norway, 
the Netherlands, and perhaps Australia, into the informal 
process. 

Based on these discussions, the Secretariat would 
prepare a redraft which could be· discussed further by 
the informal group and/or sent to the IEA Governing 
Board for consideration. The IEA Governing Board is 
next scheduled to meet March· 2 4. 

The first step in the study is to establish the factual 
basis to support our contention that, left unchecked, 
the Soviets can become the marginal supplier . of gas to 
Europe and drive out competitive . alternatives. The Energy 
Requirements Study and the IEA Natural Gas Security Study 
will derive alternative reference cases based on different 
assumptions regardipg GDP growth to the year 2000, supply 
and demand, and interfuel substitution. We would expect 
that at least one reference case will support our contention. 

After the factual basis has been laid, further .Dourdan­
t y pe mee tings wo u ld be r equired to draw policy conclusion s. 
We . would seek to . persuade our European allies that a prudent 
ene~gy security policy response to the Soviet threat of 
preemption and resultant ·European over-de.pendence on Soviet 
gas requires a coordinated European effort to p~omote the 
development of Norwegian reserves.: 
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Our goal, of course, would be to obtain European 

agreement to the NSDD-66 objectives: "not commit themselves 
to significant incremental deliveries through already 
existing (Soviet) pipeline capacity~ and participate in the 
accelerated development of alternative energy resources, 
principally Norwegian gas reserves." (It should be recalled, 
however, that the study is an overall, global reassessment 
of energy security issues. The Europeans will emphasize 
their vulnerability to oil-supply disruptions.) 

Attached is our proposed terms of reference and an 
anticipated work program. 



Terms of Reference Energy 
Reguirements and Alternatives Study 

The basic guidelines for the Energy Alternatives Study 
are provided in the "Summary of Conclusions" on East-West 
economic relations. _Tne Summary stated that: 

"In t..~e field of energy, they will initiate a study of 
their projected energy requirements and dependence upon 
imports over the next decade and beyond and possible 
means of meeting these requirements, with particular 
attention being given to the European energy situation. 
The study will be conducted under the auspices of the 
CECO.• 

Interested countries would ask CECD/IEA to undertake 
the study, drawing on previous and on-going work, including 
the World Energy Cu~look. The analyses in previous CECD/IEA 
studies would be updated to reflect changed economic and 
market conditions. The Energy Alternatives Study wou_ld 
also utilize information being developed in the Natural Gas 
Security Study. Member country contributions to the study 
would also be welcomed. 

To provide a context for the regional and country 
analyses, the study would assess global energy supply/demand 
for oil, natural gas, coal, nuclear and electricity, ·and 
identify likely energy supply flows through 2000. This 
assessment would include energy supply/demand and flows 
scenarios from an energy security perspective. 

Using the cases developed for each of the three CECO 
regions, with emphasis on Europe, the study will make a 
detailed examination of: 

Reauirements (Demand) 

- Re~ional and country energy requirements by: 

° Fuel Source 
. ~ 

0 . consuming Sector 

OECD Indigenous Supply 

Energy production possibilities, by energy source, 
within each region 

Energy imports from other OECD regions. 

I rnoort Deoendence 

:-,... 
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Current and projected regional and country dependence 
on imports of energy from non-OECD sources, with 
em~hasis on Middle East oil and Soviet energy. 
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Vulnerability on a Regional and Country Basis 

- Risk analysis of supply flows and sources 

- Physical Syste~s for Coping with Disruptions: 

0 Storage capabilities (stocks) 
0 choke points 
0 dual-fired capacity 
0 surge capacity 
0 allocation systems 

- Economic impact of likely disruption·s, particularly 
effects on key sectors. 

Evaluation of means to improve energy security systems: 

0 supply diversity 
0 fuel sw'itching 
0 arrangements for access to shut-in capacity 
0 improved storage, demand restraint 
0 pipeline flexibility 
0 strengthened international cooperation 

Alternatives 

~or each region and country an analysii of alternatives to 
dependence on non-OECD imported fuel considering: 

0 possibilities for ·enhancing development of 
indigenous OECD energy sources, including 
examination of institutional, policy, financial, 
and technical constraints. 

0 potential for inter-fuel substitution. 
0 possibilities for enhancing intra-OECD energy trade. 
0 externalities (employment, environment, security). 

Based on the technical analysis developed by the 
OECD/IEA, countries would draw policy conclusions and take 
appropriate actions, including through the relevant multi~ 
lateral organizations. 



• • 

Follow-up on Energy ·Reauirements Study 

and Natural Gas Security Study 

Mid-January·. Approval of .. t:.erms of reference by informal 
steering group (Summit Seven, plus EC Commission). 
(Meeting either on fringe of SLT or later in January) 

Mid-January. U.S. expert (Chuck Patrizia) meets with . IEA 
Secretariat and. begins assisting Secretariat with energy 
study. {Lantzke offered U.S. use of Secretariat position.) 

Mid-January. CIA tasked to undertake "shadow" studies in 
support of Energy Reguirements Study and Natural Gas Secur­
ity Study. CIA would "sanitize" work it has done on energy 
security and transmit it to Secr·etariat for use in energy 
studies. 

• 
January 13. IEA Executive Director Lantzke in u .. S. for mee:t­
ings with Secretary Hodel, Undersecretary Wallis, and possibly 
Judge Clark. .: 

End-January/Early-February. IEA Governing Board (with Paris 
representation) meets to approve terms of reference. 
(Lantzke would call meeting ''.at request of number of IEA 

members," and would circulate steering group-approved terms 
of reference to all IEA members.) 

End-January. Data collection and validation for Natural Gas 
·security Study completed and outside computer consultants 
engaged. 

Early- February. Secretariat completes first draft of Energy •· 
Requirements Study. (Study would not contain policy con­
clusi ons or recommendations, only factual analysis.) 

!•iid-February. Dourdan-type meeting of informal steering 
group to review first draft and provide comments to Secre­
tariat. (At this point we would bring Norway, the Netherlands~ 
and perhaps Australia into the informal process.) · 

End February. Secretariat completes 
~atural Gas Security Study. 

computer analysis for 
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End-February/early-March. Secretariat redrafts Energy 
Requirements · Study based en steering group discussion. 

Mid-March.· Possible meeting of steering group t9 discuss 
Secretariat redraft of Energy Requirements Study and to 
begin process cf drawing policy conclusions. 

Mar~h. Secretariat analyzes Natural Gas Security Study dis­
ruption scenar~os. 

March 22-23. IEA SLT meets to discuss status cf Natural Gas 
Security Study. 

March 24. IEA Governing Board meets to discuss Energy 
Requirements Study. (Governing Board will also decide 
whether to have Ministerial meeting in May or only Govern- : 
ing Board meeting.) · ' · 

. 
• 

April~ Secretariat drafts Natural Gas Security Study repcx:;:. 

Mid-April. Possible meeting of steering group to draw policy 
conclusion from Energy Requirements Study. (G~oup would 
factor in results ·o; __ Natu;-~~- G~s Secur:q:y Study -to .~x_te_nt .-:-. _ . 
material availab_le.) . .._ . , .. __ _ · __ --~ - .. - - . - •i-·· ._= .... . . 

- :-.. . :.. .. - -.. _._ . . . . · ... 

End-April. Secretariat completes Natural Gas Security Study. 

Mid-May. OECD . (May 9-10 : ) and IEA Ministerial (or possibly IEA 
Governing Beard) discuss results of Energy Requirements Study­

·and Natural Gas Security Study. 
-·• . . 

Mid-May. S_herpas, .. b~·sed on ~iscuss~on~ · in _OECD an~ . IEA- an·d_ .. _ 
results of steering group deliberations, decide whether and 
hew en_ergy security · to be treated at Williamsburg Summit • 

-· - . .. ... . ·- .. :·~ - . . 
. ·-.. . .. - . . . - - -

• - 0:- -r-

1-~ay 27-28. Williamsburg SUffiTI!:1,t. , (DiSC\lSsion._of results of 
Energy Security Requirements Study and Natural Gas Security 
Study, if agreement has been reached on policy conclusions.) 

June. NATO Ministerial in Paris. (Discussion of results of 
Ene rgy Requirements Study and Natural Gas Security Study.) 

-
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STRENGTEENI~G COCOM 

T~e Unitec States has proposed that a second High Level 
cc:c~ ~eeting (ELM) be helc in late February or March .in order 
~c stimulate anc ~aintain pollicy level attention in the 
o~:ier COCOM go~ernments on the need' to strengthen the multi­
!ateral system of security export controls coordinated throu9h 
:ha: organization. We hope to rnake use of the HLM to encourage 
r.lliec support for major OS COCCM initiatives in the following 
areas (which are described below -in greater detail: 

(a) an anticipated o.s. proposal to be sµbmitted to 
CCCC~ that a second high level meeting (EL~) be held at some 
:wutua.lly acceptable _time in 1983, and 

(b) efforts prior to the seconc -ELM to strengthen COCOM 
i n the following areas (which are 6escribed in greater 

· c:etail below): 

1) effectiveness · and responsiveness of COCOM in general; 

2) strategic criteria; .. 
3) list review; 

4) enforcement, counter-intelligence cooperation, and 
harmonization of licensing procecu~es; · 

5) organization, e~9~ instituting a military sub-committee, 
i~proving communications and eguip~ent, adding staff; 

6) multilateral approaches concerning third _ country 
a;,~a il ability. 

It ~oulc also be our hcpe that the ELM could review and 
c:~e i~?etus to an ao hoc COCOM stucy sroµp on "other high 
tect:1ology, incl_uding _ oil and gas," \.hich the US has also 
-- ,. ---. i= ec· :'- -·:- - . 

i. F.eview of the effectiveness anc res~onsiveness of 
c : ·CC!-: in ceneral 

==-~ e ct:ve: To obtain a conser.sus that, c5espite its 
s~ccesses , ~he COCCM svsterr- of rr:~lt i lateral controls must be · 
s~=e~~t~eneo in orcer to i rr.?ece more effectively the transfer 
c: -;-:e-stern ec;u ip:r:ent anc technology of · strategic rr:il i tary 
:::-:;-cr-:ance to the Soviet Union ancS its Warsaw ?act allies. 
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Plan of Action: At the January i982 HLM, the United 
States noted that COCDH had been reasonably effective in 
co~trolling ;he export of listed · items by law-abiding 
ex?orters bet that the ~arsaw Pact countries were obtaining 
eguiprnent a~d technology of strategic military importance 
~oth through evasion of controls· and because some significant 
ite~s are not subject to control. Our objectives were to 
ce~onstrate the need for improvin9 enforcement and for 
strenctheninQ the existinc embarco list. The HLM acreed - - - .. -
~inute acknowledged that Warsaw Pact military eguipment and 
technology had been aided by systematic exploitation of 
western technology and that COCOM should give priority 
attention to reviewinc the adecuacv of controls in several 
specific areas. Eowe;er, the first F.~ did not endorse U.S. 
proposals for a clarification of COCOM's strategic criteria, 
adcitional resources for enforcement, or a military sub­
co~~ittee and that rneetinc could not, of course, take 
cefinitive action on strengthening the embargo .list. During 
bilateral talks in October 1982, the Oniteo Sta~es proposed 
a ~eeting of Japanese, German, French, and OK officials to 
ciscuss joint approaches to third countries in efforts to 
ste~ oiversicns; the UK has supported this U.S. initiative 
but has ur~ec that the idea be pursued in COCOM rather than 

· in a restricted crou-c. · 
' ., . 

We shoulc now rene~ efforts to rev i se the . criteria, to 
obtain co~mi~ents for more ricorous enforcement, to establish 
a ~il i tary· sub-cor.'.mi ttee and otherwise strengthen COCOM 
or~2nizationally and logistically, and to pursue the idea of 
:ultilateral appr6aches to third countries. We should also 
icentify problem areas in the list review and seek support 
tor efforts to reach raDid acreement · on strencthenino the - _, - -lists in priority areas. 

2. Review of the strateqic driteria 

Obiective: To obtain a commitment by the other members · 
to support a U.S. initiative to revise the strateg i c criteria 
1 n croer to provide a clearer basis for broadening COCOM 

... , • • \.. , · • • ..:i t . l ccn .. ro_s .. o cover .. ec .• no_ogy, .equ1pmen .. , an\.l ma er1a s 
.... . 1 • - z • t· c=1 .. 1ca .. o _oe~ense p~cc~c ion. 

Plan of Action: The U.S. should p:opose in COCOM that 
t~ e second R~M consi~er revising the COCOM strategic criteria. 

The .principal objective of this revision would be to 
prov i de a better bas i s fer restricting exports to the USSR 
of eguip~ent ano technolo~y critical to cefense production • . 

In preparatory rr,eetin£S for the f i :-st HLM, other COCOM 
=e~ ~ers showed no enthusiasm for addressing a similar US 
p~o?osal fer a revision of the strateg i c criteria. Accorcingly, 

...... 
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• chi!nges proposed by the United States at that time have not 
been discussed in detail, either at the first HLM or in 
~egular COCOM _meetings since then. 

Prior to the second high level meeting, the United 
States should indicate that it would like to pursue its 
earlier initiative to revise the strategic criteria at that 
session for the reasons outlined above and to 5eek general 
scpport for such an undertaking. 

We shoulc stress that inaoeouacies of the present COCOM 
system necessitate a broadeninc of the current ernbarco to 
cover items critic~l to militar; production and that ihe 
optimal way to signal this to the numerous officials ~ho 
work on the details of the List Review would be a revision 
in the strategic criteria. 

. . 
3. Review Proqress to cate in the List P.evie~ 

Objective: To encourage support for priority o.s .. List 
Review proposals which encounterea serious problere5 curing 
:.~e First ~ound and for full cornrnittee agreement on · 
:.~ese proposals before ·the COCOM su."nmer . recess. 

Plan of Action: Sub~tantial Procress has been made in 
~eaching agreement on o.s .. proposais to strengthen the 
e~bs.rgo lists in priority areas ioentified by .the first 
ELM, except for floating orydocks·, robotics, ~nd computers. 
~here is a major problem in obtaining agreement on our 
floating crydock proposal (particularly from Japan) .. Much 
technical work remains to be done to refine DrolX)sals on 
robotics and on computers (harcware, software; and communi­
cations switching). The Committee has agreed to schedule a 
ccnputer working group in April but is resisting scheduling 
a secono rcuno of full Committee review of the corr.puter item 
~e:ore the fall of 1983. The United States plans to submit 
=evised proposals on robotics and on computers to the 
Cc~mittee in January so as to provice adegcate advance 
notice to ether members for second round working srcup and 
!ull Committee consideration before the SU!:'.~er recess. 
:c~ever, it will not be possible to research all outstancing 
technical questions fully by January, so that there will be 
so~e gaps i n our rev i se~ proposa l s . Moreover, in the ?ast, 
effor~s to reach interagency agreement on the content of 
D.S. proposals have been time-cons~~ing. 

Efforts ·are continuing to schecule full Cci,irr,ittee second 
=o~nd review of the ccm~uter item before the su~~er recess. 
~e will not know for su~e until the end of January whether · 
~e can meet our coal of submittino revised robotics and 
co~puter prcposais to COCOM by th;n, and we will also not 
~~cw until the end of January how ~uch further tec~nical 
~=~k we must co in o~der to have a procuctive seco~d round 
tisc~ssion of these ite~s .. 
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At the HLM we should seek~ commitment from the other 
hle~bers that they will work with us to schedule and conclude 
ne;otiations before the COCOM summer br~ak on proposals in 
~he priority areas icentified by the January 1982 ELM. 

~- Re7iew efforts to imorove enforcement, counter- • 
intellicence coooeraticn anc harmonization of licensinc 
~rocecures. 

Objective: To obtain pledges from other COCOM members 
to oevote i~creasec intelligence and enforcement resources 
to security export control activities and to initiate 
6o~estic measures necessary to deal with the third country 
6iversicn oroblem. · · . 

Plan of ~ction: i~ a follow-up to the Ei;h-Level 
Meeting, COCOM's Sub-Co~mittee on Export Controls met in May 
to consider a number of o.s. proposals on enforcement and 
ha:1r.onization. The Sub-Committee adopted more than 15 . 
reccilimendations which, if - implementeo, would ~o a long way 
to-ards (a) strengtheni~9 national enforcement activities; 
(b) increasinc coooerative efforts a~onc the enforcement and 
i~vestigatin9-a9encies; and (c) bringing the licensing 
practices of the other wembers more in line with those of 
the Onited States. In many cases, however, the recommenda­
tic~s merely called for members tc study the possibility of 
irnplerrienting actions proposed by the United States, such as 
the initi~ticn of reex~ort licensinc to deal with the third . - . 

co~ntry diversion problem. 

During the pre-List ~eview bilaterals with major COCOM 
governments this fall 'the o. S. in·teragency tea."ils underscored 
the need for following up on the key Sub-Com~ittee recommenda­
tions, · particularly those relating to increasec enforcement 
=escu=ces anc the thirc country civersion problems . As a 
=es~lt of the Sub-Co=mittee meetin; the full Ccrnrn i~ tee · is 
also presently ciscussing two U.S. initiatives, one for 
stancarc i zing info~aticn provided with license applciation 
a:'lc COCO~ exceptions cases ·and another on cSeveloping uniform 
~~c;=takin;s in the !~pert Certi:icate/Delivery Verification 
(!C/DV) svstem. 

?lans are now ~ncer way to send intera;ency tea~s to 
:::a j or COCCI·~ capitals curing January and February to discuss 
~~ v e~force~e~t and ~a:~cnization issues with wcrkine level . - -officials in licensinc and enforcement aoencies. These 
:ilaterals a~o the suSseguent discu~sion~at the secbnd HLM 
s~c~lc e:phasize the key harmonization and enforcement 
:ssues. These ~ould inclu6e: 

(a) The need fer increased resources ee~cted to national 
~~~orcernent activities. Most of the other 5ov~rn~ents have 
~ctec :he difficulty of increasing such resources ~ecause of 
~~=setary res~~aints exacerbated by the Prese~t recession. 
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:~e U.S. presentation should emphasize the possibility of 
s~ifting resources from other ·1ess .crucial activities into 
e~:crcernent. ~e should attempt to get the other members to 
tesc=ibe how they are implementing ·the Sub-Committee 1 s 
recctto~endation on increased resources or to commit themselves 
to sive high level attention to this issue; and 

Cb) The need for reexport licensing or alternative 
system to cope with the problem of diversions through third 
countries. All the other members share the U.S. view that 
the civersion of COCOM controlled equipment and technology 
through third countries is a serious problem and the high 
level agreed minutes call upon COCOM to address this 
iss~e on an urcent b1?sis. · On the other hand,. all other 
~e~~ers have r;sisted our urgings that they institute the 
·o.s. practice of reexport licensing: they point tc vastly 
increased administrative burdens and to legal problems 
of such an extraterritorial reach of controls. The U.S. 
shoulc press other members to describe what measures they 
ha~e instituted to cope with the third country diversion 
p=cblem ano to emphasize the need for alternative arransements 
in lieu of reexport licensing. 

Commerce anc State s~ould prepare cables proposing a 
s~ggested scheoule of bilaterals on harmonization and 
enforcement issues. 

.. - . • · # ·h • • ·h COCO"' ' t' ~- =.xa:mine .ur~ er :neasures ~o s .. reng ~ en n ins 1-
~~tionally, e.g., institutin9 a military sub-c::ornrr'iittee, imoroving 
cc=~unications ano eoui~ment, aooi~G staff . 

Objective: To overcome existing opposition among the 
s:ee:-inc crou~ merr.bers to the establishment of a COCOM 
=ilitary sub-com~ittee and to obtain a general pledge for 
financial si;pport for the upgrading of COCOM facilities and 
cc=:=♦unications and an expansion of COCOM staff. 

Plan of Ac~ion: 

Mi l i ta=v Subcomm i ttee 

The January 1982 HLM agreed t hat "COCOM may from time to 
t!:e an~ _by cc~mon sccor6 con~uct special sessions in order 
~c =eceive and exchange reports fro~ ~ilitary and defense 
c:-.c. ... ; _, l0 s•c " -::--'--c:- '--• 

~t that meeting, anc a~ain at the Oc~ober 1982 O?ening of 
t~e List Review, other rnem~ers resist~d a U.S. proposal for a 
sepa::-a~e coco~~ r.:ilitary sub-committee, p:-irnarily because of 
t~si=es that their 9overn~ents speak with one voice in COCOM·. 

coco:-1 met en !:Coverr:ber 15 in a "special session to receive 
a~t exchange reports fro~ military an~ de~ense specialists" 

. =~ t~e s~bject of stored program ccnt~ol circuit ~witching. 



· At that meeting, most delegations were represented by 
officials from not only the Ministry of Defense but also 
from the Ministries of Foreign Affairs and of Traae. Japan 
is especially sensitive about involve~ent of its Defense 
Agency in COCOM activities and declined to send any military 
or defense soecialists to the November 15 meetinQ. . . -

The United States should take advantage of the opportunity 
presented by the November 13 consensus to ntake the necessary 
measures to strengthen the effectiveness and res·ponsiveness 
of COCOMn to press once more for the establishment of a 
COCOM military sub-committee. A central function of COCOM 
is to icent1fy what is militarily critical. !et, in the 
absence of a special meeting called for t~e express purpose 
of convening military experts (such as the November 15 
meeting}, most dele~ations to COCOM include no military or 
defense specialists. 

Such specialists shoulo have a more active role than the 
receip; and exchange of reports, because their views as to 
~hat is militarily critical would be of great benefit to 
COCOM. However, to rneet the concerns of others that their 
governments must speak with one voice, we should suggest 
that the function of the military subcommittee be the · 
exchange of informal views which would not cornmi.t governments. 

To meet the Japanese concern about milit_ary participation, 
we should sucoest that the tern "rnilitarv and defense 
specialis'ts" .. be interpreted to include non-mili.tary experts 
~nowledqeable in the military appliation of technologies. 

-_The Onited States will make a £annal proposal along these 
lines for consioeration by the ELM. If strong opposition 
from the ELM is encountered, we shoulc suggest one or both 
of the following alternatives: 

( 1) a series of COCO.M meetings to which military and 
cefense s~ecialists would be invited to cor.sicer soecial . . 
areas of strategic concern (DOD anc CIA would icenti!y 
several such areas in aevance) or (2) informal meetings of 

·1·.. . - 11: • • 1· .. 11: • .. .. - .. mi 1~ary anc ce~ense spec1a 1s~s o~ 1n~eres~ec ;overnmen~s 
to consider such subjects and to report back to their 
s o v e r:nrne n ts. 

3. C~oradinc COCOM facilities and staff 

COCOM is now hcused in rnccest quarters in an A.~erican 
E~bassy annex. It ·r.as no rnooern ~ord process~n; or corn- , 
puterizeo ccmrnunicatic:-:s egui;·:nent. Its staff is extremely 
cc~petent to perform the assigned secretariat :unctions but 
incluo~s no talent capable cf analysis of critical technologies 
and a~ insufficient number of personnel to prc~ide in-depth 
analyses of such matters as exception c~ses which are 
relevant to List Rev i e~· proposals. 
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· State is now explorin~, as an interim measure, the 
?Os•ibility of a 30 percent increase in floor space in the 
tc!ldins -here COCOM is now housed. The _Onited States 
should outline this plan to COCOM and note that, because of 
:he refurbishing costs and the resultant displacement of a 
U~G agency, the United States woulc be obliged to increase 
t~e hypothetical rent for these quarters used in calculating 
the U.S. contribution to the or~anization. (State should 
prepare an estimate with the assistance of FBO.) We 
should seek a pledge from the other members that they will 
be prepared to increase their own morietary contributions to 
meet their shares of this increased cost. 

The United States should develop a plan for modern1z1n9 
COCOM facilities and seek a pledge from the other governments 
that they will, in principle, support such improvements 
financially. This plan is expected to include: word 
p=ocessors and other mocern office equipment; communica-
tion links between the Secretaria-t and COCOM capitals; and 
appropriate corn~unication security apparatus. The agencies 
s~ould seek funds to finance a preliminary feasibili~y study 
of the computerization of COCOM operations. 

We should also explore the willingness of the other . 
~ehfbers to support an expansion of the secretariat staff, 
which now ranges between 1 2 and 15. State, with the . 
assistance of DOD and Commerce, should develop, a suggested 
revised st~ffing pattern for the secretariat, inclu6ing a 
rationale for new positions and a presentation of the plan 
to COCOM. These plans for exp.anding a COCOM staff "1ill also 
be necessary for State budget planning. 

6. Moltilateral Aproeches concerning Third Country 
;._-:;ail ab i l i tv 

Objective: To obtain support for approaches to non­
COCOM countries to control reexports of COCOM-listed ite~s. 

Plan of Action: At a _May 1982 meeting ot the COCOM 
s~~-Ccrnmittee on Expert Controls, the United States recc~~enfed 
jo i nt approaches to non-COCOM me~ber countries ~ho export to 
prcscribea eestinaticns 5ooas on the COCOM lists, often of 
CCCOM merr.~er coun t r y orisin. I n bilateral t alks f ollowi ng 
~he Li ~t Review openins session in October, the United 
S~a~es pro?csec a ~eeti~; wi th Japanese, Germar., French, ano 
~K officials to discuss this idea. In November, the United 
-, • • • & - h r~ • ... • S '- . 1 ... 11 ·h t . t :'\ l ~; o crn 1 n. o n'!1 e o t e ,.m 1 "' e c t a t e s .., 1 a "'e r a y 1. a 1 . 
~elccrned t~e U.S. initiative and wo~ld attend such a rneetino 
~ut recalled the earlier U.S. reco~~endation in the Sub- -
Cc~~it:ee anc pointeo out the cansers of offending ether 
CCCOM ~~rnbers (the Italia~s and Dutch, in particular) if 
~h is exercise ~as conducted in a restricted group. 
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The United States has a 1951 confidential bilateral 
ar=ansement with Switzerlan~, a 1916 confi~ential asree~ent 
~i~h Yugoslavia, and a 19e2 confidential bilateral arrangement 
~ith s~eden, and is new seeking a confidential bilateral 
arra~cernent with Austria. These neutral countries are most 
a::xious that· ,.;e · respect the confi~entiality of these arrange­
..:e!'lts. 

Other COCOM member countries have less ex~ensive arrange­
ments with third countries, principally concerning the use 
cf I~?Ort Certificates anc Delivery Verifications. lC/DV 
p=ocedures have been developed in COCOM over the past 30 
years for use in trade a?nong COCOM me~ber countries and with 
non-member, but cooperating countries. It would be reasonable 
fer joint approaches to third countries to seek the application 
of !C/DV procedures to a greater range of transactions than 
is now the case. During such joint approaches, the third 
co~ntries the~selves might suggest :the application of some 
ot~er elements of O.S.-bilateral arrangernents to re-exports 
of items originating in other COCOM rne~ber countries. 

During the harrr,onization bilaterals mentioned above the 
U~ited States should seek support of key COCOM governments 
fo= p~rsuing i-n the Su~Ccmmittee the idea of joint c?proaches 
~o thirc countries to expand the use of lC/DV proceoures. 
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MULTILr.T~R.:\L CO~"TROLS ON HIGH TECHNOLOGY 
EXPORTS, INCLu'"DING OIL .J..)1'1) GAS EQUI?ME1'i"T, AND DATA 

Overview 

The United States C-overnment has a definite set of views about 
the reasons for control of high technology exports, especially oil 
anc gas equipment and technology. These views include the concern 
over the e£fect of additional Western European gas purchase on 
Western energy security, the contribution of these purchases to 
Soviet hard-currency earnings, and the ~~portance of such earnings 
in furtherin~ Soviet strategic aims. Agreement with our allies on 
t.°lle objectives spelled out in NSDD-66 will depend on thorough 
a.~d persuasive studies a.~d analysis. A specific study in COCOM 
would serve the purpose of invest~gating a secondary question: 
the ~t~lity of controls on exports of oil and gas equipment and 
technology. 

The a:ilr. of this study is to show t.~e relationship of con­
trols on hi~h technology exports, to the Soviet Union, to the 
security interests of the U.S. and its allies. The case ~or 
L~?osing such controls will depend on a broad set of effects on 
allied security, as real as, but more roundabout ·than those that 
have been considered in the past in evaluating additions to the 
COCOM lis~. These broader effects on security will in part be 
addressed by the parallel studies on energy and on East-West 
econorr~c stragegy, so that the .work of the different studies 
will be intE:connected. Information coming out of or antici­
pated from the present study will help determine the content 
and priorities of the other studies; information flo~ing from 
those studies . in the course of their work will contribute to 
the assessrnent of the strategic and military importance of 
parti cular items, or classes of items, being considered in this 
study. Therefore, this study must begin early on those parts 
of its work that interweave with the work of the other study 

.groups. 

~s a part of this stucy or in a related study, the issue of 
political co:it=ols on exports to the USSR will have to ~e addressed. 
The united. States will be seeking to build support f or the contribu­
tion t h at ~ultilateral controls on selected exports to the USSR are 
an appropria~e response to egregious Soviet behavior. 

It is essential that the current deliberations of the on­
going COCOM list review go forward without interference or 
delay. Therefore, the new study will require the addition of . 
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staff, and careful, deliberate administrative arrangements that 
steer the new work clear of the on-going work. In this connec­
tion, the U.S. aim will be to leave until the end of the study 
the question ~hether new types of items the study brings up for 
consideration for control should simply be added to the COCOM 
list, or should form part of a new list with distinct criteria 
for inclusion. 

OIL ~~'"D GAS EQUIPMENT A1'"D TECHNOLOGY 

Logically, the decision to c~ntrol oil and _gas equipment 
and technology is closely linked to the decision on limiting 
Western ~~ports of Soviet gas. If the allies agree on that 
decision and on the U.S. assessment of Western ·security inter­
ests, they are likely to accept -some degree of control. If the 
energy study results do not persuade the allies to limit their 
purchases of Soviet gas, there is little chance that this study 
will persuade them to control oil and gas equipment and technology. 
_Therefore the two studies have a policy parallel :as well as 
cperatin; in parallel in developing information. This considera­
tion will also affect the appropriate phasing of the two studies·. 

The broader security - considerations that the 'O .s. a·sks its 
allies to take into account in COCOM deliberations (and in other 
policy decisions, such as the import of Soviet gas) include (1) 
the implications of tot~ Soviet energy exports for Western 
energy secu=ity, (2) the specifics ·of dependence on: Soviet gas 
t-lirou;h existing and p=ojected pipeline capacity, in particular 
parts of r:estern Europe, and (3) the advantages to the Soviet$, 
in pursuing their strategic aims, of increased energy exports 
to hard-currency markets, Eastern Europe, and other client 
states. Besides wanting to delay· indefinitely the time when 
they become dependent on energy imports, the Soviets have 
vari ous motives in accelerating energy production and exports. 
These motives and thei: ?respects will be developed and docu­
mented in the other stucies. The present study will show the 
dependence of _Soviet energy production expansion plans on 
Western equipment and technology, and thus show how controls 
can affect Soviet prospects · in pursuing their aims. The re­
sults shoulc enable the U.S. to work with its allies on a list 
of oil and · gas equipment and technology to be controlled. 

-s:s ni'T/.lv0:i'0BN-
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A.nalvsis 

The Su.~ary of Conclusions st~esses that exports of other . 
technologies, including oil and gas equipment and technical 
cata, woul~ be examined for· their implications for Western 
security. ~he non-pa?er specifically states that no Western 
actions should be . taken that would contribute to the military 
er strategic advantage and capabilities of the Soviet Onio~ or 
Eastern Europe, nor subsidize the Soviet economy. The study 
will consider whether controls which affect development of 
E!Xi)Orts are on balance advantageous to Wester~ security. An 
bd::dnistration concern is that accelerated production of 
comestic energy (Astrakhan) provides the USSR with the capa­
bility, · through the .existing and projected exported pipeline 
network to diminish the commercial viability of Western energy 
reserves (i.e., Troll). This study will show how alternative 
equipment and technoloc;y controls would affect that production. 

Furthennore, . this-study will examine the question of. how a 
multinational control system can reinforce the Allied commit­
ment to improvement of Western energy security. We will address 
the question whether COCOM's existing criteria can be used to 
ac~ieve our goals of controlling such oil and gas equipment and 
technology as would otherwise permit export of energy beyond 
levels agreed upon in the Summary of Conclusions. It is our 
aim to persuade our Allies to consider all factors affecting 
cu= security interests in COCOM deliberations, including energy 
"--Ulnerability, excessive hard currency earnings, .. and their use 
for advancing Soviet aims. / 

We should consider several alternatives for the form and con­
tent of controls, with the attitude that this represents a first 
step: We should consider working •in COCOM to (1) identify the 
USSR's priority energy projects and the potential contribution 
that Western equipment and technology can make to these1 (2) 

· cet~:mine the impact of these projects on Soviet energy pro­
cuction levels; and, (3) establish a .multilateral list covering 
critical oil and · gas equipment and technology for which the 
Soviets are dependent on Western suppliers. Each government 
should develop an analysis using best available data for each 
cf the points stated above : 

The workin g g oup has begun its d etermi nat ion o f t he r an9e 
of alternative controls. These include, but are not necessarily 
lid.ted to, the followi ng: 

!'.E.CRE'lJNO.fUk:N 
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.. 
(1) an over~ll system of COJ:"ltrols on high technology 

transfer, including critical oil and gas equipment and techno­
logy; 

(2) denial of critical technology alone, (which would 
broadly parallel U.S. licensing policy which routinely permits 
equipment exports while denying :technology); 

(3) multilateral denial of high technology items, 
including critical oil and gas equipment, at first -limited to 
those available principa1ly from the U.S.; 

(4) concentrating denials largely on equipment and 
technology for transmission of oil and gas; 

(5) proposing "controls" without a specific policy of 
general denial for the initial purpose of monitoring such 
exports; 

(6) tying denials to Soviet export-oriented energy pro­
jects instead of specific categories o·f technology or 
equipment; 

( 7) tying denials to i terns not g_enerally available in 
tbe Co:m!!lunist Bloc countries; 

(8) setting a time limit or sunset provision as opposed 
to permanent controls. 

Discussion of Alternatives: 

Alternative 1 is taken from NSDD-66. E;very 1isted alter­
native would be a step forward in that it involves controls 
or criteria ~ot now accepted by the allies. 

Denial of technology alone (alternative 2) would serve 
the purpose of preventing the Soviets from building their 
own oil and gas equipment using new Western technology. Since 
the USSR would continue to be dependent on Western equipment, 
the possibility of using this dependence later for Western 
leverage would remain. Soviet hard currency earnings would 
also be partly offset by equipment purchases. However, all 
Soviet energy projects could go forward. With this alter­
native the allies woulc initiate export controls and would 
deny critical technoloc;y not presently embargoed. However, 
it is no rr.ore than an C?enini wedge. 

The rne:its and drawbacks of a~ternative 3 are very . 
similar to these of alternative 2. · However, alternative 3 
clearly puts the initial burden entirely on U.S. companies. 
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We may consider focussing denials solely on items for the 

transmission of oil and gas (alternative 4), which are most di­
rectly related to Soviet export ability and to Western European 
energy vulnerability. The balance of advantage concerning de­
nials which would, by their nature, also affect indigenous 
energy development will be determined by this study and the E-W 
trade study. Burden sharing within the alliance would be more 
equitable, under this alternative. 

Multilateral "controls" without presupposing a policy of 
general denial (option 5) would allow monitoring of the flow of 
such technology and ongoing review of its _security implications 
as suggested by the Summary of Conclusions. This would impose 
no significant burden on the Allies, nor would it have any ef­
fect on Soviet oil and gas development. It could serve as an 
immediate first step, however, pending the results of the 
studies. A policy of denial could be easily implemented for 
specific items, should study results or events require, once 
the overall framework of the controls is in place. 

Moreover, we should give consideration to a policy of 
denial for those items which contribute directly to Soviet ex­
port capabilities (option 6). This option narrows the focus 
of Western denials and leaves open the domestic projects. It 
would address the energy security and hard currency concerns 
raised ·by Soviet energy sales and leave open the possibility 
of adding items to a denied list should future Soviet behavior 
warrant. It would be difficult to administer, because of am­
biguity of the· purposes of .Soviet projects (export vs. domestic) 
and because of possible equipment adversions. 

Alternative 7, tying denials to items not generally avail­
able in the Communist Bloc countries is an essential condition 
of Western export controls. 

Including a sunset provision (option 8) would likely make 
the controls more palatable to the Allies. p·roposing a def­
inite time period would bolster our argument that we -are sug­
gesting controls due t6 our concern that S6viet gas rates 
might preempt the development of alternative sources of _supply 
i n t h e near term. The c ontro ls need apply only until a date 
by ~hich commercially viable alternatives might reasonable be­
come available. 

Recom.~ended First Steps: 

An initial proposal for control along the lines of options 
1 and 7 should be made in the context of the security consider-
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ations noted in this paper (page 3). This would focus dis­
cussion on control, and set the stage for a full discussion 
of the rationale for control based on information from the 
other stucies. We should make :clear that the list we pro­
pose is ne;otiable in technological levels of equipment by 
exploring the options outlined in the study process. Prep­
aration for this effort will require a maximum input from 
CIA to clarify the impact of the several options. 

SECnli:T /UOFOMi-
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t~·This r.e~orandum explaine the security rationale for T!'\llti- · 
l~tcrsl control of high technology it~cs that· are not prc!cntly 
included on the COCOH Lists or proposed for control a! a part of 
th~ coco~ Lis~ Review. It also notes the ~echRnisna to be !ollo~et 
~ithin the USC to develop a li~t of such 1te~s. 

("'s.) Rationale for Contro.ls · . 
~ The ~'est . maintains an overall .::iilitary balance with the Soviet 
U~ion by k~.ep1ng a "'quality c:dge" in lllilitary technology •. Since 
~orld war '_ II, . ~estern countries have capitali%ed on their•lc:6d iri 
the use of electronics and other ~odern industrial t~ch.nolog!es 
to rely on technology .to augTilent ~ national De-curity instead of , 
adding to the . in~~ntory additional ~e~p~n: aDd ·~anpo~er. ~ecen~ly 
che J..lli f:Z! h av~ • ::.ea ff i rwed the . n i::ed to control thi :a qu.a.~i ty edge 
1:o t:he i:on-:?aper· through. the statet!e:ot chat · " (The Allie:i) ;.;ill n=t 
undertake trade arrangeT:Jents, or tue stepz, "':bich .c_ont:-ibute to 
t1.e :ziilit.ary or strate~ic advantage ~nd caps.bilitic., o: tr:.e )JSSR." 
i,;e have ~seof .and \:ill continue to U:5e, cqcoH __ to liQit·_~:::pot:; t~ ... - ' 
the Soviet bioc and ocher proscribed .cow:itrie5 of du~l civil ~~o . 
:: ili tary ~s e c·r:cnno logy 01:no equip::en t:, a e we 11 as :uni ti~~ ~nd · 
nucle~= te-chn _ology and .~czuipr.ient., which vould alloil the !.:.st: ·to . · 

... · offset the ~~·estern c ·e-chnology .•edge. -

._.. 
. . ·-· . . . 

(~ "!his inter.sgen~y gr~up __ :11; Z:,c,cus .. o~ -~-- 4_rees _of te-cb.nology · :-: 
c~itical tq ~es tern ~il1tary Jecurity. but -thDt ~~~e not bee~ -~ ~ -~ 
proposed to · c;oCOM. First are e~erging tech::iologies pote~ti~lly .. 
i~porcant for some aspect: of tbe Soviet:-We:tern ~ilitc.r"Y: b~lc-'!'lce. •-· 
These itet:s ~ay eventually ent:er th_e co:tacrci~l ~aricet~ . but canr.jt 
yet be s'l.:!fficiently defined ~n ter::s of COCO!{ controls • . S_uch _te::.­
nolcgies s~,ou~d be carefully. l!IOnitored by Ve stern fovern::c_!)t;S :!.~ . . _. 
crcer to cssess -their pot~ntial -cilita.ry _ir:por_tancc a.:,d -t~e arg:-~-.­
::en~s for ~~d Bgainst control. COCOH .;ould . zgree to plc-ee_ -~he~e . 
itE:~s o~ e n~Etch List.~~ .: · Some pos~iblc e:~ples . of th~ee te-:b_- ·.: .. ·. 
nologies ~re artificial intelligence, bioengineering. ~itellite_ 
•.:arfa.re"t ve.":y high _ speed integ·:r~tcd · c:irc;uitzsff~nq _:rc-curci· .. ·c aoft- :_ -
•,.-a·re develc?_:::,enc.·. . . 
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(~ ·Second, there are "other" high tecbnology 1t~r:• th1it vill B\l?­

;,or:,. .t'he defense priority i.ndustrics of the ·soviet bloc .and other 
proEcrib~d countries. U.S. proposal! for thcec itc~s arc \.Jell \l~~e=­
~~i in -~cvclop~cnt, but they have -not ~et been B\lb:ittcd to COCOM. · 
?cssihle e~~~plcs i_nclude ~~nufacturing equip~crit for silicon co:­
po~~d~, sc~e electronic assccbly 6anufacturing cqutpcent. CAO/CJ...~ 
!)'Ste:~!, and ind~st.rial controllers. . 

· (~ The inte::-zgcncy. uorkirig group h..!.~ agrec-d thRt the United 
States should cake a cerious effort to build constructively on 
the ap;arent willingness ~f the Seven to examine che need'to . 
ccn:rol "o:he-r" technology. This &r·oup ""ill . draft L 8trategy 
?c:;:>e::- en "othe::-~ non-COCOX controlled bi!,b .t echnology. · It will 
cef:ne _~h~t groups of technologice nbo~ld ba considered under 
thit c2.tE:6 0:y c.nd--establi!h approprif.te criteria for strategic. 
conce::-n. On this 'basis, the group will identify current and 
pcsEible future candidates for ~ultil~~eral control and/or place~ 
::e::nt on a ·.:at:ch list. The U.S. 'will develop ite position prior 

, 
I 

:o e~ii&ing the Allies in e joint study. A fitst draft of p~te~­
:!al c~~e 6ories for considercticn "ith rationele ~ill b~ co~ple~cd 
~r"'~'"::.'°Z:Y .~~-. i983 ~nd a ::-ep~r~ t .? .. t.b.e 1-iorking Group·by.Jt-n\HU-Y 14., 
:::ie,..:,. ·~ .· . -- .• . -- ..• • •• · -· 

~ 

_ {~·-r~is revi.e_. :\,:ill include -the .folloving _ _.~cticns:?:.~.-.~f' Pr:1:--•-
. : . . ~,. T f'\' > •• 

1. ~ The Services~ DIA,· aod :'Re:s carcb a::,d !ng .. neering to ---~ 
re· .. ·ie-..: acivancec p::ojec·:s fo_r e~erging tech=ologies not currently-.:. 
cont::-olleci and the Gefense .Priority ipdl!~Cry propo:~l= f~r_s~-- ~ 

· ::ssion to COCOH.· ... -. - . . __ _ ·. ·- ·- - . .. · . .•.. ~ ~1 
. 2 •. (~ Inclust~y· t~ b~. approached :c~roui;h ·_t?.~- ~C!L ;~vi~~::·.-:_. -

::e:cnan!.s: t.o icent1fy c~nGl.G£tes for contro • •. ~-- . ·: ··· . . . . . . . . -- . . . . . . 

. :· 

. ,,,; . .. 
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· C6NF1D001Al: 
OFFICE OF THE ASSISTANT SECRETARY QF DEFENSE 

WASHINGTON, D4 JDI01 

11 JAN t983 
In reply refer to: 
1-05322/83 

MEMORANDUM FOR TIM HAUSER, STATE, EB/IFD/OKA 

SUBJEcr : Draft Cable on Ex Poat Review of laat-Weat Trade and 
Financial Development• (IQ 

('c) Defense propose• the following cha.nae• to make the paper to 
b~aent to our OECD representative• coapatlble with the revised 
(January 18) veraion of the intera1enc7 atrategy paper on Eaat­
Weat Credit Flowe Study: 

1. · · (00 Insert after •Eaat-We~t work proar-• under point 2 of u:~. Objectives : "wlth the goal of achieving the U.S. objec­
tives described below" 

2. (~ In■ert after the first 1entence ln the firat paragraph . 
·, •. under Eeaential Factors : According to the "SU1111ary," thi1 ·· ·' :. · 

___ r.~view la part of a commitment to begin a study of Western 
eKport c~edit policleR "with the vlev· of agreeing on a com-

.· mon line of action" toward the. Soviet Union and Baatem 
·European countries that is in keeping with the general pre- . 
cepte of. not contributina to the ■ilitary or atrategic advan­
tage and capabllitiea UE en• u.s.s.1. and not according . . 

·preferential treatment or aubaidiea to the u.s.s.a. 
(&) Thia sentence fro■ the revi1ed atrategy paper (top of page 1) 
will alert our representative• to the perapective frail which the .. 

· US Govemment views their effort•. Moreover, UK representatives 
have recently urged the U.S. to bold fina to the commitments in 
the Summary of Concluaiona. Of cour1e, th••• objective• should 
riot be stated to representatives of neutral 1N11bera of the OECD 
becauee they would object to any diacuaalon in the OECD of the . 
aecuri ty as pee ta of trade and f·inancial flova and to any ape-

. cific focus on the U .s .s. R. · 

. 3. (~ Insert after the first paragraph under Eaaentlal Factors _ 
the two paragraph section titled "2 •. l•vlev' that {a on page 2 of 
the revised strategy paper. The Interagency Credit• Group baa 
established aubatantive U.S. negotiating objective• for the 
review. Our representatives should be informed of theae obj-ec­
tivea to guide them in their efforts and to avoid later confusion 
ot delays in the interagency review proee11. 
4. C'&J Insert or work into the last part of the aecond paragraph 
under Essential Fae-tors the two 1ubpara1rapha ( 1) and (2) on pages 
3-4 of the revised 1trategy paper. Our negotia~ora should know the 
"spec ific obj@ctive• we should puraue ln tbe OBCD" aa -deaignated . . 
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by the interagency group. It aeem• worthwhile to atate these 
objectives specifically even though •everal of them are lncluded 

.under the talking points. 

5. ~We. recommend that the negotiating instructions include a 
summary of the issue of, and approach to, alternative fora dis­
cussed in the strategy paper under "Work outside of the OECD." 
Our representatives should be informed that there are aerioua 
doubts in the USG about the viability of the OECD as a forum to 
implement the precepts of the Summary of Concluaiona. They • 
should alao know · that the U.S. 1• prepared to consider other 
negotiating fora over time. If they do not know thia, they may 
·well be too prepared to bow to objecticma to our polici•• from . 
other governments. Thia could reault lo confusion and embarrass­
ment to all. involved in the negotiating process. 

'hQ We appreciate ~he opportunity to revi- this draft text and · 
look forward to seeing the revised text. 

~9~ 
-Donald J. Golda tein 
Principal Dlractor 
International Econ011lc, Trade 

and Security Polley 
.... -. ·-· -·-·· · 
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C~IAL 
◄ 

UNDER SECRETARY OF STATE 
FOR ECONOMIC AFFAIRS 

I 
WASHINGTON 

January 13, 1983 

MEMORANDUM FOR.: - FOIA(b) U) 
~ 
National ln~elligence Council 
Central In~elligence Ag~?cy 

SUBJECT: CIA Analytical Support for East-West 
Study Program 

As you know, the program of East-West economic studies 
described in the "Summary of Conclusions" is now well under­
way, .with SIG-IEP approval ·having been -granted for the terms 
of reference and implementation plans in each area. In 
energy, the study terms of reference .have also been agreed 
to by Summit Seven countries, and the IEA/OECD Combined 
.~nergy_ Secretariat has begun work on the energy req-uirements 
and alternativ~s study itself. 

· The USG's success in advancing these studies toward the 
goals ·set in NSDD 66 will depend in large part upon our ef­
fectiye use of analytical support provided by the CIA. For 
this p-urpose I hope that the CIA can COIJ.tinue and expand upon 
the excellent work it is now doing in- support of our efforts 
in each of these areas. This work will serve as a check on 
the work done · by national bureaucracies, CoCom, the NATO Eco­
nomic ·· Commit tee , the OECD , and the. IEA, . and, as appropriate , 
permit us to correct or supplement these analyses. 

In the area of the overall strategic and military im­
plications of East-West economic relations, we have identified 
the following questions where additional CIA analysis will be 
a key element in supporting the study process: 

l) What is the ·elasticity of East-West trade with re­
spect to qredit or other subsidies? 

2) What are the major economic benefits that the So­
viets derive from their trade with the West? Do we 
have good data on the magnitud~ of ~hese benefits and 
the sectors in which they are concentrated? How and 
to what extent does the USSR use economic relations 
with the West to expand its military power? 



3) What are the most important infrastructure elements 
that support -- but are not a direct part of -- Soviet 
military production? Has Western trade been important 
in these areas? · 

4) Is there any empirical evidence, beyond the in­
famous 1972-73 grain deal, that the Soviets have ex­
ploited their monopsonist or near-monopsonist position 
vis-a-vis their more numerous Western trading partners? 

5) Among what uses could the Soviets be expected to 
allocate their foreign exchange earnings for various 
levels of those earnings? 

In support of the energy -requirements and alternatives 
study, we see the following particular re9Uir~_ents: 

FOIA(b) (j) 

l) A "shadow study" b~sed on the terms of reference 
for the East-West ene_rgy dependence and· alternatives 
study. 

2) A related "shadow study" on the physical character­
istics of the European natural gas distribution grid 
and the ·physical constraints on responses to IEA­
stipulated disruption scenarios. 

3) Continued 
. tariat on gas 
.the progre 
hope that 

CIA export help to advise- the IEA Secre­
supply modelling techniques and to monitor 

· · rk. In particular, we would 

recent ga rs 
would be available 

who participated in the most 
group meeting in _Paris December- 17, 

to attend future su~h meetings. 

4) Key experts may also be needed for travel and con­
sultations in other OECD capital cities in . the coming 
months, depending on the course of the energy .require­
ments study. 

5) Further CIA analysis o.f Soviet gas. export capabil­
ities and pricing strategies will .be needed for our 
guidance and for exchange with affected countries, in 
particular Norway and the Netherlands, (i.e., whether 
the Soviets could exploit their enhanced natural . gas 
production and transmission facilities to discourage 
the future development of Western European supplies). 

6) Whether the Soviets view and/or use energy as a 
strate~ic resource in inteinational relations. 
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~s mentioned in the SIG-IEP meeting, an additional area 
in which · your work could support the negotiating process is 
a country-by-country determination of the responses that our 
allies are likely to make to our initial proposals, and what 
arguments we could make that would most effectively counter 
these arguments. -

Also, as you may be aware, we are assuming the avail­
ability for temporary detai1 to NATO of one economic expert 
who can work with the NATO international staff on the securi­
ty implications of East-west · economic relations~ As in the 
past, we would also appreciate the participation from time 
to time 0£ a senior-level economist to reinforce the U.S. 
NATO mission for Economic Committee meetings. 

Finally, in addition to the analytical work, it will be 
vital to set up procedures for rapid "sanitization" of CIA 
findings so that we may exchange substantive views with our 
allies, both .within the .various study fora as well as bi-
1a·terally ~ · 

I very much appreciate your support in this matter. 

cc: Mr. McCormack 
Mr. Niles 
Mr. Bailey 
Mr. Ikle 
.Mr. Olmer 
Mr. Bradley 
Mr. Wendt 

Drafted:E-EHurwitz:EB/ECC-CRies:jr 
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