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Upon completion of review by the appropriate supervisor, anv
document derominated as "opened" must then be provided to
both President Reagan and the then current Pre ident for

review for executive privi. 1e or other privilege roblems.








































IV.

'I:‘vamr)tion (-.\ [V Y .\_f- +hA D—Ani’ien&: -1 Dangvﬂc Act and

(b) (4) cof the FOIA: "trade secrets and commercial or

financial information obtained from a person and

privileged and confidential"

-— The requirements under Exemption (a) (4) of the
Presidential Records Act and (b) (4) of the FCIA

are the same.

- Reviewers must familiarize themselves with the
requirements of Executive Order 12600: Predis-
closure Notification Procedures for Confidential

Commercial Information.

- Before making any commerci L or financial informa-
tion public, the reviewer must notify the submit-
ter, in order to obtain his or her rosition on

disclosure (See E.O. 12600).

-- This exemption covers two broad categories of

information:

o information which is (1) commercial or
financial, (2) obtained from a person, and

\~) privileged or cor._i¢ 1iti¢ ,



With

o

With

22 -

respect to the first categcry:

A trac secret is Jjv icially defined s "a
secret, commercially valuable plan, formula,
process, or device that is used for the
making, preparing, compounding, or processing
of trade commodities that can be said to be
the end product of either innovation or

substantial effort.”

respect to the second category:

Any information that relates to busine s or
trade is considered to be "commercial or
financial." Commercial information can
include material submitted by a nonprofit
ertity. Examples of items regarded as
commercial or financial include: business
sales statistics, research data, technical
designs, customer and supplier lists, profit
and loss data, overhead and operating costs,

and information on financial condition.

Protection for financial information is not
limited to economic data generated solely by

corporations or other business entities: it



been held to applv to personal financial

information as well.

The term "person" refers to a wide range of
entities, including corporations, state
governments and foreign governments. It does
not, however, apply to the federal
government, although government documents
containing information supplied by outside

sources 1is covered.

Commercial or financ: !l matter is "confiden-
tial" "if disclosure of the information is
likely to have either of the following

effects:"

--— to impair the gove:r 1ent's ability to
obtain necessary information in the
future. That is, the business provided
the information voluntarily and would
not have provided it if it were subject

to disclosure;

--- to cai substanti | harm to the comj; ti-
tive position of the person from whom
the information was obtained. Examples

‘1cl] " : assel , rofits, 1lc¢ and







advis

2rd advice will remain confidential. Reccrds

protected under this exemption include:

O

o

This

25 -

s with tt' unc¢ :ste¢ 1ing tl! t the requests

21! pelicy, legal or si "lar advice provided
to the President by an employee or consultant

of the Executive Branch.

All requests for policy, legal or similer

zdvice Zrem the President to any employee or

z.n~zuitant of the Executive Branch.

All policy, legal or similar advice provided
by a member of the White House staff or other
employee or consultant of the Executive

Brarch to another member of the White House

b
Fn

s5calc

cr cther cemployee or consultant cof the
Executive Branch.
211 requests for policy, legal or similar

advice made by a member of the White House

tn

stafl to anocher memcer ci tiie “Waice House

Executive Branch.

exemption protects all fcrmats of docume: airy

1i: 1 f
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o First, information must be in either "person-
nel," "medical" or "similar" files, and
o} Second, disclosure must constitute "a clearly

unwarranted invasion of personal privacy."

Under the first requirement:

o} Information must pertain to a specific
individual;
o} The term "similar files" is to be interpreted

broadly. All information which applies to a
particular individual meets the first require-

ment for protection.
Under the second requirement:

o) Generally, only individuals, not corporations
cr associations possess protectable privacy
interests, except wher a corporation or

entity is virtually an "alter ego" for an

information that would readily identify an

individual;




Where the informatic 1s particularly well-
known or unquestionably within the public
domain, the privacy interest while not

automatically eliminated mav not exist;

Examples of information to be protected
incluc details concerning marital status,
legit "lacy of children, medical condii "»>n,
welfare payments, family fichts and reputa-
tion, religious affiliation, citizenship,

criminal histories;

This exemption prote :=s favorable as well as
unfavorable information. For example,
details of an individual's outstanding

performance evaluation.

Information on the personal detail of a

federal emplovee's service is also to be

protected. Examples of such information

include employee's home adcdress, names cf

persons on a reduction-in-force list, contents
) v

judicial appointment or a;_»>ir nent to the

Executive Branch, job performance evali tions;




o _adividual who write to the government
generally do so with >me expectation of
confidentiality. Their identities but not
necessarily the substance of their letters

should be protected.

o While all persons are to be presumed to be
living, ceath often extingui 1es the privacy
rights of deceased persons, although their
surviving family members or close associates
may have privacy interests in sensitive

personal information al it the dece: :4;

o Unlikeiunder exemptionr (b) (6) of the FOIA,
under exemption (a) (6) of the Presidential
Records Act, the privacy interest is nct to
be balanced against the public interest in

disclosure.

VII. Exemption (b)(7) of the FOIA: "records or information

compiled for law enforcement purposes, but onlv to the
extent that the production of such law enforcement

1
to interfere with enforcement proceedings, (R) would

deprive a person of a right to a fair trial or an



impartial adjudicaticn, (.. could reasonably be ex-
pected tc constitute an unwarranted invasion cf per-
sonal privacy, (D) could reascnably be expected to
disclose the identify of a confidential source, includ-
ing a State, local, or foreign agency or authority or
anv private institution which furnished information on
a confidential basis, and, in the case of a record or
information compiled by a criminal law enforcement
authority in the course of a criminal investigation, or
bv an agency conducting a lawful national security

ir 2l1ligence investigation, information furnist 1 by a
¢ 1fidential source, (E) would disclose techniques and
procecures for law enforcement investigations or
vprosecutions, or would disclose gquidelines for law
enforcement investigations or prosecutions if such

di :losure could reasonably be expected to ri ¢ circum-
vention of the law, or (F) could reasonablv be expected
to endanger the life or physical safety of any

individual."”

- Information protected under this exemption must

meet two requirements:

o) first, the information must ¥ ve been compiled

for law enforcement purposes;




o second, the disclosure of such must threaten
one of the erumerated harms found in the
exemption's [x subparts.

Under the first 1 [uirement:

o All information compiled for law enforcement

purposes, regardless of the physical format,
is protected. If originally compiled for law
enforcement purposes, the information does

not lose its protect . status merely because
it is maintained in or recompiled in a
non-law erforcement record. However, informa-
tion not initially compiled for a law enforce-
ment purpose may nonetheless qualify for
prctection if it is subsequently reco »iled

for a valié law enforcement purpose.

o Law enforcement includes both civil and
cri l statute , well as statutes

authorizirg administrative proceedings.

4
agency if even arguably related to law

enforcement should presumptively be protected.




o Records compiled to enforce state law as well

as federal law should be protected.

o] Included in the category of "law enforcement”
information are: (1) investigations of
attorneys' professional conduct; (2) back-
ground security investigations by government
units such as FBI investigations of applicanf
for federal employment or CIA I :zkground
investigations; (3) law enforcement manuals;:

and (4) program oversight reports.

Urder the second requirement:

o Information is to be protected under A if it
"could reasonably be expected to irterfere
with enforcement proceedings". Whether
informaticn falls within category A requires

a two-step analysis.

--- first, it requires either pending or

prospective law enforcement proceedings;

—-~= gecond, release of information abc t
that proceeding will be protected if it
could reasonably be expected to cause

some articu. > ] n, Inr :ir 11




determination, reviewer must consult
with the | rticular 7 v enforcement

a¢ 1cy involved,

Information is to be protected under B if it
"would deprive a person of a right to a fair

trial or an ' partial adjudication.

Information is to be protected under C if it
"could reasonably be expected to interfere
with enforcement proceedings". Whether
information falls within category C requires

a two-step analysis:

--- First, there must be a privacy interest

at stake.

... It is generally recognized that the
mention of an individuals' name or

other information that would be

sufficient to identify an individual

in & law enforcement file is likely

b}

privacy.

... Federal, state and local law

en_ 1 1t —ersoni | hav



privacy interest in having r fe:
er s to them in investigatory
fil : protected as do individuals
who provide information to law

enforcement agencies.

... The names of witnesses, their home
and business addresses, and their
telephcne numbers have been held

properlv protectable under 7(c).

.. The exemption cannot be invoked to
shield the fact that a third party
has been invesfiqated once the
agency has publicly confirmed the

existence of an investigation.

Second, the privacy interest must be
balanced against the public interest

that would be served by disclosure.

... The public interest favors noncis-
1 .

including lng Dairme t
ongoing and future law enforcement

investigations.







but may be in: rred from the

circumstances.

--- These protections cannot be lost through
the mere passage of time. For example,
the safeguards of D remain undiminished

by the death of the source.

Information is to be pr :ected under E "which
wculd disclose - chnique and procedw: 5 @ r
law enfcrcement investigations or prose¢ u-
tions, or would disclose guidelines for law
enforcement investigations or prosecutions if
such disclosure could reasonablyv be expected
to ricsk circumvention of the law." Category

E provides two distinct protections,

-—-- Under the first clause, law enforcement
records, to the extent that they can be
fairly regarded as reflecting techniques
or procedures, ‘e entitled to categor-

ical protection.

- Unde_ the secor clause, 1 w enfc
guidelires which satisfy the broad

"could reasonably be expected to risk













REVIEW WITHDRAWAL SHEETS

Documents that contain restricted information will be
removed and a withdrawal sheet prepared, comprised of an original
and at least one copy.

The exact original file location from which an item was
1 noved should be marked by a document/page location sheet so

that the item may be replaced when it is opened.

1. A withdrawal sheet and as many copies as necessary to
properly control withdrawn materials should be prepared fc¢ each
folder containing material that is to be removed. The original
withdrawal sheet is filed in front of the folder which contained
t! restricted material, and the control copy is attached to or
placed with the removed material from each folder in a segregated
parallel file.

The withdrawal sheet, commonly called a "pinksheet",
fulfills three functions: provides the researcher with the
information that restricted material has been withdrawn; provides
the researcher with sufficient information to identify items for
restriction appeals and mandatory review; and assists the library
staff in maintaining archival control over the removed material.
To assure proper refilir~, the control copy should be ret: ned

with ttl 1 noved documents t all time

2. The withdrawal sheet is essentially a listing of items
withdrawn. For each folder, all withdrawn items are numbered in

1e left or first column in sequer :1, 2, 3 ... etc.. When more







than one item is withdrawn from a single letter case, however,
those particular items share the same number and are
differentiated by letter 3a, 3b, 3c ... etc.. The letter case
sequence is preceded in the first column by an underlined

designation "ltr. case".

3. The withdrawal sheet will contain an entry for each
document removed, except as noted below. If the entire contents
of a file folder are restricted, a new folder containing only the
withdrawal sheet should be substituted in its place. When the
contents of an entire box are removed, a withdrawal sheet for the
entire box should be foldered and placed in a properly labeled
box in sequential order with the open material. When the
contents of an entire series are removed, the withdrawal she¢ ¢t
for the series should be foldered and placed at the end of the
preceding box. Withdrawal sheets for entire boxes and series
need not list each item withdrawn. Instead, a notation to the

fect that the entire box or series has been withdrawn will be

inserted.

4, In instances of which a number of fairly routine
documents of the same type within a folder, an entire folder, or
1 , 1, T 1
of the following kind may suffice: "20 letters from the general
public relating to loss of medicare benefits" or "30 letters of

inquiry relating to jobs in the FBI."



STAIRS/VS AQUARIUS - DOCUMENTS | TED FROM DATA BASE: RMFR

DOoC

OPID
DOCDATE
RECTYP
MEDIA

STAFF

NAME
ORG
ADDR

SUBJECT

SUBCODE

INDCODE

ACTION

ER = 293814

PY
850124
HBA

o]

EDMUIND HAWLEY
IAH:

MR. R{ RT R. [LLy
THE WHITE HOUSE
WASHINGTON DC 20500

BRTSFI S ON C .L AMERICA AND SDI
(S ATewlIC DEF

MCOO03
CO0001-09 NDO18

1110

RM RSZ 850220 C 220

PAGE

413



5. In the space provided for the file location, the
fol” >wing information should be included: the group or collection
title; series title; folder title; and any other pertinent
information necessary to ensure correct refiling.

The reviewer reviewing the material will also initial and
date the control copy of each withdrawal sheet in the right

mi "1 of the file location block.

6. When reviewing collections with security classified
materials, the library staff will separate classified material
from non-classified documents. Withdrawal sheets will reflect
the classification level of the withdrawn material. A separate
file will be kept of copies of withdrawal sheets containing
references to Top Secret materials for the Top Secret inventory,

as required by ISOO Directive Number 1.

7. It is the policy of the National Archives to provide
re: irchers with as much information on restricted materials as
possible without divulging information prejudicial to the reason
for restriction. The withdrawal sheet therefore allows space in
the first column for document identification or form (letter,
n 10, report); in the second column for name of correspondents or

1

feels that providing such information would compromise
security-classified or restricted information, either an
abridgement can be made (e.g., "Letter to President, May 3,

1¢ '" or "Memo, I jan to v '] n /"), or the origir
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withdrawal sheet can remain blank except for a note that an item
has been withdrawn ("Item withdrawn").

Never cite any National Security Agency document except by
control number. Also, never give the title of: any CIA report or
study, National Security Study Memorandum (NNSM), National
Security Decision Memorandum (NSDM), National Security Counci’
Intelligence Directive (NSCID). Occasionally, an abbreviation of
the security classification level appears next to the title.

Even identification by number (e.g., "NNSM 247") may in the
context of surrounding material reveal more than is proper.

Tl se proh!” i1 ' >ns are necessary because the very existenc of a
document may be classified. In such instances, the reviewer may
simply note on the pinksheet "Item withdrawn". When in doubt,

consult with your supervisor.

8. Also in the second column, if the item is being withdrawn
for national security reasons show exact number of pages of the
item if more than one page.

When the reviewer restricts an unmarked item because :s
cont 1t is virtually identical to that of a nearby security
classified item, he may indicate " (open when item

¢ xlas Lfied)".

9. In the third column show the date of the it¢ s. If 1

:em is undated, so indicate (n.d.).
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10. The final column on the form allows space for a letter
designation (A-J) of the restriction authority, and the
classification level of the withdrawn item (A-C, A-S, or A-TS).
Restricted Data and Formerly Restricted Data should be indicated
¢ follows: A-TS(RD). Interpretation of the restriction code is

located at the bottom of the withdrawal sheet.

11. When restricted material is returned to the original
file, the entry on the original withdrawal sheet and the control
copy will be lined out and the date the material is opened will
be recorded next to the lined out entry. The person lining out

an entry will initial each action.

12. When all restricted material listed on a withdrawal
sheet has been returned to the file, all control copie¢ wi 1 be
destroyed, but the original copy will be retained as a permanent
record of restrictions and openings. This record will be

available to researchers.
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