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MEMORANDUM

NATIONAL SECURITY COUNCIL

July 8, 1985

NOTE TO NSC/S 7 -

FROM SALLY SHERMAN/

RE: Close Out Actions: OB

Log #

Subject

4488

4182

3536

2126

1891

1153

1154

846

6974
6475

3901

3799

3286

NOTE:

Ltr to McF. fm. CSIS re. Appt. Re. Conf. 17-20 June

S-960 - Int'l. Security & Development Cooperation Act
of 1985 (SR - no comments)

Ltr. to McF. from CSIS re. Contingency Paper and
Bonn Summit

Recom Changes to List of Free World Destinations
Perle/Fortier, 3/12/85 and 3/15/85

Ltr. to McF. Fm. Schuler re. 0il Products Refined
in Libya

RADM Fontaine Ltr. to JMP Re. Tech. Transfer Seminar
and Logicon

COCOM High Level Mtg., 6-7 Feb

Cable fm. Amb. Keating re. Reagan Revolution in Development
Assistance

Export Controls and Enforcement in Austrai

Ltr. to McF. from U.S. Defense Cte. re. U.S. Illegal Techno-
logical Acquisitions by Soviets

State Draft Bill/ NATO Cooperative Projects
Ltr. to McF. from Robt Gray re. Report on Persian Gulf

HR-5417 Authorizing SecDef to Enter into Agreements w/Member
Nations of NATO for Cooperative Projects

Weinberger Memo Re. Korea Stop
Mil. Tech Coop Team Visit to China

All these actions were in Steve Rosen's safe; please close
them out. Thanks.
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JAN 25 1985

MEMORANDUM FOR THE HONORABLE ROBERT C. McFARLANE
ASSISTANT TO THE PRESIDENT
FOR NATIONAL SECURITY AFFAIRS
THE WHITE HOUSE

Subject: xport Controls and Enforcement in Austria

The Departments of Defense, Commerce, State and Treasury
(Customs) have reached an impasse regarding a response to an
Austrian proposal which would establish an official export
enforcement liaison with the Government of that country. On
November 26, 1984, the Austrian Government proposed an
extension of the scope of the existing Mutual Assistance
Agreement between the Austrian and U.S. Customs Services which
would have enabled the Austrians to answer many of our export
enforcement concerns. On January 22, 1985, the Departments of
Treasury (Customs) and Defense agreed to a Department of State
prepared draft response to the Austrian proposal. As of the
close of official business on January 25, 1985, the Department
of Commerce has made no response to this proposal.

Because of the intransigence of Commerce on this issue and
the lack of any response from that Department which could be
used to resolve the outstanding issues, multi-agency negoti-
ations between the two Governments scheduled for January 29
and 30, 1985, may have to be postponed. As the attached
chronology indicates, the two Governments have been engaged in
intensive discussions on this matter for much of the past year.
U.S. Government concerns regarding the movement of U.S. and
Western technology through Austria to the Soviet bloc date back
to, at least, 1980 and are unresolvable given the current
impasse.

National Security Council action is necessary to establish
a clear and firm response by this Government to the Government
of Austria. The State draft (also attached) should be accepted
as the official U.S. Government position on this matter.

Your immediate attention to this important subject would,
in my opinion, be appreciated by all involved Departments.,

éggfym. Walker, Jr.

Assistant Secretary
(Enforcement and Operations)

Attachments



In January of 1984, the Austrian Government requested that
it not be denied access to exports from the United States
under the Department of Commerce's (DOC) Distribution
License (DL) procedures.

In February of 1984, Assistant Secretary of Defense
Richard Perle met with Austrian State Secretary Lacina
to discuss the need for an Austrian export enforcement
program as a condition for their continued access to DL
licensed U.S. exports.

In June of 1984, Assistant Secretary Perle repeated these
concerns to the Austrians.

During the week of June 25, 1984, multi-agency, bilateral
discussions with the Government of Austria occurred
relative to DL issuance and U.S. enforcement requirements.

On September 26, 1985, Austrian Minister of Finance
Vranitzky met with U.S. Treasury Secretary Regan and noted
that U.S. export enforcement requirements were achievable
by means of U.S.-Austrian Customs cooperation.

In October 1984, the U.S. Government learned of Austrian
plans to amend the Austrian Foreign Trade Law to cover
unlawful technology exports from that country to the East
bloc.

On November 15, 1984, Assistant Treasury Secretary Walker
and Commissioner of Customs von Raab met with Austrian
Government officials relative to export enforcement
cooperation between the two Customs Services.

On November 26, 1984, the Austrian Ambassador delivered to
the U.S. Department of State a letter containing a
proposed extension of the scope of the existing agreement
between the U.S. and Austria concerning mutual assistance
between our Customs Services.

In December 1984, the Austrian Legislature passed their
amended Foreign Trade Law which provided for enforcement
by Austria against the reexportation of U.S. licensed
technology.

In December 1984, and January 1985, the Departments of
Commerce, Treasury (Customs) and State had several
meetings on the proposed wording for the diplomatic note
which would modify the U.S.-Austrian Customs Mutual
Assistance Agreement to cover violations of the Austrian
Foreign Trade Law.

On January 22, 1985, Treasury (Customs) agreed to a State
prepared draft response to Austria's November 26, 1984,
proposal to extend the scope of the U.S.-Austrian Customs
Mutual Assistance Agreement.

"\



On January 23, 1985, Acting Department of Commerce
Assistant Secretary Archey advised Customs Assistant
Commissioner Shaver that his Department had "severe
problems" with the State draft and concerns that agreement
with that language allowed no latitude for future U.S.
DOC/Austrian Trade Ministry negotiations on export
enforcement. The DOC would not agree to the draft absent
such assurances.

Nothing in the proposed State draft would prohibit the DOC
from concluding their own arrangements with the Austrian
Ministry of Trade.

The Departments of Defense and Treasury (Customs) have
agreed that negotiations with the Austrians scheduled for
January 29, and 30, 1985, in Vienna should not take place
without a forthright U.S response to the Austrian proposal
of November 26, 1984,



The Ministry of Foreign Affairs of the Republic of Austria
refers to the Agreement between the Republic of Austria and the
United States Regarding Mutual Assistance Between Their Customs
Services (signed September 15, 1976), which the Ministry
proposes be supplemented to expressly involve the Federal
Ministry for Commerce and Industry in the scope of assistance
activities contemplated thereunder, particularly by Articles 2
and 6(2). Specifically, the Ministry proposes the following

supplementary understandings with respect thereto:

(i) In addition to the areas of mutual assistance between
the Customs Services of the United States and the Republic
of Austria as provided for in Article 2 of said Agreement,
the scope of such assistance shall include assistance
pursuant to regulations that are enforced in Austria by the
Federal Ministry for Commerce and Industry in the framework

of the Austrian Foreign Trade Law.

(ii) If a request according to Article 6(2) of said
Agreement is transmitted to the Federal Ministry for
Commerce and Industry, the Ministry shall execute this
request according to the provisions of the Agreement and

communicate the results to the Party.



- 2 -

If this supplement is acceptable to the‘Government of the
United States, the Ministry of Foreign Affai;s proposes thét
this note and the reply of the Embassy of the United States
affirming this modification shall constitute an agreement
supplementing the above-mentioned 1976 Customs Agreement, which

shall enter into force on the date of the Embassy's reply.



JEN 31 198D
INV 6-03 E:INV:S

Dear Mr., Archey:

Pursuant to your telephone conversation of January 30,
1985, with Assistant Treasury Secretary John M. Walker, Jr., I
have instructed my staff to prepare the following language
relative to export enforcement in Austrie. As you are well
aware, we view arrangements for the improvement of export
controls and enforcement in that country very sgericusly due to
our concerng that U.S. technology is continuing to move
illegally to and through Austria to the Soviet bloc.

We agree, and will inform the Departments of State and
Defense and our own Customs Attache in Bonn, Germany, that
pothing in the draft language proposed by the Department of
State ag an enclosure to their letter of January 17, 1985,
rejlative to an: “"Amendment to the U.S.-Austrian Customs
Cooperation Agreement®™ shall be interpreted as precluding the
continued contact by Department of Commerce officers in Austria
with the Austrian Ministry of Trade. Commerce shall maintain
the lead in the conduct of pre-license and post-shipment chacks
in that country and we will make no effort whatsoever to
impinge upon Commerce discussions with the Government of
Austria at senicr levels relative toc trade between our country
and theirs and U.S. foreign policy controls.

We now expect Commerce concurrence to our proposal to
establish an office in Vienna first requested of you in my
letter cf December 21, 1984. The stationing of Customs
cfficers in Vienna offers the best chance the U.S. Government
has of making the most of the opportunity presented us to
improve export controls and enforcement in that country.

Yours faithfully,

/J/

M¥r. William T. Archey
Acting Assistant Secretary
for Trade Administration
Department of Commerce
Faith@: RROURBANSKID2AE: 1/31/85 RRU 013085/1-SID3

]
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ASSISTANT SECRETARY FOR TRADE ADMINISTRATION

MEMORANDUM FOR: John M. Walker, Jr.
Assistant Secretary of Treasury
(Enforcement and Operations)

FROM: William T. Arche&?{a
Acting Assistant Secretary

for Trade Administration

SUBJECT: Austria-Export Control Enforcement Arrangements

Pursuant to our phone call of Wednesday, January 30, and your
memorandum (undated) to Mr. McFarlane on the same matter, I want to
explain the position of the Commerce Department regarding the
proposed amendment of the Mutual Assistance Agreement between the
Austrian and U.S. Customs Services. 1 am also in receipt, as of

late yesterday morning, of Commissioner von Raab's letter to me on
the same subject.

As I mentioned to you on the phone, your memo to Mr. McFarlane
disturbed us. It noted that the Agreement amendment has not been
able to go forward because of the intransigence of Commerce. 1In
addition, you attach a chronology that ignores the Commerce
Department's pioneering and key role, and the State Department's
strong support in persuading the Austrian Government to tighten up
its export controls and to pass laws that would accomplish that.

Under Secretary Olmer, Deputy Assistant Secretary Ted Wu, and myself
have been pivotal actors in the negotiations with the Austrian
Government on this matter. Indeed, as our chronology indicates
(attached), it was at a lunch on February 27, 1984, in the Commerce
Department that Under Secretary Olmer and I told the then Austrian
State Secretary Ferdinand Lacina that the lack of any progress by

Classified by: William T. Archey
Declassify on: OADR )
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CONFABENTIAL

the Austrian Government in tightening its export controls may
require that the Commerce Department not permit any U.S. companies
to sell any U.S. technology to Austria on a distribution license.
This point was then specifically stated in Vienna by Tom Niles, the
Deputy Assistant Secretary of State for European Affairs, and myself
to senior Austrian officials. Representatives from U.S. Customs
were also at that meeting. Our chronology also does not include at
least three other trips made by Under Secretary Olmer to Austria in
the last year whereby he conveyed to Ambassador von Damm and to very
senior Austrian officials the U.S. Government's concern and resolve
in this matter and that we were serious about eliminating Austria
from distribution license privileges.

The above is preliminary, but nonetheless very important to the
discussion of the Mutual Assistance Agreement. As you know, we have
had several interagency meetings over the past month or month and a
half where I have explicitly stated that the Commerce Department
encourages amendment of the Mutual Assistance Agreement and
increased flow of information between our Customs Services.
However, our concern was, and remains, that Customs channels not be
the sole conduit or vehicle by which export control enforcement
related information or assistance is exchanged between the two
countries. oOur position is based on a desire to have the best
possible program for enforcement cooperation in this area between
the two countries. Amendment of the Mutual Assistance Agreement
should go forward, but should explicitly allow the direct exchange
of information and assistance between the Federal Ministry for
Commerce and Industry in Austria and the U.S. Department of
Commerce. Our position, which is a reasoned one, is based on the
following considerations:

0 The January 1984 Memorandum of Understanding between Commerce

‘ and Customs lists Austria as one of the six countries in which
Commerce would deal directly with foreign export control
authorities, in this case, the Federal Ministry for Commerce
and Industry, the export control policy arm of the Austrian
Government.

o Commerce has had an investigator on-site in our Embassy for
more than a year in Vienna who is presently working very
closely with Austrian officials and who has received the
endorsement and praise of our Ambassador. Consistent with the
enforcement MOU between Customs and Commerce, he is the persor
primarily responsible for ensuring that U.S.-Austrian export
control enforcement cooperation succeeds at the working level.

o In a number of the cases we are presently investigating, the

information is being provided by the Federal Ministry for
Commerce and Industry.

N\
CONFIBENTIAL
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0 We presently have 15 open investigations directly targeting
Austrian companies, all of which represent the probable
diversion of significant high technology. We have a
substantial number of additional cases which implicate Austrian
firms.

o Our analysis, attached, of the proposed amendment to the
Agreement would make U.S. Customs the sole channel for the
exchange of information and assistance under the Agreement and
would prohibit direct contact by not just Commerce
investigators here in the United States, but by our Commerce
investigator resident in Vienna. Not only would extensive
coordination be required to receive or provide information, it
would then delay that flow and would further undermine an
already proven and productive relationship between this
Department and the Austrian Government.

As you know, John, the MOU between Customs and Commerce required
protracted and difficult negotiations. Austria is one of six
countries in which Commerce deals directly with its counterpart in
the export control area. The amendment to the Agreement would
undermine the spirit and thrust of the MOU and would not serve the
U.S. Government's interest in enhancing export control cooperation
between the United States and Austria.

In order to enhance both the Customs role in Austria and to maintain
our excellent working relationship in the export control area with
the Austrian Government, we feel it is critical that the enforcement
cooperation relationship already established between the Department
of Commerce and the Federal Ministry for Commerce and Industry be
placed within the legal framework of the Agreement. Our amendment
to the Agreement allows the counterpart export control enforcement
agencies, i.e., U.S. Department of Commerce and Federal Ministry for
Commerce and Industry, to request and provide enforcement assistance
information directly, rather than through an intermediary. and to
deal with one another on the same practical and legal footing as the
two Customs Services.

The body of our amending note would read as follows:

1. 1In addition to the areas of mutual assistance
provided for in the Agreement with respect to
Customs laws enforced by the Customs Services
referred to in Article 1(2) of the Agreement, the
scope of such assistance shall include assistance
with respect to reqgulations that are enforced in
Austria by the Federal Ministry for Commerce and
Industry in the framework of the Austrian Foreign
Trade Law and with respect to the enforcement by
the United States Department of Commerce of its
Export Administration Regqgulations.

CONFIDENTIAC
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- 4 -

2. For purposes of assistance with respect to
the laws and regulations referred to in the
foregoing paragraph, requests may be made
directly by and assistance and information
rendered directly to the United States Department
of Commerce and to the Austrian Federal Ministry
for Commerce and Industry in all respects as is
provided in the Agreement with respect to Customs
Services and customs laws.

I believe the above language satisfies your interests and ours. 1In
its practical application, it enhances the U.S. and Austrian
Governments' ability to enforce its respective export control laws
and to aggressively and effectively work together in ensuring that
the United States and other COCOM countries' technologies are not
diverted to the Soviet Union or other prohibited destinations. 1
think we can resolve this matter quickly, and 1 look forward to
meeting with you in the very near future.

Attachments
ceC:
T. Niles
S. Bryen
T. Wu
C. Hunt

o

CONFIENTIAL



ATTACHMENT A

_ CONF IBENTIAL

Commerce Export Control and Enforcement
Initiatives Involving Austria

o On October 26, 1982, Commerce's DAS for Export Administration
met in Vienna with Austrian authorities to discuss obtaining
a written agreement from the GOA that would provide
protection against the diversion of sensitive U.S.
technology. This meeting was also specifically related to
the pending AMI/Voest Alpine joint venture which represented
a proposed transfer to Austria of strategic U.S. technology
for a semiconductor manufacturing plant.

o In February 1983, after considerable negotiation by Commerce
and State, the GOA and the USG exchanged letters formalizing
an agreement whereby Austria would implement procedures for
protecting and supervising the import, export, and reexport
of sensitive U.S. technology.

o Commerce also negotiated with the GOA a revision to the
Austrian Import Certificate for the AMI/Voest Alpine project
that provided for strengthened GOA protection against illegal
diversion,

o On May 4 and 5, 1983, a U.S. delegation headed by Commerce
DAS for Export Enforcement Theodore W. Wu met with Austrian
officials in Vienna to discuss USG export control and
enforcement concerns. DAS Wu obtained GOA agreement to a
written statement that outlined procedures for the conduct of
pre-license and post-shipment transaction checks, to include
on-site visits by Commerce and other personnel at Embassy
Vienna in connection with U.S. exports to Austria under
validated licenses and covered by an Austrian Import
Certificate. The GOA stated that information from these
checks would assist the Federal Ministry of Trade and
Commerce in determining compliance with the terms of Austrian
Import Certificates.,

o On October 5, 1983, DAS Wu met in Vienna with Austrian Trade
Ministry officials to obtain their agreement to widen the
scope of pre-license and post-shipment checks to include
proposed transactions under the Distribution License
procedure,.
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CONFIOENTIL

o On December 30, 1983, Otto Masche, Austrian Ministry of
Foreign Affairs, Economic Affairs Section, informed the
Deputy Chief of Mission at Embassy Vienna of a change in GOA
policy with regard to the conduct of Commerce pre-license and
post-shipment checks. Masche stated that this GOA policy,
cleared at the highest levels of the Ministry of Foreign
Affairs, would allow pre-license and post-shipment checks for
transactions under the Distribution License procedure which
do not require an Austrian Import Certificate.

o In January 1984, U.S. Ambassador to Austria, Helene von Damm,
established an Export Control Unit at Embassy Vienna, staffed
by Commerce FCS and Office of Export Enforcement (OEE)
personnel, to handle the increasing export control and
enforcement workload in Austria. It was the Embassy Export
control Unit that conducted the post-shipment check and
inspection at the aAMI/Voest Alpine plant to assess compliance
with the special terms and conditions governing the transfer
and use of U.S. technology. At the request of the
Ambassador, Commerce posted a permanent Special Agent to
Embassy Vienna as the Export Control Attache.

0o On February 27, 1984, then-Austrian State Secretary Lacina
met at Commerce with Under Secretary Olmer and other DOC
officials to discuss our concerns regarding technology
transfer and other export control issues., Commerce
identified the export conrol and enforcement shortcomings in
the Austrian export control structure and obtained Lacina's
agreement to hold bilateral discussions on ways to improve
the system.

o On March 21, 1984, Commerce Deputy Under Secretary Wethington
met in Vienna with GOA State Secretary Lacina and stressed
our concerns over Austria's absence of a sound legal basis
for the control of sensitive goods. 1In response, Lacina
stated that the GOA was considering procedures that would
satisfy U.S. concerns.

0o On June 27, 1984, Commerce Acting Assistant Secretary William
Archey met with GOA officials in Vienna, as part of a U.S.
delegation, to discuss our export control concerns. It was
made clear to the GOA that changes would have to be made to
the Austrian svstem of export controls in order for Commerce
to give favorable consideration to Austria under the proposed
amendments to the Distribution License procedure,

CONFIDENTIAL
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o On July 6, 1984, Under Secretary Olmer met in Vienna with
State Secretary Lacina and stated that the GOA needed to make
new commitments to safeguard U.S. technology. Lacina was
optimistic that Austria would be able to meet U.S. concerns,

o In August 1984, after repeated Commerce criticism of Austrian
laxity in the area of Import Certificates, the Austrian Trade
Ministry requested Embassy Vienna's FCS officer to assist the
Ministry in checking into the legitimacy of an Austrian firm
seeking an Import Certificate. The Ministry also asked the
FCS officer to accompany a Ministry official to the Austrian
firm's business premises on a pre-IC issuance check. This
was the first instance where the Ministry offered to involve
the U.S. in the Import Certificate procedure.

0 Over the past year, Commerce's Export Control Attache in
Vienna has made substantial progress in supporting U.S.
export control enforcement interests in Austria. Examples of
his success are:

- 1In coordination with Austrian officials, the Attache
discovered an elaborate scheme to disguise the
diversion of critical semiconductor and testing
equipment to the East. Previous inquiries by both
Embassy and Austrian officials had not detected the
ruse.

- At least two critical informants were developed through
persuasion, knowledge of the Export Administration
Regulations, and dealing with attorneys for both the
U.S. Govenment and the informant. The information
obtained will be beneficial in preventing future
violations of the EAA.

- One suspect interview elicited the names of 48 firms
alleged to be involved in illegal export activity.

- Before our Attache was in Vienna, very little
information was received from private individuals on
potential export control violations. Now, however, the
*walk-in" traffic has increased substantially. Our man
knows about export control and thus is sought out by
members of the Austrian business community.

- Our Export Control Attache meets twice a month with GOA
officials to discuss export enforcement problems and
methods to enhance mutual cooperation,

CUN\FtENTlAL CLASSIFIED BY: Multiple

DECLASSIFY ON: OADR



ATTACHMENT B 1/

CONFIENTIAL

Assessment of Proposed Amendment

The Austrian Government has proposed a modification of the
customs Mutual Assistance Agreement* with the U.S. (1) to bring
assistance pursuant to regulations enforced by the Austrian
Ministry of Commerce and Industry under the Foreign Trade Law
within the scope of the Agreement and (2) to provide that the
Ministry of Commerce and Industry can respond directly to requests
made under the Agreement. For the reasons given below, the
proposed exchange of notes must be further modified to assure the
full benefit of the Agreement in support of the Department of
Commerce export enforcement role with respect to Austria.

Article 1-2 of the Agreement defines "Customs Services" to
mean, in the U.S., the United States Customs Service. Under
Article 2-1, the parties agree to assist each other "through their
Customs Services" to prevent, investigate and repress any customs
law offense. Article 6-1 specifies that assistance shall be
carried out "in direct communication between the Customs
Services." Article 6-2 says that if a Customs Service is not the
appropriate agency to comply with a request, it (the Customs
Service) shall transmit the request to the appropriate agency.

A January 17, 1985 State Department memorandum says L/EUR
believes Article 6-2 provides "sufficiently" for the "involvement"
of federal agencies other than the U.S. Customs Service in the
assistance contemplated. We do not agree. Any indirect
involvement would appear to be limited to having certain Austrian
requests referred by U.S. Customs to other U.S. agencies such as
U.S. Commerce. This would be far short of making the Agreement
fully effective to enhance the export control enforcement
cooperation relationship between counterpart trade agencies
contemplated by the January 1984 Commerce-Customs MOU.

The MOU designates Austria as a country where the government
"has designated the counterpart agency of the Department of
Commerce as its export control enforcement agency and that agency

*Agreement between the United States of America and the Republic
of Austria Regarding Mutual Assistance Between their Customs
Services, signed September 15, 1976.
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has a significant role in the conduct of export control investiga-
tions in that country." 1In such a country, the MOU provides that
Commerce may conduct liaison directly with "those agencies neces-
sary for its investigations," except when Commerce requests
support from that country's customs services in which event such
requests shall be transmitted through U.S. Customs.

It has been suggested that Commerce could retain some working
relationship with the Federal Ministry of Commerce and Industry
outside the Agreement, but informal working relationships will not
suffice. For example, if a Commerce investigator in California
learns from an informant that a piece of sensitive U.S.-origin
equipment is about to be diverted from Austria, the Commerce
export control attache in Vienna should be able to call
immediately and directly for preventive action by the Federal
Ministry pursuant to Article 2-1 of the Agreement. Commerce
should also be able to invoke the assistance of the Federal
Ministry pursuant to Article 2-3 of the Agreement in obtaining, in
accordance with Austrian law (including the Data Protection Law),
documentary evidence for use in Commerce's administrative
enforcement proceedings.

To confirm that the Agreement permits (1) direct requests
from the Department of Commerce to Austrian authorities for
assistance in investigations and enforcement activities involving
the export control laws it administers and (2) direct response by
the Department of Commerce to Austrian requests for assistance in
the enforcement of their export control laws, changes must be made
in the Agreement that correspond to what the Austrians have
proposed with respect to their laws and agency responsibilities.

CONFIDENTIAL
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February 1, 1985

MEMORANDUM FOR: John M. Walker, Jr.

Assistant Secretary of Treasury
(Enforcement and Operations)

FROM: William T. Archegfﬁ
Acting Assistant Secretary

for Trade Administration

SUBJECT: Austria-Export Control Enforcement Arrangements

Pursuant to our phone call of Wednesday, January 30, and your
memorandum (undated) to Mr. McFarlane on the same matter, I want to
explain the position of the Commerce Department regarding the
proposed amendment of the Mutual Assistance Agreement between the
Austrian and U.S. Customs Services. I am also in receipt, as of

late yesterday morning, of Commissioner von Raab's letter to me on
the same subject.

As I mentioned to you on the phone, your memo to Mr. McFarlane
disturbed us. It noted that the Agreement amendment has not been
able to go forward because of the intransigence of Commerce. In
addition, you attach a chronology that ignores the Commerce
Department's pioneering and key role, and the State Department's
strong support in persuading the Austrian Government to tighten up
its export controls and to pass laws that would accomplish that.

Under Secretary Olmer, Deputy Assistant Secretary Ted Wu, and myself
have been pivotal actors in the negotiations with the Austrian
Government on this matter. 1Indeed, as our chronology indicates
(attached), it was at a lunch on February 27, 1984, in the Commerce
Department that Under Secretary Olmer and I told the then Austrian
State Secretary Ferdinand Lacina that the lack of any progress by
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the Austrian Government in tightening its export controls may
require that the Commerce Department not permit any U.S. companies
to sell any U.S. technology to Austria on a distribution license.
This point was then specifically stated in Vienna by Tom Niles, the
Deputy Assistant Secretary of State for European Affairs, and myself
to senior Austrian officials. Representatives from U.S. Customs
were also at that meeting. Our chronology also does not include at
least three other trips made by Under Secretary Olmer to Austria in
the last year whereby he conveyed to Ambassador von Damm and to very
senior Austrian officials the U.S. Government's concern and resolve

in this matter and that we were serious about eliminating Austria
from distribution license privileges.

The above is preliminary, but nonetheless very important to the
discussion of the Mutual Assistance Agreement. As you know, we have
had several interagency meetings over the past month or month and a
half where I have explicitly stated that the Commerce Department
encourages amendment of the Mutual Assistance Agreement and
increased flow of information between our Customs Services.
However, our concern was, and remains, that Customs channels not be
the sole conduit or vehicle by which export control enforcement
related information or assistance is exchanged between the two
countries. Our position is based on a desire to have the best
possible program for enforcement cooperation in this area between
the two countries. Amendment of the Mutual Assistance Agreement
should go forward, but should explicitly allow the direct exchange
of information and assistance between the Federal Ministry for
Commerce and Industry in Austria and the U.S. Department of

Commerce. Our position, which is a reasoned one, is based on the
following considerations:

0 The January 1984 Memorandum of Understanding between Commerce

" and Customs lists Austria as one of the six countries in which
Commerce would deal directly with foreign export control
authorities, in this case, the Federal Ministry for Commerce

and Industry, the export control policy arm of the Austrian
Government.

o0 Commerce has had an investigator on-site in our Embassy for
more than a year in Vienna who is presently working very
closely with Austrian officials and who has received the
endorsement and praise of our Ambassador. Consistent with the
enforcement MOU between Customs and Commerce, he is the person
primarily responsible for ensuring that U.S.-Austrian export
control enforcement cooperation succeeds at the working level.

0o In a number of the cases we are presently investigating, the

information is being provided by the Federal Ministry for
Commerce and Industry.
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0 We presently have 15 open investigations directly targeting
Austrian companies, all of which represent the probable
diversion of significant high technology. We have a

substantial number of additional cases which implicate Austrian
firms.

o Our analysis, attached, of the proposed amendment to the
Agreement would make U.S. Customs the sole channel for the
exchange of information and assistance under the Agreement and
would prohibit direct contact by not just Commerce
investigators here in the United States., but by our Commerce
investigator resident in Vienna. Not only would extensive
coordination be required to receive or provide information, it
would then delay that flow and would further undermine an
already proven and productive relationship between this
Department and the Austrian Government.

As you know, John, the MOU between Customs and Commerce required
protracted and difficult negotiations. Austria is one of six
countries in which Commerce deals directly with its counterpart in
the export control area. The amendment to the Agreement would
undermine the spirit and thrust of the MOU and would not serve the
U.S. Government's interest in enhancing export control cooperation
between the United States and Austria.

In order to enhance both the Customs role in Austria and to maintain
our excellent working relationship in the export control area with
the Austrian Government, we feel it is critical that the enforcement
cooperation relationship already established between the Department
of Commerce and the Federal Ministry for Commerce and Industry be
placed within the legal framework of the Agreement. Our amendment
to the Agreement allows the counterpart export control enforcement
agencies, i.e.. U.S. Department of Commerce and Federal Ministry for
Commerce and Industry, to request and provide enforcement assistance
information directly, rather than through an intermediary, and to

deal with one another on the same practical and legal footing as the
two Customs Services.

The body of our amending note would read as follows:

1. 1In addition to the areas of mutual assistance
provided for in the Agreement with respect to
Customs laws enforced by the Customs Services
referred to in Article 1(2) of the Agreement, the
scope of such assistance shall include assistance
with respect to regqulations that are enforced in
Austria by the Federal Ministry for Commerce and
Industry in the framework of the Austrian Foreign
Trade Law and with respect to the enforcement by
the United States Department of Commerce of its
Export Administration Regulations.
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2. For purposes of assistance with respect to
the laws and regulations referred to in the
foregoing paragraph, requests may be made
directly by and assistance and information
rendered directly to the United States Department
of Commerce and to the Austrian Federal Ministry
for Commerce and Industry in all respects as is
provided in the Agreement with respect to Customs
Services and customs laws.

I believe the above language satisfies your interests and ours. 1In
its practical application, it enhances the U.S. and Austrian
Governments' ability to enforce its respective export control laws
and to aggressively and effectively work together in ensuring that
the United States and other COCOM countries' technologies are not
diverted to the Soviet Union or other prohibited destinations. I
think we can resolve this matter quickly, and I look forward to
meeting with you in the very near future.

Attachments

ce: T Tt
1. N1LL1®S
S. Bryen
T. Wu
C. Hunt
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Commerce Export Control and Enforcement
Initiatives Involving Austria

o On October 26, 1982, Commerce's DAS for Export Administration
met in Vienna with Austrian authorities to discuss obtaining
a written agreement from the GOA that would provide
protection against the diversion of sensitive U,S.
technology. This meeting was also specifically related to
the pending AMI/Voest Alpine joint venture which represented
a proposed transfer to Austria of strategic U.S. technology
for a semiconductor manufacturing plant,

o In February 1983, after considerable negotiation by Commerce
and State, the GOA and the USG exchanged letters formalizing
an agreement whereby Austria would implement procedures for
protecting and supervising the import, export, and reexport
of sensitive U.S. technology.

0 Commerce also negotiated with the GOA a revision to the
Austrian Import Certificate for the AMI/Voest Alpine project

that provided for strengthened GOA protection against illegal
diversion,

o On May 4 and 5, 1983, a U.S. delegation headed by Commerce
DAS for Export Enforcement Theodore W. Wu met with Austrian
officials in Vienna to discuss USG export control and
enforcement concerns. DAS Wu obtained GOA agreement to a
written statement that outlined procedures for the conduct of
pre-license and post-shipment transaction checks, to include
on-site visits by Commerce and other personnel at Embassy
Vienna in connection with U.S. exports to Austria under
validated licenses and covered by an Austrian Import
Certificate. The GOA stated that information from these
checks would assist the Federal Ministry of Trade and
Commerce in determining compliance with the terms of Austrian
Import Certificates,

O On October 5, 1983, DAS Wu met in Vienna with Austrian Trade
Ministry officials to obtain their agreement to widen the
scope of pre-license and post-shipment checks to include
proposed transactions under the Distribution License
procedure.
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o On December 30, 1983, Otto Masche, Austrian Ministry of
Foreign Affairs, Economic Affairs Section, informed the
Deputy Chief of Mission at Embassy Vienna of a change in GOA
policy with regard to the conduct of Commerce pre-license and
post-shipment checks. Masche stated that this GOA policy,
cleared at the highest levels of the Ministry of Foreign
Affairs, would allow pre-license and post-shipment checks for
transactions under the Distribution License procedure which
do not require an Austrian Import Certificate.

o In January 1984, U.S. Ambassador to Austria, Helene von Damn,
established an Export Control Unit at Embassy Vienna, staffed
by Commerce FCS and Office of Export Enforcement (OEE)
personnel, to handle the increasing export control and
enforcement workload in Austria. It was the Embassy Export
Control Unit that conducted the post-shipment check and
inspection at the AMI/Voest Alpine plant to assess compliance
with the special terms and conditions governing the transfer
and use of U.S. technology. At the request of the
Ambassador, Commerce posted a permanent Special Agent to
Embassy Vienna as the Export Control Attache.

0o On February 27, 1984, then-Austrian State Secretary Lacina
met at Commerce with Under Secretary Olmer and other DOC
officials to discuss our concerns regarding technology
transfer and other export control issues. Commerce
identified the export conrol and enforcement shortcomings in
the Austrian export control structure and obtained Lacina's
agreement to hold bilateral discussions on ways to improve
the system.

o On March 21, 1984, Commerce Deputy Under Secretary Wethington
met in Vienna with GOA State Secretary Lacina and stressed
our concerns over Austria's absence of a sound legal basis
for the control of sensitive goods. In response, Lacina

stated that the GOA was considering procedures that would
satisfy U.S. concerns.

0o On June 27, 1984, Commerce Acting Assistant Secretary William
Archey met with GOA officials in Vienna, as part of a U.S.
delegation, to discuss our export control concerns. It was
made clear to the GOA that changes would have to be made to
the Austrian system of export controls in order for Commerce
to give favorable consideration to Austria under the proposed
amendments to the Distribution License procedure.

\“
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o On July 6, 1984, Under Secretary Olmer met in Vienna with
State Secretary Lacina and stated that the GOA needed to make
new commitments to safeguard U.S. technology. Lacina was
optimistic that Austria would be able to meet U.S. concerns.

o In August 1984, after repeated Commerce criticism of Austrian
laxity in the area of Import Certificates, the Austrian Trade
Ministry requested Embassy Vienna's FCS officer to assist the
Ministry in checking into the legitimacy of an Austrian firm
seeking an Import Certificate, The Ministry also asked the
FCS officer to accompany a Ministry official to the Austrian
firm's business premises on a pre-IC issuance check. This
was the first instance where the Ministry offered to involve
the U.S. in the Import Certificate procedure.

0 Over the past year, Commerce's Export Control Attache in
Vienna has made substantial progress in supporting U.S.
export control enforcement interests in Austria. Examples of
his success are:

- 1In coordination with Austrian officials, the Attache
discovered an elaborate scheme to disguise the
diversion of critical semiconductor and testing
equipment to the East. Previous inquiries by both
Embassy and Austrian officials had not detected the
ruse,

- At least two critical informants were developed through
persuasion, knowledge of the Export Administration
Regulations, and dealing with attorneys for both the
U.S. Govenment and the informant. The information
obtained will be beneficial in preventing future
violations of the EAA.

- One suspect interview elicited the names of 48 firms
alleged to be involved in illegal export activity.

- Before our Attache was in Vienna, very little
information was received from private individuals on
potential export control violations. Now, however, the
*walk-in" traffic has increased substantially. Our man
knows about export control and thus is sought out by
members of the Austrian business community.

- Our Export Control Attache meets twice a month with GOA
officials to discuss export enforcement problems and
methods to enhance mutual cooperation.
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Assessment of Proposed Amendment

The Austrian Government has proposed a modification of the
customs Mutual Assistance Agreement* with the U.S. (1) to bring
assistance pursuant to regulations enforced by the Austrian
Ministry of Commerce and Industry under the Foreign Trade Law
within the scope of the Agreement and (2) to provide that the
Ministry of Commerce and Industry can respond directly to requests
made under the Agreement. For the reasons given below, the
proposed exchange of notes must be further modified to assure the
full benefit of the Agreement in support of the Department of
Commerce export enforcement role with respect to Austria.

Article 1-2 of the Agreement defines "Customs Services" to
mean, in the U.S., the United States Customs Service. Under
Article 2-1, the parties agree to assist each other "through their
Customs Services" to prevent, investigate and repress any customs
law offense. Article 6-1 specifies that assistance shall be
carried out "in direct communication between the Customs
Services." Article 6-2 says that if a Customs Service is not the
appropriate agency to comply with a request, it (the Customs
Service) shall transmit the request to the appropriate agency.

A January 17, 1985 State Department memorandum says L/EUR
believes Article 6-2 provides "sufficiently" for the "involvement"
of federal agencies other than the U.S. Customs Service in the
assistance contemplated. We do not agree. Any indirect
involvement would appear to be limited to having certain Austrian
requests referred by U.S. Customs to other U.S. agencies such as
U.S. Commerce. This would be far short of making the Agreement
fully effective to enhance the export control enforcement
cooperation relationship between counterpart trade agencies
contemplated by the January 1984 Commerce-Customs MOU.

The MOU designates Austria as a country where the government
"has designated the counterpart agency of the Department of
Commerce as its export control enforcement agency and that agency

*Agreement between the United States of America and the Republic
of Austria Regarding Mutual Assistance Between their Customs
Services, signed September 15, 1976.
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has a significant role in the conduct of export control investiga-
tions in that country.” In such a country, the MOU provides that
Commerce may conduct liaison directly with "those agencies neces-
sary for its investigations," except when Commerce requests
support from that country's customs services in which event such
requests shall be transmitted through U.S. Customs.

It has been suggested that Commerce could retain some working
relationship with the Federal Ministry of Commerce and Industry
outside the Agreement, but informal working relationships will not
suffice. For example, if a Commerce investigator in California
learns from an informant that a piece of sensitive U.S.-origin
equipment is about to be diverted from Austria, the Commerce
export control attache in Vienna should be able to call
immediately and directly for preventive action by the Federal
Ministry pursuant to Article 2-1 of the Agreement. Commerce
should also be able to invoke the assistance of the Federal
Ministry pursuant to Article 2-3 of the Agreement in obtaining, in
accordance with Austrian law (including the Data Protection Law),
documentary evidence for use in Commerce's administrative
enforcement proceedings.

To confirm that the Agreement permits (1) direct requests
from the Department of Commerce to Austrian authorities for
assistance in investigations and enforcement activities involving
the export control laws it administers and (2) direct response by
the Department of Commerce to Austrian requests for assistance in
the enforcement of their export control laws, changes must be made
in the Agreement that correspond to what the Austrians have
proposed with respect to their laws and agency responsibilities.
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