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shovment
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dercover

Sl iee Y sals with thie pesd fo make sor

gle s.foam-watking about
slems, bece hink O Iport to be aware of the
llﬂu("‘i’fi}?(?!‘ work, us a8 th &zd\(m[(u s I testi-
<t Mareh, vou heard about o number of the positive aspects
ercover work. and in my remarks T have chosen to emphasize

s;s:)‘me of the negative. . ‘
In the case of problems, 1 have found it usyf sroach this
b}’ looking at four groups that are invol { are the
targets of the investigation, the second are Qrmms third are
ice, and th(* fourth are third umtze~ who may be (%;mm;:&d by

se activities. T wiall sa

the -case of the wruet&: nj; wo victime of trickery,
or unreaiistic nprations the case of trickery, for
example. people nu ' ; '. wve that thev are participating
Y A0 aCtvity w % 8 ,' 3 tim: ihegal aspects may
be minimized. The S5& m'n be hidden or disquised, so
‘they are not made aware 0 t that law vielations are going
on. Or the wvmened capact t" of the targel to Jw“iff'e rizht and
wrong may be drawn upon; for example. by getting someone drunk.
‘1:1@ suge of t;m{ ration g a fascmating one. T he b”z.\fi(.‘ point is:

Are wedealing with people who SL’ co"rumf Or-are we asking t
auestion: 13 ¢ omfﬂma corruptibie” Arnd here there is a parallel to
Job, I think, where God was secki ;4 to test Job without any prior

evidence that Job had done an}'t}nng wrong

\m*w saratlel t e s shifted to lead us into




There are other problems involving targets, su 1ch ‘as the invasions
of privacy, damage to reputation, the potential for blackmail and
harassment. . _ SR

In the case of exploitat un‘b}; informers, they are clearly
weakest link, What we see here 18 something relad 1\ ely new in‘ faw
enforcement, W z:ez*f? Infurmers are zwz"“ detegated s iernific
thority. in Grmers are put & DO 1o choose who 1t 1 t%
oI 4‘ s investivited. This s doubly troublesome

] tiiae : people whe are not

o]

of tﬂ@ z“.w( : x A daw enforcement o
itk the great risl
i There is
we hi
T

are wver rales f"ﬂf' iﬁugg periods
ihf,‘;&r normal ¢ ational situation and {rom
come. tooguestion the zizt onal restrain

3,);}}0 efied , : s
0 know where b Wi S Or \\h

case in Lol CColol that received some atte
where 1we j,'m;m: en learned of o opolice fenci
v stole several cars and sold these to the front: The
ime di»pm,uz a weapon that thev had previously stolen.
hen went, | think the jollowing day, and em_;w another car,
g its owner. They again uvio the car. They then committed
another murder while stealinig a car and again sold it to police.
Another problem invelves the issue of the fence providing -a
market. People who tend to steal in neighborhoods near where
their fences are. And to the exterd that vou have marginally
effective thieves, the offer ot a government -provided facilivy to
purchase goods. may-stimulate these peeple in their erimes.
Another area where there are major problems, has to do with
our lack of xnommffe in cost-benefit terms about the intended
effects of these operations. Here I'm not talking about things like
ABSCAM. but rather activities such as volice fencing {ronts or the
decov activities that are directed at a broader kind of audience or
market, ' ;
All sorts of grandiose claims have 5{‘*"1 made about how {inatly
we have something in law enforcement that works. | have reviewed
the evidence ard it is rather meager. One can certainly not con-
clude that theie is an abundance of pvidence that these activities
decrease crime. In fact, under some conditions, one could even
argue the opposite, that they may stimulate oo amplify crime.
I will mention some of the wayvs that this can happen. 'They'cun
generate a market for the purchase or sale of illegal goods and
services. While the undercover activit Vs Qon‘g on they mey gener-
dte capital that can be used lur* other illegal activities
There mayv be generation of the idea for a1 crime, There may be
generation of a motive, There may be a provision of a scarce skill

1

or resource without which the crime could not be carried out,




.50

here may be coercion, intimidation or persuasion
erwise predisposed to create a crime.
Covert oppozmmtv structure: for ill m_:ezi actions car
ome of thege mayv be netessary gain credibifl
rs WUI represent exploitation of tl
. frames, fraud or

of a '“”1‘ O nat

Clorexamples imp rsor
s by pmpl s
{1 There

uﬂ.‘urm

prm;wm« momum
dated with part
. ‘)1&*?1\ ith lhi:e
‘ ';"’?h(‘!‘ sy Bis uni
"r‘du‘:ci b;m it ( |
i that s
«“;ai\e some ‘USLU}LL{(H}%.
my te\ ;()m' on page A1 there
undercover activity,
s on the n;:m side of the table are
s moreand more troublimg,

I"n most troublesome situptions arve those undertaken at police
inttiative that involve random intesrivoy festing: thoese :E;EL imvolye
police: playing or taking an active role where they mitiate the
crime as coconspirators, rather than appearing as victms; and
those involving an artificial envirenment and the use
informers,

Let me turn to the guidelines. Public vuidelines for sensiive law
enforeement activities. such as those issued by the Justice Depart-

3
the impact of

un »\lx[i[‘*"

ment, are impmmm for a number of redsons. YH
guidelines depends very omuehon-how they are implemented
“on their substance. o
Thre general issue around im )l ement
us

L8

] niation s whether 1he guide-
will be applied in o rigorcus and serious way, i ot
case n Dd"(’ weratic arganizations, will come
I listically, with au;uies‘c nee o whatever
1in broad EXtremes.
3& more specifie isste involves the question of how ;\.;);‘)m‘*enz
abuses, as in- many of the Abscam cases, came to i The
recent puidelines are said to make formal existing prow *iurm We
were told ins the hearines last \I*n-ch that Abscam was c:n‘efmi_\:
supervised, that 1t was conducted in @ wayv
0%
14

o

it
i

hat was cw?:s‘é:&iem with
Bureau policy. If that is the case, it would appear to me that a
number of the guidelines were violated: those mvméxms' e mrmus

those involving a need to make clear the corrupt nature of the




activity. r bie indication thut the subject is engagiag or has
engaged “in ilegal activity of the type in que 3, cand s on;
Now, 1o Eh extent that this ST s eanasks How did it
happen? Is it that the FBI is relatiy w Lo-compiex-andercover
operations, s“(’;'\{:x’e? to the Druy Enforcement Adpvenistration or t
teohol. Tobocce and Frrearms Burean? Were 1he fmd nes
i or fxz;wv ' i

rhe mos

SOISON. Can

w:. ountrue yresentations about shivd partios,

ate’ profes: ;m;g}i standards of conlidentiality & priviloge, to
m:w actions where thore 1s o signiioant viskoof damagze 1o iinocent
third parties. We need 1o know more 5;:1:9(:‘ teally ghout under what
condmum can Yhis happen? ,

In terms 04 speciiic comments on the puidelines, there are areas
where they should be strength vnmj ;U}(,f\‘.'}'ﬂ’s’fj sirfonal informa-
tion s n(*miwi The nost serious loek bothe fatlure to speady the
eonditions governing the use of upwitting infarimers, middlemen
and brokers who don't know they are part of @ law enforcement
operation. ‘

Now, inomany
incrensed "ny “i:smv i them.
ing off on pr‘us(’i‘umm OF =ENEN
thelr usé s vory *;m* ivf WA IO

The Goy *mmem »havesineentive for usgin ’7}; yecause i
an-infor mw entraps someone in g case, thiat is grounds mr dizmiss-
al But if an unwitting informer entraps someons, then the govern-
meit iq in business) 8o, 1think much more att ieny has to he
siven to the limits on the use of un fuing ind

The sect ';3(1 areq has 1o do with the 1emporal
activity. Is there anv limitto how many tumnes
be approached or tempted? What if a person
opportunity the tirst time. or a second time? Sho
ed again and azain and avain? YWhet about
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what 'l ;;m g averdge vou-have (o h:a\@ 1o a‘:é?f}L‘éLiiii‘ b e fug
someone wis predisposed. 1 seems o ome wiven the #isks ;zmi :
damage to the people involved, that they r *;L%n onght W err iy o
much more conservative way. 1 half the people wok it, 1 think
there was insufficient evidence of ps'vdispw ition. 1f it was hi wrher,
you might conclude predisposition wis there. You also have to fook
at the quality of the temptation. I the lemptation is <o enticing
and inviting, there may be no predisposition at all You may
simply be overwhelmed oy the invredible opportunity yvou hove to
help Vf ur constituents and/or yourseif.

Mr. Epwanrps, F w'z%u Ty umm\m Well, the witmess ave given
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Mr, Hypr o

Mr LUsoRes.
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Mr. Hyop EX ,

Mr. Eswanrns, Tonor et commiltee mects with the Depart-
‘ment of Justi

[Whereupon, at 1150 amy, the hearing was adjourned. |
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agents of the Federal Government, approaching innocent persons
and sometimes doing damage to innocent persons. '
Often, these middlemen are conmen or people with long erimingd
records, and sometimes they are iy the pay of the Burewu or of the
De P sartment of Justice. s thar correctalsg’
froALcnen. That's correct, There are both types
1A more common.
Frwaros, Ix there no auditing done? How
these peapie. th »*\9 neople oty around’ One of
as San Jose, Calif, Ami did great damage 1o ‘

How do vou r-i'(‘;‘§) npreac
other and then appronching the s RO LA
the same inRoceni persen agai aga o )

the nelzhbors of
} LT

innoven §)i,‘!"r’~<)2 andl Eaving
Hing about o 8%
M Mu HEL J, me toke it separately Wih regard
conman thiore s wWav owe can stap thems
them, Hw e already out there doing that
Fz;.,f DsC Noobut veure paving himomoney
A h(’mi., .\:U, no. nof Uhe tiwitting com man.
he's working mté‘, criminats und 313
operating in his noermal fashiwoen.

And we ;c;jr:::‘f{ put -himeinto that siryess, e
positton 1o put bun out ol that businesse so that 1 just isnt a
question of how can the Government et him do that? The Govern-
ment ordinariiy has lietle capacity to step im from doing that

Now.in che cese of the watting intermediary, whe iy being paid,
in some instanes, by the FBL certainly is receiving direction {rem
the FBIL that's quite a different circumstance. In that case, there's
a ot fhat we ean do and do do'to minimize as much as possible the
tigk of imnocent people beibyr drawn mm thig web, " vou willl

One {)f the thines we do s that we reguire, to the extent possible,
that his contacts with people that he savs are corrupt, or are
racketeers, or whatever the nature of the enter Drige s we reguire
him to develop the best possibie evidence:

For exariple, if (here are telephone conversations hetween the
witting corman and the suspect, those conversations may be re-
corded witn consent of the cooperating individual, So. that ‘we
aren’t depetident on his word that the suspect showed an interest
in committng a orivue. The words of the suspeet himselt or hersel
are availuble to uso So that eliminates the risk that the middieman
is lving in that kind of circumstance. Now. it iz not always practi-
al to Lave tape recordings dones But that's done where it can be
done. , Lo

Another device we use s that the witting middleman is ques-
tioned closelv after each materiad meering or contact with o sus-
pect. And he rey )rts or produces information, detsiling precisely
what was al %effei rsaid:

Sometimes, the specifics in these réports can be corroborated
through independent investizations, so that would serve en a check
that the conman is conning us and lying about someone being
interested in committing a crime. ‘
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So those are the principal profectiom that prevent an.innocent
person from ever getting to tne stage of being at one of our loca-
uons o

And then. as 1 mentioned earlier, the a(mm‘d line of defense, the
second safety net, s our strong o zg hasis on-making i absolutely
cear that we're talking about erimes and make sure t',n; the
contact 1z directiv between the agent and th e suspect, an 1d ne one 18
speaking for the »m;w{ He's speaking for ! i

And inorhal wavy i t} ere was any 1} ning { wat qh >c>d through and
an innocent perum ety in there face to faee aoross
the table with mfj L*'d“r”m'c‘r Kzgw)t. ».}m nakes Tt cloar that
thevire tatking about outricht eriminality. weil a1 he leaves.

It's not perfect. It's not visk-iree. But neither is any other investi-
sative w-“hniquv, : '

You tatked about businessmen or public Hoires who were ' inno-
vont, heing
Noo 1o Dhive 1o point out that the irjury comes almost always not
from the fact of the ‘mcx{ gation, but from the leak. The problem
is deaks:

Second, those same Kinds: of - ssu.' occur even In the most
Hmited sort of investigations,investigations that depend onby on
guestioning witnesses: The same thing happens. ‘

tle comes inand tells us Congressman so and so s corrupt. He
takes bribes. And iU rmay not be truer We do aninvestization. So
there's nothing—there’s no danger that's of the sort that vou focus
on, that's Acreased by the fact that we cin undercover operations.
The danger is z>1rezm_\ there and it s real danwer. We do every-
thing we can o minimize - it, But in no context s eriminal investi-
gation an entirely safe and fool-proof enterprise

MroEpwarns. Well, we do net agrees Mr. Michel, on the qu estion
of whether the danger is-inereased when there's-a thug, 4 con man
and he or she is being utilized as a middleman by the Bureau by
another undercover agent of the Bureau. Based upon.discussions

1
Y
2.3

o embarrassed or injured in their public or business hife.

-
£
%3
i

swith the undercaver FBI agent, who the middleman thinks a big

businessman or something, the middleman is egged on or promised

good things by the FBL undercover agent.

As a result, the middleman continues in business and perhaps
increases the amount of his business.

Isn't that correct?

Mr. Micnen 1 think the answer—I hate to give this kind of
answer. [ think the answer is no in a wav and ves ina wav,

When veu sav he's in business because the FBI is egging him on,
I-don’t think that's quiie right. He was in business before the FBI
came on-the scene. And likelv—I can't prove it in every case—but
likely, he would have remained in whatever that bu\nwsx 1S,
whether or not he became involved with the FBIL

There is a danger that if excessive inducements are offered to-
this unwitting con man, that that may increase the risk of inno-
cent people hem!f mought in. But as I said before; there's a certain
self-correcting mechanism. If the con man keeps bringing in peaple
who aremwho don’t go through with the dea then he loses face,
loses credibility” with the IBI guv-who he thinks is a criminal
associate; ‘
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So there's a disincentive for him to be wrong very often. But
there are rigks there and they just can't be ehrmrmtsvd

Mr. Epwarps. T don't went to take all the time. Do vou have.
some questions, Mr. Lungren? '

Mr. iL\(‘REN \0

CEowanns. Cou

Me, Coorer. I'd .,il. gt ask g few ouestions about thee Undereover
: \z:m (m wnittee. The deseription in the gudelines of the
mittee’s makeup is sof »,§ at
an‘pkow& nf ah ‘ :

A L";i:‘u.h)[
Dzn"i CWhat dfﬁ?(‘.\’ this mean in lerms »,::i

Mro 2 L( e The committee is basically six o ne
tWo (1*3;&"‘&111’»111:1? iorgevs, caregr allornevs, ong exp 1
tensive prior involvement in undercover operations. One .
tion . chiet ‘and the other is stightly be%fm hat - tevel: The FRI
members, ineluding the i%v*mt\ Assistant L)”“ ar of the Crimennd
Investigation Division. and ['believe the head of the Selective Oper-

atwons Unit that is. in-efioet.- the undercover Gmit and semwr offi-
Cm%s of the grovrani involved. 1 iUs a propertd orime matter, then
they sit on it ts an oreanized orime matter, thor poople from
thit section sit anit and 20 on,

A i‘t\){ki’}{i{. Soowhen 1t sis, 1 m have anyvwhere from six or
seven to three or four rmniv stk 1 an’ ;

Mr AMenrn. D'think ordinariiy, mv Lm;&fc"is dhoul ) to 18 miems
hers on a given proj m\u‘ ;

Ms. Coopkr. Well then, is it an established menber Hm Are
veople definitelv on the committee or definiicly sometimes on the
commniittes?

Mr. Awnen. Some of each. The committee is chatred by the
Deputy Assistant Director of Criminal Investicanve Division. He is
always on it. The two departmental attornevs are always on it
Some of the FBI mvm’m" ‘hm changes! nf:;)cm ing on which investi-
gative program a particular proposal fails in. But most of the
members of the comm hw are.in fact, pm‘zfmrwm members

Ms. Cooper. It ig just the permanent rembers, then: E vould
function in the way xVi m{?oi\in;z theannual reports, {or ex i(*' 13
that right? : ;

Mr: Micnen, W (‘u‘ they would be the formal receivers: They may
share all kinds of studies and reports mm other people. But
think the answeritovour ,umtzfm 5 Ves, ;

MaloCoorsin, On. The suidehines nrovide for o decision being
made by a consensus of the memboers, Whiao does that mean if
there's a substantially changing or at least possibly  changing
number and makeup on the commttee! ,

Mr. Micnen, Well, et me highiight what really the most impor-
tant function of the committee iz 118 net a rew‘cti(m committie,
And it's not a rubberstamp commitiee. s a double check on the
judgment of afficials down the cham of commar d I+ is a check that
brings to bear some expertise.

When vou're al‘mm about the committee incl ding tiie Uhief of
Selective Operations Unit. permanent member, here's the individu-
al who probably more than anvbedy else in the whole FBL ali day




