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U.S. Department of JmtJ~ 4-86 

Federal Bureau of Investigation 

Wu.\11111011. D. C. 205J5 

June 3, 1986 

MEMORANDUM TO ALL EMPLOYEES 

RE: FBI/DEA DRUG DETERRENCE PROGRAM 

As we are all aware, drug abuse is the Nation's 
Number One crime problem. The FBI and DEA, as the investigative 
agencies responsible for enforcing Federal narcotics violations, 
can be in the forefront in meeting this challenge head-on. I am 
sure each of you will agree that we have consistently shown the 
American public that we are responsible for our actions and that 
we are steadfast in our commitment to eliminate the drug problem. 
We have set high standards for our employees, and your commitment 
to meeting these standards has earned us respect and admiration 
throughout the law enforcement community. 

The FBI and DEA have formed a working group to consider 
ways in which we can reaffirm this commitment and communicate it 
in a positive way so that it will capture the attention and sup­
port of others. Together we have initiated a Drug Deterrence 
Program, to include implementation of urinalysis for all new 
employees. A similar future program is being developed for 
on-board employees. Special care has been taken to preserve 
the privacy and rights of all employees, and I know each of 
you will prov i de the support and cooperation necessary to 
ensure that the program is met with a positive attitude. 

The following policy statement sets forth the details 
o f the FBI and DEA Dr ug Deterrence Program: 

(1 ) Prior to or immed i a t ely after com i ng on board, all 
empl oyee s o f the FBI and DEA wil l be requ i r ed to have urine tests 
pe rforme d f or drugs of a buse. 

(2) All FBI and DEA Special Agents, DEA Diversion 
Investigators and DEA chemists will be required to submit to 
a urinalys i s for drugs of abuse prior to the end of their 
probationary period. 
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DRUG ENFORCEMENT ADMINISTRATION - Craig Richardson, General 
Counsel - 633-1141 

The Drug Enforcement Administration has implemented a drug 
testing program for their new agents. The Basic Training program 
that started the first week of June, 1986, was the first time the 
program had been implemented. They are in the process of . 
developing a program for current employees and have not decided 
how the testing for that will be as of yet. 

Drug Enforcement Administration and Federal Bureau of 
Investigation have a joint program. A copy of the FBI/DEA 
Deterrence program is attached. 

FEDERAL BUREAU OF INVESTIGATION - Dave Rarity, Personnel Officer 
324-4981 

Effective June 3, 1986, William Webster, Director, Federal 
Bureau of Investigation, has implemented a drug deterrence 
program and has put all employees of the FBI on notice. FBI/DEA 
has initiated a drug urine analysis program for all new 
employees. This is phase one of their program that is in 
progress now for pre-employment with the FBI/DEA. Everyone has 
been put on notice about the drug testing program. They are 
presently still implementing the proceduris they will use for 
testing employees presently on board. Attached is a copy of the 
FBI/DEA Deterrence program. 

U.S. CUSTOMS SERVICE - John Helm, General Counsel Office 
566-6245 

Implemented a plan for drug testing effective June 30, 1986. 
This is the first phase of their progra□. It is presently 
designed for non-employee applicants. Subsequent testing for 
employees presently working for Customs will be given to those 
who seek to be considered for promotions and/or change in 
position. Particular emphasis will be placed on the following 
positions: 

1 . Criminal enforcement 
2. Err.ployees who carry wec:p cns 
3. Employees working in General Intelligence/National 

Security positions. 

If applicants test positive they will loose consideration 
for possible employment with Customs. Employees who test 
positive that are presently employed with Customs, face the 
possibility of loosing their jobs. 

INTERNAL REVENUE SERVICE - Bill Long, General Counsel, 566-3588 

No program. 



IMMIGRATION AND NATURALJZATION SERVICE Paul Virtue, Associate, 
General Counsel -
633-2656 

For approximately one year, drug testing has been part of 
the require~cnt for border patrol agents. The drug testing is 
given as part of their medical examination when they are being 
considered for employment. If an applicant test positive the 
first time, he is given another test. If the applicant test 
positive a second time, it is required that a full background 
investigation be done on the applicant. Positive 
testing/background investigation, will render individual 
ineligible for hire. At present, only border patrol a gents are 
being tested. Ttey are presently looking into testing for 
detention officers, but this has not been implemented as of yet. 
Review of program fo r new hires is under consideration. 

BUREAU OF PRISONS - John Flynn - Personnel Office - 724-3177 

The Federal Bureau of Prisons test all new applicants that 
work in the institutions in a law enforcement position. The 
urine analysis testing is part of their rountine examination. 
They do not have a plan to test current employees, but maintain 
the right to test any current employee who may be suspected of 
drug abuse that work in law enforcement positions. There are 
currently no plans to test employees who work in the regional 
offices or in other positions other than law enforcement. 



(3) The FBI and DEA will require any employee to submit 
to a urinalysis for drugs of abuse where a reasonable suspicion 
exists that an employee may be abusing controlled substances. An 
employee will only be required to submit to a urinalysis when two 
supervisory personnel (one of whom must be at least at the Assistant 
Director (AD), Assistant Administrator or Special Agent in Charge 
(SAC) level, or in their absence a Deputy AD, Deputy Assistant 
Administrator, Assistant SAC (ASAC) or Country Attache) concur 
that a reasonable basis exists to suspect that the employee has 
illegally used a controlled substance. Failure to comply will 
be considered insubordination and will result in administrative 
action up to and including dismissal. 

(4) A program for a computer generated random selection 
process for aperiodic drug testing of all FBI and DEA employees 
is under development. 

As this policy is implemented, you will be advised of 
additional details. I trust you appreciate the importance of 
this policy and will give it the support necessary to make 
implementation as smooth as possible. 

6-3-86 

William B. Webster 
Director 
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DFFG TEST ING AND UR I NALYSIS ff THE WORKPLACE : LEG AL ASPECTS 

I . INTRODUC7ION 

The sudden, increased attention to the problems of drug abuse in the 

workolace has given rise co numerous auestions concerning the legality of 

employer screening programs fo r drug use among emoloyees. The l ega l ques-

tions affect bot h public and private sector emp loyees , an ri the applicable 

i aws an d court decisions have arisen ~t both the f ederal and state l eve l . 

. . 
Because oi the novelty and complexity or the legal issues involved, there 

nas yet to emerge a consensus on the prooer approach to be taken by em-

players, employees, and ~overnmenta l officials. This report presents a 

hri e f overview of the general legal principles most likely to be applied 

in this developing area of the law. 

I:. PUBLIC SECTOR EMPLOYEES 

i . Constitutiona l Rights 

~ecause the federal constitution applies to governmental action, 

rathe r than purely private action, its protections are implicated in any 

urin-alysis testing program of government employees, both federal and state. 
, 

a. Fourtn Amendment 

The Fourth Amendment to the United States Constitution orotects against 

unreasonable searcnes and seizures. The courts have ruled that extraction 

o~ ~odilv fluirls involves a search ~ithin the meaning of this amendment. 
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Sc nrner oer v . Ca l if orn ia , 38l ~. S . 75; ( 1966 ) : bi ood ) : ~cDonne l l v . Hunte r , 

6l '.: : . Suon . 11 :2 2 ( S . D. lo . : 985 ) ( ur i ne ) . Gene!" a:l:.i y , -:-- wr.en th e governmen t 

see Ks co cunauc: a sear c~, a wdrra n c is r ea ui re s . : her e ar e, nowever, un-

us ua : ci rcumstance s cnat oerm1c warrantless searcnes . One s uc h si t uat i on 

ir.volv i:: s consen t; but f or tne searcn co oe va lio cne r e □u s e be a snowin g 

t na c the con sent was vo l untar i ly given and that t he su bi ecc o f the searc h 

wa s aware of tne po s sible cno1ces. J ohnson v . 0n1ted Scates, 333 U. S. 

10 ( 194 3) ; Schnecklot h v . Bustamante , 4) 2 U. S . 21 8 ( 197 3 ) . 

One cour t has he ld cha t a consen t f orm signed bv governmen t employees 

aut horizing ur i na lysis testing was inadeouate t o mee t t hi s standard . McDon­

ne · l v . Hun ter, 612 F . Supp . 1122 . Anot he r exceoci on permi t s warrant l ess 

searche s of heavi l y regu l ated industries. Althougn one court has aoplied 

t hi s test to uphold state mandated urinalysis testing of j ockeys, Shoemaker 

v . Hande l 608 F. Supp. 1151 ( D. N.J. 1985 ) , it is possibl e the Supreme Court 

wou l d oe unwi l ling to extend the heavil y regu l ated i ndustry exception co the 

warran t clause much beyontl the industries a l ready i nc l uded i n this exceotion ; 

gun s ( Uni ted States v . Biswe ll , 406 U. S. 31 1 (1 972 ) and l iquor (Colonnade 

Cate r i ng Coro . v . Uni ted Scates, 39 7 U. S. 72 (1 970) ) . 

There ar e , nowever , two lines of cases suggesti ng that requiring govern­

men : emo l oyees to submi t to urinalvsis tests at the ris k of disciplinary ac­

t io n mi gh t be uphe ld as comporting wit h the Constitution: the first line o f 

cases up holdi n1; state laws that require drivers co submit to blood alcoho l 

or breatha lyser tests i f they are suspected o f drivin g while under the in­

fl ue nce of a l co hol ( see ~lackev v. Montrv,,, , t,,1, 3 U. S . 1 (1 979 ) ) and the secon d 

l int: or case s permit t in g t he government as employer to conduct searches of 

emo l oyee l ockers an d ot her personal areas f or puruoses re l ated co j o b oer-
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ror mance. Unite a Scates v . Coll ins, 349 f. 2d 863 ( 2d Cir. 196 5 ) , cert. 

nen iea , 383 r .s. 960 ( 1966 ) ( custom officer '.s l o~ ker on ~usn i cion of 

~i ~: er in g 1 • One re auiremenc o f cnese cases is chat cne evioence sougnc 

~u se ~oc oe re l ate d co a suso1cion of crimina l acc i vi:y or an i ntent co 

oring a c rimina l prosecution. Un1ce a Scates v . Hagar;:v, 388 F . 2d 713 

(7 : h Cir . 1968 ) (wiretao used in a per ; ur y tria l ) . I; either of these 

cwo rationales are used, it 1s possible that cne couns will reauire, as 

t hev have i n these l ines o f cases, some measure of s1~~icion or cause 

focusin g on an individual in order to justify che urinalysis requirement. 

Whi l e tnere are presently too few cases from whirl1 to generalize, one 

mi gn t say t hat some j usci f icacion arnouncing co reasonableness or reasonable 

suspicion seems co be che standard thac che courts ha-.e used in validating 

urinalysis cesting of government employees. In Allen v. Citv of Marietta, 

60 1 F. Supp. 482 (N.D . Ga . 1985 ) , the court upheld a d.ty's requiring sewer 

and e lectrical workers (wnose jobs involved safety coICerns ) suspected of 

using drugs on the joh to submit co testing under nain of dismissal. The 

decision was based on the line of cases permitting go-vernment co conduct 

warrancless searches of its employees for performance related investigations . 

In Division 241 Amal~amated Transit Union (AFL-CIO) v. Suscv, 538 F. 2d 1264 

( 7th Cir. 1976 ) , ~- denied, 429 U.S. 1029 (1976), the court upheld a transit 

• 
compan y rule requiring bus drivers co submit to blood and urine tests after 

being..i.nvolved in an accident or being suspected of being in toxicated or under 

the influence of drugs. According to the court, the test under the Fourth Amend-

menc is reasonableness, and the city ' s "paramount" interest in protecting public 



sat~cv overriaes wnaceve : exne c t acion of nr ivac v ~mo l oyees in chat si t uat ion 

:. ave. Division 24 1 Ama lg ama cea Tran sit Uni on (·AFL :.:CIO J v . Sus cv, 538 F. 2c 

1:: 6 ... , !287 . Alcnougn cne cou r: in :!cDonne l.:. v . Hunte: , 612 F. Supp . 112:2, 

: uiec agains: tne st ac e prison's or ogram of reou iring pr i s on emoloyees co 

sign cons e nt fo r ms pe rmitcin~ various Kinas or war =anc l ess sear che s in c l uding 

urin a lysis screening for dr ugs, its re as oning wo uld permit t esting of emnloyees 

uoon wnorr reasona ble suspic i on arawn f r om specific fact s f ocused . This case 

a l s o re j ected cne state 's argument res ting on t he consent f orms signed by its 

employees , genera lly pr i or co be ing hi re d, f inding t hat such a procedure was 

no t suf fi cien t lv voluncarv co wai ve a const i tut i onal ri~nc. 

Noc on lv are t her e too f ew of these cases f ro~ which co draw meaning f u l 

generalizations concerning, what tests t he courts wa. l reoui re of government 

urinalysis testing programs of employees, none of ~he cases actually involved 
1 / 

wide-scale random urinalysis testing as seems co be contemplated -by the 

recommendations o f the President ' s Commission on- 0 ~anized Crime Final Re-

port. The one inscance o f a governmP.nt-mandace d random drug testing orogra~ 

t hat has been upheld by the courts is t hat conducted by the Defense Department 

amon ~ the uniformed services as mandate d by Pub. L. 92-12 9 , 85 Stat. 348 (197 1) . 

The statute had required the Secretary of Defense t o begin a program for drug 

de penden t members o f the Armed Forces. The program established under the law 

iden tified dru~ abusers, prescribed me dica l treatment and follow-up supervision, 

permitted discharge of those failing the rehabilit a t i ve program, and developed 

1/ Although ~icDonnell v. Hunter , 612_ F. Supo. 11 22 (S . D. Ia. 1985 ), involved 
regulations that oermitced random testing,· there was evidence chat candom tests were 
not conducted and that as a oractica l matter tests wa-e conducted on ly upon artic­
ulab l e susoicion o f drug or alcoho l impairmen t . 

1 
1 

I 
J 
1 



CRS - : 

eviaence chat could be us ec 10 cour t mar t1 a ls . Nonet n e less ► cne c our t up he ld 

c~e or ogr am ana i t s in trus i on in t o Fourt r. Amen dmen t areas on t he bas is of a 

~easonabi ~ness stand ar c, nrawing an ana l ogv wit h admin istrati ve searches of 

2losely r e~ul a tea 1naustries as a ppr oved by t he Suore rne Court in Camara v. 

~unic1oal Cour:, 387 U. S. 528 C. S . 523 ( 1976 ) . 

whecne r A government - wide urina lys is pro~ram could mee t t hi s s tandard 

is prob l emat ic . There are considera bl e di st i nctions between tne mili tary 

an d t he civi l service. Readi ness and obedience are the canons o f the 

mili tary profess i on, as i s tne prospect of being called to dut y an ytime. 

Civilian emplo yees are not sub j ec t t o such rigors, nor are al l o f the i r 

cas ks eaua llv vi t a l to the nation 's security . On the otner hand, the 

poss i bi l itv that drug use is so great in the United States that drasti c 

measures must be undertaken may provide weighty arguments toward eliminating 

any users from the government employ as inconsistent with the massive efforts 

a~ainst the drug epidemic. Congressional findings of this nature attached 

to a statute requiring drug testing might sway the courts into considering 

such random testing reasonab l e under the circumstances. 

The cases involving the extraction of bodily fluids reauire that the tests 

be admi nistered in a manner that comports with due process, or in a manner that 

does no t excessively intrude upon the subject. Thus, in Schmerber v. Califor­

nia , 384 U.S. 75 7 (1966 ) , the Court upheld a blood test administered to an un­

conscious suspect, by medica l personnel in a hospital, at the request of the 

polict. In Rochi n v. California, 342 U.S. 165 (1952 ) , evidence obtained by 

f orcib ly administering an emeti c ~as held inadmissible as a process offending 

human dignity . In winston v. Lee , 105 s. Ct. 161 1 (1985 ) , the Court foun d 

that extraction o f a bu llet under genera l anesthesia was in the nature o f an 

in trus i on so substant i a l to be impermissible as unreasonable under the Fourt h 
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A~end~ent ever i f tnere were tne like l ihood tnat ic .woulc reveal eviaence of 

a ~~i~e . ~actors co be conside re d in authorizing surgica l procedures are 

:hreat co safet v of tne indi vidua l and extent o t intrusion on oersona l Drivac: 

~nc bod ilv integrit y . It is, thus, possible that 1n addition to the auestion 

of wnethe~ the urinalvsis t est has been j ust ified by some measure of suspicion 

cocusin~ on an individual, tne courts wil l scrutinize the testing itse lf. Some 

auestions that may arise include: wnether there need oe an ooserver and who 

that observer must be, how situations in which no urine can be produced imme-

diately be handled, and wnether the tests be conducted by agenc y medica l person­

ne , non-medical personne l , or medical personne l from outside the agency . 

o. Fifth Amendment 

The Fifth Amendment is concerned with the process by which the 

government proceeds against an individual. The cases have not sufficiently 

addressed the due process concerns that might arise in drug testing cases. 

Among those sure to arise if government-wide testing is begun involve: 

1 . Whether positive tests will be retested. 

2 . Whether persons will be allowed 
some kind of hearing co offer 
evidence to dispute the results 
of tests. 

3. Whether persons may be dismissed 
on the basis of the tests alone 
(without corroborating evidence 
of malperformance of duties). 

4 . What measures will be instituted 
to protect the specimens as to 
chemical reauirements and as to 
linking them with the identity 
of those being tested, i.e., to 
protect the chain of custody. 

5. Confidentiality . 

6 . Relationship with rehabilitation 
program. 

i 
I 

1 
i 
1 
i 
! 
I 

l 
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2. Protections unaer · che Rehabilitation Act of 1973. 

:ne Re~abil1tation Ac: of 1973 affords pro~ection ~o handicapped 1n-

~i v id~a i s working for emo l oyers receivin g federa l financia l assistance. Under 

sec:ion j Qu of the Act, no otherwise handicapoed individua l shall , solely by 

reason of nis handicao, be excluded from partic1oacion in, be denied the benefits 

of , or be subjected co discr imination under an y program receiving f ederal fin an-

cial assistance. 29 U.S. C. § 79 4 . The term "handicapoed individua l" is defined 

by section 7(6 ) of the Act as an y individual who (i ) has a physical or menta l 

di sa bili t y wh ich fo r such individual constitutes or results in a substantial 

handicap co emp l oyment and ( ii ) can reasonab ly be expected co benefit in terms 

of emp l oyabi li t y f rom vocational services provided under the Act . 29 U.S.C. 

§ 706(7){A ) . The definition, however, expressly excludes from the anti-discrim­

ination provisions of the Act "any individual who-is an alcoholic or drug abuser 

whose current use of alcoho l or drugs prevents such individual from performing 

the duties of the job in question or whose employment, by reason of such current 

a l coho l or drug abuse, would constitute a direct threat to property or the safety 

of others. 29 U.S.C. § 706(7)(B ) . The Act therefore limits the extent to which 

individuals who are alcoho l or drug abusers may argue chat thei r conditions con-

scitute handicaps which may be protected against discrimination. 

It has been observed that the exclusion of alcoholics and drug abusers. 

was added to the Act by Congress in 1978 in order co make ic clear that em­

ploy~rs are not co be required to employ them if they cannot perform their jobs 

properly or if there is a present threat to property or safety: "Thus, the 

cacch-22 for employees is that they must simultaneously prove cnac they are 

hanaicapped by their chemical dependency, but not so handicapped as to be un­

qualified co perform their job ... Geidt, "Drug and Alcohol Abuse in the Work-

l 
.,J 
i 
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~lace: Ba ~anc1n g Employer and Emolovee ~ights," 11 Emolovee Rel ations Law 

.;our na.2. 81, 18L. . 

I :: . GE~ERA~ LEGAL CONSIDERATIONS 

Reasonaolen e ss of ?olic v 

For gove r nmental emoloyers, the Fourtn Amendmen t mandates r easona bleness 

criteria 1n tne aamin1strat i on of t ne t est s , bot n i n singling ou t empl oyee s for 

tests and ·in tne a c t ua l t est i n~ process , i tse lf . See suor a, I , 1 , ( a ) . Wh i le 

tne Four t h Amendment may not d ictate reasonab l eness in testing to non-government 

emoloyers, ta ilor i ng a test i ng program to reasonableness cr i ter i a may he lp t o 

avoid subsequent l ega l- prob l ems. Thus, test i ng on Jy those emp l oyees f or whom 

a ~aus e e~ist s , sett ing standar ds f or when such tests woul d be conaucted , re -

qui r in g doub l e tests f or positive results on the first test, informing em-

ployees ful ly in advance of the motives and the possible consequences o f the 

tests, securing the privacy of the results of the tests , testing the specimens 

on lv tor drugs, and not for other conditions such as diabetes, pregnancy, 

and setting up safe~uards to assure the confidentiality of the test resu l ts 

may al l help to eliminate lega l challenges to such program or to their resul t s . 

Most he l pfu l , would be providing time for rehabilitat i on before inst i tut i ng 

di s ciplinary action. Attorneys advising management on these substance abuse 

testing programs advise them to 
• 

simultaneous ly engage in three difficu lt 
and de l icate balancing acts. First, they 
must se l ect investigative techniques that 
wi ll be effective and reliable, yet wil l 
avo id the crea t ion o f a oolice-scace at­
mosphere a li enatin~ co the work force or 
in vio l ation o f emp l oyees ' privacy ri~hts. 
Secona, in deciding how co deal with iden­
t i f ied abusers, they must walk the fine 
li ne between rehabilitation and discipline. 

~ . 
j 
l 
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Finall v , the y must weig h tne neea for 
di scip line against the ~isks of CO$ t l~ 

li tigation or arbitration. 2 ' 

a . Public Emnlovees. 

The mention of urinalysis testing in t ne workoiace arouses cries of 

"invasion or orivac y," and provokes peonle co con j ur up images of an Orwe l ­

li an state. Legal protection of privac y interests is, however, very limited. 

The f ederal constitution protects privacy basically under the Fourth 

Amendment, as discussed suora, section I (1) . The courts have never recognized 

a general right co privacy or implied such a ri~hc under the federa l constitution 

except in certain narrow circumstances, none o f which directly aoply co drug test-

in~ programs. The · leading case is Griswold v. Connecticut, 38 1 U.S. 479 (1965), 

in which the court held a state statute prohibiting the sale of contraceptives 

co be void as violative oi a right to privacy emanating from the Sill of Rights 

but not tied to any specific right. That right co privacy has been confined to 

certain very basic human situations. Griswold involveo marita l privacy. Stanlev 

v. Georgia, 394 U.S. 557 ( 1969 ) , contains dictum sneaking of a fundamenta l right 

2/ Geidt, Thomas E., "Drug and Alcohol Abuse in the Work Place: Balancing 
Employer and Employee Rights," 11 Employee Relations Law J ournal 181, 18 2 (1 985) . 
Robert T. Angarola, in an undated paper entitled ''Substance Abuse in the Workplace 
Legal Implications for Corporate Action," at 14 advises: To be most effective, 
urinalysis should be used as pare of a comprehensive health and safetv program aimed 
at detecting and preventing substance abuse •••• 

The cestin~ and samoling procedures sec out in the 
manufacturer ' s instructions muse be close ly followea 

I would support using outside advisors in 
sett i ng up the urina lysis ces ting program .•.. 
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to pr ivacy tnac mignc encompa ss freedom from governmenta l i ntrusion uoon 

tt:e f i ims one waccne-s -' in cne or1 vac y of one ' s home . None of the cases, 

nowever, suggests chat a reasonaoie intrusion into one 's orivacy by a 

~ove r~mencal emo ioyer seeking to investigate fi tnes s for dutv runs afoui 

of anv constitutional rignt co privacy . 

Another way privacy may oe protected is by statute. The federa l 

. ..,. 
Rignc co Privac y Act, 5 U. S. C. § 552 ( a ) , ·1 s ~ limited statute that appl i es 

to systems of records, not t o actions, by the federa l government. Under i t, 

nondisclosure is mandated for certain records maintained bv the federa l 

~overnmenc or maintained at the behest of the federa l governmen t . Under i ts 

provisions, therefore, alt hough there would be no protection for emp loyee s 

against urinalysis testing it se lf, there would he protection agains t in -

discriminate dissemination of the results of such tests. 

b. Private Employees. 

Private employees may have lega l protection for privacy interests 

in one of three ways: (~ ) state constitutiona l or statutory privacy pro­

visions; (B ) common law protection against the tort of invasion of privacy; 

and (C ) common law protection against libel and slander. 

A. State constitutional or statutory protection of privacv interests. 

At least nine states -- Alaska (Alas. Const. Ar t . I , sec. 22) , Ar izon & 

(Ariz. Const., Art. II, sec. 8 ) , California (Cal. Const. Art. 1, s ec . l ) Hawaii 

(Ha~ Const. Art. I, sec. 5), Illinois (Ill . Const., Art. I, sec. 12); Louisiana 

(La. Const., Art. 1, sec. S); Montana (Mont. Const. Art. II, sec. 9 ) ; South 

Carolina (S . C. Const. Art. I, sec. 10 ) , and Washington (Wash. Const. Art . I se c . 

7) -- have specific constitutiona l provisions that mention a right to orivacy in 

addition to that protected by their constitutional clauses against unreasonab le 

searcnes and seizures. 

• 

1 

I 
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:-1osc of cnese orov1sions are woraec oroad ly: "'the rignc of tne 

eoo l e co cr~vac ~ is recognized and sha l l noc be infringerl wicnouc the 

nu~ n~ o f a comoe l iing state inte rest. iia . Co nst. Ar:. :. sec. rS . 

"r '-" c;. __ , thus , suoj ecc co j udicia l i ncerprecacion. Since we could find 

o reoorcea case discussing an emoiovment urinalysis cescin~ program vis 

vis a state orivacv statute it would be difficult co predict whether 

uc n clauses wil l in \.£_uturifc'ne) be neld _co prov1de greater individual procec­

ion for employees a~ainst such testing than search and seizure clauses 

,roviae. The same is true for state privacy statutes. 

in the area of worker privacy, the general trend for the states has 

;een co enact specific statutes protecting emoloyees against oarcicular 

,r actices of employers that are deemed intrusive. Types of procedures 

:hat have been the subject of such l aws include employer use · of polygraph 

:ests. Cal. Labor Code. § 432 .2(a) ; Conn. Gen. Stat. Ann. § 31-Slg; 

>e · . Code tit. 19 § 704; D.C. Coae Ann. § 36-802(a); Ga. Code Ann. § 

13-36- 1; Ha . Rev. Stat. § 377-6 (10); Id. Code§ 44-903; lo. Code Ann. 

1 730 .4; Me . Rev. Scac. Ann. § 1320; Md. Code Ann. Art. 100 § 95(b); 

la . Stat. Ann. § c 149 § 19B; Mi. Laws Ann § 37.203; Minn. Stat. Ann. & 

l81.76; Ho. Coae Ann. S 39-2-3-4; Neb. -Rev. Scat. § 81-1932; .J. Stat. 

~nn. § 2C:40A- l; N.Y. Labor Lay1 § 737; Or . Rev. Stat. § 659.225(1); Pa • 

• ,ca. Ann. tit. 19 § 7507; R.1.- Gen. Stat. § 28-6. 1-1; Utah Code Ann ~ 

34-37-2(5 ), 34-37-16; Vt . Scat. Ann. § 494a(b); Wa. Rev. Code§ 49.44.120; 

-J . Va . Code § 21-5- Sb; Wisc . Stac. Ann. § 111.37 . 

There are also state laws chat limit the right of employers to gain 

information about Che nonemploymenc activities or emoloyees; some reouire 

aavance approva l oy cne emoloyee. Ill. Rev. Stat. c 48 § 200?, for examole, 
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oro~ib1ts employe rs from ~athering information aoouc emo loyees' nonerrylov-

~e nc ac:ivities without written auc noriza cion . It · exempts, however , . ac-

:ivit~ es occ~rring on emolover ' s premises or during working hours incerfer-

in~ witr. performance of duties ana activities cnac constitute crimina l con-

iuc : that may be exnected co narm employer ' s property, business, or that 

cou ld c ause emo l over fi nancial li abili t v . 

E. Cumrnon law protection against the tort of invasion o f privacy . 

Al thou~h individuals facing employment drug screening may initially 

recoi l from the idea and invoke the protection of an abstract right of 

privacy, the law provides little protection in this situation for an in­

vasion of privacy . I f the employer tests an emoloyee and makes public use. 

of the test results, there may be a right of action in court for the tort 

of invasion of privacy by publicly disclosing private facts. There are 

strict limits to this action; the disclosure must be public, i . e . , there 

must be publicity given to the private fact. Telling it to a few coworkers 

may not satisfy the publicity reouirement. Eddy v. Brown, No. 62,086, Feb. -
25, 1986 (Sup. Cc. Okla. ) held that an employer's telling a limited number 

of coworkers that an employee was undergoing psychiatric ~reatment w~s in­

sufficient to permit recovery on the basis of invasion of privacy. 

On the other hand, in Bratt v. I.B.M., No. 85-1545 ( 1st Cir. March 

6 , 1986), under Massachusetts law, it was seen as possible to hold an 

emplbyer-compensated private doctor liable for invasion of privacy for 

revealing the psychiatric diagnosis of a patient to various management 

officials of the employer. It is unclear whether publicizing urinalysis 

results could be successfull y pursued as an invasion of privac y , but the 

. 
= 



- :, ~- ·. 
' -.J \. \ lo.,, ~ -

. possibil1cv snoulc make emo iover s careful aoout tne dissemination of tne 

. records of suc~ tests . 

,.. 
'- . Libe l an d Slander. "Defamat ion 1s ..• :nae 1.micn tend,: co injure 

',eoucatio n ' in cne poouiar sense: co ciminish tne esteem, ~esnect, ~ooawi l: 

or confiaence in which tne olaintif~ is he ld, or to exc~t e adverse, der ogatorv 
3 i 

or unpleasant f ee lin~s or ooinions against him . Laoe l ing an employee a J rug 

;:iddicc: or user mav raise the auesti on of wnet her one form of l ibe l oer se, i.e., 

libel for whic h no soecia l damages need be proven co rec:over, may be held co ap­

ply t o tne situation in whic h a oerson is accused of drJg addiction: as an ac­

cusation chat calls into auestion one's abi li t y to conauct onese lf in one 's 

business or calling or p r of ess ion . Since it is actionable co accuse a chauffeur 

of hab itual ly drinking, Louisville Taxicab & Tr ans f er Co . v . Jngle, 229 Ky. 

518; 17 S.W. 2d 709 (Ky. 1929 ~, accusing a bus driver o.r airline pilot o f 

drug use might equally be actionable, forcing the emoloyer to prove the trut h 

of the accusation or pa y damages. 

3. ACCURACY OF THE TESTS 

While there is some dispute about the accuracy of the test s, 
4 / 

an y of the 
5/ 

tests is only as accurate as the procedures used in administerin g it. If some-

3 / Prosser, W., "Handbook of the Law of Torts," 756 (1964 ) (footnot e 
omicc'ed ) . 

4 / Dr. David Greenblatt, chief of clinica l phar acology at Tufts New England 
Medica l Center, is ouoced as saving chat "'False posit ives can range up co 25 per­
cent or higher,, .. and callin iz the test "'essentially vorthless, , .. New York Times, 
P • 17, co• 1 , sec. 3 ( Feb. 24, 1985 ) . The manufaccu;rer of the test being dis­
cussed, SVVA Corporation of Palo Alto, California, claimed a 95 oercenc accuracy 
rate. Io. 

Si In 1983, che Uni ted States Navv discovered ~ at an Oakland laboratory was 
p~rmitting a l ax orocedure in administration of t he ~ ug testing program. As a 
resu lt of the discovery over 1800 disciplinary actions were reversed . In 198~, 
ic: was reported that the Arrnv was reviewing tests conducted at F~rt Meade, Maryland , 
because "'inadeauace, sloopy ano ooor ly documemced ' records, an 'inadeouate ' attitude 
towara securit y in cne test areas, and 'inadeauace staffing ' in the labs," resulteo 
in 97 ;,ercent of the tests being f oun d t o he "'not scientifically an d l ega lly sup-

( concinued ) 

1 
I 
I 

I 

J 
• 
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one were : o l ose a j oo or fai l co be hired .fo r a oosib on sole ly on Che 

~asis of cesc f indings , che r e i s a oossibi l ic v chat he or sne cou l d sue -

cessfull y br i ng a ne g l igence action againsc che e~loyer an d che ce s ting 

con cern orov1ded ch a t he or she cou ld convince a cour t chat t he tes t was 

1naccur ace or cne pe ople conducting i t were ne gl e ct ful . If the government 

is ca l led upon to prove tha t it had reasona bl e cause co dismiss an employee 

be c aus e of posi t ive t es t r esults, it mi ght have to convince a court of the 

accuracy of t he tes t i tse lf and t he corre l ation between the test and the 

person's a bili t y co perf orm t he work in ques ti on . 

Cur r e nt l y court s have accept ed blood a l coho l ~d breathalyzer tests 

f or purposes of showing impai rment or intoxication both by crediting 
6/ 

exper t testimony and by accepting state implied consent laws. To date 

there has not been the generalized acceptance of urinalysis testing for 

drugs t hat has been accorded to breathalyzer an d blood testing for alcoho l . 

There is a l so some indication that because o f the magnitude of the testing , 

the possibili t y o f ~rror is muc h greater in testing urine for drugs than 

( continued ) : portable ' in proving mar 1J uana or hashish use. Atkinson, 
Ric., "Federal Report , " the Washington Pos t , A 21 (Apri l 27 , 1984 ) , quoting 
pane l of experts ordered to review testing procedureg. 

6/ These are laws that require motorists to sobmit to blood alcohol tests 
or br;athalyzer tests to determine intoxicat i~n and that usual ly stipul ate the 
amoun t of al coho l i n the blood or breat h samp l e t ha t wil l be rebuttab l e proo f of 
intoxicat i on . See Cl ear y , E., McCormick o~ Evi dence § 205 (1 984 ) . 
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7 : 8/ 
testin ~ oreat h ror alcono i . A recenc ar::icie 

Jese Droblems as f ol l ows: 

Toxi cologiscs say confirmation tescing 
nas nee n refined -- i n par ticu l ar tnrou~n 
cecnnologv calle d gas ch romo cograonv ; mass 
soectometr, -- to a ooint wnere error races 
can be Drought clo se co zero. 

'The rea l room tor error is not wit h 
tne technology but with administracive er­
ror , ' says Metoat h' s Dr. Bat es. 'A human 
bei ng has co picK up the samp l e and put 
it in t o the machine.' It ma y sound criviai 
out it' s not. When the vo l ume of work goes 
up, the error rate goes up. That's the 
scary part. 

discusse s some or 

'My company makes mi lli ons of dollars 
aoing drug testing, but I wou l dn 'c want 
someDodv taking my urine, he adds. ' 'I thin k 
it's an invasion of privacv. I would always 
De atraia that somebody mignt ••• mix up 
samples. It may only happen in one out of 
100,000 cases. But I always have that fear.' 

The possibility of low error rates may not be as reassuring as it 

rst seems. S~nce most of these tests, esoecially in pre-employment 

tuacions, are uncorroborated, a low error race translates into possibly 

acceptable numbers of false accusations: 

Laboratories largely are unregulated , 
and the leve l of quality varies enormousl y . 
In various studies, error races have gen­
erally fluctuated between 3 and 20 percent. 

'With~ million to 5 million people 
being~ tested a year, al percent rate of 
inaccuracy means that 40,000 to 50 ,000 
would be falsely accused,' says NORML's 
'1r. Zeese. 9/ 

7 1 Generally, oolice test motorists one at a time and after having some cause, 
; , , wavering auto, for testing . Wha t is bein g considered in cerms o f drug testing 
!ms to be wholesa~e cestin~ on a random basis. 

8 / Stille, A., "Drug Testin~:" The scene is set for a dramatic legal co l ­
;ion between the r ights or emoloyers and workers, "National Law Journal" 1, 24 
>r il 7 , 1 986 ) • 

91 Id . 
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L{, C~IONIZEt, C:.IPLOYERS 

:.in oer t he ~iat i ona l Labor Relations Ac_t, 29· U. S. C. :"§ § 151-6 9, lt is an 

un~a1 : aoor or acc 1ce for an erno l oyer to refuse co bargain colle c t ive ly wi~ ~ 

cne re oresencat ive ot i ts employees. 29 U. S . C. 158( a )(5 ) . The Ac t de f ines 

tn e ooliga t1on t o oargain co llective ly as "tne performance o f t he mutua l 

obli 5ac1on of the emplover and tne reoresentat i ve o f the employees co meet 

a t reasonab l e times and confer in good f ait h wit h respect co wages, hours , 

and ocner terms and conditions of employment. " 29 U.S.C. 158 ( d ) . 

As a term or condition of employment, a drug screening program would 

be subj ect to tne employer ' s obligation co bargain wi t h the union under the 

Act. Moreover, i: is a refusa l to bargain for an emoloyer to imoose a change 

of wor king conditions unilaterally without bargaining with the union. A unionized 

employer would therefore violate the Act by requiring drug screening without 

notice to the union, and without bargaining over the scope and extent of the 

program. 

Although the subject is relatively new co collective bargaining, some 

unions and employers have already negotiated comprehensive drug screening 

and rehabilitation arrangements. Professiona l basketbal l players, for exampl e, 

have negotiated such a program under a collective bargaining agr e.e.rnent. 

5. NON-UNION EMPLOIERS 

It is difficult to generalize about the emp l oyme!l t policies v l r.on-unior, 

employers, since employee relations in such workplaces are completely subject 

to employer contro l , restricted only by the federal labor standards laws, con­

cerning matters such as minimum wage, overtime, child labor, safety and health, 

and oensions and oenefits. The non- union employer is also subject to stace 

laws, which var y substancially throughout the fifty scates. 



Department of Defense 

DIRECTIVE 

SUBJECT: DoD Civilian Employees Drug Abuse Testing Program 

References: (a) DoD Directive 1010.1, "Drug Abuse Testing 
December 28, 1984 

(b) Public Law 91-513, "Controlled Substances 
Qctober 27, 1970 (21 u.s.c. § 812) 

(c) Federal Personnel Manual Supplement 792-2, 
(d) Assistant Secretary of Defense Memorandum, 

Control Policy," November 25, 1983 

A. PURPOSE 

This Directive: 

April 8, 1985 

NUMBER 1010. 9 

ASD(HA) 

Program," 

Act," Section 202, 

February 29, 1980 
"Drug Abuse 

1. Authorizes the establishment of the DoD Civilian Employees Drug Abuse 
Testing Program. 

2. Provides policy, prescribes procedures, and assigns responsibilities 
for drug abuse urinalysis testing for DoD Civilian Employees (hereafter 
referred to as "employees") . 

B. APPLICABILITY 

This Directive applies to the Office of the Secretary of Defense, the Mili­
tary Departments (including their reserve components), the Organization of the 
Joint Chiefs of Staff, the Unified and Specified Commands, and the Defense 
Agencies (hereafter referred to collectively as "DoD Components"). 

C. DEFINITIONS 

1. Confirmed Positive. Urine sample that has been tested positive under 
procedures required by this Directive and that has been reported as positive 
because it meets both initial and confirmatory test levels established under 
sections E. and F., enclosure 3, of reference (a). 

2. Controlled Substances. Substances listed in the schedules published 
under reference (b). 

3. Critical Jobs. Those jobs or classes of jobs sufficiently critical to 
the DoD mission or protection of public safety that screening to detect the 
presence of drugs is warranted as a job-related requirement. 

4 . DoD Civilian Employee. An employee of the Department of Defense who 
is paid from appropriated or nonappropriated funds. 



D. POLICY 

It is DoD policy that DoD Components may establish a drug abuse testing 
program for civilian employees in critical jobs to: 

1. Assist in determining fitness for appointment or assignment to, or 
retention in, a critical job. 

2. Identify drug abusers and notify them of the availability of appropriate 
counseling, referral, rehabilitation, or other medical treatment. 

3. Assist in maintaining the national security and the internal security 
of the Department of Defense by identifying persons whose drug abuse could 
cause disruption of operations, destruction of property, threats to the safety 
of themselves and others, or the potential for unwarranted disclosure of 
classified information through drug-related blackmail. 

E. RESPONSIBILITIES 

1. The Assistant Secretary of Defense (Health Affairs) (ASD(HA)) is re­
sponsible for the administration of this program. 

2. The Assistant Secretar of Defense (Man ower Installations and 
Logistics) (ASD MI&L is responsible for the concurrence in the designation 
of jobs or classes of jobs identified as "critical jobs." 

3. Heads of DoD Components that intend to institute civilian employee 
drug abuse testing, an optional program, shall issue implementing documents 
incorporating the guidelines and procedures set forth in this Directive before 
requesting designation of jobs or classes of jobs as "critical jobs." 

F. PROCEDURES 

1. Designation of Critical Jobs 

a. DoD Components shall submit 5 copies of requests for designation 
of jobs or classes of jobs as "critical jobs" to the ASD(HA). The ASD(HA) 
shall obtain the concurrence of the ASD(MI&L) . 

b. The request from the DoD Component shall specify the job or 
classes of jobs, the justification for drug abuse testing of the specific job 
or class of jobs, the locations in which drug abuse testing is likely to be 
conducted, and the approximate number of persons within the job or class of 
jobs . 

c. Critical jobs come within one or more of the following categories: 

(1) Law enforcement. 

(2) Positions involving the national security or the internal 
security of the Department of Defense in which drug abuse could cause disrup­
t i on of operations, destruction of property, threats to the safety of personnel, 
or the potential for unwarranted disclosure of classified information. 

2 
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(3) Jobs involving protection of property or persons from harm . 

2 . Guidelines for Use of Urinalysis 

a . Employees in or applicants for positions that have been designated 
in paragraph F.l.a., above, as critical jobs may be required to participate in 
urinalysis testing in the following circumstances : 

(1) Before appointment or selection . 

(2) Periodically after appointment or selection on the basis of 
neutral criteria. 

(3) When there is probable cause to believe that an employee is 
under the influence of a controlled substance while on duty. 

(4) In an examination authorized by the Department of Defense or 
the DoD Component regarding a mishap or safety investigation undertaken for 
the purpose of accident analysis and the development of countermeasures . 

b . When a DoD Component establishes a urinalysis testing program, it 
shall inform, in writing, each employee in a critical job before the initial 
urinalysis test, of: · 

(1) The reasons for the urinalysis test. 

(2) The . consequences of a positive result or refusal to 
cooperate, including adverse action. 

(3) The opportunity to submit supplemental medical documentation 
that may support a legitimate use for a specific drug . 

(4) The availability of drug abuse counseling and referral 
services, including the name and phone number of the local employee assistance 
program counselor. 

c . The information in paragraph F.2.b.(l), (2), (3), above, shall be 
given to each applicant who is required to undergo urinalysis testing. The 
information in paragraph F.2.b., above, shall be given to each employee who 
enters a critical job that is subject to urinalysis testing after the program 
is established. 

d. An employee whose urinalysis has been confirmed as positive shall 
be offered counseling or treatment, or both, through the local employee assist­
ance program in accordance with the Federal Personnel Manual Supplement 
(reference (c)), if qualified. Nothing in this provision precludes the use 
of a confirmed positive urinalysis result in an authorized adverse action 
proceeding or for other appropriate purposes, except as otherwise limited by 
rules issued by the DoD Component concerned . 

e . The results of field tests may not be used in administrative or 
disciplinary proceedings except as permitted in subsection F.4 . , below. 

3 



3. Urinalysis Testing Procedures 

a. Urine samples shall be processed under chain of custody procedures 
set forth in the DoD Component's implementing document. The ASD(HA) shall 
ensure that such procedures apply the principles set forth in enclosure 2 of 
DoD Directive 1010.1 (reference (a)), so far as the ASD(HA) deems practicable. 

b . Urine samples shall be tested at a laboratory certified under 
enclosure 4 of reference (a), using procedures set forth in enclosure 3 of 
reference (a). _ The DoD Component's implementing document shall contain: 

(1) Procedures for timely submission of requests for retention of 
records and specimens under sections H. and I., enclosure 3, of reference (a). 

(2) Procedures for retesting. The ASD(HA) shall ensure that such 
procedures apply the principles set forth in section J., enclosure 3, of 
reference (a), so far as the ASD(HA) deems practicable. 

4. Fi eld Testing of Urine Samples 

a. Field tests of urine samples may be conducted only if approved by 
the ASD(HA) for the DoD Component concerned under the principles in enclosure 
5 of reference (a) . 

b . All urine specimens identified as positive by a field test shall 
be sent i mmediately to a laboratory certified under enclosure 4 of reference 
(a) for testing under enclosure 3 of reference (a). 

(1) Positive test results from field tests are preliminary 
resul ts until confirmed as pos i tive (by both initial and confirmato;y 
test i ng) or by an admission of the employee. 

(2) Before rece i pt of the report of tests results under enclosure 
3 of reference (a) or an admission by the employee, positive results of field 
tests may be used for temporary referral to a civi lian employee assistance 
program, temporary detail to other duties or administrative leave, or temporary 
suspens i on of access to classified information. 

c. I f a pos i tive field test result is not reported as positive by a 
cert ified laboratory or an admission of an employee : 

( 1) The result may not be used to take further action against the 
employee. 

(2) Any temporary act i on based upon the field test shall be 
res ci nded . 

d. To the extent that an action is based upon evidence other than the 
field t es t result, nothing i n this Direct i ve pr ohi bi ts continuati on of a 
t emporary act i on or other appropriate action. 

4 • 
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G. EFFECTIVE DATE AND IMPLEMENTATION 

Apr 8, 85 
1010.9 

1. This Directive is effective immediately for the purpose of preparing 
implementing documents. The ASD(HA) memorandum of November 25, 1983 
(reference (d)) is canceled, effective June 1, 1985. This Directive applies 
to drug abuse testing of DoD civilian employees conducted on or after June 1, 
1985, except that a DoD Component, with the approval of the ASD(HA), may 
implement this Directive before June 1, 1985 . 

2. Nothing in this Directive shall be construed to render invalid any 
test conducted before June 1, 1985, under a DoD Component ' s drug abuse 
testing program. 

3. DoD Components that propose to conduct civilian employee drug abuse 
testing on or after June 1, 1985, shall forward two copies of proposed 
implementing documents to the Assistant Secretary of Defense (Health Affairs) 
at least 45 days before the date on which the Component plans to initiate such 
a program . Implementing documents are not required from other DoD Components. 

William H. Taft, IV 
Deputy Secretar y of De fe ns e 

5 
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March 16, 1983 
NUMBER 1010.1 

Department of Defense Directive 
ASD(HA) 

SUBJECT: Drug Abuse Testing Program 

REFERENCES: (a) DoD Instruction 1010.1, "Department of Defense Drug 
Abuse Testing Program," April 4, 1974 (hereby 
canceled) 

A. PURPOSE 

(b) DoD Directive 1010.4, "Alcohol and Drug Abuse 
by DoD Personnel," August 25, 1980 

(c) through (ee) see enclosure 1 

1 . This Directive replaces reference (a) and, consistent with 
reference (b), establishes policy for drug abuse urinalysis programs 
for mi litary personnel; provides guidelines for the use of urinalysis 
results; outlines testing methodologies, laboratory operation, and 
quality control; establishes the DoD Biochemical Testing Advisory 
Co111Dittee; assigns responsibilities, and prescribes procedures. 

2 . This Directive cancels references (c) through (z). 

B . . APPLICABILITY 

This Directive applies to the Office of the Secretary of Defense 
and the Military Departments . The term "Military Services," as used 
herein, refers to the Army, Navy, Air Force, and Marine Corps. 

C. POLICY 

It is DoD policy to use the drug abuse testing program to: 

1. Preserve the health of members of the Military Services by 
identi fying drug abusers in order to provide appropriate counseling, 
rehabilitation, or other medical treatment. 

2 . Permit commanders to assess the security, military fitness, 
and good order and discipline of their co111Dands, and to take appro­
priate action based upon such an assessment. 

D. RESPONSIBILITIES 

1. The Secretaries of the Military Departments shall: 

a . Operate or contract for the operation of drug testing 
laboratories with enough capacity to meet their drug testing 
requirements. 



b. Arrange for interservice regional use of testing facili­
ties to the maximum extent feasible. 

2. The Assistant Secretary of Defense (Health Affairs) (ASD(HA)) shall 
oversee testing methodology and quality control of the drug abuse screening 
laboratories. 

3. The Secretary of .the Army shall coordinate the quality control functions 
of each laboratory, through the Armed Forces Institute of Pathology (AFIP). 

E. PROCEDURES 

1. Guidelines for Use of Urinalysis 

a. Mandatory urinalysis testing for controlled substances may be 
conducted in the following circumstances: 

(1) Inspection. During inspections performed under Military Rule 
of Evidence 313 (reference (bb)). 

(2) Search or Seizure. During a search or seizure action under 
Military Rules of Evidence 311-317. 

(3) As part of one of the following examinations: 

(a) A command-directed examination or referral of a specific 
servicemember to determine the servicemember's competency for duty and the need 
for counseling, rehabilitation, or other medical treatment when there is a 
reasonable suspicion of drug abuse. Such examinations are permissible under 
Military Rule of Evidence 312(f). 

(b) An examination in conjuction with a servicemember's 
participation in a DoD drug treatment and rehabilitation program. Such exami­
nations are permissible under Military Rules of Evidence 312(f) and 313. 

(c) An examination authorized by a rule of the Department 
of Defense or a Military Department regarding a mishap or safety investigation 
undertaken for the purpose of accident analysis and the development of counter­
measures. Such examinations are permissible under Military Rules of Evidence 
312(f) and 313. 

(4) Any other examination ordered by medical personnel for a valid 
medical purpose under Military Rules of Evidence 312(f) including emergency 
medical treatment, periodic physical examinations, and such other medical . 
examinations as are necessary for diagnostic or treatment purposes . 

b. Although the DoD drug testing program is designed for specific 
administrative purposes, the use of urinalysis results in disciplinary or 
admi nistrative proceedings is permitted except as otherwise limited in the 
Military Rules of Evidence, this Directive, or rules issued by the Department 
of Defense or the Military Departments. 

2 
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2 . Limitations on Use of Urinalysis Results 

Mar 16, 83 
1010 0 l 

a. Results obtained from urinalysis performed under subparagraph 
E. l.a.(3), above, may not be used against the servicemember in actions under 
the UCMJ (reference (aa)) or on the issue of characterization of service in 
separation proceedings. 

b. A servicemember's voluntary submission to a DoD treatment and re­
habilitation program, and voluntarily disclosed evidence of prior personal drug 
use by the member as part of a course of treatment in such a program, may not be 
used against the member in an action under reference (aa) or on the issue of 
characterization of service in a separation proceeding. 

c. Records of the identity, diagnosis, prognosis, or treatment of any 
rehabilitee that are maintained in connection with the performance of any drug 
abuse rehabilitation program conducted, regulated, or directly or indirectly 
assisted by any department or agency of the United States may not be introduced 
against the rehabilitee in a court-martial except as authorized by a court order 
issued under the standards set forth in 21 U.S.C. 1175(b)(2)(c) (reference (ee)) . 

d. The limitations in paragraphs 2.a . , b., and c., above, do not apply 
to : 

(1) The introduction of evidence for impeachment or rebuttal 
purposes in any proceeding in which the evidence of drug abuse (or lack thereof) 
has been first introduced'by the servicemember. 

(2) Disciplinary or other action based on independently derived 
evidence, including evidence of continued drug abuse after initial entry into 
a treatment and rehabilitation program . 

3. Collection and Transportation of Urine Specimens. All urinalysis speci­
mens shall be collected and transported under the chain of custody procedures 
outlined in enclosure 2 . 

4. Portable Urinalysis Equipment. All positive drug screening results from 
portable urine testing equipment shall be considered preliminary until confirmed 
by gas liquid chromatography or gas chromatography/mass spectrometry at a drug 
testing laboratory or by admission of the servicemember. Preliminary results 
that are not confirmed as positive may not be used against a servicemember in 
disciplinary proceedings or as the basis for administrative separation. 

5. Laboratory Procedures. The policy pertaining to the operation of drug 
urinalysis laboratories is described in enclosure 3. 

6. Laboratory Certificati on . Certification of an individual laboratory 
is dependent on maintaining AFIP quality control standards and on submitting 
required reports in a timely manner. Failure to meet either of these two 
requirements may result in decertification. 

7. Contract Laboratories. Contractual arrangements with civilian drug 
testing laboratories are permitted, providing such laboratories become incor­
porated into the AFIP quality control program, meet and maintain DoD certifica­
tion and quality control standards, and conform to the chain of custody require­
ments for all specimens analyzed (see enclosure 2). 
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F. DoD BIOCHEMICAL TESTING ADVISORY COMMITTEE 

1. Organization and Management 

Mar 16, 83 
1010.1 

a. The DoD Biochemical Testing Advisory Committee is hereby estab­
lished to advise the Deputy Assistant Secretary of Defense (Drug and Alcohol 
Abuse Prevention) (DASD(DAAP)) on technical matters pertaining to the DoD bio­
chemical testing program for drug and alcohol abuse. 

b. The Committee shall be composed of one member each from the Army, 
Navy, and Air Force, preferably from the staffs of the Surgeons General, one 
member from the DoD Office of Drug and Alcohol Abuse Prevention who shall serve 
as committee chairman, one member from the AFIP, and any other members as 
designated by the DASD(DAAP). 

2. Functions. The Committee shall make recommendations to the DASD(DAAP) 
on the following: 

a. Standardized laboratory methodology for screening and confirmation 
testing. 

b. New technology for the identification of drug and alcohol abusers. 

c. Appropriate quality control procedures for drug testing labora­
tories. 

d. Procedures and standards for the certification, decertification, 
and recertification of laboratories. 

e. Applied research projects to improve the effectiveness of the DoD . 
drug and alcohol abuse biochemical testing program. 

G. EFFECTIVE DATE AND IMPLEMENTATION 

1. This Directive is effective immediately. Forward two copies of imple­
menting documents to the Assistant Secretary of Defense (Health Affairs) within 
120 days. 

~YER 

Enclosures - 3 
1. References 
2. Chain of Custody Procedures for Collecting, Handling, and Testing 

Urine Samples for Drug Detection Urinalysis 
3. Laboratory Procedures 
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REFERENCES, continued 

Mar 16, 83 

1010.1 (Encl 1) 

(c) Assistant Secretary of Defense (Health and Environment)(ASD(H&E)) Memorandum, 

(d) 

(e) 

(f) 

(g) 

(h) 

(i) 

(j) 

(k) 

(1) 

(m) 

(n) 

(o) 

(p) 

(q) 

(r) 
(s) 

(t) 

(u) 

(v) 

(w) 

(x) 

(y) 

(z) 

"Forensic Use of DoD Drug Testing Laboratories," February S, 1973 (hereby 
canceled) 
ASD(H&E) Memorandum, "Statistical Comparability of Drug Testing Lab­
oratory Results," May 10, 1974 (hereby canceled) 
Deputy Assistant Secretary of Defense (Drug and Alcohol Abuse) 
Memorandum, "Drug Testing Laboratories Cutoff Levels," May 30, 1974 
(hereby canceled) 
ASD(H&E) Memorandum, "Authority to Direct Urinalysis for Drug Abuse 
Detection," November 18, 1975 (hereby canceled) 
Assistant Secretary of Defense (Health Affairs)(ASD(HA)) Memorandum, 
"Forensic Use of the Department of Defense Drug Testing Laboratori es , " 
June 16, 1976 (hereby canceled) 
ASD(HA) Memorandum, "Department of Defense Drug Abuse Testing Program, " 
August 30, 1976 (hereby canceled) 
ASD(HA) Memorandum, "Radioimmunoassay Cutoff Levels for Urinalyses 
Conducted in Drug Testing Laboratories," May 2, 1977 (hereby canceled) 
ASD(HA) Memorandum, "Radioimmunoassay Cutoff Levels for Urinalyses 
Conducted in Drug Testing Laboratories," June 14, 1978 (hereby canceled) 
ASD(HA) Memorandum, "Discontinuance of Urine Test Screening of Officer 
Accessions," December 20, 1978 (one version to Army and Navy, and one 
version to Air Force) (both hereby canceled) 
ASD(HA) Memorandum, "Drug Detection Urinalysis Laboratory Points of 
Contact," January 10, 1979 (hereby canceled) 
ASD(HA) Memorandum, "Radioimmunoassay Cutoff levels for Urinalyses 
Conducted in Drug Testing Laboratories," September 21, 1979 (hereby 
canceled) 
Deputy Secretary of Defense (DEPSECDEF) Memorandum, "DoD Policy Regarding 
Cannabis Use," November S, 1979 (hereby canceled) 
ASD(HA) Memorandum, "Confirmation of Drug Abuse," December 28, 1979 
(hereby canceled) 
ASD(HA) Memorandum, "Urinalysis for Drug Abuse Detection," January 7, 
1980 (hereby canceled) 
ASD(HA) Memorandum, "Exempting Commissioned Officers Assigned to Alcohol 
and Drug Abuse Treatment Staffs from Mandatory Urine Testing," April 1, 
1980 (hereby canceled) 
ASD(HA) Memorandum, "Cocaine Abuse," April 21, 1980 (hereby canceled) 
ASD(HA) Memorandum, "Entry on Active Duty (EAD) Urinalysis," July 11, 
1980 (hereby canceled) 
ASD(HA) Memorandum, "Entry on Active Duty (EAD) Urinalysis," July 31, 
1980 (hereby canceled) 
ASD(HA) Memorandum, "Drug Testing for Cocaine," April 9, 1981 (hereby 
canceled) 
ASD(HA) Memorandum, "Urine Testing for Cannabis in the Department of 
Defense," August 28, 1981 (hereby canceled) 
DEPSECDEF Memorandum, "Alcohol and Drug Abuse," December 28, 1981 (hereby 
canceled) 
ASD(HA) Memorandum, "Chain of Custody Procedures," April 19, 1982 (hereby 
canceled) 
DEPSECDEF Memorandum, "Drug Testing in the Department of Defense," 
August 6, 1982 (hereby canceled) 
ASD(HA) Memorandum, "Department of Defense Laboratory Committee for Drug 
Abuse Testing," August 11, 1982 (hereby canceled) 
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(aa) Title 10, United States Code, Chapter 47 (Uniform Code of Military Justice) 
(bb) Manual for Courts-Martial, Military Rules of Evidence, 311-317 
(cc) DoD Directive 1332.14, "Enlisted Administrative Separations," January 28, 1982 
(dd) DoD Directive 1332.30, "Separation of Regular Co111nissioned Officers for 

Cause," October 15, 1981 
(ee) Title 21, United States Code, 1175(b)(2)(c) 
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CHAIN OF CUSTODY PROCEDURES 
FOR 

Mar 16, 83 
1010.1 (Encl 2) 

COLLECTING, HANDLING, AND TESTING URINE SAMPLES 
FOR 

DRUG DETECTION URINALYSIS 

A. GENERAL 

1. Chain of custody procedures are designed to ensure accuracy in referral 
of servicemembers for counseling and rehabilitation programs , and to ensure that 
commanders are provided with an accurate assessment of the military fitness of 
the command. Such procedures also ensure that any incidental use of urinalys i s 
results in other proceedings will be based upon reliable procedures. 

2 . The individu~l directing that a urine test be conducted shall identify, 
-as appropriate, the servicemember, work group, unit (or part thereof) to be 
tested. A responsible individual, such as the alcohol and drug coordinator or 
the base or unit urine test program monitor, shall be assigned to coordinate 
urine collection. 

B. PREPARATION OF SPECIMEN BOTTLES 

1. The urinalysis program coordinator shall: 

a. Ensure that appropriate specimen bottles are used and that each is 
properly prepared . 

b . Ensure that each bottle has a gummed label affixed to it on which 
the coordinator shall record the date, specimen number, and any additional 
identifying information required by each Military Service. 

c. _Maintain a ledger documenting the above identifying information and 
the servicemember's name and social security number, and the name of the 
designated observer (subsection C.2., below): 

2. The servicemember submitting the specimen shall verify all identifying 
information by signing the ledger and initialing the label on the bottle. 

C. COLLECTION OF SPECIMENS 

1 . The urinalysis program coordinator shall: 

a. Ensure that each specimen is collected under the direct observation 
of a designated individual of the same sex as the servicemember providing the 
specimen. 

b. Ensure that a minimum volume of 60 milliliters is collected . 

c . Initial the label on the bottle as verification of receipt and 
shall annotate appropriate chain of custody documents . 

2. The observer shall ensure that the specimen is not contaminated or 
altered in any way. 
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D. TRANSPORTATION OF SPECIMENS 

1. The urinalysis coordinator shall: 

a. Ensure that specimens are shipped in appropriate specimen boxes or 
padded mailers. 

b. Ensure that each container . is securely sealed. 

c. Sign and date each container across the tape sealing the top and 
bottom. 

d. Ensure that chain of custody documentation is attached to each 
sealed container. 

e. Ensure that an outer mailing wrapper is placed around each sealed 
container. 

2. Containers shall be shipped expeditiously by registered mail, Military 
Airlift Command transportation system, commercial air freight or air express. 
Specimens also may be handcarried. 

E. LABORATORY HANDLING 

1. Each Military Department shall ensure that each of its drug testing 
laboratories establishes internal laboratory chain of custody procedures. 

2. Testing results shall be annotated on appropriate forms. Completed 
laboratory results forms, chain of custody documents, intralaboratory chain 
of custody documents, and the gas chromatograph tracings of all reported 
positive specimens, or copies of the above, shall remain on file in the drug 
testing laboratory for a minimum of 1 year. 

3. Military Service regulations may provide for the prompt forwarding of 
the completed original (or certified copy of) chain of custody and laboratory 
results documents, intralaboratory ·chain of custody documents, or alternatively, 
retention of this documentation by the drug testing laboratory for a period of 
at least 1 year, to be promptly forwarded to the originating command or other 
proper authority, upon request, when required for administrative or disciplinary 
action. 
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LABORATORY PROCEDURES 

A. GENERAL 

Mar 16, 83 

1010.1 (Encl 3) 

1. Standardized drug testing methodologies, procedures, and criteria 
shall be maintained in all drug testing laboratories operated by or for 
the Department of Defense. 

2. In all cases two independent methodologies are required to confirm the 
presence of a drug, or its metabolite, in a urine specimen before a report of a 
positive finding is released to the originating unit. 

B. DRUGS TESTED 

The determination of which drugs shall be tested by each laboratory shall 
be made on the basis of drug use patterns. Since this will change periodically, 
requirements shall be established by ASD(HA) memoranda. 

C. CHAIN OF CUSTODY 

All urine specimens shall be processed under chain of custody procedures. 
Each laboratory shall establish specific internal laboratory procedures which 
shall be subject to ASD(HA) approval as specified in enclosure 2 . 

D. SCREENING 

All urine specimens shall be screened by either a radioimmunoassay or an 
enzyme immunoassay process. Screening sensitivity levels shall be established 
by ASD(HA) memoranda. 

E. CONFIRMATION 

All specimens screened positive by an immunoassay process shall be tested 
by gas liquid chromatography for confirmation. Either flame ionization, nitrogen 
phosphate, or mass spectrometer detection systems may be used. 

F. REPORTING 

Confirmed positive results shall be reported either by message or telephone 
to the originating unit within 5 working days of receipt of a batch of specimens. 
This report shall state that the balance of the specimens in the batch were 
negative. Service regulations may require written followup reporting. 

G. DISPOSITION OF SPECIMENS 

1. Urine specimens which test negative shall be discarded. 

2. Urine specimens that are not consumed in the testing proces and that 
are confirmed positive shall be retained in a frozen state for a period of 60 
days following the report required in section F . , above. If the urinalysis 
result is used in a court-martial or administrative proceeding, the unit shall 
request that the specimen be retained at least until the trial or hearing is 
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complete. This does not require retention during review pro~eedings, but such 
additional retention requirements may be established by the the Military 
Departments. 

H. QUALITY CONTROL 

1. At intervals set by the Secretary of the Army, acting as executive 
agent for quality control, the Director, AFIP, shall provide laboratory quality 
control reports for the use of the Military Departments and the Office of the 
DASD(DAAP) in determining laboratory proficiency. 

2. Each of the other Military Departments shall support, as necessary, 
the Army's function of quality control agent for the Military Departments' 
testing programs. 
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