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ISSUE PAPER NO. .

COGNIZANT ACTIVITY: All Departments and Agencies

SUBJECT: National Policy for Combatting Terrorism /ngﬁ)

L

DRAFT RECOMMENDATION: The NSC should promulgate a NSDD ,(with the
policy statements along the lines already expressed in Issue Paper
No. 2) as the national policy for combatting terrorism, and NSDDs
30, 138, 179, and 180 should Le supecrseded.

DISSENTING VIEWS: None.
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ISSUE PAPER NO. 3 (Revision #l)
COGNIZANT ACTIVITY: All Departments and Agencies
SUBJECT: National Organization for Combatting Terrorism

ISSUE: The organization for combatting terrorism must be compatible
with the overall organizational structure of the U.S. Government, be
capable of administering tnhe programmatic aspects of the national
program for combatting terrorism, be able to generate a
counterterrorist strategy, ana provide the operational capability
for dealing with terrorist threats and incidents. The existing
organization utilizes the interagency approach in the form of the
Lead Agency concept. The principal components of this interagency
approach are:

(1) tne Interdepartmental Group on Terrorism, which formulates
policy, manages the program, and generally outlines the
counterterrorism strategy.

(2) the 7Terrorist Incident Working Group, wnhich generally operates
in a tactical fashion to resolve threats and incidents in an
operational context.

(3) the assignment of Lead Agency responsibilities to the
Department of State for terrorism overseas, tne Department of
Justice/FBI for terrorism witnin the Unitea States, ana the FAA for
aircraft hijackings.

DRAFT RECOMMENDATION: The existing interagency approach and Lead
Agency concept wutilizing the basic organizations of the
Interdepartmental Group on Terrorism and the Terrorist Incident
Working Group should be retained with the following modification:

There will be established tne position of National Coordinator for
Combatting Terrorism in the National Security Council organization
at the level of a Senior Director for National Security (Special
Assistant to the President). The Coordinator will:

l. Be supported by a small, full-time, dedicated staff.

2. Serve as Chairman of the Interaepartmental Group on
Terrorism.

3. Serve as Executive Director of the TIWG.

4. Be responsible for maintaining the programming documents of
the national program for combatting terrorism.

5. Provide management coordination of tne entire national
program for combatting terrorism through the programming documents
and the Interdepartmental Group on Terrorism.

6. Provide a focal point for all matters concerning terrorism
other than those clearly the sole responsibility of a single agency
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or department.

DISSENTING VIEWS:

State strongly opposes any shift of foreign policy responsibilities
to the NSC, and feels that tne appointment of a National Coordinator
has this potential. They feel tnat to take over the tunctions
presently being handled by the office of the Ambassador-at-Large
would require a staff of 25-30 persons. They do however agree with
the idea of a small interagency policy body in the NSC system, witn
a small staff tor 'liaison purposes'. The directorsnip of tne TIWG
could be handled by this body, with State retaining the chair of the
IG/T.

CIA, JCS, Justice, FBI and OMB generaily concur 1in principle, but
all have some reservations about the amount of authority a Nationail
Coordinator should have. OMB wants to ensure tnat a National
Coorainator would not nave exclusive program and budget authority,
but would coordinate with OMB.

DOD concurs, and feels tnat the National Coordinator must have
directive authority on terrorism issues, taking into account USG
institutional realities.
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ISSUE PAPER NO. 4

COGHLIZANT ACTIVITY: All Departments and Agenciles

SUBSECT: Derinition of Tericcism

DRAFT RECOMMENDATION: The tollowing working definition of terrorism
should be adoptea by the US Government and promulgated in tne NSDD

estaklishing the national program for combatting terrorism proposea
1n Recommendation No. Z.

Terrorism 1s the unlawful use or threatened use of fcrce or
violence against individuals or property to coerce or intimidate
governments or societies, cften to achieve political, religious, or
ideoclogical objectives.

DISSENTING VIEWS:

State - A "universal definition" would create problems witnout
any corresponding benetit. 'The US could be accused ot conducting
terrorism, accecrding to tne long definition prcposed. If a

Gdefinition is necessary in some situations, it shoula be a shorter
- - . + e
definition.

CIA - Non-concur with long definition proposed; reccommend the
definition be brietf and flexible.

NSC - Non=-concur. "Terrorism is already definecd in the U.S.
Ccde (Title 50 UsC)." It 1s a political problem, best £fougnt with
poclitical tools, and tnerefore nct susceptible toc clear, precise
derinition. "...further definiticn ana statements are a political
thicket that we would do well to stay out of."
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ISSUE PAPER NO. 5

COGNIZANT ACTIVITY: ALL

SUBJECT: Coordination of Public Diplomacy/Statements During
Terrorists Incidents

DRAFT RECOMMENDATION: The basic elements of US policy and response
guidelines shoula be delineated at the initial phase of a crisis
situation to all US Government policy makers and spokesmen. The
process for issuing specific guidance and the rapidity and
coordination required to adjust public diplomacy during an ongoing
incident is deficient.

1. The TIWG, at its initial meeting in reaction to a terrorist
incident, should issue speciric guidance to be followed by
all US Government spokesmen during the contingency. Legal-
issues must be carefully considerea to ensure that press
statements are not made which would jeopardize a criminail
investigation or an eventual prosecution.

- The guidance shouia be communicated to the President
through the Wnite House Press Office.

- The guidance snhould be communicated by ail members of the
TIWG to the applicable responsive activity within each
organization. Lead agency responsiovility concerning
international or aomestic terrorist statements should be
already delineated.

- Tne Deputy White House Press Secretary should be
responsible for detailed and timely implementation of the
guidance 1ncluding any restrictions on statements by other
agency spokesmen.

- At each step of the TIWG's deliberations, when further
information 1is receivea, the situation significantly
changes, or new actions are decided upon or planned, the
guidance should be reviewed, updated and distributed as
outlined above.

2. The Public Diplomacy Working Group of the IG/T should:

- With NSC approval, provide updated general US policy
gulidelines for puplic diplomacy aspects of dealing with
terrorism and 1insure dissemination to all concernea
Government press offices.

- Initiate a system for reai time monitoring and analysis of
the media during the 1ncident ana insure a rapid
distribution of this information to US Government press
offices and diplomatic posts abroaa.

DISSENTING VIEWS: None, comments received have been incorporated
into this draft recommenqdation.




SEER@T 011[2A/§Cﬂohﬂ€
ISSUE PAPER NO. ‘
Agencies

COGNIZANT ACTIVITY: All Departments and

SUBJECT: Policy for Active Response to Tercorist Tureats and

Incidents

;

DRAFT RECOMMENDATION: A policy tfcr active response to terrorist
threats anda incidents -- iucluding a set of criteria similar to taat
proposed in Issue Paper Nc. 6 -~ should be developed by tne jational
Qoordlnator for @ombatting ierrorism &;eeae~—9ape¥—4kyr—é§] and
forwarded to the IG/T for 1interagency coordination pricr to
submission to the National Security Council for apprcoval.

DISSENTING VIEWS:

State - Issue is subsumed under Issue Paper No. 9; care should
be taken not to break tne criteria down too precisely.
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COGNIZANYT ACTIVITY: STATE, DEFENSE, NSC, CIA, TRANSPORTATION,
JUSTICE

SUBJECT: International Agreements ror Combatting Terrorism

DRAFT RECOMMENDATION: Tne Department orf State snoula pucsue a

tnree-track eftort regarding international agreements tor comoatting
terrorism.

1. A multilateral treaty agalnst terrorism should be sougnt with a
large numpber of participants 1n oraer to attain a broaa
international expression oOf conaemnation for 1internationadl
terrorism. ‘W'ne opjective shoula be one or wide participation
1n a general statement, that can be acnievea quickly.

2. A parallel effourt shouia be undertaken to obtain a series of
bilateral agreements witn our alliea ana like-minded nations
ror the purpose of .combattling terrorism. The objective 1in
triese bilaterais woula be to move gquickly to &acnlieve agreements
in areas where there 1is already a concurrence oL views on both
siues. 1f where only limltea concesslions can be gained, these
shoula pe acceptea and adreements rapialy concluaed. This way,
a network of pilateral agreements concerning terrorism mighnt be
achleved 1n a relatively short perioa or time.

3. Efforts to ensure compliance with existing treaties snoula
contlnue to be pursuea aggressively with a view to broaaening
tnese where appropriate.

DISSENTING VIEWS:

STATE - Does not favor major formai 1initiatives for ei1ther
multilateral treaties or for specific bilaterals; prefers to
pursue a flexible poiicy. State feels more systematic,
regularized cooperation on an 1informal basis neeaed (status
reports and agreements Ol next steps, etc.). Cooperation
already taking pliace without formal treaties. This
alternative avolas the neea for formal ratifications by
Congress and foreign pariiaments ana avoias attempting to
negotiate such tricky gquestions as intelligence sinaring.
State counterproposal reads:

"The Department oI §State, 1in coordination with the
Department or Justice, snoula continue to pursue a flexibie
policy of 1nternational resoluctions, agreements, ana
treaties, bpilateraily anua multiiaterally, as necessary to
gain international cooperation 1n combatting tercrorism."

NS¢ - Generally non-concurreda witn the araft proposai noting tnat

T wnlle there is no doupt we neea to ao better at aevelouping a
proader base or 1nternationai cooperation, broaa agreements
are dirficult to implement. Because Oi tnese constraints,
past efforts nave peen historically based on unwritten
"working agreements" on consultation and coopergtlon (e.g.,
Summit Seven). No specific counterproposals cited.




ISSUE PAPER NO. 8

COGNIZANT ACTIVITY: STATE

SUBJECT: Extradition Treatiles

DRAFT RECOMMENDATION: The State Department should continue 1ts
program of opening negotiations on extradition treaties withn
countries wlth democratic regimes ana fair juaicial systems with a
view to limiting the scope of the political offense exception. To
achleve this goal, Senate approval of the first such revision
(US/UK) to be concluadea 1s a must. The ©State Department
appropriately has the lead in the effort to secure approval,
However, assistance from other U.S. Government agencies may be
essential to making the Administration's antl-terrorism case.

DISSENTING VIEWS: None
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ISSUE PAPER NO. 10
COGNIZANT ACTIVITY: STATE, DEFENSE, CIA, JCS, FBI, DOT/FAA
SUBJECT: Counterterrorist Exercises and Simulations

DRAFT RECOMMENDATION: The Office of the Coordinator for Combatting
Terrorism 1in the NSC should work with the IG/T anc other nationali
elements with exercise programs to cooralnate a program of
simulating various realilstic terrorist problems and conauct
interagency exercises that will atfford a basis for viable
contingency planning. High-level participation snould be strongly
encouragea, as surrogate role-playing, while useful, does not give
either siae a true unaerstanding of tne likely course of events in a
real situation. Post exercise debriefs and lessons learned shouia
be wiaely circulatea and aiscussed. : ’

DISSENTING VIEWS:

State opposes tnhne idea of a National Coordinator, but agrees that
the IG/T shoula work with the TIWG director at the NSC to develop
and run exercises. Tney feel that after-action reports shoula avoia
inaividual fault-finaing.

NSC feels tnat the present IG/T exercise program is sufficient.
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ISSUE PAPER NO. 11
COGNIZANT ACTIVITY: STATE, DEFENSE, TREASURY, CIA, JC5, FBI

SUBJECT: Intelligence Fusion Center for Terrorism
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ISSUE PAPER NO. 12
COGNIZANT ACTIVITY: STATE, DEFENSE

SUBJECY: Hostage Family Liaison

DRAFT RECOMMENDATION: The Ambassador-at-Large for Combatting
Terrorism shoulu be designated as the primary point of contact for
liaison with the tamilies of all American hostages who are not USG
employees once the nhostage situation becomes prcoctracted (e.g. after
two weeks).

DISSENTING VIEWS:

State - Retain the Office of Consular Attairs as the point of
contact. Evaluate the recent improvements at State -- the creaticn
cf a special working group of CA, NE, and M/CTP -~ after an

appropriate periocda of time.

NSC -~ The recently organized nostage family task force at the
State Department should be instituted on a permanent basis.
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ISSUE PAPER NO. 13
COGNIZANT ACTIVITY: ALL
SUBJECT: Foreign and Domestic Public Awareness

DRAFT RECOMMENDATION: An important facet of the U.S. ability to
deal efrectiveliy with terrorism is the extent to which the closely
interrelated domestic and foreign publics understand the nature of
the threat ana support the policies necessary to counter 1it.
Concurrently, there 1s & national requirement to create a
sophisticated public unaerstanding oif tne essence of the threat to
the nation posed by terrorism. Tne Interdepartmental Working Group
on Public Diplomacy in conijunction with the National Coordinator for
Compbatting Terrorism shoula aevelop a long-range strategy for
approval by tne IG/T designea to 1improve publlc understanding of
international terrorism and tne policles requirea to combat it.
Programs to pe considerea by the Working Group should include:

- The formation of a high lievel panel, to include
representatives from media organizations, religious and etnnic
groups, cilvilic groups, nhational, state ana local legisiatures,
bar associlations, law enforcement agencles ana other
appropriate interestea groups to sensitize tne American publiic
to tne dangers of terrorism ana reinrorce public prepareaness
ana will to deal wilth the risks necessary to compat tnis
threat.

- A precise and sophisticatea research project designed to
explore 1in depth tne pupbiiCc perception, awareness, -ana
understanaing of terrorism and its impact. Tne results of the
project would be utilized to generate a "national credo" of US
policy towards terrorism in order to educate tne public
concerning the range of potential responses to terrorism by
the government.

- The monitoring by the State Department of US media and public
opinion poils to proviue insignts on how the U.S. public
perceives and reacts to various aspects of terrorism ana the
countermeasures taken against 1it. USIA shoula conduct a
similar monitoring operation abroad. Government statements on
terrorism shoula be tailorea to refiect the resuits of this

analysis.

- A study with USIA, as the lead agency in the international
information etfort, ana working 1in coordination wlth the
Public Diplomacy Working Group ana tne I1G/T, to complement
ongoing errorts to 1influence forelgn opinions concerning

terrorism.
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CONETBayTIAL

Adaitionally, the State Department snhould consider creating a Public
Diplomacy Office for Terrorism, similar to the Office of thne
Coordinator for Public Diplomacy for Latin America ana tne
Caribbean, which woula be chnargea specifically witn explaining our
counterterrorism policies at home ana abroad.

DISSENTING VIEWS: None, comments receilived have been incorporated
into tnis dratt recommendation.
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ISSUE PAPER NO. 14
COGNIZANT ACTIVITY: ALL
SUBJECT: Government-Meadia Relations during a Terrorist Incident

DRAFT RECOMMENDATION: The US Government snould develop and
implement a strategy, 1n consultation with the media, that wil.
limit tne capability of terrorists to exploit US press treeaom to
the advantage of the terrorists. During a fast moving stresstul and
emotion-laden incident, conflicts often develop between how the
media perceives 1its opligations and how policymakers perceive theirs,

Two viable courses of action are open to the government:

- to organize its public diplomacy efforts better during a
terrorist incident;

- to seek voluntary restraints by the media 1n reporting while a
terrorist incident is underway.

US Government otficials should systematically meet with media
officiais to discuss the government's explicit concerns apout the
role or the medila auring terrorist incildents. This shoula be done
guletly, but 1in open consultation wlth meala leaders as a
contribution to their process cof self-examination ana responsible

coverage.

The Public Diplomacy Working Group of the IG/T shoula develop a
mechanism to bring representatives of the media and appropriate US
Government officials togetner raplidly at the onset of a terrorist
event for aiscussion of national interests. The US Government
conslaerations couid pe a factur in the meaia's determination of how
to proceea 1in rulfilling its responsibiiities to the public.

US Government officilals responsible for dealing witn the media
during a terrorist event shoula bear firmly in mina that efforts to
coerce or restrict the meaia, alrectly, or 1inairectly, such as
through aavertisers, 1s likely to provoke negative ana resentful
responses.

The absence of a self-imposed system of restraint raises the
potential for government regulation during a terrorist incident.
The meala, especially teievision, is much more susceptible to this
pressure with the decline in public confidence. Networks may accept
a voluntary sytem or restraint rathner than risk a government move to
impose regulations during a crisis. Canaidate 1issues to be
consliaerea for voluntary restraint include:

ot
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- No interviews witn the families of the hostages or victims
until atfter the terrorist incident is resolvea.

- No payments to terrorist groups or supporters for interviews
or access.

- No live, uneaited coverage of actual terrorist events.

- No coverage of military plans or deployments in response to
terrorist incidents.

DISSENTING VIEWS: None, comments receivea have been incorporated
1nto this aratt recommendation.




ISSUE PAPER NO. 15

COGNIZANT ACTIVITY: STATE, JUSTICE
SUBJECYT: Murder of U.S. Citizens Outside of U.S.

DRAFT RECOMMENDATION: The Departments of State ana Justice shoula
continue thelr efforts in support ot legisiation which makes the
muraer of U.S. citizens outsiue our boraers a federai crime unaer
U.S. law.

DISSENTING VIEWS: None
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ISSUE PAPER NO. 18

COGNIZANT ACTIVITY: STATE, TREASURY, JUSTICE

SUBJECT: Prohibition or Training and Support/Counterterrorism/
Mercenary Training Camps

DRAFT RECOMMENDATION: Appropriate government agencies should
continue tne effort to emplioy the expanaea ITAR to control tne
provision of defense services, incluaing training 1n the use ot
aerense articles such as firearms ana explosives, to foreign
natlonalis at mercenary camps in thilis country. The results of this
effort should be assessea atter tne expanaea ITAR has been in effect
tor one vyear (L January 198b). This review should determine whether
aaditional legislation 1s reguirea to ensure that training ana
support of terrorists 1s not permilttea under U.S. law.

DISSENTING VIEWS: None




ISSUE PAPER NO. 19

COGNIZANT ACTIVITY: STATE, DEFENSE, JUSTICE, NSC, CIA

SUBJECT: Congressional Oversight of Counterterrorism Operations
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ISSUE PAPER NO. 20
COGNIZANT ACTIVITY: CIA

SUBJECT: Expanued HUMINT Cap&blilty Against Terrorism

DRAFT RECOMMENDATION:
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ISSUE PAPER NO. 25

COGNIZANT ACTIVITY: STATE

SUBJECT: Rewards

DRAFT RECOMMENDATION: The Department of State should expedite tne
autnority for payment of rewards authorizea under the 1984 Act to
Combat International Terrorism, and 1issue clearly delineatea
guidance to appropriate U.S. government agencies on how to utilize
the provisions of the Act to maximum advantage. Ensure that rewards
actually authorizea are effectively publicized 1in both target
foreign populations ana to the domestic American audience. Tne full
range of aggressive options to incluae the creative use oL rewaras
for psy-op efforts shoula pe explored so long as the terrorists
themselves do not beneflt from the payment. Finalily recommend
consideration be given to obtaining Congressional support ftor
increasing the amount that can be authorized in any one case to §1
million and to an expandea use Of the awards authority, recognizing
the practical politicai constraints that 1impact on its
implementation.

DISSENTING VIEWS:

CIA - Concurs, so long as the terrorists themselves do not benefit
from the payment.

STATE ~ Non-concurs: This issue paper should be eliminated since
its recommendations have been adoptea independently.
Detailed policy guidance on otfering rewards nas been
promulgated in the Foreign Affairs Manual, with interagency
coordination. Rewards have been offerea in the TWA 847 and
Kuwaiti 221 cases, anda are under consideration, according
to current policy, for the Achille Lauro anda Rhein-Main
incidents.

FBI - Non-concur. Rewards already offered for TWA 847 and four
Marines in El1 Salvador.




CONFEDQFTIAL

COGNIZANT ACTIVITY: STATE, JUSTICE, CIlA

ISSUE PAPER NO. 26

SUBJECT : Internationa. Informant Incentives

DRAFT RECOMMENDATION: The State Department, in concert witn tne
Department o©of Justice ana tne Central intelligence Agency, should
take the lead in an interaepartmental efrort to develop a unilaterail
and/or bilateral program of 1informant incentives and, 1nitiate
requlslte leglslative action to support such a program. Examples ot
incentives which mignt be offerea (in adaition to monetary rewards)
are: immunity from prosecution for previous orfenses; and, granting
of U.S. (or other) citizenship to tne informant ana immecaiate family.

DISSENTING VIEWS:

NSC - Non-concurred with draft proposal, noting that it 1s
inappropriate for State Department to utilize existing
authority for inteiligence collection. Further, CIlA aireaay .
has authority ana resources to pay for information; aaaitional
autnorities are unnecessary.
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ISSUE PAPER NO. 27

COGNIZANT ACTIVITY: STATE, JUSTICE, FBI

SUBJECT: Terrorism as a Crime

DRAFT RECOMMENDATION: The USG should not refer to terrorism as war

but rather as crime.

DISSENTING VIEWS: It was the overwhelming opinion that the USG

snould not seek legislation which makes terrorism itself a crime.
There was support for referring to terrorism as criminal activity.




ISSUE PAPER NO. 28

COGNIZANT ACTIVITY: JUSTICE

SUBJECT: Death Penalty for Hostage Taking

DRAFT RECOMMENDATION: The Justice Department should pursue
legislation whicn proviaes that individuals who murder U.S citizens
during a hostage taking would be subject to the aeath penalty. It
is suggested that this be 1included as part of Senate Bill 239, which
calls for imposition of the aeath penalty for certain Federal
crimes: treason, espionage, crimes involving the death of a person
and an attempt to assassinate tne Presiaent.

DISSENTING VIEWS: None




ISSUE PAPER NO. 29

COGNIZANT ACTIVITY: JUSTICE

SUBJECT: Freedom of Information Act (FOIA)

DRAFT RECOMMENDATION: The Department of Justice should take the
leaa in an interagency review of the provisions ot the FOIA to
include aetermining the validity of reportea abuses of the intent of
the Act. Irf tne review aoes in fact conclude that there are abuses,
the Justice Department should develop legislation to ciose tue
loopnole 1n the law. Counterterrorism is only one small part of
this major issue,

DISSENTING VIEWS:

STATE - FOIA contains provisions to withhold records tnat are
classitied or relate to law enforcement. Requests to State
Department are largely from the media.

- Do not adaress.

CIA
OMB - If pursuea, should be addressed as a broaaer FOIA reform, only
indirectly relateda to terrorism.



ISSUE PAPER NO. 30

COGNIZANT ACTIVITY: DCI, FBI

SUBJECT: 'Terrorism Intelligence Analysts

DRAFT RECOMMENDATION: The National Inteilligence Officer ior
mTerrorism should estawlisnh and oversee an interdepartmental career
development program that will encourage a core otf intelligence
analysts to devcte themselves to addressing terrcrism as a
specialty. Training, plans and resources, interagency rotatious,
exchanges with {riendly governments, and participation in various
agency and CINC gaming evolutions shouid be included in the program.

DISSENTING VIEWS:

CIA - Worthy objective; difficult to achieve.

JCS - Doubtful CT specialists would be useful.
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ISSUE PAPER NO. 31
COGNIZANT ACTIVITY: STATE, DEFENSE, NSC, CIA
SUBJECT: Psychological Operations to Combat Terrorism

DRAFT RECOMMENDATION: The Psychological Operations Working Group of
the 1IG/7T's Public Diplomacy Committee shoula 1insure that
Psychological Operations to combat terrorism are ciosely 1ntegrated
into the overalli counterterrorism effort. Addiltionally, the Working
Group snould be taskea to prepare a PSYOP campalgn designed to meet
the following objectives during specified contingencies.

- Psychological perceptions to foster during a terrorist
inciaent

-- Promote international condemnation of the terrorist act.

-- Foster resolution of the incident short of the use of
military forces.

-- Support the gathering of intelligence 1inrormation to
support CT operations planning.

-- Reduce tne willingness of target audiences, foreign
countries, ana special interest groups to aid and inform
terrorist organizations concerning US military movements
and preparations.

-~ Establish international support for the use of military
force to resoulve the incident if necessary.

- Short-term objectives designea to influence the objective
reasoning of foreign target audiences include:

-- Emphasize the random threat of terrorist actions and
adverse consequences from nationally sponsored terrorism
so that foreign indiviauals and groups demand officiail
action by their governments and police forces to suppress
terrorists and deny them support.

-- Emphasize that terrorists are considered criminal
undertakings for base motives ana are described in terms
relating to criminal behavior.

-- Emphasize tnat terrorism is an act that may acnieve

short-term goals but over the 1long term 1is
counterproductive.
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- Long-term objectives designed to influence the emotional and
objective reasoning of foreign target audiences so that the

use of terror to gain politicai enas is wiaely conaemned
include:

-- Discouraging the use or terror to gain political enas.

-- Encouraging 1individuals ana groups to provide information
to police ana intelligence agencies concernlng terrorists
and their plLans.

-- Encouraging individuals ana groups to refuse safe havens
and support for terrorists.

-~ Encouraging individuals and droups to agree with ana
support the suppression of terrorist organizations by
force wnhen appropriate.

DISSENTING VIEWS: None, comments recelvea have been incorporated
into this draft recommendation.
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ISSUE PAPER NO. 32

COGNIZANT ACTIVITY: STATE, TREASURY, JUSTICE, CIA

SUBJECT: Controlling Cross-Border Travel of Known or Suspected
Terrorists

DRAFT RECOMMENDATION: The State Department should take the lead in
an 1interagency etffort to upgraae existing systems or recommend
development of a new computerized system to monitor cross-border
people movements. Upgrading of the State Department's Automated
Visa Outlook System (AVLOS) may have application in this area.

Treasury (Customs), State and Justice (INS) should look at the
possibie expansion of tne Treasury Enforcement Computer Systems
(TECS), particularly the terrorist category (TECS-T), used by
Customs and INS oirficials at ports of entry.

State should pursue the development of its improved visa lookout
system CLASS (Consular Lookout ana Support System), which will be
able to interact with other countries' lookout systems.

State should also continue to urge other countries to establish
visa lookout systems and to share the results with us. Efforts such
as those already beilng undertaken by State and CIA with selected
friendly governments, inter alia to associate the United States with
European Community systems for controiling cross-porder movements of
terrorists, should be empnasized.

State should consider including this issue in the ATA Program,
that an R&D effort be directeda to developing a uniform system that
coula inter-link friendly countries, ana that resources be proviaed
to assist friendly countries in acquiring haraware presently
unavaliabie to them.

DISSENTING VIEWS:

STATE - Generally agreed with the draft proposal but considerably
expanded the scope of tie recommenaations. (Comments
incorporated) .

OSD - Generally concurred but expandeda the recommendation to
include other initiatives. (Comments 1incorporated).




ISSUE PAPER NO. 33

COGNIZANT ACTIVITY: STATE

SUBJECT: Review of Provisions of Vienna Conventcion

DRAFT RECOMMENDATION: The State Department should continue efforts
with seliected other governments to tighten the 1interpretation and
appiicatcion ot the Convention. A resolution for presentation to tne
U.N. General Assemply conaemning use of the faciiities, privileges
and immunities provided to diplomats pursuant to the Vienna
Convention or customary international law to support or protect
terrorist action coula heip to provide political and moral 1impetus
to our efrorts to counter tnis abuse.

DISSENTING VIEWS: None




ISSUE PAPER NO. 34

COGNIZANT ACTIVITY: TRANSPORTATION

SUBJECT: Preventing Flyaway of Hijackea Aircraft

DRAFT RECOMMENDATION: Issue withdrawn basea on consensus of inputs
receivea.

DISSENTING VIEWS: N/A




ISSUE PAPER NO., 35
COGNIZANT ACTIVITY: STATE, DEFENSE, CIA, JCS
SUBJECT: Country Team Brieiings

DRAFT RECOMMENDATION: The Department of State shoula arrange for
ana require all Ambassaaors, DCMs, Chiefs of Station, and Military
Attaches to be briefed on USG poiicies, resources and capabilities
committed to combatting terrorism. This briefing should be providea
in conjunction with a risk assessment of the particular country ana
region.

COMMENTS :
State agrees, but woula expand the proposal, increase FSI courses,

ana make the course/s mandatory for ali USG employees whose parent
agencies do not have equivalent courses.




ISSUE PAPER NO. 37

COGNIZANT ACTIVITY: JUSTICE

SUBJECT: Interference with the Movement of Nuclear Material

DROP AS AN ISSUE




ISSUE PAPER NO. 36

COGNIZANT ACTIVITY: NSC, FBI, TREASURY, STATE

SUBJECT: U.S. Infrastructure Vulnerabilities

DRAFT RECOMMENDATION: The National Coordinator for Combatting
Terrorism (proposed 1n Issue Paper No. 3) 1n hls capaclty as
Chairman, I1IG/T, should prepare an action plan to iaentify tne extent
to which these infrastructure assets are vulneranle and propose
near- and long-term programs to rectify what appears to pe a
potentially serious national security problem.

DISSENTING VIEWS:

NSC - The IG/T was directed by the NSC in 1983 to review this
problem; the Congress requestea similar action in 1984. The
IG/T should prepare an action plan aadressing these issues.
(Comment 1ncorporated.)

JUSTICE - Agreed that FEMA shoula have a role, but non-concurred
that FEMA take the 1leaa 1in the effort. (Comment
incorporated.)




1ISSUE PAPER NO. 38

COGNIZANT ACTIVITY: JUSTICE

SUBJECT: Improved Security for Nuclear Reactor Facilities

DRAF1 RECOMMENDATION: The Justice Department should pursue
legisiation to permit nuclear reactor licensees access to FBI
criminal history tiles.

DISSENTING VIEWS: None
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ISSUE PAPER NO. 41

COGNIZANT ACTIVITY: STATE, JUSTICE

SUBJECT: Aaequacy ©¢f the International Legal System to Deal with
Terrorism

DRAFT RECOMMENDATION: The Departments of State ana Justice should
continue government-to-government contacts ana stimulate appropriate
private ana academic 1lnltlatlves that aaaress tne relationship
between terrorism anda the aomestlc ana 1nternational legal system.
State ana Justice shoula seek every opportunity to improve the
international consensus for governments to act 1n counter-terrorist
events to the full extent of the authority available to them.

DISSENTING VIEWS:

JUSTICE - Questions the appropriateness as well as the neea for
governmental support to private sector 1lnitiative.
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ISSUE PAPER NO. 45
COGNIZANT ACTIVITY: Alil Departments and Agenciles

SUBJECT: U.S. Presence Abroaa

DRAFT RECOMMENDATION: Tne Department of State should direct
Ambassadors in ali designatea high-threat areas to 1institute a
thorough review of the personnel requirements of all Agencies
represented in-country, 1in order to reduce the exposure of personnel
ana facilities to terrorist actacks to the minimum consistent witn
effectiveness. 7The review should carefully examine the question of
haraening ali Embassy-~-related facilities, or including tnem within a
security perimeter, regardless of practices prevailing elsewhere.
The Department ot Defense should direct the appropriate CINCS to
undertake similar reviews for tneir commands.

DISSENTING VIEWS:

State - NSC shoula create an interagency committee of all
agencies with representation aproaa to report to the NSC the results
of each agency review, so tnat approprlate reauctions or personnel
aproad can be ordecea.




ISSUE PAPER NO. 44

COGNIZANT ACTIVITY: STATE, CIA, DEFENSE

SUBJECT: 1International Research, Development and Acguisition (RD&A)
Initiatives

DRAFT RECOMMENDATION: The State Department, through the
Interdepartmental Group on Terrorism (IG/T), snoula continue to
pursue bllateral arrangements for RD&A exchanges with selected
foreign counterparts such as are now ongolng witn the British and
Israelis. Eacn arrangement snoula ulitimately be basea on a
formalizea statement of goals ana objectives, funding agreements
where appropriate and a general unaerstanaing of what's expected of
each party. Above all, these combatting terrorism programs should
be highly compartmented and structurea on a gquid pro gquo basis in
order to protect and enhance US political, military, ana
technological interests.

DISSENTING VIEWS:

STATE - Generally agrees with the draft proposal put prefers a less
tormalizea approach, i.e., "We recognize how difficult it is
to structure formally bilateral relationships on a matter as
sensitive as counterterrorism defensive capapilities and
technologies. We need to keep pressing for dJreater
cooperation, while understanding tnat progress, which will
be basea on mutual trust, will develop slowly."
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