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Memorandum 
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Federal Emergency Management Agency 
Summary of the Vulnerability of the 
Infrastructure of the United States 

Ambassador Robert B. Oakley 
Acting Ambassador-at-Large 
For Counter-Terrorism 
Department of State 

From 

Date 

Victoria Toensing ~~' 
Deputy Assistant :·'\....~~ 
Attorney General · \)A'· -
Criminal Division \J•' '?7l l 
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The Federal Emergency Management Agency (FEMA) has v)~- ~ 
prepared a summary of work done by others regarding the ~ '\ J. 

vulnerability of our telecommunications, electric power and , ' ~ VV 
electronic banking industries !/ to deliberate disruption by 1..t'I' 4 _ 
terrorist organizations. 2/ The FEMA summary was prepared in V 
order to provide inforrnatron for counter-terrorism planning. As r'k 
a result of its work, FEMA recommends that additional systems of \~ 
our infrastructure be analyzed for their vulnerability. The 
Department of Justice has reviewed FEMA's summary and offers the 
following observation~ and reconunendations. 

!/ These three services or systems represent only a portion of 
our nation's essential infrastructure. Other parts of our 
infrastructure which were not addressed include transportation, 
water supplies, natural gas and oil supplies, all other 
communications, defense industrial production sites, civilian 
government, food production and distribution and medical and 
pharmaceutical production and distribution. 

2/ FEMA reviewed and summarized three separate reports. The 
1irst report on teleconununications was prepared by Booz-Allen for 
the National Communications System. The second report on 
electric power was . prepared by the Department of Energy. The 
third report on electronic banking was prepared by an interagency 
subgroup of the Emergency Mobilization Preparedness Board's 
Economic Stabilization and Public Finance Working Group. 
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De artment Of Justice (DOJ) Observations 
Vu nerabi ity Eva uations 

1. A generic approach, which examines the common elements 
of an entire system, is better than a site-specific approach for 

- identifying system design weaknesses and evaluating vulnerability 
because it produces better results and is more efficient. A 
generic approach results in system-wide design improvements which 
have significant and lasting impacts. It is more efficient 
because it produces such results more quickly at less cost. In 
contrast, a site-specific approach, which requires an examination 
of every site, produces improvements which are only of a 
short-term benefit because of changes which occur at each 
individual site over time. In addition, the site-specific 
approach requires a substantially greater investment of time and 
resources to yield results which can be applied system-wide. 

2. To the extent that it is available, existing research 
should be relied upon to evaluate system vulnerability . This 
approach is more efficient, yields results more quickly and is 
more cost effective than pursuing original research. 

3. Technical experts are better suited than 
counter-terrorism experts to conduct generic vulnerability 
assessments. Technical experts can best identify potential means 
of disruption because they understand better than anyone else how 
their systems are designed and work. 

4. If a component of a system is vulnerable to terrorism 
it is also likely · vulnerable to natural and accidental 
disruptions. 

5. A generic approach to evaluating vulnerability does not 
include an assessment of the resources available to respond to a 
terrorist incident. 

6. Many infrastructure systems are interdependent. 
Accordingly, the most productive counter-terrorism planning will 
deal with generic weaknesses which are common to or shared by 
several infrastructure systems. 

7. Vulnerability research would be improved if the efforts 
of groups working on common or related problems were shared. 

DOJ RECOMMENDATIONS 

1. A library of infrastructure vulnerability research 
should be established. This collection of reports should include 
analyses prepared by or for universities, federal, state and 
local agencies , private sector consultants and foreign 111 
governments. The Intergovernmental Group on Terrorism (IG/T) 
should determine how such a library should be established and 
operated. 
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2. Critical infrastructure systems which have not been 
examined should be studied. 

3. The law enforcement community should study the 
resources available to respond to an incident. 

4. The scope of infrastructure vulnerability studies 
should be expanded beyond terrorism to include vulnerability to 
natural and accidental disruptions. A natural or accidental 
disruption would virtually invite terrorist actions designed to 
exacerbate the damage already done and to create new disruptions 
to weaken further the United States. 

S. Inter-system dependency should be evaluated. 

6. The impact of simultaneous incidents on the ability of 
our personnel and equipment to respond to such incidents should 
be studied. 

7. The communications 
information during terrorist 
coordinated. 

/\J 0 

systems designed 
incidents should 

to 
be 

supply 
better 
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Report to Congress 
1>n Passenger Vessel and Port Security 

(U) INTRODUCTION 

(U) This is a joint report prepared by the Department of Transportation 
and the Department of State in compliance with the requirements of 
Public Law 99-399, the Omnibus Diplomatic Security and Antiterrorism Act 
of 1986. 

(U) The reports required under sections 903, 905, and 907 of Title IX, 
the International Maritime and Port Security Act, are consolidated 
herein as proposed in section 913 of that Title. 

(U) The report shows the progress being made toward increased security 
against acts of maritime terrorism both domestically and 
internationally, particularly for passenger cruise vessels which travel 
on international voyages. 

(U) All information contained in this report is unclassified and is 
preceded by the letter (U). 

(U) As required by Section 913 of Title IX, all classified information 
has been provided in a separate CONFIDENTIAL Addendum. References to 
the addendum are noted in the text. All other unclassified material 
referenced in the report is provided in the appendices. 



(U) EXECUTIY£ S9llAlt 

f 
ltll MEASURES AND U.S. INITIATIVES 

* (U) Following the hijacking of the AttflLLE LAURO in Ot:ttJber 19a5 .• the 
United States drafted detailed measures for the preW!ntion -cf mar1time 
terrorism which were adopted unanimously on September 12, 1986 by the 
International Maritime Organization (IMO}.. At the same time, the 11 .. S. 
Congress passed Public Law 99-399, the 13mn1bus Di.plomati.c Securftj' •nd 
Antiterrorism Act of 1986. This 1 aw cont.a ins specific provisions 111 
Titli! IX to combat -mar.it.ime terrorism.. 

* (U) The lnteragency Working Group on M:ar1t1me Security, cha11"Sd by 
the Department of Transportation (DOT), was fonned after the AtHliLE 
LAURO incident to assess worldwide maritime securit..v~ The group 1s 
coordinating the implementation of the IMO measures and the provisions 
of Title IX both domestically and with foreign nations through the :toast 
Guard and the Department of State (DOS). 

U.S. PORTS 

* (U) The U.S. Coast Guard, with the cooperation ~f cruise line 
companies and port authorities, is implementing the IMO Set.li1r1ty 
measures and the provisions of P.L. 99-399 at U.S. ports. No amlitional 
domestic legislation is needed or recomnended at this time. 

* (U) To comply with Section 905 of P.L. 99-399, the Coast~ 
conducted vulnerability and threat assessments at U.S. ports to 
determine their overall risk to acts of terrorism {See Ad~ 
paragraph 1). In addition to implementing the IMO measures. the t1)ast 
Guard is developing Local Port Readiness Conmittees to seek cooperative 
security efforts among vessel operators and port authorities. 

* (U) A number of U.S. ports have instituted new ~ecurity lJrO~ in 
the wake of the ACHILLE LAURO incident. 

* (U) Cruise line companies that serve U.S. and foreign ports tu111e 
i~ro.ved tbeir .. securl.ty .measures signlfi.cantly. 

FOREIGN PORTS 

* (U) In compliance with Section 907 of P.L. 99-399, DOT 
developed a survey in cooperation with the DOS to assess the 
effectiveness of security at selected Caribbean ports. The tari:llihean 
was chosen as the first region to survey because of the larg~ nsmber of 
U.S. citizens who travel there on cruise ships during the winter season. 
Additional surveys will be conducted in the Mediterranean t-0 co1:acide 
with the upcoming sunmer cruise 1 i ne trav·e 1 seasom (See Addendu!!!. 
paragraph 2). 



• (U) No Travel Advisories have been rec0111nended or issued, pursuant to 
Sectton 908 of P.L. 99-399. The U.S. Maritime Administration and the 
Department of State are working with cruise line companies and foreign 
governments to offer security training and technical assistance to lower 
overall vulnerability and risk. 

OTHER SECURITY TRAINING 

* (U) The Coast Guard conducted six regional seminars in November 1986 
on maritime terrorism and the IMO security measures. Over 300 members 
of the maritime industry attended. 

• (U) The Coast Guard is providing additional training to its own 
personnel in the fundamentals of physical security procedures and 
surveys, and the management of security programs. 

Ifll>LEfENTATIOH OF It«> tEASURES BY FOREIGN COUNTRIES 

* (U) The rate of implementation of the IMO measures by other countries 
will depend on available resources, prevailing expertise, and perceived 
threat levels. In any event, it will take several years for most IMO 
nations to implement the measures fully. 
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I. (U) PROGRESS OF THE INTERNATIONAL MRITU£ ORGMIZATICM 

(U) ·in response to the October 1985 hijacking of the cruise ship 
ACHILLE LAURO and the brutal murder of a U.S. citizen onboard, the 
United States took swift action to improve ship and port security and to 
reduce the threat of future incidents of terrorism to passengers and 
crews. The U.S. Government preferred to accomplish this through a 
world-wide consensus, but was prepared to take unilateral action if 
necessary to protect U.S. citizens traveling by ship throughout the 
world. 

(U) Against this background, the United States drafted and sponsored 
with seven other countries a resolution to the International Maritime 
Organization {IMO) in November 1985 calling on all nations to examine 
current security programs in their ports and onboard ships. (The IMO is 
a London-based specialized a~ency of the United Nations whose 127 11te111ber 
governments deal primarily with safety at sea and the threat of marine 
pollution from ships.) The resolution directed the IMO's Maritime 
Safety Committee {MSC) to develop detailed technical security measures 
for improving and standardizing security to prevent maritime terrorism. 
The resolution was adopted nearly unanimously by the IMO Assembly.1/ 

{U) The U.S. Coast Guard, Department of State (DOS), and Department of 
Transportation (DOT). along with industry and labor representatives, 
then developed detailed draft measures for the prevention of maritime 
terrorism which were accepted by the MSC in January 1986. The draft 
measures were distributed to member governments for review and conments. 
The measures were also reviewed and endorsed by the IMO's Facilitation 
Comnittee and Legal Co!Tlnittee in March and April 1986, respectively. 
Utilizing the co111T1ents which were submitted by member governments, the 
measures were revised by a working group at the next session of the MSC 
in September 1986. The measures were adopted unanimously on September 
12 and published in MSC Circular 443. (See Appendix 1). 

II. (U) U.S. INITIATIVES 

(U) At the same time the IMO measures were being developed, the U.S. 
Congress took domestic action in the form of H.R. 4151, the •Omnibus 
Diplomatic Security and Antiterrorism Act of 1986.• This bill passed 
Congress in August 1986 and became Public Law 99-399 (P.L. 99-399). Of 
particular concern to the maritime industry is Title tx, Maritime 
~ecurity, titled ~he "International Maritime and Port Security Act.• 

1/ Iran, which abstained, was the only country t~~t did not approve 
the resolution. 
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{U) Title IX gives the Departments of Transportation and State new 
responsibilities in the area of maritime security and compliments the 
IMO measures. Title IX provides the Coast Guard with expanded security 
authority under the Ports and Waterways Safety Act, imposes new 
reporting requirements concerning foreign and U.S. port safety, and 
provides for the issuance of travel advisories. 

(U) The U.S.-sponsored IMO measures were developed by the Coast Guard 
and DOS under the guidance of the Interagency Working Group on Maritime 
Security. This group was formed after the ACHILLE LAURO incident and is 
chaired by DOT. It coordinates the assessment of worldwide port and 
shipping security, and the implementation of the IMO measures and the 
provisions of Title IX. Members of the working group include the DOS, 
Coast Guard, the CIA and FBI, the U.S. Navy, and the U.S. Customs 
Service. 

III. (U) lrt>LEMENTATION OF Ir«> SECURITY MEASURES AT U.S. PORTS 

(U) The Coast Guard is moving to implement the IMO security measures 
and the provisions of P.L. 99-399 at U.S. ports. Since all U.S. 
maritime security concerns are adequately addressed by the IMO measures, 
no additional domestic legislation is currently needed or reconmended 
(See Addendum, Section 3). 

{U} The local Coast Guard Captains of the Port are utilizing their 
excellent liaison with local port officials and vessel owners to 
facilitate voluntary industry compliance with the IMO measures. 
Security program guidelines and policy are being promulgated from the 
Port Safety and Security Program Director in U.S. Coast Guard 
Headquarters (See Addendum1 paragraph 4}. Current activities designed 
to increase security at O.~. ports are discussed below. 

(U) LOCAL PORT READINESS Cott4ITTEES 

(U) The U.S. Coast Guard is fostering cooperative security efforts 
among Federal agencies, vessel operators, and port authority/terminal 
operators by establishing local Port Readiness Conmittees (PRCs) as 
addressed in Conmandant Instruction 16601.6. This Instruction 
designates Coast Guard Captains of the Port as chairmen of'local 
conmittees which consist of representatives from the Coast Guard, the 
U.S. Army Corps of Engineers, the U.S. Army Military Traffic Management 
Comnand, the Maritime Administration, the U.S. Navy Military Sealift 
Comnand, and the U.S. Naval Control of Shipping Organization. The 
local PRCs will foster conmunication, cooperation and coordination among 
the signatory agencies to strengthen the capabilities of U.S. conmercial 
seaports to support nation~l defense needs, and are the appropriate 
forum for tha liaison of the;e agencies to consider port security 
issues. In particular, the Conmandant Instruction recomnends the 
establishment of a subconmittee called the Securitv Conmittee~ _This 
subconmittee coordinates shoreside and cnboard vessel security and 
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intelligence. The Instruction also recOITITlends that the subconmittee 
include members of the maritime industry. A number of U.S. ports have 
already established such subcommittees. 

(U) MARITIME COUNTERTERRORISM CONTINGENCY PLANS 

(U) Prior to the establishment of local Port Readiness COITITlittees, the 
U.S. Coast Guard issued its Maritime Counterterrorism Contingency Plan 
Model in January 1984. This model plan has been used to prepare Coast 
Guard district and port specific maritime counterterrorism contingency 
plans. The plan was developed to establish standard responses that were 
adaptable to each locale and situation. To date, each Coast Guard 
Captain of the Port office has initiated a plan. 

(U) U.S. TRAINING PROGRAMS FOR THE MARITIME INDUSTRY 

(U) During November 1986 the Coast Guard conducted six regional 
seminars on maritime terrorism and the implementation of the IMO 
measures and P.L. 99-399. The seminars took place in Miami, New 
Orleans, Atlantai Philadelphia, San Francisco and Long Beach. There 
were approximate1y 300 attendees. About 100 additional requests for 
information have been filled. 

(U) The DOS and the U.S. Maritime Administration (MARAD), in 
cooperation with the Coast Guard, will provide training and technical 
assistance to foreign nationals. In particular, MARAD is cooperating 
with the Anti-Terrorism Program of the DOS to: 

1. Coordinate the placement of the training classes at the U.S. 
Merchant Marine Academy or equivalent federal and state facilities; 

2. Provide arrangements for class access to Ready Reserve Force 
Ships and port facilities for training exercises; and 

3. Contact appropriate port management, police, and administrators 
to arran~e for the utilization of resource personnel in the 
instructional segment of the maritime security course. 

(U) The initial target date for training students representing foreign 
ports, approved by the DOS, is April 13, 1987. The course will last 
three weeks and end May 1, 1987. Classroom and living accommodations 
will be provided at the U.S. Merchant Marine Academy. In addition, 
transportation and other related needs will be furnished in order to 
operate the course effectively. 

(U) The DOS/MARAD trair.ing·course ~i 1 1 be consistent with the IMO 
security measures. Although foreign nationals would be the immediate 
beneficiaries, the course is expected to have direct application to U.S. 
shipping and ports. At the appropriate time and with proper 
consultation with the U.S. Coast Guard and other federal agencies, the 
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training material developed for this course may be made available to all 
U.S. ship and port operators concerned with maritime terrorism 
activfties. Coordination between MARAD, the DOS, and the Coast Guard 
continues in the development of standardized training courses for both 
foreign nationals and U.S. industry personnel. 

(U) COAST GUARD TRAINING PROGRAMS 

(U) In September 1986, the Coastliuard Reserve Training Center in 
Yorktown, Virginia began the presentation of two Port Physical Security 
Courses to train Coast Guard personnel in the fundamentals of this 
mission area. The Port Physical Security Management Course includes 
management, theory, and practical application of physical security 
procedures and methods. The Port Physical Security Practical Course 
includes basic theory and practical application of physical security 
procedures, methods, and techniques. Upon completion of the courses, 
Coast Guard personnel will be able to conduct security surveys, make 
appropriate reco11111endations for improved security, prepare vulnerability 
assessments, and develop contingency plans. In March 1987, the Reserve 
Training Center will begin teaching a course on Readiness Contingency 
Planning which will include segments on Maritime Counterterrorism Plan 
development and exercising. 

(U) U.S. PORT SECURITY ASSESSMENTS 

{U) In compliance with Section 905 of P.L. 99-399, the Coast Guard 
developed a plan to assess the vulnerability and threat level at U.S. 
ports. (See Appendix 2). The plan was coordinated with the local 
Captains of the Port and with the Coast Guard's Intelligence 
Coordination Center (ICC) which is the Coast Guard's control point for 
the analysis and dissemination of Maritime Terrorism/Security threat 
information. The ICC produces threat assessments on a scheduled and 
specific request basis. (See Appendix 3). Threat assessments, by 
nature, are accurate for only the time at which they are produced. The 
threat can change from day to day or week to week depending on worldwide 
crisis and intelligence information available. 

(U) In conducting t~e threat assessments, the Coast Guard also 
determined the ·vulnerability and overall risk of U.S. ports to a 
terrorist attack. Threat is defined as acts which could result in a 
compromise of information, a loss of life, or destruction of property. 
Vulnerability defines how susceptible a port or ship is to attack, given 
the level of current security measures. Risk is a combination of threat 
and vulnerability and can be reduced by the Coast Guard's implementation 
of the IMO measures. (See Addendum, paragraph 5). 

{C) Similar surveys and assessments wil 1 be car.ducted on an annual 
basis to satisfy the reporting requirements· of P.L. 99-399 and will 
allow for an annual comparison of improvements made to port and vessel 
security. 
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(U) U.S. PORT SECURITY Itf>ROVEMENTS 

(U) io some degree a number of ports and vessels were already 
increasing their security procedures prior to the ACHILLE LAURO incident 
and the issuance of the IMO measures. However, since the hijacking 
concern about security has heightened. Some marked changes have 
occurred. 

(U) To increase security, the Port of New York has formed the New York 
Passenger Ship Terminal Security C01T111ittee which consists of 
representatives from the cruise ship industry, the local maritime 
coamunity, the port authority, and various federal, state and local law 
enforcement agencies. The Port of Miami formed the Security Comnittee 
of the Florida Caribbean Cruise Association which has cruise line 
industry representatives and keeps various agencies apprised of their 
accomplishments. Also, the Port of Los Angeles/Long Beach developed the 
Cruise Terminal Security Co11111ittee which consists of various industry 
representatives and federal, state and local law enforcement agencies. 
Increased security at these ports is significant because combined they 
account for approximately 80 percent of all cruise line business from 
the United States. (See Addendum, paragraph 6). 

(U) The formation of these conmittees demonstrates a concern about the 
risk from terrorist activities. This cooperative effort to utilize 
adequate and standardized security measures is a very positive 
indication of the progress that is possible. 

(U} Additional steps are being taken to improve security at U.S. ports. 
(See Addendum, Item 7). The IMO measures are being adopted by several 
ports and additional security plans are being considered. In another 
significant development, some ports are incorporating new security 
measures when they modernize passenger facilities. (See Addendum, 
Section 8 for further information). 

(U) PASSENGER VESSEL SECURITY ASSESSMENTS 

(U) Port security and vessel security are closely linked. In those 
ports where infrequent cruise ship calls are made it would not be cost 
effective to expend large amounts of funds or dedicate large amounts of 
resources to terminal security. The passenger vessel cruise lines have, 
as a supplement to shore-side measures, taken the initiative to utilize 
their own shipboard security resources in these types of ports. For 
example, some cruise lines provide dockside security personnel in ports 
that can not afford them. This coordination has continued to increase 
since the ACHILLE LAURO incident and has resulted in a greater degree of 
vessel-supplemented facility security. 

(U) The formation of the security conmittees in the ?orts bf Ne~ Yo;k, 
Miami, and Los Angeles is significant in that the corporate offices of 
raost of the cruise lines which call at U.S. ports are located in one or 
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more of these cities. The corrmittees allow the cruise line industry to 
become self regulating in that they may determine, by a majority 
consensus, what additional security measures to take and then apply 
pressure to their members to adopt the agreed upon standards. 
Information received from these corrmittees indicates that a majority of 
companies are working to come into compliance with the IMO security 
measures. Additional time will be needed to bring all cruise line 
companies into the fold and to judge the results. (See Addendum, 
paragraph 9 for details). 

IV. (U) FOREIGN PORT SECURITY ASSESSJIENTS 

(U) In keeping with Section 907 of P.L. 99-399, DOT developed a plan 
(in consultation with the Diplomatic Security Service (DSS) of DOS and 
based on the IMO measures) to assess the effectiveness of security 
measures maintained at selected foreign ports. (See Appendix 4). 

(U) The requirement to conduct foreign port security surveys was 
forwarded to DSS embassy security officers assigned to major American 
embassies throughout the world. Embassy security officers in the 
Caribbean area were asked to survey the ports and report their findings. 
This region was surveyed first because it attracts a large number of 
Ailerican cruise line passengers during the hei~ht of the winter travel 
season. This is the initial segment of what will be a world-wide 
requirement for DSS embassy security officers. Mediterranean ports will 
be surveyed next to coincide with the summer travel season. 

(U) Some surveys have not yet been received. Those returned by DSS 
security officers are reviewed by the DSS Overseas Support Programs unit 
a..~d forwarded to the Department of Transportation. (See Addendum, 
paragraph 10 for results). 

(U) The level of risk at Caribbean ports should be reduced by 
Government action and cruise line companies as they implement the IMO 
.easures. The Departments of Transportation and State will be working 
with foreign governments and cruise line companies to correct identified 
deficiencies and will offer, where appropriate and feasible, training 
and technical assistance to accomplish this objective. 

(U) The Department of Transportation has, as of this time, not 
reconmended to the Department of State that a Travel Advisory be issued 
because no condition has been identified that " •••• threatens the safety 
or "'Security of passengersJ passenger vess.els or crew traveling to or 
from a foreign port •••• " \Section 908 of P.L. 99-399.) 
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Y. (U} lft>LEllENTATION OF If«> MEASURES BY FOREIGN COUNTRIES 

(U) - ~o formal _report has been issued to date by the IMO that indicates 
which security measures have been implemented by other governments. The 
If!() measures are very new and some countries will be slower to implement 
them than others due to inadequate resources or a lack of expertise. 
Interest in the measures has been expressed to U.S. delegations in 
bilateral discussions on maritime security with flag states such as 
Greece, Norway, and the Netherlands. Non-flag states and ports such as 
Canada and Barbados are also interested. It is expected that, at the 
minimum, most IMO member countries will implement the measures most 
applicable to their own security needs. When this is accomplished in 
the next several years, maritime security will be greatly enhanced 
worldwide. 

(U) In the meantime, the Departments of State and Transportation will 
continue their mandate under P.L. 99-399 to enhance and encourage 
improvements in maritime security both at home and abroad. Training and 
technical assistance will continue to be offered to port operators and 
vessel owners. Diligent observation of foreign and domestic ports will 
be maintained to ensure U.S. cruise line passengers the safest journeys 
possible. 
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INTERNATIONAL MARITIME ORGANIZATION MSC/Cire.443 
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MEASURES TO PREVENT UNLAWFUL ACTS 
AGAINST PASSENGERS AND CREWS ON BOARD SHIPS 

At its fifty-third 1e11ion (MSC 53/24 1 paragraph 17.3) 1 the Karitiae 

Safety Committee approved the aeaaures to prevent unlawful acts against 

passengers and crews on board 1hip1 ('MSC 53/24 1 annex 14) 1 the text of which 

is attached hereto. 

These measures are intended to assist Member Governments when reviewing 

and strengthening. as necessary. port and onboard security in accordance with 

resolution A.584(14). Member Governments are requested to bring the measures 

to the attention of concerned organizations and interested parties. 

* * * 
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MEASURES TO PREVENT UNLAWFUL ACTS AGAINST 
PASSENGERS AND CREWS ON IOAllD SHIPS 

1.1 Assembly resolution A.S84(14) directed that internationally agreed 

.e.a1ures should be developed, on a priority ba1i1, by the Maritime Safety 

Committee to ensure the security of pa11enger1 and crev1 on board 1hips and 

authorized the Maritime Safety Coaaittee to request the Secretary-General to 

issue a circular containing information on the agreed aeasures to governments, 

organizations concerned and interested parties for their consideration and 

adoption. 

1.2 The text of Assembly resolution A.584(14) it attached at appendix 1. 

2 Definitions 

For the purpose of these measures: 

.1 DESIGNATED AUTHORITY means the organization or organizations or the 

administration or administrations identified by or within the 

Government as responsible for ensuring the development, 

implementation and maintenance of port facility security plans or 
I 

flag State , ship security plans, or both • 

• 2 PORT FACILITY means a location within a port at which commercial 

maritime activities occur affecting ships covered by these measures • 

• 3 PASSENGER TERMINAL meant any area within the port facility which i1 

Uied for the assembling, processing, embar~ing and dise111barking Of 

pa11enger1 and baggage. 
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.4 POlT f AClLITY SECUllITY PLAN aean1 a co.prehen1ive written plan for a 

port 'facility which identifiea, inter alia, resulation1, programme•, 

aea1ure1 and procedure• nece11ary to ,revent unlawful act• vhich 

threaten the pa11enger1 and crev1 on board 1hip1 • 

• 5 PORT FACILITY SECURITY OFFICER mean1 the peraon in a port 

responsible for the development, implementation and aaintenance of 

the port facility 1ecurity plan and .for liaiaon with the 1hip1' 

security officers • 

• 6 OPERATOR means the company or representative of the company which 

maintains operational control over the ahip while at tea or dockside • 

• 7 SHIP SECURITY PLAN means a written plan developed under the 

authority of the operator to en1ure the application of mea1ure1 on 

board 1hip which are designed to prevent unlawful act• which 

threaten passengers and crews on board 1hip1 • 

• • B OPERATOR SECURITY OFFICER means the peraon deaignated by the 

operator to develop and maintain the ahip security plan and liaise 

with the port facility aecurity officer • 

• • q SHIP SECURITY OFFICER means the master or the peraon on board the 

ship responsible to the master and operator for on-board security, 

including implementation and maintenance of the ship security plan 

and for liaison with the port facility aecurity officer. 

* The operator 1ecurity officer functions may be asaigned to the ahip 
aecurity officer on board the 1hip. 
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3.1 Governments, port authorities, administrations, 1hipovner1, operator•, 

ahipma1ter1 and crews 1hould take all appropriate aea1ure1 againet unlawful 

act•- threatening pauengera and crews on board ahipa. The ae11uree 

implemented 1hould take into account the current a11e11ment of the likely 

threat together with local conditions and circumstance1. 

3.2 lt is desirable that there be appropriate legislation or regulation• 

vhich, inter alia, could provide penalties for per1on1 gaining or attempting 

to gain unauthori~ed access to the port facility and per1on1 committing 

unlawful acts againat passenger• or crews on board 1hip1. Government• 1hould 

review their national legislation, regulations and guidance to determine their 

adequacy to maintain aecurity on board •hips. 

3.3 The measures contained in this document are intended for application to 

* passenger ships engaged on international voyages of 24 hours or aore and 

the port facilities which serve them. Certain of these measures aay, however, 

also be appropriate for application to other 1hip1 or port facilities if the 

circumstances so warrant. 

3.4 Governments ahould identify a designated authority responsible to enaure 

the development, imple~entation and maintenance of ship and port facility 

security plans. The designated authority should co-ordinate with other 

relevant domestic agencies to ensure that specific roles and functions of 

other agencies and departments are agreed and implemented. 

* Voyages include all segmented voyages • 
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3.5 Covernment• ahould notify the Secretary-General of pro1re11 aade in the -

implementation bf aecurity aea1ure1. Any uaeful infonaation, which ai1ht 

a11i1t other government• in their implementation of aea1ure1, on an1 

difficulties and problem• vhich aro1e and vere overcome durina iapleaentation 

of the aecurity aeasures, ahould be forwarded vith the notification. The 
de1ignated authority 1hould co-operate vith aimilar autboritiea of other 

governments in the exchange of appropriate information. 

3.6 Governments concerned with an act of unlawful interference ahould provide 

the Organization with all pertinent information concerning the aecurity 

aspects of the act of unlawful interference as 1oon •• practicable after the 

act is resolved. Further information and a reporting format it given in 

appendix 2. 

3.7 ln the process of implementing these measure•, all effort• should be made 

to avoid undue interference with passenger 1ervice1 and take into account 

applicable international conventions. 

3.~ Governments and port authorities 1hould ensure the application of the1e 

measures to ships in a fair manner. 

4 Port facility security plan 

4.1 Each port facility ahould develop and maintain an appropriate port 

facility security plan adequate for local circumstances and condition• and 

adequate for the anticipated maritime traffic and the number of pa11enger1 

likely to be involved. 

4.2 The port facility 1ecurity plan 1hould provide for mea1ure1 and equipment 

a1 nece11ary to prevent weapons or any other dangerou1 device1, the carriaae 

of which i1 not authorized, from being introduced by any meant vhat1oever on 

beard chips. 
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4 .3 The .port ~faciHty ucurity plan 1hould e1tablhh aeaaurea for the 

prevention of unauthorized acce11 to the 1hip and to re1tricte4 area• of the 

pa11enger terminal. 

4.4 The port facility 1ecurity plan 1hould provide for the ~valuation, before 

they are em~loyed, of all per1ons re1pon1ible for any a1pect of 1ecurity. 

4.~ A port facility 1ecurity officer 1hould be appointed for each port 

facility. The port facility 1ecurity plan 1hould identify the 1ecurity 

officer for that port facility. 

4.6 The responsibilitiea of thP. port facility 1ecurity officer ahould 

include, but not be limited to: 

.1 conducting an initial comprehensive security 1urvey in order to 

prepare a port facility 1ecurity plan, and thereafter regular 

subsequent aecurity inspections of the port facility to ensure 

continuation of appropriate 1ecurity measurea; 

.2 implementing the port facility security plan; 

.3 recommending modifications to the port facility aecurity plan to 

correct deficiencies and satisfy the •~curity requirements of the 

individual port facility; 

.4 encouraging aecurity awareness and vigilance; 

.5 ensuring adequate training for peraonnel ~espons~le for security; 

.6 aaintaining record• of occurrences of unlawful acts which affect the 

operations of the port facility; 

.7 co-ordjnating implementation of the port facility 1ecurity plan with 

the com~~tent operator aecurity c!fi~~rs~ ~nd 

.8 co-ordinating with other national and international 1ecurity 

1ervices, as appropriate. 
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4. 7 Security aer1ure1 and proceduru ahould be applied at pa11en1er terainall 
~ . 

in 1uch a aanner a1 to cau1e a minimum of interferenEe with, or delaJ to, 

pa11enger 1ervice1, taking into account the ahip aecurity plan. 

Ship 1ecurity plan 

S.l A 1hip security plan 1hould be developed for each 1hip. The plan 1hould 

be sufficiently flexible to take into account the level of 1ecurity reflected 

in the port facility 1ecurity plan for each port at which the ahip intends to 

call. 

5.2 The ship security plan should include measures and equipment as necessary 

to prevent weapons or any other dangerous devices, the carriage of which is 

not authorized, from being introduced by any means whatsoever on board a ship. 

S.3 The ship security plan should establish measures for the · prevention of 

unauthorized access to the ship and to restricted area1 on board. 

S.4 A ship security officer should be appointed on each 1hip. The ship 

security plan should identify the ship security officer. 

5.S The operator security officer should be responsible for, but not be 

limited to; 

.1 conducting an initial comprehensive security 1urvey and thereafter 

regular subsequent inspections of the ship; 

.2 developing and maintaining the ship security plan; 

.3 modifying the ship security plan to correct deficiencies and 1ati1fy 

the aecurity requirements of the individual ship; 

.4 encouraging 1ecurity awareness and vigilance; 

.S ensuring adequate training for personnel responsible for security; 

and 

.6 co-ordinating implementation of the ship s~curity plan with the 

competent port facility 1ec~rity officer. 
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The 1hip 1ecurity officer 1hould-be re1pon1ible for, but not liaited to: ' . 
. . 

.1 recular in1pection1 of the ahip; 

.2 implementing and aaintaining the 1hip 1ecurity plan; 

.3 proposing modifications to the 1hip 1ecurity plan to correct 

deficiencies and 1ati1fy the 1ecurity requirement• of the 1hipi 

.4 encouraging 1ecurity awarene1s and vigilance on board; 

.5 ensuring that adequate training has been provided for personnel 

responsible for 1ecurity; 

.6 reporting all occurrence• or 1u1pected occurrences of unlawful act• 

to the port facility 1ecurity officer and en1uring that the report 

is forwarded. through the ma1ter. to the operator for 1ubmi11ion to 

the ship's flag State'• de1ignated authority; and 

.7 co-ordinating implementation of the 1hip 1ecurity plan with the 

competent port facility 1ecurity officer. 

6 Annexes 

I 

The annexes att~ched hereto contain information which may be useful when 

developing or improving 1ecurity measure•. 

* * * 
• 

• 
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THE ASSEMBLY, 

' • 
APPENDIX 1 

RESOLUTION A.584(14) 
adopted on 20 Movea,er 1985 

MEASURES TO PR.EVENT UNLAWFUL ACTS WHICH THR!AT!N 
THE SAFETY OF SHIPS AND THE SECURITY 

OF THEIR PASSENGERS AND CREWS 

RECALLING Article 1 and Article 15(j) of the Convention on the 

International Maritime Organization concerning the purpo1e1 of the 

Organization and the functions of the A11embly in relation to regulation• and 

guidelines concerning maritime 1afety, 

NOTING with great concern the danger to passengers and crew1 resulting 

fro-:n the increasing number of incidents involving piracy, armed robbery and 

other unlawful acts against or on board 1hips, including 1mall craft, both at 

anchor and under way, 

RECALLING resolution A.545(13) which urged action to initiate a 1erie1 of 

measures to combat acts of piacy and armed robbery against 1hip1 and 1mall 

craft at sea, 

RECOGNIZING the need for the Organization to assist in the formulation of 

internationally agreed technical measures to improve 1ecurity and reduce the 

risk to the lives of passengers and crews on board 1hip1, 

1. CALLS UPON all C'overnments, port authorities and administrations, 

shipowners, 1hip operators, 1hipmasters and crews to take, as 1oon a1 

possible, 1teps to review and, as necessary, strengthen port and on-board 

security; 
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2. DIRECTS (he Maritime Safety Coaaittee, in eo-operatif'D vith other . . 

committee•.- •• required. to develop. on a priority ba1i1, detailed and 

practical technical aea1ure1. includins both 1hore1ide and 1hipboard aea1ure1, 

vhich-aay be employed by Covermaent1. port authoritie1 and admini1tration1. 

1bipowner1, 1hip operator•. 1hipcaa1ter1 and crev1 to en1ure the 1ecurity of 

pa11enger1 and crev1 on board 1hip1; 

J. INVITES the Maritime Safety Committee to take note of the vork of the 

International Civil Aviation Or11nization in the development of 1tandard1 and 

recommended practice• for airport and aircraft 1ecurity; 

4. AUTHORIZES the Maritime Safety Committee to reque1t the Secretary-General 

to issue a circular containing information on the aea1ure1 developed by the 

Committee to Government•, organization• concerned and intere1ted partie1 for 

their consideration and adoption. 

* * * 
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APPENDIX 2 

REPORTS OF UNLAWFUL ACTS 

1 To safeguard maritime interests against unlawful act• vhich threaten the 

aecurity of passengers and crew& on board ahips, report• on incident• and the 

measures taken to prevent their recurrence 1hould be provided to the 

Organization as soon as possible by the flag and port 1tate, aa appropriate. 

This information will be utilized in updating or revising theae agreed 

measures, as necessary. 

2 Use of the following report format is rec0111111ended for c~nveying 

information for such purposes~ 
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Date; ------
1 SHIP OR PORT AREA DESCRIPTION; 

FLAG 

PORT FACILITY SECURITY OFFICER 
------------------~ 

2 BRIEF DESCRIPTION OF INCIDENT OR THREAT 

DATE, TIME AND PLACE OF INCIDENT OR THREAT 
-------------~ 

3 NUMBER OF ALLEGED OFFENDERS: 

PASSENGER CREW OTHER 
--------~ --------- -------------

4 METHOD UTILIZED TO INTRODUCE DANGEROUS SUBSTANCES OR DEVICES INTO TKE 

PORT FACILITY OR SHIP 

PERSONS ____ _ 

BAGGAGE: --- CARGO: __,__,, __ SHIP STORES: ---- O'lliER: ---
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' .. 
5 TYPE or DANGEROUS SUBSTANC!S OR D!VIC!S USED, WITH 1ULL DESClIPTIOM: 

WEAPON -

EXPLOSIVES -

OTHER -

6 a) WHERE WERE THE ITEMS DESCRIBED IN SECTION 5 ABOVE CONCEALED, IF ~NOWN? 

b) HOW WERE THE ITEMS DESCRIBED lN SECTION 5 ABOVE USED AND WHERE? 

c) HOW WERE THE SECURITY MEASURES CIRCUMVENTED? 

7 WRAT MEASURES AND PROCEDURES ARE RECOMMENDED TO PREVENT RECURRENCE OF A 
SIMILAR EVENT? 

8 OTHER PERTINENT DETAILS~ 

• • * 
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