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1.1 In order to prepare 1ecurity plane. an initial comprehenaive 1ecurity 

survey 1hould be undertaken to a11e11 the effectivene11 of 1ecurity aea1ure1 

and procedures for the prevention of unlawful act• and determine the 

vulnerability of the port facility or the ship. or both. to 1uch acta. 

1.2 The results of thi1 security 1urvey 1hould be used to determine the 

security measures necessary to counter the threat both at the port facility 

and on board 1hips taking into conaideration local condition•. 

1.3 The level of 1ecurity may vary from port to port. from ship to •hip and 

from time to time. Liaiaon between 1ecurity officer• i1 important to enaure 

the best utilization of 1hip and 1hore re1ource1. 

1.4 The survey 1hould determine what need• to be protected. what 1ecurity 

measures are already in effect. and what additional 1ecurity •easures and 

procedures are required. 

1.5 The security 1uryey 1hould be periodically reviewed and the security 

plans updated as necessary. 

2 Port facility 1ecurfty 1urvey 

2.1 The port facility 1ecurity 1urvey may be divided into two part•. the 

initial preliminary a11e11ment and an on-1cene 1ecurity survey. 
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2.1.1 Preliminary a11e11ment . -

2.1.1.1 Prior to commencing the 1urvey the port facilit7 1acurit7 officer 

1hou_l_d obtain current information on the HHllMnt of threat for the locality 

and 1hould be knowledgeable About the port facility and t7pe of 1hip1 calling 

at the port. He 1hould 1tudy previou1 report• on 1iailar 1ecurity need• and 

know the general layout and nature of the operation• conducted. 

2.1.1.2 The port facility 1ecurity officer 1hould aeet with appropriate 

representatives of the port facility, of the operator, or of both of them, to 

discuss the purpose and methodology of the 1urvey. 

2.1.1.3 The port facility 1ecurity officer 1hould obtain and record the 
information required to conduct a vulnerability a11e11ment, including; 

.1 the general layout of the port facility and terminal including 

topography, building location•, etc.; 

.2 areas and 1tructure1 in the vicinity of the port facility 1uch a1, 

fuel storage depots, bridge•, lock1, etc.; 

.3 the degree of dependence on e11ential 1ervice1, 1uch a1 electric 

power, communications, etc.; 

.4 stand-by equipment to assure continuity of e11ential services; 

.5 locations and function& of each actual or potential acce11 point; 

.6 numerical 1trength, reliability and function of 1taff, permanent 

labour and caaual labour forces; 

.7 the detail• of exi1ting 1ecurity mea1ure1 and procedure•, includina 

in1pection, control and monitoring procedure•, identification 

· documents, ace~•• control procedure•, fencing, lighting, fire 

hazard•, storm draina, -.tc.; 
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• 8 the equipment in u1e fOl" protection of pa11en1er1. crev1 and port 

facility per1onnel; 

.9 all vehicle traffic or 1ervice1 which enter the port facility; and 

.10 availability of other per1onnel in an emergency. 

2.1.2 On-scene aecurity 1urvey 

2.1.2.1 The port facility 1ecurity officer 1hould examine and evaluate the 

methods and procedure• u1ed to control acce11 to 1hip1 and reatricted area• in 

the port facility, including: 

.1 

.2 

2.1.2.2 

inspection, control and monitoring of peraons and carry-on article•; 

inspection, control and monitoring of cargo. 1hip 1tore1, and 

baggage; and 

safeguarding cargo, 1hip 1tore1 and baggage held in atorage within 

the port f~cility. 

The port facility 1ecurity officer 1hould examine each identified 

point of access to ships and re1tricted areas in the port facility and 

evaluate its potential for use by individual• who might be engaged in unlawful 

acta. This includes p~raons having legitimate access as well •• tho1e vho 

aeek to obtain unauthorized entry. 

2.1.2.3 The port facility aecurity officer 1hould examine and evaluate 

exiating 1ecurity mea1ure1, procedurea and operations under both emergency and 

routine conditions, including: 

.1 established 1afety pr~cedure1; 
; 

· .2 restriction• or limitatiQns on vehicle access to the port facility;_ 
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.3 acce1l of fire and emer1ency vehicle• to re1tricted are•• and 

availability of parking and aarahallina are11; 

.4 the level of 1upervi1ion of per1onnel; 

.5 the frequency and effectiveness of patrol• by 1ecurity per1onnel; 

.6 the security key control system; 

.7 security co1T1J11unications. 1ystems and procedures; and 

.8 security barriers and lighting. 

3 Ship security survey 

3.1 The ship security survey may be divided into two part•. the initial 

preliminary assessment and an on-scene security survey. 

3 .1.1 Preliminary assessment 

3.1.l.l Prior to commencing the 1hip 1ecurity survey. the operator 1ecurity 

o!f icer should take advantage of such information as is available to him on 

the asse11ment of threat for the port• at which the ship will call or at which 

passenger• embark or di1embark and about the port facilities and their 

security measures. He should study previous reports on similar security needs. 

. 3.1.1.2 Where feasible. the operator security officer should meet with 

appropriate per1ons on the ship and in the port facilities to discuss the 

pcrpo1e and methodology of the survey. 
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3.1.1.3 The~ operator aecurity officer 1hould obtain and record tba 

info~tion required to conduct a vulnerability a11e11aent, includina; 

· -.l the general layout of the thip; 

.2 the location of areas which thould have re1tricted acce11, tuch •• 

bridge, engine-room, radio-room etc.; 

.3 the location and function of each actual or potential acce11 point 

to the ahip; 

.4 the open deck arrangement including the height of the deck above the 

water; 

.5 the emergency and 1tand-by equipment available to maintain e11ential 

services; 

.6 numerical 1trength, reliability and 1ecurity duties of the 1hip'1 

crew; 

.7 existing aecurity and 1afety equipment for protection of pa11engers 

and crew; and 

.8 existing 1ecurity mea1ure1 and procedure• in effect, including 

inspection, control and monitoring equipment, penonnel 

identification document• and communication, alann, lighting, acce11 

control and other appropriate 1y1tem1. 
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3.1.2 On-•iene 1ecurity 1urvey 

3.1.2.l The operator 1ecurity officer 1hould examine and ••aluate the 

aethod1 and procedure• u1ed to control acce11 to 1hip1, includina; 

.1 in1pection, control and monitorin& of per1on1 and carry-on 

articlea; and 

.2 

3.1.2.2 

inspection, control and monitoring of cargo, 1hip'1 1tore1 and 

baggage. 

The operator 1ecurity officer 1hould examine each identified point 

of access, including open weather decks, and evaluate it1 potential for u1e by 

individuals who might be engaged in unlawful act1. Thia include• individual• 

having legitimate access as well as tho1e who 1eek to obtain unauthorized 

entry. 

3.1.2.3 The operator 1ecurity officer 1hould examine and evaluate exi1ting 

security measures, procedures and operations, under both emergency and routine 

conditions, including: 

.1 established 1ecurity procedures; 

.2 response procedures to fire or other emergency conditions; 

.3 the level of 1uperviaion of the 1hip'1 crew, vendor1, repair 

techn.ician1, dock workers, etc.; 

.4 the frequency and effectivene11 of 1ecurity patrol1; 

.5 the 1ecurity key control 1yatem; 

c .6 1ecurity c•TiJl!lunic1111tions 1ystem1 and procedure•; and 

.7 1ecurity door•, b•~riers and lighting; 
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Security in1pection1 1hould be undertaken on a periodic ba1i1 to permit a 

revie~ and updating of the initial coaprehen1ive 1ecurity 1urYey and po11ible 

aodification of the port facility and 1hip 1ecurity plane. 

Report 

5.1 From the information obtained during the 1urvey a11e11aent and 

inspection. the respective 1ecurity officer 1hould a11e11 the vulnerability of 

the port facility. ahip. or both. 

5.2 The report should contain. aa appropriate, recommendation• for new or 

revised security mea1ure1 and procedure1. 

5.3 The report will form the basia for development or reviaion of aecurity 

plans, should be confidential and have limited di1tribution. 

* * * 
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ANNEX 2 

SECURITY MEASURES AND PlOC!DOl!S 

1 General 

1.1 Port facility security measures and procedure• and 1hip aecurity meaaurea 

and procedures should take account of the recommendation• contained in the 

re~ort described in paragraph 5 of annex 1. 

2 Port facility security 

2.1 Security measures and procedures reduce port facility vulnerability. 

Increased levels of threat will have a 1ignificant influence on the number and 

ty?e of security measures used and the degree of mea1ure1 and procedure• 

adopted. During short periods of heightened threat, increaaed aecurity can be 

achieved through the use of additional manpower. 

2.2 The following on-scene security meaaures should be conaidered: 

2. 2 .1 

• 1 

.2 

.3 

.4 

• 5 

restricted areas; 

security barriers; 

security lighting; 

security alarms and communication systems; and 

access control and identification • 

Restricted areas 

The establishment of restricted areas helps control and channel 

acceas, improves security and increases efficiency by providing degree• of 

aecurity compatible with the port facility'• operational requirementa. 

Re•t!icted areas may be further subdivided depending on the degree of 

restriction or control required to prevent unauthori&ed acce11. 
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2.2.2.l The boundary between re1tricted and uncontrolled area• 1hould be 

clea~ly defined. Thi• can be achieved by 1ecurity barrier• which prevent 

acce1s except at authorized point1. Where permanent 1ecurity barriers are 

appropriate, security fence• have proven effective. 

2.2.2.2 

.1 

.2 

The purpose of 1ecurity barrier1 -i1 to: 

delineate the area to be protected; 

create a physical and psychological deterrent to per1on1 attempting 
unauthorized entry; 

.3 delay intrusion, enabling operating personnel and 1ecurity guards to 

detect, and, if neces1ary 1 apprehend intruders; and 

.4 provide designated and readily identifiable place• for entry of 

personnel and vehicles into areas where access is restricted. 

2.2.2.3 Openings in security barrier• •hould be kept to a minilDUm and 
secured when not in use. 

2.2.2.4 Security fences and other barriers should be located and constructed 

so as to prevent the introduction of dangerous subatancee or devices, and 

should be of sufficient height and durability to deter unauthorized passage. 

2.2.2.5 Security fence lines 1hould be kept clear of all obstruction1. 

2.2.2.6 The effectivene11 of a 1ecurity fence against penetration depends to 

a large extent on the contruction employed. The total height of the security 
fencing. 1hould be not less than 2.50 metres. 
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2.2.2.7 ' latural barrier• 1uch •• vater, ravine•, etc., can •oeethM• ~. 

effectively utili~ed •• part of the control boundary. Bowe•er, thtJ aay 

requi_r_e 1upporting 11feguard1 (i.e. fencin&, aecurity patroh, •uneillance, 

anti-intruaion devices, li&hting) eapecially during high threat period•. 

2.2.2.8 The roofs of buildings may al10 provide a po11ible route for 

unauthori~ed access to the restricted area. Safeguard• 1hould be taken to 

prevent such access by these routes. 

2.2.2.9 Restricted areas partly surrounded by water may require aecurity 

barriers with sufficient illumination during night hours and, if on navigable 

waters, frequent and unscheduled patrols by boat or a1hore on foot, or both. 

Illumination of these areas must be of a type and so placed that it doe• not 

interfere with safe navigation. 

2.2.3 Security lighting 

2.2.3.1 Security lighting with uninterrupted power supply is an important 

element in a security programme. 

2.2.3.2 The primary system should consist of a series of lights arranged to 

illuminate a specific area continuously during the hour• of darkne1s or 

restricted visibility. In some circumstances, it may be preferable to uae 

1uch lighting systems only in response to an alarm. 

2.2.3.3 Floodlights may be used to supplement the primary 1ystem and may be 

either portable or fixed. Floodlights when used should h'ave 1ufficient 

flexibility to permit examination of the barrier under observation and 

adjacent unlighted areas. 
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2.2.3.4 Multfple circuit• •ay be u1ed to advantage in the 1ecurit7 lightin1 

1y1tem. Circuit• 1hould be ao arran1ed that the failure of any one lamp vill 

not affect a 1erie1 of other1. 

2.2.3.5 Controls and 1vitche1 for 1ecurity lighting 1hould be protected at 

all times. 

2.2.3.6 Where fences and other barrier• are to be illuminated, it i1 

important to ensure that the intensity of illumination is adequate for the 

purpose. 

2.2.4 Security alarms and communication systems 

2.2.4.1 Intrusion detection 1y1tems and alarm device1 may be appropriate as 

a complement to guards and patrols during period1 of increa1ed threat. 

2.2.4.2 Immediate response capability by guards to an alarm from an 

in~rusion detection system or device is important if it1 u1e is to be 

effective. Alarms may be local, i.e. at the 1ite of the intrusion, provided 

at a central location or station, or a combination of both. 

2.1.4.3 A vide variety of intrusion detection 1ystems and devices are 

available for possible use. These systems include those which are 1ensitive 

to; 

.1 breaking of an electrical circuit; 

.2 interruption of a light beam; . 

• 3 1ound; 

· .4 vibration; 

.5 motion; or 

.6 capacitance change in an electrical field. 
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2.2.4.4 In vi~w of the wide range of technical aattar1 which au1t be taken 

into account in deciding upon the device or- •y1tem bait 1uited for application 

in each environment and for each taak. it it prudent to obtain the ad•ice of a 

qualified expert before a deci1ion i1 ••de on the 1y1tem or device to be u1ed. 

2.2.4.5 A means of transmitting discreet or covert 1ignal1 by radio, 

direct-line facilities or other 1imilarly reliable aean1 1hould be provided at 

each access point for use by the control and monitoring per1onnel to contact 

police, security control, or an emergency operation• centre in the event 

assistance is required. An additional public or overt coanunicationt 1y1tem 

would be useful to obtain information or advice on routine mattera. 

2.2.5 Access control and identification 

2.2.5.1 Persons and their property, before being permitted to proceed beyond 

access points, should be subject to routine inspection or control and 

mo~itoring, or both. 

2.2.5.2 It is recommended that port facility employee1 1 vendors, operator•' 

peTsonnel, assigned law enforcement officials and others, whoae official 

duties require them to pass through the accets point, 1hould prominently 

display a tamper-resiatant identification card. Thia procedure should be 

closely monitored and strictly enforced to preserve the integrity of the 

inspection, control and monitoring processea and the 1ecurity of the pasaenger 

terminal and ships. Approved means of identification and the procedures to be 

followed should be specifically provided for in the 1ecurity plan. 

2.2.5.3 An effective means of identification is a card which incorporate• a 

photograph of the individual as an integral part. These thould ahow the 

relevant detail• of the holder, e.g. name, description, or other pertinent 

~ata. The provision of a photograph it recormnended in order to prevent aitute 

of the · card ;.y unauthorized peraons. 
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2.2.5.4 To prfvent 1ub1titution of a photograph and 1ub1equent ill11al u11, 
• 

the entire card 1hould be 1eale~ in a pla1tic container, preferably of a type 

which vill •utilate the photograph and card if tampered vith. 

2.2.5.5 The number and types of different 1tyle1 of identification card1 in 
the port area 1hould be limited in order to avoid control problem1 for 

1ecurity 1taf f and the admini1tration of the identification pro1ramme. 

2.2.S.6 Identification card• 1hould be i11ued by an appropriate control 

authority, 1uch as a port authority or 1hip operator. Strict card control and 

accountability procedures 1hould be establi1hed and maintained. 

2.2.S.7 Persons who refuse to 1ubmit to 1ecurity clearance at an access 

point must be denied entry. 

2.2.S.8 Persons denied entry for refusal to aubmit to 1ecurity clearance. or 

for other security reason should be, if possible, identified and reported to 

appropriate security personnel. 

2.2.S.9 A booth or other area in which a manual 1earch can be conducted is 

advisable. The access points 1hould, as appropriate, be equipped with metal 

detectors to expedite the security clearance of people. 

2.2.5.10 All items should be subject to inspection, appropriate to the ri1k 
I 

of unlawful acts, prior to being placed on board 1hips. Such inspection 

•e~hods Qay include hand 1earch, electronic 1creening, the use of dogs, or 

other mean1. 

2.1.5.11 Tables on which baggage may be 1earched 1hould be provided at the 

appropriate acces1 point1. Such table• 1hould be high enough to pennit 

inspection without requiring the examiner to bend. They also 1hould be 

1uf ficie~tly wide to provide 1ome nea1ure of aeparation of the baggage from 

. the 1>1.SJ~n-er. The la~t~r 1hould be able to witneas the examinttion, but 

1houl~ not be in a position to interfere with the examiner. 
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3 Ship 1ecurity 

' • 
3.1 The •nter'i traditional authority in ••tten of 1hip HcuritJ Teaain• 

unchanged. Maintaining ship 1ecurity it an ongoing task. Additional 1ecurity 

.ea1ure1 1hould be implemented to counter increased ri1k1 when warranted. 

3.2 Ship security should be continually 1upervi1ed by the ahip 1ecurity 

officer. A properly trained crew i1 in itself a 1trong deterrent to being 

1ubjected to unla\lful acu. 

3.3 Communication and co-operation with the port facility in 1ecurity •atter1 

should be maintained. 

3.4 The following on-board security measures 1hould be considered~ 

3.4.l 

.1 

.2 

.3 

. 4 

3.4.l.l 

restricted areas; 

deck and overside lighting; 

access control and identification; and 

security al&rms and communication systems • 

Restricted areas 

The establishment of re.stricted are11 on board ships (e.g. bridge, 

engine-room, radio-room etc.) is recormnended. 

3.4.1.2 The use, number and distribution of master key1 on-board 1hip1 

should be controlled by the master. 

3.4.1.3 The ship security plan should provide for immediate corrective 

action in the event of security being compromiaed by potential mi1u1e or 1011 

of key1. 
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3.4.2 Dec!gand over1ide li1htin1 
• 

3.4.2.l While in port, at anchor or underway the ship'• deck and o.eraide 

should be illuminated in periods of darkne11 and restricted vi1ibility, but 

not ao a1 to interfere vith the required navigation lights and 1afe navigation. 

3.4.3 Acce11 control and identification 

3.4.3.l Crew member• should carry at all ti.e1 a photo identification 
document. 

3.~.3.2 When vi1itor1 to the ship are penaitted their eabarkation and 

disembarkation ahould be closely controlled. 

3.4.3.3 All vendors should have an identification document prior to boardin& 

the ship or should be eacorted at all timea on board the 1hip. 

3.4.4. Security alarms and c01Dmunication 1y1tem1 

3.4.4.l Security alarms and device• may be appropriate in re1tricted are•• 
and at access points to the 1hip, a1 a complement to guarda and patrol1. 

Immediate appropriate re1pon1e to an alarm i1 important if the 1ecurity alarms 

and devices are to be effective. 

3.4.4.2 In view of the wide range of technical aatter1 vhich au1t be taken 

into account in deciding upon the device or ayatem beet suited for application 

in each environment, it i1 prudent that the advice of a qualified expert be 

obtained before a deci1ion i1 aade on the 1y1tem or device to be u1ed. 

3.4.4.3· A aean1 of di1creet or covert communication• by radio, direct-line 

faci1itie1 or other reliable aean1 1hould be provided in each re1tricted &one 

and .. t each acce11 point for vae by 1ecurity ~r operating per1onnel to contact 

the ahip 1ecurity officer in the event a11i1tance ia required. 

• * * 
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1 General 

ANN!Xl 

SECURITY TRAINING 

A continuous and thorough training programme 1hould 1upport aea1ure1 

taken to aafeguard the security of passenger• and crew• on board 1hip1. 

~asic guidance for development of security training and education i1 given 

in the following paragraphs. 

2 Criteria 

Security training should meet the following criteria: 

.1 be comprehensive; 

.2 have an adequate number of qualified in1tructor1; 

.3 have an effective 1ystem of presentation; 

.4 use adequate training equipment and aid1; and 

.5 have a clearly defined objective. i.e. the attainment of an 

established minimum atandard of proficiency, knowledge and 1kill 

to be demonstrated by each individual. 
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Port facility 1ecurity per1onnel training 
t . 
• 

Security officer and appropriate ataff 
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The port facility 1ecurity officer and appropriate port facility 1t1ff 

ahould have knowledge and, 11 nece11ary, receive training in aome or all of 

the following, as appropriate~ 

.1 security administration; 

.2 relevant international convention1, codes and recommendations; 

.3 responsibilities and functions of other involved organization•; 

.4 relevant government legislation and regulations; 

.5 risk, threat and vulnerability a11e11menta; 

.6 security surveys and inspections; 

.7 ship security mea1ures; 

.8 security training and education; 

.9 recognition of characteri1tics and behavioural patterns of per1ons 

who are likely to commit unlawful act1; 

.10 inspection, control and monitoring technique•; 

.11 techniques used to circumvent 1ecurity me11ures; 

.12 dangerous substances and devices and how to recognize them; 

.13 ship and local port operations and conditions; and 

.14 security devices and 1y1tems. 

3.2 Inspection, control and monitoring 

Instruction and, where appropriate, training for persons assigned to 

conduct inspection, control and monitoring at a port facility should take into 

consideration, as appropriate: 

.1 Tesponsibilitiea under the port facility plan or ship 1ecurity plan; 

.2 in1pection; control and monitoring regulations er policies and 

pertinent laws; 

.J detection and identification of fire-arms, weapons and other 

dangerous ~ubstances and devicesj 
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' • 
• 4 operation and teatin& of 1ecurity equipaent; 

.5 •anual 1earch method• of per1on1, ba1gage, carao and 1hip'1 1tore1; 

.~ emergency procedure•; 

.7 recognition of characteri1tic1 and behavioural pattern• of per1on1 

who arc likely to commit unlawful act1; 

.8 humen relttiona technique•; and 

.9 techniques uaed to circumvent 1ecurity meas-urea. 

3.3 Guards 

Port facility guards who are assigned either to 1pecific fixed locations 

or to patrols for the purpose of preventing unauthorized acce11 to areas 

should receive a general briefing on the training 1ubject1 recommended for the 

-p.ort facility security officer. Initial and 1ub1equent training 1hould 

elnphasize techniques for~ 

.1 entry control; 

.2 patrols, obaervation and communications; 

.3 inspection, identification and reporting; 

.4 person, building and vehicle 1earche1; 

.5 apprehension of 1uspect1; 

.6 self-defence; 

.7 recognizing dangerous substance• and devicea; 

.B human relations; and 

.9 first aid. 

-~ . 
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4.1 

Ship 1eculity per1onnel training 
~ . 

Operator aecurity officer and appropriate •taff 
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The operator aecurity officer and appropriate 1taf f 1houl• 'bave 'ltillovledge 

and. a~ nece11ary. receive trainin& in IOtDe or all of the follOlfin& ... 

appropriate: 

.1 1ecurity admini1tration; 

.2 relevant international convention•. code• and recoaaendatW..; 

.3 re1pon1ibilitieo and function• of other involved or1anization1; 

.4 relevant government legi1lation and regulation•; 

.5 risk. threat and vulnerability a11e11ment1; 

.6 1ecurity 1urvey1 and in1pection1; 

.7 1hip 1ecurity •ea1ure1; 

.8 1ecurity training and education; 

.9 recognition of characteri1tic1 and behaviourel patteru ::cd peraon• 

who are likely to cOt11111it unlawful act1; 

.10 inspection. control and monitoring technique•; 

.11 technique• uaed to circumvent 1ecurity mea1ure1; 

.12 dangerous 1ub1tance1 and device• and how to recognize theTA; 

.13 1hip and local port operation• and conditions; and 

.14 eecurity devices and 1y1tem1. 

I 

4.2 Ship 1ecurity officer 

The 1hip 1ecurity officer 1hould have adequate knowledge of and. if 

nece11ary, training in the following. as appropriate~ 

.1 the 1hip 1ecurity plan and related emergency procedure•; 

.2 the layout of the 1hip; 

.3 the a1se11ment of the riak. th~eat and vulnerability; 
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.4 •etdods ~f conductin1 1ecurity ln1pection1; 

.5 techniques used to circumvent 1ecurity aea1ura1; 

.6 operation of technical aid1 to 1ecurity, if u1ed; 

.7 recognition of characteri1tic1 and behavioural pattern1 _of per1on1 

who mav be likely to commit unlawful act1; 

.8 the detection and recognition of dangerou1 1ub1tance1 and device•; 

.9 port and ohip operations; and 

.10 methods of physical aearches of per1on1 and their ba1gage. 

4.3 lnspP.ction, control and monitoring personnel 

Instruction and training, aa appropriate, for persona a11igned to conduct 

inspection, control and monitoring on board 1hip1 1hould take into 

consideration, as appropriate, the following: 

.; 

.1 responsibilitiea under the port facility or 1hip 1ecurity plan; 

.2 inspection, control and monitoring regulations or policiea and 

pertinent laws; 

.3 detection and identification of fire-arms, weapon• and other 

dangerous substances and devices; 

.4 operation and testing of security equipment, if used; 

.5 physical search methods of persona, baggage, cargo and 1hip'1 

stores; 

.6 emergency procedures; 

.7 recognition of characteristics and behavioural pattern• of per1on1 

who are likely to commit U!\lawful acts; 

.B human relations techniquu; and 

.9 techniques used to circumvent security eea1ure1. 
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' 4.4 • Ship'• crev 
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cr,v ae111ber1 having 1peclfic 1ecurit7 dutie1 ahould knov their 

re1pon1ibilitie1 for 1hip 1ecurit7 a1 de1cribed in tbe ·1bip 1ecurity plan and 

1hould have 1ufficient knowledge and abilitJ to perfona their a11i1ned dutie1. 

5 Lav e~forcement per1onnel 

Appropriate lav enforcement per101mel, when not directl7 involved in or 

re1pon1ible for port facility 1ecurity, 1hould recei•e a 1eneral briefing to 

become familiar vith port and 1hip operation• and the training of port 

facility and 1hip operator aecurity per1onnel. They 1hould alao be orientated 

regarding in1pection, control and .onitorin1 and the aecurity plane. 

'* * * 
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AHH!X 4 

EXCHANGE OF INFORMATION 

l The prompt and continuing di11emination and exchan1e of information will 

assist the maintenance of effective port and 1hip 1ecurity procedure• and will 

enable States, port facilities, operator• and 1hipma1ter1 to adju1t their 

procedures in response to changin& conditions and the 1pecific or aeneral 

threats. 

2 Effective port and 1hip security require• efficient tvo-vay 

communications for the exchange of infon11ation at all level• both dome1tic 

and with the government• and organizations concerned. The prompt, clear and 

orderly dissemination of 1uch information i1 vital to the 1ucce11 of the 

security programme. 

*** 
\ 
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PCll'f VULNERABILin ASSESSMENT 
-

To deteraine f-':ility vulnerability, 10 aajor factor• are con1idered. They 
are •• follova:· 

--Port Facility Characteri1tic1 

~Type of Security lorce 

--Physical Security Measure• 

~Routes of Access/Egress 

-Communications 

--Availability of Additional Port Security Resources 

~Response Time/Distance for Security Personnel 

--Time/Contiguousness to Urban Areas 

-Local Social Environment 

--Proximity to International Borders 

The •quantification Factors" follow: (Point Values are not to be Interpolated) 

1. Port Passenger Terminal Facility Characteristics and Sensitivity (14 
points). 

Mission Sensitivity. 

Dedicated Passenger Terminal: 3 Points 

Military Port Facility (Naval Base or MOT): 3 Points 

Commercial Port Facility: 2 Points 

POL Facility: 1 Point 

NOTE: Select best port description 

Current Threat An.alysia. 

Unavailable: 3 Point& 

Available: 0 Points 



Quantification Factor• (cont'd) 

_ Port Acceaaabil!ty. 

' " Port Facility, 1Jncontrolled Acceaa 1 No Gate Cuar4 or ·patrol force 
- 2 Points 

Port Facility. Uncontrolled Acee••• No Gate Guard but Patrol 
Force 1 Point 

Port Facility, Controlled Acceas, Gate Guard but no Patrol Poree 
l Point 

Port Facility, Controlled Accea1, Gate Guard and Patrol Force: 
0 Points 

Port Volume Capacity. (aea1ured in ton• per year aoved if car10 
port) (Passenger ports are aeaaured in pa11eugera per year 
moved) 

CARGO PORT 

High (Over 25 aillion tona) 2 pointa. 

Medium (10 million to 25 aillion tona) 1 point. 

Low (Under 10 million tone) 0 pointa. 

PASSENGER PORTS 

High (Over 10,000 passengers): 2 Points 

Medium (1000-10,000 passengers): 1 Point 

Low (Under 1000 pasaengera): 0 Points 

NOTE: When port is utilized for both uae h11he1t vulnerability. 

DOD Assets within the Port Pacility. 

Yes: 1 Point 

No: 0 Point• 

SIV acceas. 

Available: 3 Pointe 

Unavailable: 0 Point• 

~- . . '-· 
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2. Port Security Force: (12 Po1uta). 

COMMENTS: Conlideration abould be &iTen to the t7pe of pard force 
utili&ed, ~hetber contract auard force or atate port police; Tarlatlona ill 
tra1nin& requirea~nta; local •uae of force• polic7. 

No Security Cuard Force or Trained Port PacilitJ SecurltJ 
Personnel: 12 Pointa. 

Port Security Manager, No Security Guard Force or Trained Port 
Facility Security Peraonnel: 9 Po1nta. 

Port Security Manager, SecuritJ Guard Poree or Port Fac1litJ 
Security Per1onnel in Place but Poorly or Mot 
Trained: 6 Pointa. 

Port Security Manager, Trained Port Security Peraonnel, Not 
Fully Equipped: 3 Pointa. 

Port Security Manager, Trained Port Security Peraonnel, Pully 
Equipped: 1 Point. 

Port Security Manager, Trained Port Security Peraonnel, Pully 
Equipped, Security Ezerciaes Conducted 
Regular Schedule: 0 Point1. 

3. Physical Security: (12 points). 

COMMENT: Tbe following factor• ahould be considered when aa1igniug point 
values: Barriers, Fencing, Lighting, Vehicle Barrier• for ~ritical pier 
areas and Entry Control. 

Security Systems (Landlide) 

No Systems: 4 Point a 

Some Systems: 2 Po inti 

All Syitems: 0 Points 
~ 

-· 



-

3. Pbyaical Security: (Cont.) 

co .. entl The following factor• •hould be con.aidered when •••isaJ.na po1At 
Taluea1 fatrol Craft. SurTeillance Syate••• Surface Search l&dar, 
Anti-Sviuer Sonar, larrieraineu • and Ma1netic loop detector/other aen.aor 
for aubmeraed delivery vehicle• (SDV) 

Security Sy1tema ( Wateraide) 

No Wateraide Security: 6 Point• 

Water1ide Lighting Only: S Point• 

Live Surveillance Only: 4 Point• 

Some Technical Surveillance: 3 Point• 

All Combined Technical Syateaa 
only: 2 Points 

All Technical Syatema with Live 
Surveillance: 1 Point 

All Technical Syateaa with wateraide 
lighting and live aurveillance: (0 Points) 

COMMENT: Terrain within l aile ahould be analyzed in conjuction with a 
review of port facility aensitivity, adequacy of barrier fencina, and 
acceas/egreas route analyai1. 

Terrain 

Built up, Commercial: 2 Point• 

Mountainous, Forested, Undeveloped: l Point 

Open Clear area: 0 Points 
I 

4. Routes of Acceaa ,and Egress: (9 Pointa). 

load a. 

Ezpre11vay1: 3 Points 

Major Hivaya: 2 Pointe 

Congested city atreeta: 1 Point 

~- ..... 
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4. loutea of Accea1 and !1re1a: (Cont.) 

lail. 
l • bll Gate• Open at all t1aea: 3 Point• 

lail Cates Open when in Uae: 2 Pointa 

Unu1ed I.ail Acce11: 1 Point 

No llail Acce11: 0 Point• 

Water Channell. 

More Than 3 Choke Pointe: 3 Pointl 

1-3 Choke Point1: 2 Pointl 

No Choke Pointe: l Point 

S. Communication1: ( 10 Pointa). 

COMMENT: Consideration 1hould be given to aecure line• of communication. 
Consultation with the appropriate port authority peraonnel and local, 
provincial, and federal law enforcement per1on.nel i• required to 
accurately reflect vulnerability and operational effectivene11. 

Compatible Communication by Port Authority vith: 

Local Law Enforcement Agency only: 4 Pointl 

Provincial and Local Law Enforcement Agencies: ·2 Pointe 

Federal, Provincial, and Local Law !nforceaent 
Agencies: 0 Point• 

Landline Telecommunications. 

Non-Dedicated: 4 Points 

Dedicated Point-to-Point: 2 Pointe 

Secure Dedicated: 0 Pointa 

ladio· Communications 

Ion-Dedicated: 2 Po inti 

Dedicated: l Point 

Secure Dedicated: 0 Point1 

4:--- .. ... 
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6. Su1tainability of Additional Port Security le1ource1 (8 Po1nta) 

' 
Port Security Lav Enfo~ceaent leaourcea. 

• 
Threat Su1tainability (Day1) 

3 Indefinite 

Bish 

Medi us 

1 

8 

7 

6 

5 

4 

7 

4 

3 

2 

2 

1 

0. Low 6 

Threat Definitions: 

High: Intelligence indicating an attack of aoae type will occur 
within the port. 

Medium: Intelligence indicating an attack of 1oae type aay occur 
within the port. · 

Low: Any other intelligence indicating the po11ibility of 
terrorist/subversive activity. 

7. Response Time for Security Peraonnel Capable of Jlenderin& !meraency 
Assistance: (7 Point1) 

Response to Attack: (4 Points) 

Response Force 

Patrol 

Bomb Squad 

SWAT 

Time to Respond (minunte1) 

30 

2 

1 

0 

30-60 60+ 

3 

2 

1 

4 

3 

2 

Response to Accidents/Fire: (3 Points) 

Jleaponse Force 

Fire Departaent 

Pollution le1ponse Team 

Time to Respond (minutea) 

15 

l 

0 

15-45 45+ 

2 

l 

3 

2 

COMMENT: Coordination 1hould be aade yith all agencie1 capable of 
rendering assistance. Plans should be Oeveloped a~d te1ted to deteraine 
'i"ea~on1e ti•~ and level of capabil~ty, 
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8. Tiae/Proziaity to Urban Areaa: (7 Pointa) 

Port 1• 1urrounded b7 and contiguou1 .to a beaTilJ populat~4 
~ urban area of over 100,000 people. (7 Poiat1) 
• 

Port i1 1urrounded by an area populated by 501 000 to 100,000 
people. (6 Point1) 

Port is 1urrounded by an area of leaa than 50,000 people and the 
nearest city of greater than 100,000 people 1• leas than 20 
ailea away. (5 Point•) 

Port is 1urrounded by an area of lea1 than 50,000 people and the 
nearest city of greater than 100,000 people 1• 20 to 50 aile1 . 
away. (4 Pointa) 

Port is surrounded by an area of lea1 than S0,000 people and the 
nearest city of greater than 100,000 people 1• 50 to 100 ailea 
away. (3 Pointa) 

Port is aurrounded by an area of leis than 50,000 people and the 
nearest city of greater than 100,000 people 1• aore than 100 
miles away. (2 Po1nta) 

Port is isolated and aurrounded by rural undeveloped 
countryside. Cl Point) 

9. Local Social Environment. (8 Pointa) 

Point a 

California/ OCONUS 8 Points 

East Coast 6 Points 

Gulf Coast 4 Point• 

Northwest, Central and Northeast 2 Points 

COMMENT: Points are awarded baaed on hi1torical data gathered on 
terrorist/subversive activity by geographic region. Special attention 
abould be give to aonitoring aocial unreat/demonatrationa in the local 
areas • 



10. Proziaity to International lorderat (3 Polnta) 

COMMENT& Ppr Current Threat Level, lafer to Queatlon 1. lf 1lO threat 
Aa1eaaaeDt ,. available aaai&n 3 polDta 

Bigh Threat Area. 

0-100 miles: 3 Po1Dta 

101-500 miles: 2 Points 

+~00 miles: 1 Point 

Medium Thre-at Area. 

0-100 miles: 2 Point a 

101-330 miles: 1 Point 

+500 miles: 0 Points 

Low Threat Area. 

0-100 miles: l Points 

101-500 miles: 0 Pointl 

+500 miles: 0 Point1 

Islands: 0 Pointl 

••••••************************************************************************** 

Very Low 

0-10 pts 

RANGE OF VULNERABILITY 

Low 

11-30 pts 

Medium 

31-55 ptl 

High 

56-75 ptl 

Very High 

76-90 ptl 
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1X COGARD ~COORDCER VASHIIGTOI DC . . 

Subj: TERRORISM 'l'HREAT .lS~SMEIT SERIES 

1. Aa part of thia co1DJ11and' a aiaaion in support of Coast Cuard programs, ICC 
provides terrorism/aecurit7-related situational and locational threat 
aaaesaments. 'l'hese asseaaments, produced on a scheduled (4-6 week interval, 
generally) as well as specific request baaia, are intended to aaaiat Coast 
Guard commands in evaluating foreign travel, port calla and security iaauea 
aeaociated with Coast Guard pera/tacilitiea. 

2. ICC assessments are prepared from intelligence reports and documents 
received from/thru the national intelligence com.munit7 and are 
updated/amplified through consultations with anal7ata fro• those agencies. 
These repo rte /consul ts are fu rtbe r supplemented Yi th information obtained 
during intelligence agency aeetings and working groups (e.g., lational Intel 
Officer for Counte rterrorin, lnteragency Intel Commi tteee on Terrorism.). 'l'he 
agencies from which we draw _this information include, but are :not li.m.ited to: 
CIA, DIA, RSA, Navy Anti-terrorism Alert Center (ATAC), l.rrry Intelligence and 
Threat Analysis Center (ITAC), Military Airlift Command Intelligence Center, 
Departments of State and 'l'reaaury, and the Drug Enforcement Administration. 

(Note 1: each agency bas its ovn focus and qualitatively defined levels of 
threat; thus, their respective assessments of threat levels can and do vary). 

(Note 2: State Department (Consular Affairs and Citizens Emergency Center 
Tice Dept's intel or security elements) regularly provide travel advisories 
tor use by the general public. 'l'hese advisories are generall7 cautionary i:n 
content and frequently do not reflect matters applicable to USG official 
travel. For example, the general public advisories for Columbia and Peru 
caution citizen travel to certain in-country areas. On the other hand, 
Columbia bas been officially designated as a hostile fire area, for which 
eligible USG reps have been authorized to receive hostile fire pay or 
equivilent. As for Peru, the U.S. Ambassador bas directed that official 
travel to/in country must be justified on a real/high need baaia and that USG 
reps should not be surprised if the response to their •country clearance" 
request is a denial of travel clearance). 

'· Content of the Ipc terrorism threat assessment aeries ia based upon 
essentially the aame info held by !ldtional intel elements and reflects the 
general thrust/spir1

1

t of community members' assessments. However, ICC 
assessments are tailored to reflect/respond to COGARD interests/work 
envi ro:nment and, therefore, do not necessarily conform vith individual agency 
threat levels. In preparing our assessments, ve take into consideration 
ailitary, security, political, cultural, and economic m.attera--current and 
hiatorical--aasociated vith the area in question which may impact on COGARD 
aisaions. Our asseasments, like those of the other intel orgs mentioned, are 
in no way intended to persuade/dissuade travel to a given area nor are tbe7 
intended to stand as USG/USCG policy or formal national intel community 
products. 



~. ICC aaaeaamenta are qualitatiYe and u•• a fiYe point •c•l•, a1ailar to 
that used by other agencieas lov, low-to-aoderate, aoderate, aoderate-to-high, 
and high. The assignment or one or these levels is detenained bJ anal7&1ZJ& 
all aYailable ,1.ntel into. Relevant factor• considered include, but are not 
liaited to, tie following essential elements of inforaation (EEI)1 

A. The presence or known terro~ate (indigenous to the area or 
international in nature) in the countr,y/area in question; 

!. Terrorist operations conducted in-countr,y in the past; 
c. Whether or not a terrorist netvork/infrastnicture is established in 

the area: 
D. Whether there has been aey reported targeting of U.S. interests (e.g. 

of'f'iciala, citizens, govt/non-govt facilities); 
E. Aaaeasmenta as to whether or not the terrorist groups in the area have 

deeonatrated the capability and/or intention to carry out terrorist operations; 
1. Whether or not there are aey specific threats to COGARD personnel or 

facilities, or threats associated vith COG.ARD aiaaiona (e.g. aaritime lav 
enforcement v. narcotrafficera); 

G. Historical cultural, political situations vhich are germane to the 
current situation; and 

H. The extant security aituation. 

5. Thia message is intended to inform ueere of ICC terrorism threat 
as.aeasmenta and their formulation process eo as to aid you in making well 
informed operational decisions. Such products will not address whether or not 
a apecific travel plan should be carried out. The threat assessment is aimply 
one factor which can and vill provide our evaluation of the intelligence 
i.cformation which has comprised the basis or the assessment. A determination 
that a locale is assessed as 'high threat' does not necessarily aean that 
travel must not be made to that area nor does one which concludes 'low threat' 
automatically mean that travel ehould be made. Each decision should be made 
on its ovn merits with full consideration for the facts on hand and the extant 
s~tuation (re. pur:poae and relative need for travel, implication• of 'go/no 
gc' decision, etc.). 

6. ICC produces two routine products which we would like to brin& to your 
attention. As other requirements permit, we produce a foreign locales 
terrorism review/assessment on a monthly/bi-monthly basis. In addition, on a 
routine basis and scheduled in between the foreign asseaament, we produce a 
domestic threat assessment/review. The moat current of each of these should 
be your first reference source for information on specific areas of the 
vorld/U.S. They are inte~ded to serve as standing information for 7our use 
a.nd we will reference them as the information baseline in our amplified 
response to as specific area/time assessment request. In addition to these 
scheduled reports, we are prepared to send 'spot' reports in response to 
apecial situations (known or projected) or a 'travel alert' or 'travel 
advisory' issued by the national intelligence community. All classified ICC 
threat assessments/reports are addressed to area/district intel offices for 
f'l2rther dissemination to COGARD field commands as appropriate. 
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7. Vth regard to requeata for apecial/apecifio threat aaa1aaaents ICC ehall 
aake eve17 effort to provide a tiael1 reaponae. However, 0011&&11ds auat keep 
in aind that ti., prooea~ or aulti-souroe oontaot, info oollation, evaluation 
and anal)"sia, ahd preparation for tranamiaeion i• both peraon-pover ud tiae 
oonauaing. The 'broader jhe requeat--vis-a-vis-looale( a), 1 tenenrr, 
activit7, eto.--the aore oomple% the aaaea1111ent process. !ooordingl7, 
oomaands are urged to communicate (e.g., phone with aeasage oonfirmation) 
their -deaire for a threat aaaeaament aa aoon aa the apecifics or the eituation 
are knovn or oan be reasonably projected. Inaaauch aa there is auoh on the 
ICC aisaion aenu and a d1namic priorit1 aettiDB environment, an indication bJ 
the requesting command of taraet date or situational e%igenc1 would be helpful 
also • 

-:.i .. -



FOREIGN PORT FACILITY SECURITY SURVEY 

A. Access to the Port Facility: 

l. Is, vehicular . and pedestrian traffic to the port facility 
area cont~olled or monitored sufficiently by port aecurity 
personnel so that unauthorized entry of vehicles or personnel 
would not go undetected? 

2. Are waterways to the port under sufficient observation 
by port security personnel so that unauthorized small 
watercraft and surf ace swimmers would be detected and prevented 
from approaching docks and docked passenger vessels? 

B. Access to Dockside: 

1. Do dock areas have adequate fencing or other barriers to 
separate them from the street and from other public areas? 

2. Are dock areas illuminated adequately at night? 

3. Are dock areas patrolled regularly? 

4. Do guards control entrances and exits? 

5. Are vehicles, persons and property screened before being 
permitted to proceed beyond access points, to include vendors, 
contractors, service and miscellaneous personnel. 

6. Are ship stores or cargo opened or x-rayed before being 
loaded? 

c. Access to Passenger Terminal: 

1. Are security barriers used to control and channel 
passengers into a restricted/secure area? 

2. Are the barriers sufficient in height and durability to 
deter or delay unauthorized passage? 

3. Are the passengers and visitors controlled and monitored 
in the resticted/sebured area? 

4. Do port facility employees display identification badges? 

5. Are vendors/service/repair personnel required to display 
identification badges, and are their movements controlled? 

6. Are metal detectors, electronic devices, manual searches 
or other means used to screen .person seeking entry to the 

·restricted/secure area? 

7. Is baggage/personal property visually inspected or 
~~~lectronically screened before being load~d onto the ship? 



8. Is the terminal area illuminated adequately? 

9. Are security barriers used to channel passengers from 
the restricted/secure area to the ship? 

10. ~re port security personnel stationed at the ramp? 
• 

D. Port Security Force: 

1. Are port security personnel supplemented by local law 
enforcement or military/paramilitary personnel? 

2. Do personnel responsible for security inspections appear 
competent and well-trained? 

3. Are they armed? 

4. Are they equipped with two-way radios? 

5. Are communcations adequate to quickly contact local 
police in the event of an emergency? 

6. Do port security personnel or police have the training 
and equipment to recognize dangerous substances and devices? 

7. How quickly could additional police or security 
reinforcements respond to a port emergency? 

8. Is there a port emergency plan which covers terrorist 
incidents? 

9. Are port emergency/security exercises conducted 
regularly? 

10. In your estimation does the port security force appear 
to be able to detect or deter unauthorized access to 
port/terminal/ship by a person or group, with lethal devices, 
intent upon takeover of a passenger vessel or doing harm to 
passengers? · 

E. Surveying Officer's Comments/Conclusions Regarding the 
Effectiveness of Port Security Measures. (A short narrative 
covering the strengths and weaknesses of physical and 
procedural security measures at the surveyed port). 
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In response to the recommendation of the Vice President's Task 
Force, the Department submitted legislation authorizing access by 
airport authorities to criminal history data. The proposal 
received a generally negative reaction and neither House even 
scheduled hearings. The proposal died at the end of last 
Congress. Because of the negative reaction the Department has not 
resubmitted the proposal. 
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Iranian Threat Against U.S. Nuclear Reactors 

The Honorable Frank C. Carlucci III 
Assistant to the President 

for National Security Affairs 
The White House 
Roo:n l/WW 
Washington, o.c. 20500 

Dear Mr. Carlucci: 

October 17, 1987 

,.., l"'• 't'i .t r . lJ ;-,.. '•·' 

At this time, while planning is under way in the U.S. 
Government on possible responses to Iran's Silkwor~-missile attack 
on a U.S.-flagged oil tanker, we believe it to be imperative that 
you consider the potential catastrophic consequences implicit in a 
threat made recently by Iran. The threat was directed against 
U.S. nuclear reactors in anticipation of the type of confrontation 
that exists today. 

On June 9, 1987 according to an Associated Press report on a 
Radio Teh~ran broadcast monitored in Nicosia, the Iranian 
government responded to the possibility of U.S. strikes against 
tne Silkwor:n missile batteries by warning that "U.S. centers and 
nuclear reactors can be more vulnerable than the missile bases of 
the Islamic Republic of Iran." ["Iran-US," AP~wx-06-10-87 1006 
EDT] 

The NRC promptly notified all power and research reactor and 
fuel-faci 1 i ty licensees of "information received that could be a 
vague threat to U.S. nuclear facilities" and of its conclusion, 
after contacting other government agencies, that "licensee action 
in response to this information is not warranted at this time." 
["Iranian Official Implies Vague Threat to U.S. Resources," NRC 
information Notice No. 87-27, June 10, 1987) 

~t.J?~guld be of concern to _you that the Nuclear Fegulatory 
Commission does not require protection of licensed U.S. nuclear 
~.eactors against even. th~:)ugh a study conducted for the 
NRC by Sandia National Laboratories in early 1984 concluded, 
according to an NRC unclassified summary, that ". • • unacceptable 
damage to vital reactor syst~ms could occur from a relatively 
small cnarge at close distances and also from larger but still 
reasonable size charges at large setback distances 
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(greater than the protected are;:i for most plants)." ["Weekly 
Information Report to the NRC Com:nisioners," April 20, 1984, 
describing "Analysis of Truck Bomb Threat for Nuclear Facilities" 
by L~on o. Chapman and Davia E. Bennett, Sandia National 
Laboratories, February 21, 19 84] A peer review conducted for the 
NRC bi the Naval Ordnance Laboratory found that the Sandia report 
was "generally correct with a moderate level of conservatism in 
the consequence predictions," according to an NRC staff report 
["Truck Bomb Threat," Mernoran::lu .n for John G. Davis fro1n Robert F. 
Burnett, August 14, 1984] 

The Sandia and Naval Ordnance assessments lend support to a 
recommendation of tne Intern~tional Task Force on Prevention of 
;.;uc lear Terror is:n tna t "Power reactors should be protected against 
vehicular threats." In its June, 1986 report, the Task Force 
stated as follows: "The size of exclusion zones at nuclear power 
reactor sites should be reexamined to ensure that the zones are 
l~rg~ enough to neutralize the possible catastrophic consequences 
of a truck bomb 5et off at the perimeter fence. All reactor sites 
should be modified promptly with carriers to shield critical areas 
of the plant against potential consequences of truck bombs set off 
on-site. This mat require revising tne design-basis threat to 
include ?rotection against vehicular access--•a requirement not 
iricluded in U.S. licensing regulations, for example." (Preventing 
Nuclear Terrorism--The Report and Papers of the International Task 
Force on Prev~ntion of Nuclear Terrorism, A Nuclear Control 
Institute Book, Lexington Books, 1987, ~· 22] 

W-e have enclosed a pa;>er, "Severe Accidents and Terrorist 
Tnreats," by Gerald L. Pollock, professor of physics at Michigan 
State University, who served as ~ consultant to the Task Force on 
the is~ue of po tential consequences of terrorist acts against 
nuclear power planes. [Preventing Nuclear Terrorism, pp. 66-77] 
We urge you t o review this paper with the understandi ng that a 
cruck bomb c dn destroy the control room and so~e of the essential 
plumbing of a nuclear power~lant. 

Iran rnay make tnreats on wnich it does not follow through; 
and the official U.S. Government assessment apparently is th~t the 
Iranian threat against U.S. reactors is not now credible. We 
believe, nevertheless, that the known vulnerability of U.S. 
nuclear reactors to ex~losions of truck and other v~hicular bo~bs, 
and the extre~ely severe consequences that could result froM a 
successful attack, warrant Iran's threat against U.S. reactors 
~ein9 taken seriously at this time. 

~ccordingly, we urge you, in conducting the ongoing review 
of options and contingencies arisin~ from the current situation in 
the Persian Gulf, to exa~ine t~e need for an immediate state of 
alert and for prompt action to and other 
precautions at U.S. reactor and other nuclear sit~s 
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om att3~~. We believe this action is needed as a matter of 
prudence, even in the absence of nn official assessment of an 
existing threat because, should the tnre3t assessment change, 
there might not be sufficient time adequately to protect these 
facilities from vehicular-bomb .:1ttack. At a minimur~1, r.:medial 
measures snould he undertaKen at nuclear power plants and research 
reactors located close to or within ~ajor population centers. 

We thank you for your consider3tion of this urgent request. 
We are prepared to ffiake .:1vailable to y0u the consider3ble 
expertise of the Task Force and its consultants. 

f3 ~Lh 
Paul L~i 
P~esident 

Enclosure 

Sincerely, 

1t~ · /-M . .. J 
Milton Hoenig 
Scientific Director 



Severe Accidents and Terrorist 
Thre~ at Nuclear Reactors 

G't'Tald L Pu/lack 

I 
sit possible to predict accurately what radioactive releases might occur 
in the event of a severe accident at a nuclear reactor, such as terrorist 
actions might bring about? In fact, the k.inds of damage that a terrorist 

attack could cause arc similar in many ways to that which could result from 
a reactor accident occurring during normal operations. The actual conse
quences will depend on what access the terrorists have to critical parts of 
the reactor (such as the auxiliary building, turbine building, control room, 
and cont<iUnnu:nt ), on the specific mature of the damage they do, and on what 
remediaJ actions the reactor operators can take. lf the damage is limited to 

one function or one component of tht: reactor (such as a loss of coolant from 
the primary or secondary systems or interference with the external electric 
power supply to the reactor). then the consequences may be kept small by 
n:medial action of the operators and by built-in engineered salcty features. 
Uut if the damage affects scvec-.U reactor components (such as the primary 
or secondary l.'OOlant systems and emergency backup coolant systems, or a 
cutoff of the external AC electrical power and of the internal backup DC 
power) or if no remedial action can be ta.ken, then the consequences can be 
considerably more severe, even after a "scram," that is, an emergency shut 
down. 

In severe accidents, the conl.4tinment vessel plays a critical role in limiting 
the comequences. Thus the key defense against major radioactive emissions 
to the outsidl." is to keep the containment intact as lung as possible. for this 
reason, conl.4tinment vessels are built with several safety dt."vices, such as 
containment sprays, hydrogen ignite rs, and ice condensers. u· a terrorist action 
were to d<unage the containment severely, especially in the early stages of 
the att<.tck., then an accident would likely result in greater radioactive emis
sions to the outside. 

M<Uly k.inds of reactor accidents have been studied by the U.S. Nuclear 
kegulatory Commission ( NRC) and by the academic and industrial com· 
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mWlities. The main study has been conducted by the NRC. The report, re
ferred to as NUKEG-0956, considers sixteen different modeled accidents at 
five ractors.' The American Physical Society (APS) has also written a report 
on severe accidents at nuclear power plants in the context of NUREG-0956,J 
and there have been complementary studies of this problem by the American 
Nudear Society as part of the Industry Degraded Core Rulemaki.ng Program 
(IOCOR) sporu;ored by the Atomic Industrial forum., The consensus of the 
lCchnical commWlity is that a lot more is now known about what happens 
in a reactor accident and what the consequences of dilferent accidents would 
be than was tcue before NUREG-0956, but lh..t there are still many important 
unccnaintics in wh<.tt is known and much that is still not known. 

Some of lbc: key areas of uncertainty are the nature of the physical and 
chemical intc:c-.u:tions ot released fission products and of the interactions 
between a mo!ten core and concrete, the completeness and validity of the 
computer code:; usc:d to predict accidents, and the behavior of the contain
ment. Because of these and other uncertainties, it is not yet possible to reliably 
predict the con.sequences of reactor accidents. lt is known that for many 
accident scenariOli, especially less severe ones or where the containment is 
not seriously comprorrused, the amount of radioactive material expected to 
escape the reactor is less, even much less, than was previously calculated. 
For such accidents, the predictions are easier and more reliable. With severe 
accidents, however, there is considerable uncertainty as to the predicted 
results. For accidents of the type that terrorists might cause-for example, 
where the sequence of failure would be unexpected or where redundant 
safety features are caused to fa.ii together-the uncertainties ;ire still larger. 

The conchwon, then, is that there are potential <bngers to the public 
from terrorist actions at a nuclear reactor; however, because of the variety 
of potential terrorist threats and the incompleteness of the knowledge about 
the behavior of reactor components and fission products during accidents, 
the consequences cannot yet be assessed quantitatively. 

Behavior of Nuclear Reactors during Accidents 

The best way to learn about nuclear accidents is to study the ones that have 
taken place in terms of emissions, debris, reconstruction of events, and other 
factors. The most complete study of nuclear reactor accidents and their 
consequences is swnmarized in the NRC's NUllliG-0956. • (There have been 
earlier studies of trus problem, in particular, the Reactor Safety Study, WASH-
1400, of October 1975.) The major impetus for the NRC's recent study was 
the lbcee Mile lsWid (TMl-2) reactor accident in March 1979. It resulted 
in emissions of radio..ctive materials of about I 0 7 curies of noble gases, mainly 
xenon 133, and about 17 curies of iodine 131, much less than had been 
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expc:ctcd for an accident of its kind. The study was undertaken to learn more 
;.ibout the ochavior of fission products and reactor components during severe 
rc-.ictor ;accidents so lha1 previous rcgulalqry assumptions could be rc·assessed 

111e APS rcporl lis~. bcsilles TM1·2, fourteen accidcmi. and associated 
r;.idio;.ictivc emissions from 1952 to 1979. Of these, the most serious in tenns 
of consc4uc11ccs lO the public w;i.o; ;,i fire at the Wimlscale rcilctor in England 
in 1957."'ilu: emissions from tha1 accident have been cslimiltcd to have 
included about ; x lo~ curies of noble gases, 18,000 curies of iodine, and 
<&bout 13,000 curies of radioactive meu.Uic clements. Many more nuclear 
reactor accidents arc mentioned in a recent report of the General Accounting 
Office, which noted I 51 "significant nuclear safe()' incidents" in "uruwnc:d 
Western countries." few details arc known about these accidents. 

Of the several other accidents at nuclear reactors, none has been studied 
as thoroughly and well as TM1·2. NUREG·0956brouglu logcther the results 
of expc:rimcnis Olnd ;u1alyscs of people at the NRC, Oitk lodge National Lab· 
uriltory, Siimlia National Laboratories, Idaho National Engineering Laboratory, 
HaueUc Columbus U&boratori~ (development of compu1cr cooes and anal· 
ysis ), and oihcrs and is the result of several years' work. The sixteen severe 
accidents a.n;.Uyzed involved, for example, loss of coolalll and loss of AC power, 
a pipe break with a failure of the emergency core cooling sysiem, stuck-open 
valves, unavailabilil)' of containment safe()' features, and conta.irunent failure. 
111e five reactors for which these kinds of accillcllls were modeled arc dif. 
ferent and rcprescnutive typt.-s. 'Ilic Surry, Sequoyah, and Zion facilities have 
pressurized water reactors; the Peach Bottom and Grand Guu· facilities have 
boiling water reactors. All these reactors have diJkrent conta.irunent struc· 
tures and vary in other dela.i.ls as well. 

Many uf the uncertainties of the consequences of reactor accidents and 
a lot of g;aps in knowledge are noted in NUREG-0956. 'll1e inlpact of even 
modeled nuckar accidents canno1 yet be predicted saiisfactorily, let alone 
lhal of accidents caused by a large·sciile terrorisl attack. However, it is im· 
porta.nt to c.:mphasize that NUREG-0956 offers lhe besl knowledge there is 
on the subject and is an important and s1rong slcp wward greater 
undcrsunding. 

Major Areas of Uncertainty 

·n1c studic:s uf scvcre reactor accidents recowiize many areas in which there 
arc inlportant unccruintics. NUllliG-0956 lists eighl, the APS report makes 
eighteen recommendations for future research, and 1he Amcric;m Nuclear 
Socicl)' report lists eight topics lhat require additional investigation. Addi· 
tionally, there uc eighteen technical issues on which differences exist be· 
tween the NIK and IDCOR, and many areas of uncertainty arc discussed in 

') 
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the conunents of the .Advisory Committee on Rcactor Safeguards.6 Never
theless, the:;c reports agree on several areas of uncerta.inl)': interactions of 
IU.sion products in the reactor pressure vessel and conta.inmcnt, core melting, 
intcr;.acUon between molten core iUld concrete, contairunent response: and 
failure, and validation of the computer codes used to calculate accident 
con.sequenc~. 

Nuclf!ar Rf!uctor Operutton 

As background to a closer look "'' the areas of uncerwnry, it is useful to 
review how a reactor works. 111e source of the energy in a nuclear reactor 
comes from the &sioning of the uranium fuel. In this process, a neutron 
inlpinges on (hits) a ur.ullum nucleus (the isotope uraruum 235 ), which then 
&sions (splits) into other chemical elements (fission products) and cwo or 
three neutrons. Must of the energy of this process ( 168 million electron volts, 
MeV, out of a total of 212 MeV) is carried off as kinetic energy of the fission 
products. About 7.5 percent appears as radioactive decay of the fission prod· 
ucts, a process of decay that continues to be a source of heat even after the 
reactor has been shut down; therefore that heat plays an in1portant role in 
accidents. liecausc the physics of fission and fission product decay is well 
understood, it i.s possible to know the composition of the core of a reac· 
tor rel\ably after it has been running. For a l)'piciil operating pressurized 
W<ltcr rc;actor, the core contains hundreds of millions of curies e;,teh of noble 
gases (krypton ;u1J xenon), iodine, illkaJine earths (suomium and bacium), 
volatile oxides (cobalt, molybdenum, technetium, and rutheruum ), and 
nonvolatile oxides ( Lultlwtidcs and actinides), as weU as tellurium and 
antimony. 

During normal reactor oper.uion, these fission products are retained, 
with the unspent fuel, within the cladding that surrounds the fuel rods. This 
cladding is an alloy of zirconium and is normiilly leak-tight The main danger 
in a nuclear reactor accident is that these radioactive fission products will 
leak past the cl..Oding and ultimately end up being emitted outside the reactor. 
The amount, kind, and timing of radioactive emissions to the environmem 
from " nuclear acci<.lent are collectively called the source term. 

The energy of ur.ullum 235 fission is carried away from the core by a 
large amount (about 190,000 kilograms) of rapidly flowing ( 46 million kil· 
ograms per hour) water under high pressure ( 2,300 pounds per square inch). 
This water, which is contained in the reactor pressure vessel and associated 
tubing, compri.scs the primary coolant system. Its role is to keep the fuel 
from melting, as wcU as to transport cncfl,'Y in the form of hcott. In normal 
operottions, the fission products arc isolated from the self-contotined primary 
coolant system, which in turn is isolated, inside " large reactor containment, 
from the out.side;. 
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u~tUl em:rgy is normaJly transported oulside lhe reauor by a secondary 
t:oolanl system that provides steam lo tum the turbines that drive the electric 
generalors. 'Jbe thermal contact between the primary and se~:ondacy coolant 
systc.:ms takes pla<:e in heat exchangers (steam generators) inside the con
l<linmenl; however, the flow paths of primary and secondary coolant systems 
are separate, and lhere is no intermixing. ln a typical pressurized water 
n:actor.....,.say, the Surry reactor-the toi.tl power that is thermally generated 
in the core is 2,400 megawatts, and the reactor's declrit:al power output is 
HOO meg;.twalts, ·n1us, the efficiency of the conversion from thermal lO elec- · 
trical power al Surry is about 30 percent. 

Emissions of Iodine and Other Volatile Fission Products 

Hecausc of their biological importance, emissions of radioactive iodine have 
always been a major interest in assessing the danger to the public from re.u:tor 
accidents. Al the same time, a major soun:e of the current uncertainty in 
predic:ling the conscquenct$ of reactor accidents is the lack of understanding 
of the emission, retention, and general interaction of iodine and other volatile 
fission products during reactor accidenLS.7 

Iodine 1s one of the more volatile elements in the radioactive inventory 
of a reactor; thus it is one of the first fission pro<lucts released from the core 
if the fuel O\lerhcats and the cladding breaks. lbe environmentally important 
radioiodine isotope is iodine 131, since it decays with a comparatively long 
half.Jife of eight days; the other emitted iodine isotopes decay much more 
rapidly. (Half-life is the time it takes for half of a radioacli\le isotope to decay. 
In eight days, half the iodine I 31 decays to nonradioactive xenon.) Radio
active iodine is baulogically dangerous bc:causc it enters tlu: body by inhal
ation and by inKestion of milk; il concentrates in and damages the thyroid 
gland. Some other volatile clements that are rekased early in an accident are 
xenon, krypton, cc.:sium, and tellurium. 

In the TMl-2 accident, the an10unt of iodine 131 emitted wa.s rema.rlM&bly 
small; only about 17 curies out of an estimated inventory of 6-t million curies 
were emitted. h is thought that most of the iodine was retained in soluble 
form in the water inside the damaged reactor. 'Ille theory is that the reactor 
atmosphere during the accident was reducing (rich in steam, hydrogen, and 
water but poor in oxygen) and that this circumstance favored reactions that 
formed water-soluble metallic io<lides. ln the Windscale accident, by contra.st, 
about 18,000 curies (about JO percent of the inventory) of radio.iodine 
escaped, probably because the chemical environmem was dilkrent. 

The source of the uncertainty in determining how mud1 of a given fission 
product will be emitted, how much will be: relaim:d, where it will be retained, 
and other p<trameters is th<&t each fission produn laa..., at:. own du.:mical and 
physical properties. 'Ilic situauon is simplest wi1h the anal i;;.c.cs, which do 
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not react and cannot condense in a reactor. For iodine and other elements, 
the situation is more uncecu.in because of the lacge number of interactions 
and variety oi molccubr products they can form. Iodine, for example, can 
exist in several voLltile ( g;ascous) forms, such as molecular iodine, hydrogen 
iodide, and organic iodides (such as methyl iodide). Volatile forms of ra· 
dioiodine arc auturally emitted from reactor accidents more easily than con
densed iodine compounds. 

The chemistry oi iodine in the atmosphere of a damaged reactor is com
plicated, a f.u:t d~l ~cs the problem of predicting radioiodinc emissions 
from a reactor accident uncecu.in. For example, the origin of organic iodides 
is not known (alt.hough they are probably the resull of interactions between 
fission product iodine and organic lubricants, and other organic compounds). 
Inside a scvcccly i,Umaged reactor, the radiation fields may be intense (typ· 
ically l meg;u<id p<.:r hour), and the radiation itself can strongly affect chemical 
inter.actions. &:cent experiments at Oak Ridge National Laboratory have shown 
that irradiation enhances the formation of organic iodides, some of which 
arc volatile. 

. .., Iodine can abo form cesium iodide by combining with the fission product 
cesium. This compound is water soluble and so provides a mechanism for 
the retention oi ioiline. Recent experiments al Sandia National Laboratories 
show that volatile iodine is released when cesium iodide comes into contact 
with the alloy lnconel. Calculations at Bandle Colun1bus Laboratories have 
shown that even nonvolatile compounds that have condensed can be revol· 
atilized by the bc:at from fission product decay. 

In short, the chemi!;try of iodine in a reactor is important to understand, 
yet knowledge i&buut it is sparse. (I have gone into so much detail on iodine 
because it .is such ;an important contributor to dose consequences.) It is 
probably t.Ur lO s.ty that for any reactive fission product, the chemical re
actions that cm Ld.:c place in the atmosphere of a severely damaged reactor 
are nOl ullOerstooJ. More large·scale experiments are needed in which in
teractions among many ilitkrent atoms and molecules in the required variety 
of atmospheres, pressures, temperatures, and radiation fields are studied. Thal 
kind of urukrstan<ling is years in the future. 

Melling of tbt: Cure 

Uthe prim;uy coo&.tnt docs not carry oft' enough energy, the core will melt, 
and fission products will be released from it into the reactor pressure vessel. 
There are sever.al uncertainties as to what happens then. In NUREG-0956, 
the NRC notes uncertainties relating to "natural ci£culation in the reactor 
vessel" and "core mell progression and hydrogen generation." The APS report 
refers to "~u.age proKfession in the <:ore," and the American Nuclear Society 
report cites as areas re4uiring additional investig;&lion the "mechanisms of 



TJ. • 1Juckxmu1ul l'upen 

core degradalion," "aerosol lranspon," and "lhermal hydraulics" in the re· 
actor coollllll system. 

Nuckar reactors ;ue designed to withstand, without mdLing the core or 
breaking the containment, a so-called design basis accident: loss of coolant 
accident. In this accident, there is a sudden, doubk-endc:d break of the largest 
pipe in th~ n:actor's prim;uy coolant system. Built into the reactor coolant 
system arc several safety fealures that would remove heat from the core if 
lhc: main prim;uy coolant circulation system were to fail. 111e more serious 
accidents occur when these backup systems fail, and the core melts. Two of 
the emergency coolant systems that come into play are a passive system that 
floods the core with borated water if the primary coolant pressure drops, 
and c:mergem:y coolant pumps, some of which drive water al high pressure 
and others of which drive large volumes of waler al low pressure:, with some 
of the pumps aclivcly driven by electric power :wd some by steam. To cause 
a severe nuclear accident, a lerrorisl attack would have lo Jamage or oth· 
c:rwise render inoperative both the backup systems and the main primary 
coolant system. 

The first line of defense against a severe ae<:ident is to scram, or shut 
down, the reactor by rapidly lowering the control rods that absorb neutrons 
and thereby slopping the fission reaction. Nc:verthdc:ss, decay heat is still 
generated in the core:. In a 3,000 megawau lhermal reactor, that decay heal 
is initially aboul 225 mc:gawaus, and from the viewpoinl of accident man· 
agemc:nt, it is important to keep su!licic:nt prim;uy coolanl flowing even after 
a scram; othcrwise the fission product decay heal will lead to core mc:IL A 
kcy faclOr in a core melt is that when the lt.'mpl·rature real·hc:s about 1,000 
degrees centigrade, the zirconium of the cladding interans with water and 
steari1 or oxidizes, an exothermic process that also produces heat, which 
eventually will melt the core. "lbe oxidation also produl·es hydrogen gas, a 
potential thn-at lO the containment. 1bus, in the Cal>C of a terrorist threat, it 
would not lx." enough to shut down the reactor; the operator would abo have 
to ensure that the core was supplied with coolou1t for about a week to ten 
days. 

If the primary and backup coolant !>)'Stems fail, the l·orc will melt, and 
lission producls will be c:miued into the reactor pressun: vc!>sd in ways that 
arc: not wdl understood. for example, not enough is known about core 
temperatures" or about the order, rates, and kinds of damage that occur in 
the core." Nor is enough known about the circulation pauerns'° and the 
thermal and llow condition!>'' that transport the fission products through lhe 
reactor pressure vessel, in particular, in lhc: upper plenum of the vessel. 

11ieM'.' fission products arc: transported as vapors and as aerosols through 
1hc prim•ry systl·m, iucludang thc piping and Stl·am gc:uc:ratur. More needs 
1u be known about the makeup ol these aerosols and where they ultim;atc:ly 
wind up in the rc:acwr. There are also uncc:naintic:s abouL what happens to 
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lhe control rod materials (silver, indium, and cadmium). 12 A potentially im· 
portant source of emissions Is revolatilizalion of fission products because of 
fission product seU~heatlng. u 1bc: Advisory Commillc:e on Reactor Safeguards 
has pointed to the problem that fission products may be deposited in the 
steam genc:r..ttor tubes, as wc:U as in the: upper plenum, where their decay 
heat may rupture these surfaces and provide: important escape routes for 
radionuclides out of the primary system.•• 

Interactions of a Molten Core and Concrete and 
Bebavior of lb~ Containment 

If a severe reactor accident proceeds to the: point at which the core: melts 
and slumps to the: bottom of the reactor pressure vessel, lhc: potential con
sequences become much greater. The crucial stage would be when the core 
melts through the bouom of lhe pressure vessel and drops into the water 
and onto the concrete basemat of the reactor cavity. This event is the ex
vcs.sd phase of &Pc accident; fission products and molten core are released 

" into the contairunent, a rekase that is accompanied by large pressure and 
temperature increases in the containment environment. The subsequent de:· 
velopment and outcome of the accident depend in important ways on what 
specifically happens during the core-concrete interaction and on how the 
contairunent vessel behaves under these pressure: loads. It is necessary to 
know whether the contairunc:nt holds or fails and, if it fails, when and how. 

The physical and chemical interactions in this phase of an accident are 
complex, and much is not understood. The: source: of the complexity is that 
there arc: many chemical components (perhaps 28 elements in the core 
debris, 13 compounds in the concrete, and, according to one computer code 
formulation, 137 vapor species) in a multiphase: (gas, liquid, and solid) mix· 
turc at high tc:mper;aturc:s. 1be interactions among these: components depend 
critically on temperature, but lhc 1emperaturc: distribution is not known. For 
some processes, the: release of fission products is :w exponential function of 
temperature; tlut is, relativdy small changes in temperature lead to large 
release cJJc:cts. 

One: of the: areas of uncertainty is how fission products are released and 
how aerosols a.re generated in the core-concrete: interaction.'' A particularly 
important question on which more research is needed is how refractory 
radioactive materials such as lanthanidc:s and actinides (including plutonium) 
arc re: leased. 16 lbe amounts of lhesc: elements (some of which arc: biologically 
active) that arc relc:;i.scd are sensitive: to the temperature, but the thermal 
hydraulics of the: core-concrete interaction a.re not well understood.'' When 
the molten core inter•cts with the connete, the: latter decomposes thermally 
and releases !>tc:;,un ou1d carbon dioxide. 'lllesc ~s spargc: up through the 
molten core at tempc:ratures above: 2,000 degrees centigrade: and pick up 
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and transport inlo 1he conta.inmcni in aerosol form many nonradioactive and 
radioactive materials. · 

lhc containment is the most important barric:r to large releases of fission 
products. U 1he containment stays intact for days, or evcn for scver.U ho~. 
following a severe nuckar accident, the dose consequences to the envicon
mcnt arc much reduced over what they would be if the comainmcnt were 
brcachc'd early in an accident. ll1c reports of the NKC, the APS, and the 
American Nuclear Society all poinl to the problems of containment pressure 
loads, lcwgc, and failure as areas of major uncertainty or that require ad
ditional research.•• Containment performance is also one of the techn.ic<&I 
issues on which the Nl:tC and JDCOR diffcr. ' 9 finally, the Advisory Committee 
on Reactor Safeguards concluded that a "mut:h less ambiguous method for 
i.dting account of conta.inmcnt pc.:rformann: is m:eded. "'" 

Jn a SC\'ere reac.:tor accidem. the chalkngc..- to 1hc inu:grity of the con
t;.Wunent is weal because of the increase in pressure n::.ulting from fi.s:iion 
product lu:al, zirc.:onium oxid<ttion, gas gcneralion, and other areas as the 
molten fuel is discharged into the containmenl. lkcau:.e al this point the 
conta.inmeni atmosphere contains many fission producis in vapor and aerosol 
form, it is thc worst time for failure . For mosl modeled pathways, sprays and 
other mitigating safety features k<:ep the containment intact for hours, days, 
or indefinitdy. There is one important sequc-m:e, howc-ver, technically known 
as the beta sequence, in which there is a preexisting or early failure of the 
containment that allows the discharge of fission products. In this case, the 
si.z.c of the breach in the conta.inmcnt is an important parameter. Uthe failure 
consist.s of small holes (for example, failed seals, gaskets, valves, or one of 
the other many small containment penetrations), the rde;c;e may not be 
serious. However, if a large equipment hatch is left open or if the conta.inment 
~ a large hole because of terrorist actions, the emissions of radioactivicy 
out of the reactor may be large. 

Om.· reason why there arc substantial uncertainties as to containment 
behavior is that there are many kmds of containments (with different safety 
systems, pc.:netrations, and gcomelry ). and they arc aJI large (a typical pres
surized watc:r reactor containmem has a volume of about 60,000 cubic me
ters). It is 1lu:refon: ditlkuh to conduct n:aJislic.: containment experiments. 
·nine hnc.: hn:n tc..-sts of containnu:nt failure: at Sandia Na1ional Laboratories, 
and more arc underway through the NRC and the Ener8y and Power Rc~arch 
Institute. Eventually much more will be known about this problem. 

Computer Codes for Predicting the Conseque11ces of 
JletJCtor 1h:cide11ts 

In the NRC rcasS('.ssmcnt progr;uu, predictions of the consntucnccs of nuclear 
reactor accidcn~ are generated by speci<&lacd computer coJcs.l• These coda 
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are the core of the NUREG-0956 program in the sense that they use all the 
theoretical and experimental wta available as the basis for modeling the 
important phenomena that determine releases from an accident. As an ex
ample, if the postulate is an accident thal involves a transient event with 
{allure of the relief valves and of the power conversion and feedwater systems, 
a.swell a.s a sl4ltion blackout (this sequence is called TMLB'), the inputs into 
the computer code: indude these accident conditions and the parameters of 
the particuJac reactor at which the accident is postulated to occur. The output 
of the code Ui a description of the course of the accident and its consequences: 
for example, when the core will become uncovered, when the molten core 
will atuck the concrete, what thermal and pressure conditions the reactor 
will expecience, and, depending on the behavior of the containment and on 
how complete the modeling is, the nature and timing of fission product 
releases to lhc cnviroruncnt. 

·mere are nuny dilliculties in developing codes that predict reliably the 
consequences of such complicated sequences of events. The most complete, 
critical analysi:> of the codes is in d1c APS report. Many people in the research 
communicy foci tJul the codes need a lot of improvement before they produce 
reliable coodusions. l~ 

Accident sequences are analyzed by a series of codes so that the output 
of one ~rves as the input to the next code (or to several codes). For example, 
all the analyses start with a computer code calculation of the fission products 
present In the core when the accident starts. lhesc wta serve as the input 
to a series of codes tlut c<&lculate the thermal hydraulics (temperature, pres
sure, and flow) in the prllruu'y system of the reactor and to a code that 
calculata fuosion product releaKs from the molten fuel. Sub~qucnt codes 
c<&lculate the uansponation and deposition of fission products, the products 
of core-concrete int.c:raction, the production pf hydrogen and other gases, 
and the behavior of aerosols airborne in the conwnment. 

ll1e APS report points out that the result of these codes are uncertain 
because some important phenomena arc omitted while other important phe
nomena are modckd crudely and because the codes are sensitive to the lack 
of complete d<tu. It is always necessary to use simplifying assumptions in 
computer calcuL&tions of physical phenomena in order to keep the problems 
uact<IDle. However, the results calculated on the basis of simplified assump· 
lions may rwt corrcspond well to reality. One important simplification that 
pre~nt code:; nuke is to assume that tlow is one-dimensional rather than 
using a proper model of the natural circulation in the reactor pressure vessel. 

. Large uncerWllties are pra;c.:nt in the code results because of a lack of knowl
edge of how the core: melts and slumps and of how core fragmentation and 
heat transfer when the: core comc:s into cont<tct with watc:r arc lo be treated. 
To keep G&k:ut&tion:; simple, the codes make significant approximations; they 
neglect the heat Ql. deposited fission products, they assume that aerosols are 
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wdl mi.xeJ when lhey m<ty not be, ;md they tre<tl boundary layer phenomena 
simplistically. H 

M;my details of how an accident proceeds are very sensitive to parameters 
that are poorly known or mo<kkd. This probkm is even more lrue of the 
ultim<tte cunscqucm:es. As such, there are probably large but still unknown 
uncertainties in the present codes. Neverlheles:., code dcvc:lopment is useful 
bccaui.c; ll1c codes could provide a measure of understanding of complicated 
phenomena that is di.tlkult to obtain otherwise. 

The Advisory Committee on Reactor Safeguards "conclude(s) that the 
codes, in their present form, should not be given much weight in making 
dcc~ions. " 14 What is now needed in order to improve understanding is to 

test these codes-that is, validate them by comparing their predictions with 
miAny IMw:-scalc, as well as small-sc"1e, experiments. In ll1is way, it would 
he: po~~ahk 111 k.un thl· pu:sn11 uul.·erliAintk~ of the l'oJ<.·~ and to diM:ovcr 
imporl.ull plu.: no111e11'l 1ha1 llliAY have been nusst:J. New anJ improved codes 
can men be developed in parallel with further experiments. lb.is kind of 
evolution is now in progress; the NRC is developing new codes, and several 
large-scale experiments arc underway (at Sandia Nalional uboratories, Idaho 
Nation"1 Engineering l...abor;atory , MARVIKEN, K.u-lsruht:, and others). There 
has even been a test of blowdown in a full-scale reactor. 

Reliable and versatile codes could be used to prt'.Jict the consequences 
of, or even strategics for mitigating, severe accidents with unusual sequences, 
such as ll1osc " terrorist attack might initialc. 'Ibis k.inJ of undcrsWlding of 
reactor '6ccidcnts is many yeilfs in the future . 

Notes 

I. M. Silbc:rbc:rg c::t al., "Re~!><:ssmcnt of the: Technical U;c,cs !Or Estimating 
Source Terms," draft report NUREG-09S6 (Washington, D.C.: Nudc:ar Rcgulalory 
Comm~lon,July 1985) (hcrcahcr cited aa NUREG-0956). 

2. R. Wilson ct al., "Rc:pon to the American Physical Society of I.he:: Study Group 
on lladionudidc Release from Severe Accidents al Nuclear Power Plants," R,vWw$ 
of Modem Pbysic.s 57 Uuly 1985): Sl-SlS4. 

3. American Nuclear Society, "Report of the Spec.:iotl Committee on Source 
Terms" (uGrangc Park, Ill.: The Society, September 1984); IOCOR Technical Sum
mary Report, "Nuclear t>ower Plant Response to Sevc:re Accidents" (Atomic lndU5lfial 
Forum, Inc., Bethesda, Md., November 1984). 

4. NUREG-0956. 
S. Other sources of up-to-date information on liKbt water nuclear reactor safety 

and accidents arc the annu<ll mcelings on this subjt·ct org;mized by the NRC, held In 
Gaithersburg, Maryland. These meetings, attended by members of the international 
nuclear 5akty engineering communily, consist of prescnu11ons •Uld dil>CuliMons ot 
rc)Carch and development plans, resuhs, and conclusions. I suggest tlut a good way 

I , 

, .. 
'· 
.\.! 

.... ·i,; .. 
' . fr' 

·-,:> 

./ •. 

~ ' 

;... 

By W#Nit Meun.s Cun Terrurlst.s Go Nucl«1ur? • 77 

to improve undc:nunding of the terrorist threat to nuclear reactors would be 10 hold 
5C5.\ions on th.ls problem specifically at these annu<ll meetings, as weU a.s at meetings 
ot the APS and I.he Amc::rlciAn Nuclear Society. 

6. Advi:K>ry Committee on Reactor Safeguards, "Comments on NUREG-09S6" 
(Washington, D.C.: Nuclear Regulatory Commis.~ion. December 1985). 

7. 1ltis point ~ made in all the reports cited here. 
8. NUREG-0956. 
9. Wilson ct '41 ., "Report." 

10. NUREG-0956. 
11. American Nuclear Society, "Report." 
12. Ibid 
13. lbtd. 
14. Advoory Conun111ee on Re .. ctor Sakguard.s, "Comments." 
15. NUREG·0956; American NudeM Society, "Report." 
16. NLIK.l::G-O')'i(•; Amerinn Physil·<tJ ScKiety, "Report." 
17. Amcric•.n l'hy11111:0&1 Society, "lkpurt ." 
18. NUREG-0~5o; Americm Physic<ll Society, "Report"; American Nuclear So-

ciety, "Repon." 
19. NUREG-0956; IDCOR, "Nuclear Power Plant Response." 
20. Advoory Committee on Reactor Safeguards, "Comments." 
21. NUREG-0956. 
22. American 1-'hysical Society, "Report"; Advoory Committee on Reactor Safe

guards, "Comment:.." 
23. Ibid.; Aruc:rican Physical Socicry, "Rcport";American Nuclear Sociery, "Rt.j>Ort." 
24. 4dvoory Comolittce on Reactor Sakguards, "Comments." 


	Withdrawal #1
	Withdrawal #2

