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RESTRICTION GODES

Presidential Records Act - [44 U.S.C. 2204(a)]

P-4 National security classified information [(a}(1) of the PRA},

P-2 Relating to appointment to Federal office [(a}(2) of the PRA].

P-3 Release would violate a Federal statute [(a)(3) of the PRA].

P-4 Release would disclose trade secrets or confidential commerdial or financial information
[(2)(4) of the PRA}

P-5 Release would disclose confidential advice between the President and his advisors, or
between such advisors f(a)X5) of the PRA].

P-6 Release would constitute a clearly unwarrarted invasion of personal privacy [(a)(6) of
the PRA].

C. Closed in accordance with restrictions contained in donor's deed of gift.

Freedom of Information Act - [5 U.S.C. 552(b)]

F-1 National security classified information {(b){1) of the FOA]

F-2 Release couid disciose intemal personnel rules and practices of an agency {(bX2) of the
FOIA].

F-3 Release would viclate a Federal statue [(bX3) of the FOIA).

F4 Reloase would disclose trade secrets or confidential commercial or financial information

[(bX4) of the FOLA].

F-6 Release would constitute a clearly urwaranied Fwasion of personal privacy Kb)6) of

the FOLA].

F-7 Release wouki disclose information compiled for law enforcement purposes [(bX7) of
the FOIA). .

F-8 Release would disclose information conceming the reguistion of financial nstitutions
[(b)(8) of the FOLA].

F-9 Release would disclose geological or geophysical information conceming wells [(bX9) of
the FOIAL
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IV. ISSUES AND RECOMMENDATIONS

RECOMMENDATION NO. 1.
RECOMMENDATION NO. 2:
RECOMMENDATION NO. 4:

RECOMMENDATION NO. 5:

RECOMMENDATION NO. 6:
RECOMMENDATION NO. 7:
RECOMMENDATION NO. 8:

RECOMMENDATION NO. 9:

RECOMMENDATION NO. 10:

RECOMMENDATION NO. 11:
RECOMMENDATION NO. 12:
RECOMMENDATION NO. 13:

RECOMMENDATION NO. 14:

RECOMMENDATION NO. 15:
RECOMMENDATION NO. 16:
RECOMMENDATION NO. 17:

RECOMMENDATION NO. 18:
RECOMMENDATION NO. 19:

RECOMMENDATION NO. 20:

National Program for Combatting Terrorism
National Policy for Combatting Terrorism

Coordination of Public Diplomacy/Statements
During Terrorist Incidents (U)

Policy for Active Response to Terrorist Threats
and Incidents

Response Options to Terrorism
Deployment of Counterterrorist Forces

Current Policy Regarding Operational Security of
CTJTF (C)

U.S. Presence Abroad

Policy on Passports/Documentation for
Government Employees

U.S. Infrastructure Vulnerabilities
Hostage Family Liaison

Protection of Foreign Dignitaries in the United
States

Research and Development for Combatting
Terrorism

Counterterrorism Exercises and Simulations
Country Team Briefings

International Agreements for Combatting
Terrorism

Extradition Treaties

International Research, Development and
Acquisition (RD&A) Initiatives

Controlling Cross-Border Travel of Known or
Suspected Terrorists

RECOMMENDATION NO.21:  Airport and Port Security
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RECOMMENDATION NO. 22:

RECOMMENDATION NO. 23:

RECOMMENDATION NO. 24

RECOMMENDATION NO. 25:
RECOMMENDATION NO. 26:

RECOMMENDATION NO. 27:
RECOMMENDATION NO. 28:

RECOMMENDATION NO. 29:

RECOMMENDATION NO. 30:
RECOMMENDATION NO. 31:

RECOMMENDATION NO. 32:
RECOMMENDATION NO. 33:
RECOMMENDATION NO. 34:
RECOMMENDATION NO. 35:
RECOMMENDATION NO. 36:
RECOMMENDATION NO. 37:
RECOMMENDATION NO. 38:
RECOMMENDATION NO. 39:

RECOMMENDATION NO. 40:
RECOMMENDATION NO. 41:

RECOMMENDATION NO. 42:

Use of Intelligence Exchange to Promote U.S.
Policy

Intelligence Fusion Center for International
Terrorism

Expanded HUMINT Capability Against
Terrorism

Terrorism Intelligence Analysts

Increased Coordination with Law Enforcement
Elements Domestically and Overseas

Chemical and Biological Threat

Monitoring and Influencing Foreign and
Domestic Attitudes and Perceptions Toward
Terrorism and U.S. Counterterrorism Policy

Government-Media Relations during a Terrorist
Incident

Psychological Operations to Combat Terrorism

Adequacy of the International Legal System to
Deal with Terrorism

Review of Provisions of Vienna Convention
International Informant Incentives

Rewards

Murder of U.S. Citizens Outside of United States
Death Penalty for Hostage Taking

Joint Commiiftee on Intelligence

Freedom of Information Act (FOIA)

Prohibition of Training and Support of
Counterterrorism/Mercenary Training Camps

Foreign Terrorist Activities within the United
States :

Private Sector Activities That Aid/Abet
Terrorism

Improved Security for Nuclear Reactor Facilities
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DIRECTOR OF CENTRAL INTELLIGENCE

RECOMMENDATIONS FOR IMMEDIATE IMPLEMENTATION AS OF JANUARY 20,
1986

22. Intelligence Exchange to Promote U.S. Policy

June 5, 1986: NSC notes increased briefings.

July 9, 1986: DOS reports that INR has been working with the
Office of the Ambassador for Combating Terrorism to obtain
reports from CIA and NSA that are sanitized so as to be able to
pass them on to foreign governments, and to encourage
reciprocal exchanges. NSC notes that CIA reports 19 briefings
in conjunction with foreign governments as of June 23, 1986.

23. Intelligence Fusion Center for International Terrorism

June 5, 1986: NSC notes that a Center was opened, though as yet
without other agency participation.
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43. Paramilitary Terrorist Response Capability

June 5, 1986: NSC notes action in progress following new CT
Finding.

March 24, 1987: CIA does not appear to have responded to this
recommendation this time around.

RECOMMENDATIONS FOR IMPLEMENTATION AS OF MAY 1, 1986:

24. Expansion of Human Intelligence Collection Efforts

June 5, 1986: NSC notes that the operational directive was in
the process of being revised.

July 9, 1986: NSC review does not comment on number 24.

25. Terrorism Intelligence Analysts

June 5, 1986: NSC notes a IICT Project, due June 1, 1986.

July .9, 1986: CIA reported that the National Intelligence
Officer for Counterterrorism directed a subcommittee of the
Interagency Intelligence Committee on Terrorism (IICT) to
consider how to establish programs to encourage such a cadre of
analysts. It was judged best to adapt existing programs than
create new ones. NSC comments that the first such course will

be conducted in August 1986 as an interagency effort under IICT
auspices.

March 24, 1987: CIA concluded that while there was considerable
opportunity for interagency training and personnel rotation
that was not being utilized, that there were also limits to an
interdepartmental career development program given the
conflicting regulations governing personnel development.
Therefore, encouragement of cadres of counterterrorism

expertise within the Agency will be encouraged through various
course offerings.



26. Increased Coordination of Intelligence Warning and Law
Enforcement

June 5, 19B6: NSC notes tha

convene a conference with major
police departments on July 21, 1986. Conferences on

coordination with the FBI and INS were also to be scheduled.

March 24, 1987: CIA notes that the IICT has worked with the FBI
and AT&F to apply forensic evidence gathered during the
investigation of a terrorist crime for intelligence purposes.
This can aid in the warning of other possible targets.

27. Chemical and Biological Threats

June 5, 1986: NSC notes R & D underway.

July 9, 1986: CIA reports that the IICT and the IG/T jointly
examined the problem. The threat, and U.S. capabilities and
vulnerabilities were examined. A proposal has grown out of
this in an effort to parallel DOE's counter nuclear terrorism
procedures. The cost of this effort over three years is $10
million. NSC comments that it will review and coordinate this
proposal with OMB.

March 24, 1987: CIA says that coordination between the IICT
subcommittee and the IG/T has been good. Progress has been made
to counter a Chemical or Biological warfare (CBW) threats: a
US-Canada exercise testing their ability to respond to CBW has
been scheduled for June 1987; IICT personnel have worked with
the Army to build up its ability to respond to CBW incidents;
and a draft NSDD is being prepared by the IG/T outlining a
government-wide plan of countermeasures to CBW.







ASSISTANT TO THE PRESIDENT FOR NATIONAL SECURITY AFFAIRS

RECOMMENDATION FOR IMMEDIATE IMPLEMENTATION AS OF JANUARY 20,
1986:

3. Strengthening Coordination in Combating Terrorism

July 9, 1986: Notes location of new facility in OEOB.

4. Coordination of Public Statements During Terrorist Incidents

June 5, 1986: NSC notes that this concern addressed in NSC/CTG
checklist.

July 9, 1986: NSC suggests OSG/TIWG guidance has been

distributed as necessary. Cites Libyan raid example of press
guidance prepared by 0SG.

6. Mandated Response Options to Terrorism

July 9, 1986: NSC notes that a range of options was prepared in
the event that a follow-on strike on Libya became necessary,
and that similarly, a potential range of options was ready to
respond to Syrian-sponsored terrorism that had been prepared in
the OSG/TIWG.

14, Oversight of Research and Development for Combating
Terrorism

July 9, 1986: NSC notes that NSC is represented in all
interagency groups concerning terrorism and that therefore is
well positioned to coordinate interagency efforts in this area.

15. Counterterrorism Exercises and Simulations

July 9, 1986: NSC notes exercise "Pocket Mouse" tested the the
EST on May 15, 1986. Also notes that "Hushed Brass" and "Mighty
Derringer" were planned for participation with senior
officials.
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United States Department of State

\-; 'i
"w " Washingion, D.C. 20520 8707621

: ’ _  March 21, 1987

MEMORANDUM FOR MR. FRANK C. CARLUCCI
THE WHITE HOUSE

Subject: Admiral Holloway's Terrorism Program Review

Attached are the Department of State's status reports on
recommendations from the Vice President's Task Force on

Terrorism.
Melvy% Levits

Executive Secretary

DECLAZS!RIED
Department of .o*

, 21, 1997
By M2 ___ . L q/n(ly
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RECOMMENDATION 9

DESCRIPTION: Lead a review of all USG official personnel
requirements overseas in high threat areas and submit
recommendations to the Assistant to the President for
National Security Affairs.

TASKED AGENCY: DEPARTMENT OF STATE

SUPPORTING AGENCIES: NONE

STATUS OF ACTIONS: Following the guidelines of this
recommendation and the President's request that agencies

review and cut where possible staffing levels overseas, the
Bureau of Management in the Department of State directed all

Chief of Missions abroad to examine staffing and offer

suggestions for reductions. Responses were compiled into a
report which was submitted to the Assistant to the President

for National Security Affairs on April 17, 1986.

The Department considers that this recommendation of the
Task Force has been satisfied.
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RECOMMENDATION 10
DESCRIPTION: Review government-wide policies on travel
documentation for U.S. employees and promulgate consistent
guidelines throughout the government.

TASKED AGENCY: DEPARTMENT OF STATE.

SUPPORTING AGENCIES: NONE.

STATUS OF ACTIONS: The Department established a Working

Group composed of Consular Affairs, Counter-Terrorism,
Security, and Near East/South Asia bureau officers to review
resent policies, guidance, and training

or official Americans
traveling abroad. The Working Group completed several
recommendations to be incorporated into a government-wide
policy on this issue. The Department forwarded those
completed recommendations to the NSC in a memo dated
November 26, 1986 and suggested that the NSC circulate them
to other agencies for comment/concurrence.
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DESCRIPTION: Provide coordinated interagency briefings on
U.S. policies, resources, and capabilities committed to
combatting terrorism for all senior U.S. officials stationed
overseas. '

TASKED AGENCY: DEPARTMENT OF STATE

SUPPORTING AGENCIES: NONE

STATUS OF ACTIONS: The Ambassador-at-Large now meets with
all new American Ambassadors before they proceed to post to.
discuss our counterterrorism policy in general and to review
our country-specific objectives. The Foreign Service
Institute has augmented its Ambassadorial Seminars with
special sections on USG policy and resources committed to
combatting terrorism. Similar courses for Deputy Chiefs of
Mission are scheduled for the summer, including a full day
course on the management of security functions. ,

. FOA) (1)

The State Department offers its Coping with Violence Seminar
to all USG employees going overseas. Many senior personnel
from other agencies attend these courses.

The Bureau of Diplomatic Security has been in touch with FSI
on how threat analysis information will be factored into
FSI's courses for specific target groups, and this role will
be reflected in upcoming briefings.

Interagency teams' have briefed 26 posts in high threat areas
regarding U.S. counter-terrorist response capabilities.

Ambassadors from high threat posts transiting Washington
receive personalized briefings from the Ambassador-at-Large
for Counter-Terrorism.
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Montreal Convention. We have successfully urged, with
broad support, a new model security article by ICAO for
states to use in their bilateral air transport
agreements. Such an article has been approved, and the
U.S. has initiated a major renegotiation effort to make
a binding security article part of its bilateral air
transport agreements. Nearly 30 countries have agreed
formally or in principle to incorporate acceptable new
security measures. Major states include the Soviet
Union, U.K., FRG, France, and Canada. The U.S. has also
initiated a major effort to renegotiate extradition
treaties to limit the political exception clause. The
first such treaty, with the U.K., has been completed and
ratified, and others are expected.

Informal Cooperation. European fora, such as the EC and

the Council of Europe, greatly increased their level of
cooperation on counter-terrorism during the course of
1986. U.S. cooperation with those groups, moreover,
grew apace, as did U.S.-European cooperation in the
Summit Seven context and bilaterally. U.S. efforts to
intensify NATO's cooperation and consultation on
counter-terrorism at a policy level have been largely
frustrated by Allied reluctance to see NATO as an
appropriate forum for such cooperation.

EC actions against Libya (April) and Syria (November),
although marred by Greece's refusal to take part at
various stages, have shown an unprecedented degree of
European resolve to work together against state sponsors
of terrorism. Helpful statements calling for greater
cooperation among states to stop terrorism were issued,
as well, at the European Parliament. U.S. cooperation
with the EC political directors has been more active
than in the past, but better methods for consultation
need to be worked out, especially at technical levels.
U.S. cooperation with the EC's Trevi Group
(Justice/Interior Ministers) and subgroups has been
particularly effective and concrete. The Council of
Europe (COE) has undertaken useful coordination work,
and the U.S. publicly supported the November 1986 COE
Declaration on counter-terrorism. We will continue to
work closely with the COE when possible.

The Tokyo Summit's strong statement denouncing terrorism
and its mandate to make the Bonn Declaration more

effective against all forms of terrorism affecting civil

SEERET
OADR
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aviation were followed up during 1986 and early 1987 by
a serles of experts meetings. Progress was made on
expanding the Bonn guidelines and developing new
language for the 1987 Summit meeting at Venice in June.

At NATO, U.S. efforts to intensify cooperation and
consultation on counter-terrorism met with less
success. Most of our Allies believe that existing
European fora are more appropriate for such cooperation
and feel that existing U.S. consultative mechanisms with
those fora are sufficient. Further, we have run up
against the argqument that existing NATO technical-level
fora already address the issue of terrorism. We have
arqued that a policy level track should also be part of
legislatively-mandated proposal to NATO permanent
representatives -- with little success.

Private, bilateral consultations and cooperation have

continued with a host of governments including our
closest allies.

Progress in all of the above fields continues, and work
will go forward in the months ahead particularly in the
areas of cooperation with EC bodies, effective bilateral
cooperation, ad hoc multilateral cooperation, keeping

the issue of terrorism before the Alliance, and working

for strong and useful language on terrorism for the
Venice Summit Declaration.

Extradition Treaties. The Department of State, in
coordination with the Department of Justice, has
developed a two-pronged strategy for negotiating
extradition treaties with stable democracies to
eliminate, or at least severely restrict, the
application of the political offense exception in cases
involving violent crimes, typically committed by
terrorists. The first approach is followed by those
countries that are parties to the European Convention on
the Suppression of Terrorism without reservation to that
Convention's exclusion of the political offenses
exception for specified crimes. The United States has
successfully concluded supplementary treaties along
these lines with the U.K. and FRG. The U.K.
Supplementary Treaty went into force on December 23,
1986. The FRG treaty will be submitted to the Senate
for advice and consent before ratification by the
President. Negotiations continue with Luxembourg,
Spain, and Austria following this approach. While not
parties to the European Convention, this approach has
also been taken with Canada and Australia, with whom
negotiations continue.

SEERET
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RECOMMENDATION 19

DESCRIPTION: Pursue bilateral arrangements for terrorism
related R&D exchanges. :

TASKED AGENCY: DEPARTMENT OF STATE.

SUPPORTING AGENCIES: NONE

STATUS OF ACTIONS: The office of the Ambassador-at-Large
for Combattlng Terrorism continues, in conjunction with the

f FOIAD) (/) IG/T, to pursue bilateral RD&A exchanges with NN
— We are considering the possibilities for
expansion to other states.

The IG/T has also initiated technical level investigations
with our NATO allies on the acquisition and use by
terrorists of explosives and detonation devices.
Discussions will take place through the NATO Explosive
Ordinance Disposal (EOD) Working Party and the NATO EOD
Technical Information Center. These preliminary working
level contacts are necessary precursors for formalized
statements of goals and objectives and funding agreements.

The newly established Practical Measures Working Group of
the IG/T will continue efforts in this area.

OADR
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RECOMMENDATION 20

DESCRIPTION: 1In conjunction with the Departments of Justice

and Treasury improve computerized systems for monitoring
cross-border travel and visa control of known or suspected

terrorists.

TASKED AGENCY: DEPARTMENT OF STATE.

SUPPORTING AGENCIES: JUSTICE AND TREASURY.

STATUS OF ACTIONS: The State Department is_moving ahead to
control the cross-border travel of known or ‘suspected
terrorists through computerized systems. The present -
outdated Automated Visa Outlook System (AVLOS) will be
replaced by a new, more effective system.

Redacted-

Redacted- Redacled- Redacted-—- Redacted Redacted Redacted: Redacted

Redacted

Redacted Redacted Redacted: Redacted ——-Redacted Redacted 20
' The contract was awarded in September-

Redacted

1986, and implementation is scheduled to begin January 1988,

State and INS have initiated an information sharing project
to exchange computer terminals which permit the electronic
transfer of alien lookout data between the two agencies in
Washington. We also have a pilot project in Montreal which
allows for the transfer of immigrant visa information to
INS. Our eventual goal is to share our visa information
electronically with all INS ports-of-entry by means of our
systems interface in Washington.

The State Department is also working closely with Customs to
begin building an interface with their lookout system, TECS
II, eventually to share electronically real time lookout
information between the two agencies.

In addition, we are cooperating with Customs in their
efforts to develop an improved machine to read passports.
State has the capability of producing machine-readable
passports at nine of our agencies and expects to have all
agencies automated in early 1988. Customs has been testing
some AIT machine-readable equipment which has produced
excellent results and is considering buying these readers to
install at their inspection sites.

OADR
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Redacted—-——Redacted—%-———Redacted Redacted Redacted Redacted Redacted-—-———Redacted Redacted-

Redacted

-———Redacted Redacted

—Redacted Redacted Redacted Redacted Redacted .Redacted

Redacted-——-—Redacted

—Redacted— Redacted Redacted Redacted Redacted

Redacted Redacted-—-———

Redacted Redacted———-Redacted

Redacted Redacted Redacted Redacted Redacted Redacted
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We have ﬁrged other countries (the U.K., Germany, the
-Netherlands, India and Japan) to follow our lead in MRPs
with some success. (Rustralia and Canada &lready produce
MRPs.)

The Department of State and DEA have put into effect a drug
trafficking information sharing system.

recelive update records on
a monthly basis. :

Finally, the State Department is working with CIA, FBI, and
Customs to develop a list of known or suspected terrorists

R +to enter in our present visa outlook system. We intend to
share the list with other governments and urge them to
contribute names of terrorists known to them.
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RECOMMENDATION 22

DESCRIPTION: Through the IG/T and with the concurrence of
the DCI provide policy guidance for terrorism intelligence
exchanges with local governments.

TASKED AGENCY: DEPARTMENT OF STATE.

SUPPORTING AGENCIES: IG/T and DCI.

STATUS OF ACTIONS: The State Department's Bureau of

Intelligence and Research (INR) continues to work closely
with the Office of the Ambassador-at-Large for
Counter-Terrorism to obtain sanitized reports from CIA and
NSA to pass to foreign governments and to encourage
exchanges of intelligence with foreign governments. Several
papers on Libyan terrorism and Abu Nidal are good examples
of this collaboration.

FolAp) ( 1)

Such discussions with
senior officials have occurred during visits by the
Ambassador-at-Large and other high delegations, but are not
yet a part of the ongoing dialogue at the working level.

The Department has attempted to classify threat advisories
at the lowest level so that they might receive the widest
dissemination. When the advisories must be classified, an
unclassified summary is included if at all possible,
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RECOMMENDATION 29

DESCRIPTION: Continue a dialogue with media representatives

to obtain support for denying terrorists the visibility they
seek.

TASKED AGENCY: DEPARTMENT OF STATE.

SUPPORTING AGENCIES: NONE

STATUS OF ACTIONS: Extensive discussions with journalists
at the working level (State and Pentagon cofrespondents of
the major networks, weekly news magazines and wire services)
and at the management level (the principal stockholder of
one of the country s largest news outlets, the vice
president of a major network) make it clear that 1mportant
news organizations will not agree to even voluntary
guidelines.

This does not mean that important news organizations .are not
concerned about the impact of the their coverage on
terrorist incidents. Several major news organizations have
issued formal guidelines, and, perhaps more importantly,
many organizations are devoting a lot of time to
introspection and public examination of the roles they have
played in past terrorist incidents. It is clear that
criticism of the excesses in the coverage of TWA 847 have
been taken seriously by major media in the U.S. State
(S/CT) accepts all invitations to discuss this topic with
journalists in public in hopes that continued attention to
this topic will have a salutary effect.

Discussions with journalists also made it clear that

government officials have been responsible for giving some

of the material which had the most potential to damage
f{uﬁﬁ»([)counterterrorlst operations. Reporters with no desire to

mislead made it clear that multiple sources within the
government had discussed ousLiv
nedauieu INEUAUIGU="—"—"" \C UGG U~~~ )

neuduiley

Redacted Redadéd—~——*~Redadec Redacted Redacted-— Redacted Redacted Redacted. Redacted
Redacted- -Redacted —-Redacted Redacted: . Redacted: Redacted Redacted Redacted- Redacted
——-Redacted Redacted: Redacted —Redacted: Redacted— Redacted Redacted: Redacted- Redacted

~AnninA .Rodarfad.. o o Prdontan . Dardsntad.

R,

v If responsibility for
leaks can be established disciplinary action should be
taken.
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S/CT's incident management press book will contain specific
suggestions for statements to be made at the beginning of
any terrorist incident. These statements will specifically
mention areas which spokesmen will not address and cite the
reasons why we believe that discussion of such items poses a
potential hazard for specific individuals. '
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