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No Objection to Declassification in Part 2010/05/24 : NLR-767-188-12-17-2 

SENSITIVE 

.3.3 

PAGE 1 - 751 SilUATION LISTING DATE 11/02/84//307 

SiTUATION: TERRORIST 
SUBJECT CATAGORY: FILE 

MESSAGE/ ANNOTATION: 
~ESSAGE: 

HCU2Q 
PP- RUEHC 
DE RUEHC 16777 0470139 
lNY SSSSS HH 
P 16002t2 FeB 84 lEX 
FM SECSTATE wASHDC 
TO ALL DIPLO~Alit ANO tOhSULAR POSTS PRIORITY 
&T 
•Ee RE t STATE 046777 
FROM UNDERSECRETARY SPIE~S FOR A~BASSAOOR/PRINCIPAL OFFICER 
C:,Oo 12356: DECL: OADR 
TAGS: ASEC, PTER 
SUBJECT: SECURITY THREAT ALERT PROCEDURES 

~EF: 82 STATE 191970 

INFOR!'l'I CONSULS 

lo c/> IN 1/IEW OF THE SERIOUS TERRORIST ATTACKS WHICH 
HAV~ OCCURRED AGAINST u.s~ INTERESTS IN RECENT MONTHS ANO 
THE ~ERIOUSNESS OF .THE THREAT !~FORMATION WHICH WE 
CONTINUE TO RECEIVE, WE ARE UPDATING OUR SECURITY-THREAT 
ALERT PROCEDURES TO FOREIGN SERVICE POSTS IN ORDER TO­
l~PROVl THEiR UTILITY TO YOU. CONVERSELY, I WILL LOOK TO 
YOU TO ENSURE THAT THREAT ALERTS DISPATCHED FROM ;YOUR 
POST WILL BE TIMELY ANO ARRiVE IN WASHINGTON IN 
I~MEDIAT£LY USABLE FOR~, ACCbRDING TO THE PROCEDURES 
OUTLINED 8ELOW. THE THREH ALERT PROCESS DEPENDS UPON 
CHIEFS OF MISSIO~ ENSURING THAT ALL IMPORTANT-POST 

25X1 PLAYERS I I ARE PART 
OF THE ALERT PROCESS, AND THAT OTHER MEMBERS OFTHE­
E~E~&ENCY A<TION COMMITTEE ANO SENIOR OFFICERS OF bTHER 
lJSb D!:PARTl"ENTS AND AGENCIES REPRESENTED AT-POST ARE -

ALtRTEo. wE WOULD CONSIDER THESE THE NORMAL MINl"UM. 

z. <i> THE SECURITY THRF.AT TERMS AND NEW TELEGRAPHIC 
FORMAT PROVIDED HER~ ARE DESIGNED FOR ISSUING TI~ELY 

'ALERTS AND SHOULD EiE IMPLEMENTED ll'l"EDIATHYe AS STATED 
REFTEL, SY/TAG WILL CONTINUE TO TAKE THE LEAD IN 
PREPARING SECU~ITY THREAT ALERTS. THESE THREAT ALERTS 
WILL BE COORDINATED WITH REGIONAL BUREAUS, INR, AND OTHER 
WASHIN5TON AGENCIES AS APPROPRIATE. THEY WILL BE 
REVIEWED AND APPROVED BY ~,er. 

SENSITIVE 

joos Review Completed.! 

No Objection to Declassification in Part 2010/05/24: NLR-767-188-12-17-2 



No Objection to Declassification in Part 2010/05/24: NLR-767-188-12-17-2 

SENS HIVE 

PAGE 1 - 752 SITUATION LISTING DATE 11/02/84//307 

SITUATION: lERRORIST 
SUBJECT CATAGORY: FILE 

~ESSAGE / ANNOTAllON: 

3. {.£) SO!"E . 6ENER~L GUIDELINES rOLLO!il. ALERTS WILL BE 
SENT ONLY WHEN THE DEPART~ENl BELIEVES A SIGNIFICANT­
THREAT EXISTS TO A POST OP. ITS PERSONNEL ANO AN ALERT 
MESSAGE IS WARRANTED. ROUTINE OPERATIONAL SECURITY 
MATTERS RELATIVE TO UNEVALUATED INTELLIGENCE, LIAISON 
WITH LOCAL AUTHORITIES, l~PROVE~ENT OR CHANGES TO 
PHYSICAL SECURITY AT A POST, JUSTIFICATIONS FOR SPENDING 
PUBLIC FUNDS, ET~. WlLL NOT REPEAT NOT BE COVERED IN 
A.LE RT TF.LEGR.A!IIS • 

4. (f) A NEW TELEGRAM DISTRIBUTION CAPTION, -THREAT 
ALERT" HAS BEEN ADOPTEOo THIS CAPTION SHOULD BE USED BY 
POSTS WHEN SENDING ALL TYPES OF INFOR~ATION TO WASHINGTON 
OR TO OTHER POSTS RELATIVf TO SERIOUS SECURITY THREATS. 
WHEN POSTS USE THE DlSTRIBUTION CAPTION uTHREAT ALERT", 
THE fOLLOWING DISTRIBUTION WILL AUTOl'\ATICALL Y BE fltADE lN 
WASHINGTON: STATE, CIA,, D.lA, FAI, USIA, AI!>, NSA, USSS, 
AND NSC. SFCSTATE l'IUST ALWAYS BE AN ACTION ADDRESSEE 
WHEN POSTS O~IGINATE THREAT ALERTS EVEN THOUGH THETHREAT 
ALERT TELEGRA~ IS INTENDED PRIMARILY TO ALERT ANOTHER 
OVERSEAS POST. 

s. cl> POSTS ARE STRONGLY oiscouRAGED FROJIII USING OTHER 
SPECIAL DISTRIBUTION ANO CHANNEL CAPTIONS SUCH AS NODIS, 
EXD~S, STADIS, SY CHANNEL, OR ROGER CHANNEL TO REPORT 
SERIOUS THREAT INFORMATION SINCE THESE SPECIAL HANDLJNG 
CAPTIONS OFTEN PRECLUDE TIMELY DISTRIBUTION. -

6. (~ DEFINITIONS ANO EXPUNATIONS OF SECURITY THREAT 
TERMS ARE COVERED H~~E. THESE TERMS AND DEFINITIONS ARE 
INTENTIONALLY BRIEF AHO SIMPLE. THEY WILL BE USED IN 
"SU6JECT" LJNES OF TELEG~AMS BUT NOT IN ROUTlNE,­
OP~R~TIONAL SFCURITY COM~UNICATlONSe WE CHOSE -THE TERM 
SECURITY RATHER THAN TERkORISM BECAUSE lTS ~EFINITION 
COVERS A aROADER RANGE Of VIOLENT/HOSTILE SUBJECTS • 

. A. TER~: · SECURITY THREAT ALERT. 

THE PR!~ARY PURPOSE OF A THREAT ALERT WILL BE TO CREATE 
AN ENHANCED ANO VIGILANT SECURITY POSTURE. TO THE EXTENT 
POSSIBLE VHJLE AStURING TIMELY TRA~S~ITTAL, IT WILL 
INCLUD~ AN~LYSIS, GUIDANCE, OR OTHER SIGNIFICANT 
INFO R"I._ TlON • 

6a TER~: SECURITY THREAT ANALYSIS. 

SEN~ITIVE 

No Objection to Declassification in Part 2010/05/24 : NLR-767-188-12-17-2 



No Objection to Declassification in Part 2010/05/24 : NLR-767-188-12-17-2 
SENSITIVE 

PA GE 1 - 7 5 3 SITUATION LISTING DATE 11/02/84//307 

SITUATION: TERRORIST 
SUBJEtT CATAGORY: FILE 

f'IE SSAGE . / ANNOTATION: 

THE INTENT IS TO PROVIDE ~NALYTICAL REPORTS (BACKGRCUND 
AND ASSESSMENT) PREPA~ED eY SPECIALISTS. SUCH ANALYSIS 
IS THE RESULT OF SYSTEf'IATIC STUDY, EVALUATIO~, AND 
CO~PILATI-ON Of FACTUAL DATA AN~ OPINIONS. THIS MATERIAL 
WILL NOT ~EPEAT NOT BE MAPKED WITH THE DISTRIBUTIO~ 
CAPTION "THREAT ALERT"• POSTS WILL FIND IT USEFUL TO 
CALL ATTENTION TO l~PO~TA~T SfCURITY INFORMATION BY 
PUTTING THIS TERf'I IN SUBJE(T LINES. 

EXA~PLE OF PROPER SUBJECT: A CAREFUL CO~PILATION OF DATA 
AND OPINIONS RELATIVE TO TERRORIST ACTIVITIES 
(PROJE~TIONS) FOR 1985. OR, A REPORT ON ~HAT ACTUALLY 
HAPPENED DURING A T~RRORIST INCIDENT WITH EDUCATION AS 
THE PRI~ARY PURPOSE• 

7 • . (~) SA"'PLE fORl'lAT/Cli:ARANCES/OISTRIBUTION OF THREAT 
ALERT T fLEGR Afl!S 
--------------------------------------·-------------------
FROl'I: 

ACTION: 

THREAT ALERT 

t.o o. 123S6 

TAGS: ASEC, PTER 

SUBJECT: SECURITY THREAl ALERT: TERRORIST ATTACK ON 
EMBASSY 

REF: STATE M~SSAGE EXPLAINING NEW PROCEDURES 

1. CLASSIFICATION - ENTIRE TEXT 

2. DESCRIPTION Of THREAT: 

3. COM~ENT/ANALYSIS: 

4. GUIDELINES/SU6GESTEO POST ACTION: 

S. DISSE~INATION: (INSTRUCTIONS If ANY ON HOW TO HANDLE 
THE INFOR~AiION WILL BE GIVEN) 

SENSITIVE 

No Objection to Declassification in Part 2010/05/24: NLR-767-188-12-17-2 



No Objection to Declassification in Part 2010/05/24 : NLR-767-188-12-17-2 

SENS IT IVE 

PASE 1 - 754 SITUATION LISTING 

SlTUATtON: TERRORIST 
SUBJECT CATAGORY: FILE 

~ESSAGE I ANNOTAtION: 
6, REQUEST FOR INFORMATION: 

DATE 11/02/84//307 

---------------- -----------------------------------------
CLEARANCES: ~/SY, M/CT, P~GIONAL BUREAU, OTHER 00S 

.OFFICES AS NECESSARY, OTHER USG OEPARTMENTS/A6ENCIES AS 
NECESSARY. 

OISTRIBUTIO~ IN WASHINGTON: STATE, NSC, CIA, NSA, DIA, 
USSS, USIA, (AID AND OTHER AGENCIES WHEN NECESSARY). 

DISTRIBUTION OVERSEAS: ALL AGENCY HEADS PLUS OTHERS AS 
POST SEES FIT. DA~ 
P,T 
#6777 
NNNN 

SENSITIVE 

No Objection to Declassification in Part 2010/05/24 : NLR-767-188-12-17-2 
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WITHDRAWAL SHEET 
Ronald Reagan Library 

Collection Name 

EXECUTIVE SECRETARIAT, NSC: CABLE FILE 

File Folder 

TERRORIST FILE 02/09/1984-02/16/1984 

Box Number 

188 

Withdrawer 

LM 9/7/2017 

FOIA 

F03-012/3 
SKINNER 

188 12 

ID Document Type 

Document Description 

No of Doc Date Restric-

211052 CABLE 

ROME 04281 

Freedom of Information Act - (5 U.S.C. 552(b)] 

B-1 National security classified information [(b)(1) of the FOIA] 

pages 

1 2/16/1984 

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA] 
B-3 Release would violate a Federal statute [(b)(3) of the FOIA] 
B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA] 
B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA] 
B-7 Release would disclose information compiled for law enforcement purposes [(b)F) of the FOIA] 
B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA] 
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA] 

C. Closed in accordance with restrictions contained in donor's deed of gift. 
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Document Description 

No of Doc Date Restric-
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Freedom of Information Act - (5 U.S.C. 552(b)] 

B-1 National security classified information [(b)(1) of the FOIA] 

pages 

3 2/16/1984 

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA] 
B-3 Release would violate a Federal statute [(b)(3) of the FOIA] 
B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA] 
B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA] 
B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA] 
B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA] 
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA] 

C. Closed in accordance with restrictions contained in donor's deed of gift. 
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Collection Name 
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FOIA 
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ID Document Type 

Document Description 

No of Doc Date Restric-

211054 CABLE 

162139Z FEB 84 

Freedom of Information Act - (5 U.S.C. 552(b)] 

8-1 National security classified information [(b)(1) of the FOIAJ 

pages 

3 2/16/1984 

8-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA] 
8-3 Release would violate a Federal statute [(b)(3) of the FOIA] 
8-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA] 
8-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA] 
8-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIAJ 
8-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA] 
8-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA] 

C. Closed in accordance with restrictions contained in donor's deed of gift. 
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1622152 FEB 84 

Freedom of Information Act - [5 U.S.C. 552(b)] 

8-1 National security classified information [(b)(1) of the FOIA] 

pages 

2 2/16/1984 

8-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA] 
8-3 Release would violate a Federal statute [(b)(3) of the FOIA] 
8-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA] 
8-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA] 
8-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA] 
8-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA] 
8-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA] 

C. Closed in accordance with restrictions contained in donor's deed of gift. 
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pages 

2 2/16/1984 
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B-3 Release would violate a Federal statute [(b)(3) of the FOIA] 
B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA] 
B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA] 
B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA] 
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B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA] 
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