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SECRET W

4625
NATIONAL SECURITY COUNCIL ({d %/
WASHINGTON, D.C. 20506 i
July 10, 1986
S ET
rd

MEMORANDUM FOR NICHOLAS PLATT )

Executive Secretary

Department of State
SUBJECT: Public Diplomacy on Counter Terrorism (U)

Following discussion with the Interagency Group on Terrorism, we
asked Ambassador David Miller to undertake a detailed study of
our current public diplomacy efforts on counter terrorism and to
make recommendations for how these efforts can be strengthened.
His report is attached at Tab A. (S)

After extensive consultations with State and other agencies,
Miller concluded that there is a fundamental weakness in our
approach to publity'diplomacy on this subject because we have not
devoted sufficient personnel and resources to the issue. The NSC
shares the recommendation that we must make a significant
manpower commitment to this effort somewhat along the lines of
the "Otto Reich" team. We should put this interagency public
diplomacy team directly under the command and control of the
IG/T. Moreover, we need to identify a top-flight coordinator,
and have assigned to him personnel on detail from the key
participating agencies including State, USIA, and DoD, to staff
this office on a full-time basis. (S)

We are less concerned about the actual structure and organization
of the public diplomacy office, because that should follow the
appointment of the key coordinator and his staff. Clearly, the
Miller report will be a helpful document for the new coordinator
to consider. The selection of the coordinator, however, will be
critical. (S)

The coordinator should be of ambassadorial rank, possess a
creative flair and a background in effective interagency
‘coordination. Previous experience in the NSC and in European
affairs would also be most helpful for the candidate. I think we
should seek to identify and bring on board the coordinator and
his team immediately. - (S)
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We would appreciate your earliest attention to this subject and
your reaction to the Miller report. (U)

U ot s —

Rodney B. McDaniel
Executive Secretary

Attachment st
Tab A - Ambassador Miller's Report
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20506

July 1, 1986
SECRET

MEMORANDUM FOR JOHN M. POINDEXTER

mk&DEL

FROM: WALTER RAYMOND/JUDY#}

v

SUBJECT: Public Diplomacy on Libya and Terrorism

You asked for more information on the kind of effort, themes,
possible audiences, etc. needed to support our counter-terrorism
objectives. The attached USIA gameplan (Tab B) lays out some of
these themes and objectives. However, USIA's gameplan (and the
implementation) are weak in several key areas:

-— it focuses mainly on public information, and neglects
political actions such as working with the Congress, private
sector groups, and non-governmental organizations in support
of our broad pPolicy goals;

- even as public information, it concentrates on USIA outlets,
rather than domestic and foreign television, radio, and
press;

- it does not allocate sufficient resources to do an effective
job; and

- it has no measurable criteria for effectiveness.

The USIA interim report on implementation of their gameplan
(at Tab C) illustrates the problem.

Their production has been limited to placing a few items on the
USIA wireless file, some VOA editorials, and worldnets (most of
which were done in the immediate wake of the raid on Libya).

They have had little success, for example, in following up on the
revised European interest in this issue or even compiling the
facts on what the Europeans are doing, which we could use to make
the point that there is growing Western appreciation of the need
to take firm action against terrorism.

This is not meant to denigrate USIA's effort, but to recognize
that the resources, personnel and perspective they bring to the
issue are not adequate, and that to attack the problem seriously
requires a basic commitment of resources and personnel along the

lines Dave Miller recommends.
, DECLASSIFIED
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Crafér%oy, Howard Telcher concur.

Attachments

Tab I Memo to Secretary Shultz
Tab A Ambassador Miller Study
Tab B USIA Gameplan
Tab C = USIA Interim Report
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MEMORANDUM FOR: Vice Admiral John M. Poindexter
Assistant to the President
for National Security Affairs
The White House

FROM : Marvin L. Stone
Chairman
International Information Committee

SUBJECT: Public Diplomacy Working Group on Countering
Libyan Support for Terrorism

Attached, for your consideration, is the 60-day Action Plan on :
Countering Libyan( Support for Terrorism requested by the NSC.

An interagency working group of the IIC, under the chairmanship
of Philip W. Arnold, is ready to take responsibility for the
Plan's implementation along with the full cooperation of
participating agencies. One additional full time position will
be required to identify data (both classified and unclassified)
needed and to ensure that it is made available in appropriate
coherent form to designated users.

We are ready to proceed immediately upon your approval of the
Plan. We will also be prepared to provide you will a final
report at the end of the 60-day period, with an assessment of
what further steps may be needed at that time.

I look forward to your comments.

SECRET.

Classified by: Marvin L. Stone
Declassify: OADR

, DECLASSIFIED
. HLRRMYpuly # ot

BY_&S_ MARA DATE Lo[4|1l




ot 3 r e

o ks A

e i 5 8 it

SEC

PUBLIC DIPLOMACY ACTION PLAN:
COUNTERING LIBYAN SUPPORT FOR TERRORISM

SUMMARY

The next two months will be critical for the U.S. effort to
reorient international approaches to state-supported terrorism.
The international reaction to U.S. actions against Libya
underscores the urgent need for a comprehensive, well-
coordinated approach to defend past and potential U.S. measures
and enlist more active international cooperation.

This plan focuses only on public activities directed at
international audiences, either directly or through European
regional or U.S. media coverage, and builds on the already
intensive effort underway (see ANNEX C). Any further
communication activities should be addressed by an interagency
group coordinated by the NSC.

This strategy emphasizes:
R
- building unambiguous understanding internationally of the
cooperative steps that are being taken and need to be taken
by all nations to combat Libyan terrorism while emphasiazing
the inevitable deleterious consequences of failing to
cooperate;

- seeking to minimize support for and isolate Qadhafi,
furthering the erosion of his stature as a charlsmat1c

leader to be feared or respected; — e - -
- laying the groundwork for longer term, broader public
diplomacy programs against international terrorism;

- identifying the struggle to be aimed at terrorists and
terrorism, not against Arabs and Muslims.

USG activities in the coming weeks should seek to intensify
international public opposition to Libyan-supported terrorism
and to more active and effective international cooperation
against international terrorism.
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PUBLIC DIPLOMACY ACTION PLAN:
COUNTERING LIBYAN SUPPORT FOR TERRORISM

I. BACKGROUND

In the aftermath of the U.S. air attack on Libyan terrorist
infrastructure/military targets, the USG faces a formidable, but
not insurmountable, public diplomacy challenge of generating
significantly more intense international public opposition to --
and ultimately actions against -~ Libyan supported terrorism.
Widespread, foreign public criticism was apparent in the
immediate aftermath of the U.S. air attack on Libyan military
sites. Nevertheless, a core of support for U.S. actions exists

in Europe and, privately expressed, among leaders and elites in
moderate Arab States.

II. U.S. PUBLIC DIPLOMACY OBJECTIVES

- Achieve unambiguous understanding of U.S. objectives.

s v
- Gain accepténce/support from publics and governments of
Allied and friendly nations for a full range of economic,

political and (if necessary) military actions against Libyan
supported international terrorism. -

- Convince European publics that terrorism is a legitimate
security concern of the NATO Alliance and that European
history illustrates the failure of appeasement; limit the
divisive effect within the Alliance of Soviet propaganda.

- Help create a psychological climate through which
moderate Arab regimes (particularly Tunisia, Morocco,
Jordan, Egypt, Saudi Arabia) and other Third World Muslim
countries will find it easier to resist pressures to support
Libya; emphasize that action is focused on Libya, not the
Arab or Muslim worlds.

- Influence publics and governments in non-aligned Third
World countries to take stronger stands against terrorism

and resist pressures to support Libya in prominent forums
such as the U.N. and the NAM Summit.

e
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KEY STEPS

- Prepare an effective public presentation of U.S. policies:;

- Build on the emerging willingness of Europeans and other
friendly governments to consider more active cooperation and
measures to combat terrorism in the immediate future; help
Europeans see the inevitable costs of their failure to
confront the threat:;

- Encourage discussion within the Arab world and among
sympathetic Third World nations to emphasize Qadhafi's role
in sabotaging legitimate Arab interests and his own
country's security as well as peace in the Middle East, in
order to reduce the degree of Arab support for Qadhafi's
activities; encourage a greater realization within the Arab
world of the costs of terrorism to them, not only in the
substantial loss of tourist business but also increasingly
in general commerce:;

- Reemphasize to the people of Libya that our quarrel is
not with them)! but with their leader's reckless use of
terrorism; however, support for their leader makes them
vulnerable to attack; generate a greater awareness among the
Libyan people that Qadhafi is squandering Libya's oil
resources on military adventures and terrorism with a
resulting decline in the Libyan standard of living.

- Rebut Soviet propaganda or disinformation directed at
Europe and the Middle East on U.S. actions regarding Libya,

particularly Soviet activities aimed at creat1ng discord in
the NATO Alliance.

AUDIENCES AND APPROACHES

1. Influential individuals, groups and media in Western
Europe and, to a lesser extent, other friendly, democratic
industrial nations. A full range of public diplomacy tools
are available for direct communication with audiences, or
through mass media and personal contact.

2. Leadership within the moderate Arab and non-Arab Muslim
world and, to a lesser extent, leadership of non-aligned
Third World nations sympathetic to moderate Arab causes.
More indirect methods of communication may be necessary,
e.g. contact with media in the U.S. and Europe with
credibility in key Middle Eastern countries, although direct
contact with political and economic leaders and editors and
extensive use of the Arabic wireless file will also be

employed.
SEQgET
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3. In Libya: the educated urban middle class, military
officers, and other potential leaders and supporters of a
post-Qadhafi government. Indirect methods of communication
will have to be employed, along with reliance on VOA's
Arabic service.

4. In'the Soviet Union and certain East European
countries: Governing elites, self-selected informed publics

reachable largely through international radio broadcasts and
word of mouth.

V. INITIATIVES FOR IMPLEMENTATION:

l. Demonstrating Determination; Fostering Cooperation Against
Terrorism

- Actions designed to build on the May 5 statement by Allied
leaders at the Tokyo Summit:

-emphaqiz}ng and replaying foreign and domestic media
coverage of Summit actions against terrorism and
Qadhafi;

-encouraging and amplifying subsequent statements from
Summit leaders supporting active international
cooperation;

-arranging and amplifying a major Presidential
appearance during the post-Summit period aimed
specifically at audiences from participating Summit
nations. -

ACTION: The White House, Department of State) USIA

- Press interviews from the Oval Office and other senior
Administration officials with selected foreign
correspondents and broadcasters. A carefully selected
Presidential interview with a moderate, respected Arab
journalist, could be quite useful. Al Akhbar, a balanced,
pro-U.S. Egyptian newspaper, has a resident correspondent
who might be suitable for such an interview.

ACTION: White House, NSC, USIA

--Qs _and As (plus photo op) with selected foreign
newsmagazine (s):;

ACTION: The White House, NSC, USIA

SEerET
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- Build on April meeting of Justice/Interior Ministers in
Europe (The Trevi Group) by amplifying, wherever '
appropriate, continuing demonstrations including public
statements, of international cooperation between justice,
police, and other law enforcement officials.

ACTION: Departments of Justice, State, USIA

- USG Washington, US Missions contacts with concerned
organizations -- e.g. international airlines associations,
pilots association, travel industry, Chambers of Commerce,
business groups -- in U.S. and in Europe, Middle East and
other selected countries to generate continuing public
condemnation of Qadhafi and international terrorism. To the
extent possible, tangible actions should be explored which
would communicate common (and determined) opposition to
terrorists and supporting states.

ACTION: White House, Departments of State, Commerce and :
Transportation, Federal Aviation Agency
AR
- Human rights and humanitarian groups' public statements
against Libyan terrorist support and activities.

ACTION: White House, Department of State

- Public statements by Congressional and other prominent
delegations travelling abroad on American determination to
combat the terrorist threat and desire to work with allies
and other friendly states. Congressional contacts with
Parliamentary counterparts. -

ACTION: Department of State, U.S. Missions

SECRET




Major USIA Activities

-Journalist Seminar Responding to Terrorism: to be organized
at the earliest possible time, with selected resident
foreign correspondents (with senior USG involvement).

-High level regional IV proiject: for senior
journalists/editors/publishers and terrorism experts from

Western Europe (possibly with selected individuals from
Muslim countries).

-Selective use of WORLDNET and Foreign. Press Center
briefings.

-Video Product: to assist in carrying forward the discussion
in Europe especially of the nature of State-supported
terrorism and possible responses.

-One-on-one press briefings: including backgrounders, with
high level Administration officials will be intensified,

coordinated by White House press and Foreign Press Centers
staffs.

-Public Opinion Surveys ("Flash" telephone studies and
commissioned research; secondary analysis of commercial
studies and EC surveys.)

-Frequent media reaction reporting and trends analysis.

Other USIA Activities

-Ongoing systematic teleconferencing, selected employment of
U.S. officials and private experts as American Participants
(AMPARTS) abroad Wireless Pile features, TV and small format
VCR programs, America Today and Satellite File
transmissions, VOA features and editorials.

-Briefings with USG officials and US terrorism experts for
selected foreign visitors in the U.S. under USIA auspices on
other IV programs.

-Stepped-up overseas distribution of appropriate
informatignal materials. Particular attention to be given
to European and regional publications influential in Third
World Arab and Muslim countries and use of crossplay in the
Wireless File, VOA and other international services.

SEQRET
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ANNEX A
SUPPORT NEEDED FOR PUBLIC DIPLOMACY ACTION PLAN

Substantive informational support is needed for more effective
public diplomacy to combat terrorism, most immediately the
threat from Qadhafi:

l. The ready availability of substantive expertise: USG

officials, supportive Congressional leaders, private experts for
USIA activities listed in paper

2. Assistance in Developing Informational Materials on the
following subjects:

- events in Libya (what Qadhafi is doing to his own people,
book burning, etc.)

- analysis of the geostrategic significance of Libya;

- description of terrorist training camps within Libya;
AR

- unclassified/declassified data on terrorist groups and

networks; banking transactions and other logistical

networks, the role of Libya Peoples' Bureaus; Libyan

support for international terrorist groups such as the IRA,

Basques and Philippine insurgents, as well as Middle East
based terrorists;

- the relationship between Qadhafi and notorious terrorists
such as Abu Nidal;

- Qadhafi targeting of Libyan dissidents in Europe, the
U.S., and elsewhere;

- the full range of nonmilitary measures available to
states cooperating against terrorism;

- update on human rights in Libya;

- history of Qadhafi, his rise to power, stormy relations
with the Arab world, e.g. Qadhafi's role in the
disappearance and apparent murder of the prominent Lebanese
Shi'ia cleric, Musa Sadr, his mining of the Red Sea and
Gulf of Suez, his bombing campaigns in Cairo, etc.;

SEC
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- an updated chronology of Libyan-sponsored terrorism;

- compendium of bellicose and compromising Qadhafi
statements;

- list of major terrorist incidents on European continent
over past several months;

- economic impact from the decline in tourism to Europe and
elsewhere;

- history of frustrated U.S. diplomatic initiatives
vis-a-vis Libya over the past several years:;

- the role of international law in reducing terrorism;

- in the event of further military action, military
assessment report as soon as possible;

- public qgpinion polling results and other evidence of the
the depth of American public support and determination.

3. Sanitized/ Declassified Evidence: A systematic means of
identifying publicly useful data and ensuring it reaches USIA
and US commercial media.

4. A calendar of anticipated events, conferences, speeches, and
other public diplomacy opportunities.




ANNEX B
THEMES

1. Specifically defending the Libyan airstrikes and U.S.
intention to keep open future options against Libva:

- The United States undertook military action against
Libya knowing that further terrorist acts were planned
against U.S. targets; it was an appropriate measure to use
in this instance to stem the threat.

- The primary obligation of any government is to protect
its own citizens. The U.S. obligation in this case is to
shield Americans from indiscriminate attack by terrorists
trained, supported and directed by the Libyan Government.

- Our military operation against Libyan military and
terrorist infrastructure targets was an appropriate response.

- The Administration's demonstrated determination to take
action to combat the threat of terrorism, including the
strike on Libya, is widely supported by the American people +
and enjoys §tﬁong bipartisan support in Congress.

- The U.S. is prepared to sustain all appropriate
political, economic and military measures necessary to deter
Libyan supported terrorism.

2. More generally on U.S. concerns about the growing threat of
international terrorism and Qadhafi's role as prominent
instigator of terrorist activity:

- Terrorism increasingly threatens the basic norms of
civilized social and political life.

- Past acquiescence has not led to a decline in terrorism;
rather, incidents have increased.

- European history demonstrates that appeasement of
radicals only encourages worse outrages; accomodation does
not work.

- A more determined and active response is essential if
terrorism is to be dealt with effectively, and innocent
publics protected.

- Qadhafi is using his nation's wealth to commit aggression
against his neighbors, including military occupation of
Chad, instead of devoting those resources for critically
needed national development in those desperately poor areas.

- Qadhafi provides support to a growing network of
extremists and mercenaries who threaten the well-being of
diverse civilized societies. Determined international
resistance is their only barrier.
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- A full range of options is available to governments to
provide that resistance. The EC-12 decision to reduce the
presence of Libyan diplomats is a good start. Other
cooperative actions must be taken.

- Cooperating states can fashion a collective international
approach to confronting terrorism to keep it from becoming
the political determinant of our times.

- At the same time, the U.S. recognizes the need to deal
with the social, economic and political conditions that are
the fertile ground of terrorism.

- The US shall, for example, continue to work toward a
negotiated resolution of the Palestinian problem. But
terrorism has become a major impediment to a just and
honorable resolution of the Arab-Israeli conflict and to a
lasting peace that could fulfill the aspirations of all the
peoples of the region.

- Terrorism has taken on a life of its own. It is illusory
to think that a resolution of the Palestinian or any other

specific regional issue would quickly remove terrorism from
the scene.



Special messages directed at Libyan publics:

- Qadhafi's policies and practices are diverting Libyan
resources from national development and welfare. Unlike
other o0il rich countries, Libya has little to show for the
vast amounts of money it has derived from its oil
resources. Now that the price of o0il has dropped on world
markets, the effects of Qadhafi's wasteful policies are
being felt even more domestically.

- Qadhafi's terrorist practices and his aggression against
neighboring states, including Chad, are isolating Libya from
other African and Arab countries as well as the U.S. and
Western Europe.

- The Libyan people should question whether their interests
and traditional Islamic values are best served through
terrorist actions.

- The Libyan people should also ask whether their interests
and traditional Islamic values are served through
association with a Communist regime whose main objective is
to manipulate Libya for its own political and security alms,
but who offered little more than rhetorical support.

. AL
For Soviet audiences:

- Terrorism is a universal threat to world stability,
exempting no nation. Soviets have also been victims and
will continue to be in the future if cooperative and
determined action is not taken against terrorist
perpetrators, including Qadhafi.

- Libya under Qadhafi is an erratic, explosive,
untrustworthy ally of increasing embarrassment to the world
image of the USSR.

- Continued Soviet support for Qadhafi is having the effect
of reinforcing his determination to support terrorist groups.
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ANNEX C

TERRORISM: USIA PRODUCTIVITY

The general subject of terrorism, Libyan-sponsored terrorism in
particular, has been a USIA priority for some time. During the
period covered by the chart on the following page, January 1985
through April 15, 1986, USIA produced 2,388 separate items
related to the issue of terrorism, 603 since the President's
January initiativé imposing sanctions on Libya. Of the total,
33 were offerings of films and VIR's and 2,303 were Wireless
File items (transcipts, official texts, reprinted articles,
original features, VOA editorials and WORLDNET and Foreign
Press Center briefing transcipts).

There were nine WORLDNET productions during this perioad:

Sep. 15, 1985 Ambassador-at-Large Robert Oakley

Oct. 18, 1985 Secretary of Defense Caspar Weinberger
Jan. 19, 1986 Secretary of State George Shultz
Mar. 3, 1986 Gordon Brown, Director of Arabian
Peninsula Affairs, Dept. of State
Mar. 12, 1986, Marcelino Oreja, Secretary General of
" Council of Europe
Apr. 3, 1986 Undersecretary of State Michael Armacost

Apr. 15, 1986 US Spokesman Edward Djerejian
Apr. 16, 1986 Secretary of State George Shultz
Apr. 18, 1986 Secretary of Defense Caspar Weinberger

These nine briefings have produced 25 separate products,
including wireless file items in the form of transcripts and
VCRs for posts to order.

Following are the figures on a month-by-month basis:

January, 1985 34 January, 1986 338

February 32 February 52

March 28 March 138

April 52 April 75
_  May. 96

June 344

July 239

August 103

September 111

October 393

November 198

December 145

s
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-Several VOA editorials have been broadcast on various
aspects of the Action Plan.

-Several one-on~-one interviews with foreign correspondents
have taken place.

-With a single exception, all requests from field posts for

American Participants (speakers) and teleconferencing have
been satisfied.

Under development:

-We expect to release and distribute the following within
the next week: an update (and more complete version) of
the January Libya White Paper, an updated chronology, and a
second feature on European actions.

~-Data collection on the following is proceeding and should
result in fipished written releases before the end of the
60-day period: " Libyan aggression against her neighbors,
compendium of Qadhafi self-incriminating statements,
evidence of terrorist networks, evidence of Libya support
for terrorists, brief description of Libyan diplomatic
relations since Qadhafi came to power, brief analysis of
the economic costs of terrorism, international law and
terrorism, events in Libya.

-A seminar for foreign correspondents at the bureau chief
level is scheduled for July 9. Secretary Shultz will
participate. "

-A request for an Oval Office interview has been forwarded
separately to you.

-A video documentary has been scripted and is about to
begin production.

-Two WORLDNET features on international law and aviation
security are under active consideration.

our final wrap-up report will include a computer printout of
all activities and products, results of a second public opinion
survey which should serve as a measure for attitude shifts in
test countries and recommendations for continuing reinforcing
activity.
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position of public diplomacy coordinator. We tend to believe
that a current or former ambassador would be appropriate because
of his background and ability to work with the bureaucracy. We
have met with Marshall Brement, whose qualifications are out-
standing for this purpose. He is currently on the Naval War
College faculty following the completion of his most recent tour
as a Reagan Administration appointed Ambassador to Iceland. He
was a professional Foreign Service Officer, who served in the
past in the NSC with specific responsibilities for the Soviet
Union. He is an effective manager and communicator. While we
will need to be conscious of Jerry Bremer's concerns, we should
not wait to put this public diplomacy team in place until late
August when Bremer returns. George Shultz may also have possible
candidates.

RECOMMENDATION

That you sign the memorandum at Tab I to Secretary Shultz.
Approve Disapprove

oM
Ollie North concurs.

Attachments
AR
Tab I Memo to Sec Shultz
Tab A Amb Miller Study
—




Ju373

4625
THE WHITE HOUSE"'

WASHINGTON /Z/)%

et

MEMORANDUM FOR THE HONORABLE GEORGE P. SHULTZ
The Secretary of State

SUBJECT: Public Diplomacy on Counter Terrorism (U)

Following discussion with the Interagency Group on Terrorism, we
asked Ambassador David Miller to undertake a detailed study of
our current public diplomacy efforts on counter terrorism and to
make recommendations for how these efforts can be strengthened.
.His report is attached at Tab A, (S)

After extensive consultations with State and other agencies,
Miller concluded that there is a fundamental weakness in our
approach to public diplomacy on this subject because we have not
devoted sufficiemt(personnel and resources to the issue. I share
his recommendation that we must make a significant manpower
commitment to this effort somewhat along the lines as of the
"Otto Reich" team. I think we should put this interagency public
diplomacy team directly under the command and control of the
IG/T. Moreover, after reading Dave's report, I would urge that
we identify a top-flight coordinator, and have assigned to him
personnel on detail from the key participating agencies including
State, USIA, and DOD, to staff this office on a full-time basis.
S
(s) } §
I am less concerned about the actual structure and organization
of the public diplomacy office, because I think that should
follow the appointment of the key coordinator and his staff.
Clearly, the Miller report will be a helpful document for the new
coordinator to consider. The selection of the coordinator,
however, will be critical. (S)

One candidate who comes to mind is Ambassador Marshall Brement,
who is now at the Navy War College, but you may have other
suggestions in this regard. I think we should seek to identify
and bring on board the coordinator and his team immediately. (S)
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SEgéET 2

I would appreciate your earliest attention to this subject and
your reaction to the Miller report. (U)

Attachment

Tab A Amb Miller Report
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