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.... . . 

1rashir.gum, D.C 205:..'0 

.-
Dear Mr. Stockman: 

In reply to your Legislative Referral Memore.nd.u.m. 0£ 
April 12, I am pleased to have the opportunity to she.re wi tl> 
you our views on the proposed Buddleston - Leahy amendment • . 
The Department strongly opposes the amendment. 1'he Department 
of State fully shares the conc~rn of Senator• Buddl.estcm and 
Lea.by about bostile foreign intelligence activities in this 
country and the potential threht to national. security that 'they 
represent. ~e have takeD e numbe~ of steps to belp dea.1 with 
this threat and are in tile process of implementing others. But 
the amendment6 which they have proposed for inc1usion in the 
Intelligence Authorization Bill for FY i9SS present serious 
legal, practical and for_eign policy problems whic:h :r wi1l 
adcress briefly. in . order. 

Section (a) goes beyond the objective of reciprocity (which 
is also. defined in other legislation like the Foreign Missions 
Act) by putting Congress on record in favor of 2 policy of 
absolute equali~y in nu~ers. If adopted, such a po~ic:y could 
push us into a .rigid positiop on t.hese matters which in aost . . 
cases would not be i.D our_ interest. For eXallp1e. no one either:_; 
in the Congress or the Executive Branch bas done a stw!y 0£ the , . . 
issue of whether our Embassy in Moscow could £unction 
effectively with 100 percent American staff and no Soviet 
employees. 

With regard to Section (b), it is our position that report 
langua9 e rather than statutory language would be the best place 
to spe l l out how to work toward overall goals tbat a.re defined 
elsewhere. But we also have problems with the specifics of the 
Section es currently drafted: 

-- 1t· would require determinations by the President that 
plece an undesirable and unfair burden on hi&: that a 
govermnent was engaged iD in~elligence activities harmful to 
tne United States, and then that it is in the D8tional. interest 
not t o expel.large numb~rs of officials of thet government or 
not to deprive them of their immunities • 

• 

The Honorable 
Director, 
~ement and Budget. 

\ 

\ 



' 

I 
I 

i I -- If~• decided to deprive auc:h officials of their 
ir.~uniti••, in th• Soviet. ca•• _,we wo~ld be violating a 
bilateral esreeaent in force atpc• 19,7, which 9iYa■ &11 ~ 
m~r• of our- tmt>&•aiea aDd t.heir faailioa full d1pl.caa~te 
privilege■ and immuniti•• on • iraciprocal baaia. 1 

i 1. 
- bpulaion or d~privation· of 1-unity by 11a woa14 1 

.. . .. inevi t.ably expo•• a COILIIUlaurate ,mebelr of our i,eop1• in the 
.Soviet UoiOll to retaliatory act

1
ion by the Soviet.a • . 

'lbe objec:t.i •e• of 8ectiOD (c) voald be better ...t 1::,y ~-••1 · . 
te1tiaony before the C.Onvr••• by t.b• a;enciea concer2aed rather 
t.han by whet eight becoz:ia a coaproaiae vritten report. 
~etW'ally, the State Dep&rt.aant. '-• prepued t.o update 1ac:tla.1 
~~t~rial, •~ch aa numbara of Soviet• and other 4iploret••I 

I I 

SectioJl ( ~) of t.ha propoaal; wou14 atri>ce the reqairaa,nt iD 
t.h• State Depe.rt.mant B4sic J.uthori ti•• kt that. th• Director of 
~h~ Office c! forei;n ~~a5iona be & Foreign Ser•ice Officer 
~i th cert Air. :special qw.lificat..iona. and that the Deputy · 
Director be a ~•ml:>•r of t.be int:elliguce coa■m,i ty. '!ht■ 1 
proviaion waa &ccept"ed la•t Y•~ by the house/Senate Coafe:rltDC..e 
on the Departz:,ent • • n 8'/65 ~thori&.at.ion Bill cm the ar-1Dg · 
of th• Bou•• Confer••• 110. _. t.o provide 9rMter d•ft11:Jtioo ~ . 
the role of the Office .of ~reip Xi-icma. 2t ¥Onld :be •a•e-4ee -!; ;·•·.· · 

t.o reopen the question at thi• ti-. . ~ ~l:"?: _:·. . :~ ~ 
Pinally. aa a aatter of pribrity policy. the ~ -1n~~OD '· 

believe• that we shoul~ be probing th• new Soviet lea4erabip to 
••• wh•ther aoe~ pr~r••• in our bilateral relationabip C&A 1>e · 
=-~=t-·. L.-9 i 1!~t~ori c! tJ.~• •ort

1 

would hinder that e1:fort. j 

"qa i r,, ! \.&nt to make clear! that we a t ron9ly endorN the 
objectivt c! encoura~in~ recipzocity and .quivalence an« ! 
ccntr0llin9 t.h• hostile intellivance t.hraat. 'fh• l>eparaa•t of 
Su te look• forward to wor king wi t.b th• lntel.119ence Cowd·'ttee 
to fin~ waya to achi•ve thoa• goal• while at tl:ae •••• tlae 
pr01DOtin9 our forei9r. policy objectiv••• 

• 

· Robert r. turner 
• Actb9 J.a•i•t.&Dt Secrat.ary 

Le9ialati•• an4 jl,Dt•r9~n»Mltal •fl'lljre 

• 

• I 

r 



• 

.. 
Dear Senator Laahya 

Auittant Surttn~'I c,1 .l.'!dt 

/or EH7"0J)tcu, Af 4,r1 

April 16, 1994 

All l indicated to you in our r cent t•l•phon• conversation, 
I fully share your concern about h atil• for•i9n intelli9enc• 
aetivitie1 in thia country IJ\d the potential threat to nationa: 
■ ecuc-ity that they repreaent_. We ave taken a number of 1tep1 
in _this direction and are in th• proc:eas of implementing 
\,ther1. .But the amendl\ent■ which you l}e.ve proposed for 
. nelusion in the !ntelligence Author1tation Bill for FY 1985 
i reaent ••rious legal, practical and foreign policy proble~s 

. .. nd I wanted to 1hare them with you. With regard to the 
: peeific provi1ion1 let me deal with the~ brief!y !r. orcer. 

. ' 

Our problem with section (a) 1, that it appears to go 
1. eyond the objective· of reciprocity (which i• ·also defined in 
.:.ther le91alat.ion lilce the Forai9n IMiaa1on1 Act) by putt 1n9 
.:·ongr••• on record in favor of a policy of ab■olut• equa!ity ir. 
:.umbera. If adopted, such a policj could · puah ua into a r1g:..d : · 

.-:r.,osition on these 1nattera which in \1101t case• would not be ;.n · · 
·: .-c ~r intera1t. For example, no one '. ei th•er in the Congress or 
·. the Executive Branch has don• a at\idy of the i••u• •of wheth•r 
· c ur · Embaaay 1n Moscow could function effectively with 100 

r ercent Merican 1taff and no Sovi~t •~ployee1. 
. l 

With regard to Section (b), we 1generally think that report 
l angua9• rather than statutory lantuage would be the best p~ace 
to spell out how to wort towar4 overall goe.la that aro dof1n•d 

· E.: laewhere • . 8ut we alao have ptoblem■ with the apeei f ice of ~he 
Section aa currently drafte41 . i 

I 

-- It would require deter.inat(on• by the President 
~~at place an undeairable and unfa~r bur~en on hi~: thAt • 
_~vcrnment was engaged in intelli9~nc• activities haratul to 
:.he - United State■ , and then t.ha.t it ia ~-' th• national interest 
~ to expel large nu~bers of offi~iala of that governffier.t or 
r.o~ to deprive the~ of their 1al\un~t1e1. - : 

-- If we dacided to deprive •~ch officials ot their 
: .ilmunitiea, in the Soviet cA■e · w• would be violat1ng a 
1., !.ateral agreement in force since !1967, which gives all 
.·,.1mbera of our Eftl'bassies and their 1fal'lilies f\:l!. diplomat1.c 
~ rivilegee and immunities on a reciproca: basi ■• 

\ 

i'he Honorable 
PAtrick J. Lenhy, 

Cnited St3~e~ Senftte. 

I 
I 

' . 

.. --



• 

-- Expusion or deprivation of fmmunity by ~s wc~~f 
inevitably expose a ·corr.1r1(:n!:iur,.1•.:r numbt?r of 0'.!1: r-,~o:.,:-.e in t'h~ 
:,oviet 'Jnion to ret;,~i ::~':r~ry ;1c- t~on. by t~t? SovietJ. 

I firmly believe thil .. t'1(! cb:ec:tives cf Section (cl ~C'.!!c 
~; e b.Ptter :,,1•t ~y ;1n:'.tli\'. 'J!i;· .. ,· •---:: / l•c1c•re t:r:e Co!1gr~s~ by the 
-<1qencie:.; concerr!cd r.-1 ~.:: t-r t:: :~~1 ny •,1hat ~i,;r~t bccor.-.t' ,:\. - -•: •.)!"pro~-:.se written n.:p.;;-•_. '..'i1tt:ral.!.y, :he State !::e:x\rtment 
;;o'.J!d be preparet1 to 1.::,r!ctc :..ict·:u.!. :-"lilterial •. !:i'.!c;:h as r.ur.,bt-rs 
of Soviets anc. other ,:-:_p.:..on•cit!.;. 

Section (d) o! your ~ropo$nl would strike the reocirement 
in the State 9epart,-tin•_ ::;,,!; _i. c /\ 1.i +:hori~ties Act t~at ~he Director 
of the Office of .Forr!.iqn :~ ·-!:•;icn~; :)e a f"ore1gn Service Officer 
w1.t~ certuin spec1,'\: q:..:,,1:.:-:..ca'"-:.on~, and that the !:>cp•Jty 
'.."·:rector bP. a member of •.: ~ic. ir.t.\!)..ligence co!':'.m1Jnity. This 
:,rovision was ncce:)t:e,~ lns1: ye~1r b:; the House/Se:-.ate Confere~ce 
c•n -:.he Department· s '!:Y 8•!/~!5 .\ •.:Lhoriz.ation Bill so as to 
o:-ovide greater de1in~tl0!1 of the role of the Offic~ of Fcreior. 
:•!is5ions. We wou:c1 prPf9r +;;;a1. thi. s question not bl? rcopened
~1t t~:.s time. 

Finally, as a ~atter of po!icy, tbe Administration b~liev~s 
that we should be _rroLing th•~ nt•;,,, Soviet learler~hip. to see 
~~~ther··~o~c progrc~~ ~~ our bi:~tcra! relationships can.be 
!'1~1.?e, nnc: thin'< •_r,c rc is. ,1 !'"'' •'~ q'.lcstion a!i to w'hct~er 
.!.eoislation of thi5 ~ort .. ..,0°.1!. rl ) '. c-!D or hinder that effort.. - . 

Again, l want to ~~ke clear that! strongly endorse your 
objective of encoutdgi ng rrc1proc1ty and equivalence and 
ronc.ro}lin9 the ho!iti:e inte:J.igence threat. 1 loc'l'. for'Aa:tc to 
·,wr'king with you ar.n w~t.h the !ntelligence Con,l"dttec i~ !1.!v:.in~ 
w.:ys to ach~evc tr:ose qo a!!; -...·hile at :.:he satrc ti!ne !-)romoting 
u~r foreign policy objc ~tive~. 

Sir-.cerely, · 

ti 

. ... 
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/ ,trvu' OP IMMED v 
STU7418 
DE RUEHMO 118401/01 1861355 
0 0413492 JUL 84 ZFF4 
FM AMEMBASSY MOSCOW 

TO SECS,A T E WASHDC NIACT IMMEDIATE 0023 

INFO ~SUL LENINGRAD IMMEDIATE 7854 

~RE T SECTION 01 OF 03 MOSCOW 08401 

EXDIS 
E. 0. DECL : OADR 
TAGS: UR , US, SHUM, PREL 
SUBJECT: KGB DETAINS EMB ASSY OFFICERS F, OE! TWO HOURS 

.1. ~T - ENTIRE TEXT. 

2. SUMMARY: EMBASSY HUMAN RIGHTS OFFICERS GLASS AND 
PURNELL WERE FORCIBLY DETAINED JULY 4TH DURING THE 
COURSE OF A MEETING WITH MEMBER OF MOSCOW CHAPTER OF 
THE SOLZHENITSYN FUND . EMBOFFS WERE HELD FOR TWO 
HOURS AT LOCAL MILITIA STATION, AND REPEATEDLY DENIED 
THE RIGHT TO CONTACT THE EMBASSY BY THE MILITIA, KGB, 
AND A REPRESENTATIVE OF THE FOREIGN MINISTRY PROTOCOL 
DIVISION. PRESUMED SAMIZDAT DOCUMENTS IN EMBOFFS' 
POSSESSION WERE FORCIBLY CONFISCATED, AND KGB OFFICIALS 
IMPLIED EMBOFFS WERE INVOLVED IN VIOLATION OF ARTICLE 70 
OF RSFSR LAW CODE: ANTI-SOVIET AGITATION AND PROPAGANDA. 
ONE KGB OFFICIAL STATED THAT PRIVILEGES AND IMMUNITIES 
UNDER THE VIENNA CONVENTION ONLY EXTEND TO THOSE 
ENGAGED IN "LEGITIMATE DIPLOMATIC BUSINESS." EMBASSY 
CONSULAR OFFICER ARRIVED ON THE SCENE AFTER MFA PROTOCOL 
REPRESENTATIVE AGREED TO CALL THE EMBASSY. CONSULAR 
OFFICER WAS REFUSED PERMISSION TO ESCORT EMBOFFS FROM 
THE MILITIA STATION AND THE THREE WERE PHYSICALLY SHOVED 
BACK INTO A MILITIA OFFICE AS THEY TRIED TO LEAVE. 
CONSOFF WAS THEN DENIED THE RIGHT TO CALL THE EMBASSY 
FROM THE MILITIA STATION. EMBOFFS WERE FINALLY RELEASED 
AFTER CONSOFF LEFT TO TELEPHONE THE EMBASSY. 
EMBASSY HAS STRONGLY PROTESTED THE 
VIOLATION OF IMMUNITY AND UNJUSTIFIED DETENTION TO 
FOREIGN MINISTRY. CONTINGENCY PRESS GUIDANCE IS AT 
PARAGRAPH 15 . END SUMMARY. 

3. AT 09 : 00 JULY 4, EMBASSY HUMAN RIGHTS OFFICERS 
JON PURNELL AND GEORGE GLASS MADE ROUTINE CONTACT WITH 
MEMBER OF MOSCOW' S SOLZHENITSYN FUND LINA TUMANOVA, 
WHO PASSED THEM A SMALL PLASTIC BAG PRESUMABLY CONTAINING 
SAMIZDAT DOCUMENTS ON RECENT DEVELOPMENTS IN THE AREA OF 
HUMAN RIGHTS . LESS THAN TWO MINUTES INTO THE MEETING 
APPROXIMATELY A DOZEN MEN IN PLAIN CLOTHES RUSHED 
THE GROUP, WHICH WAS ST ANDING NEAR A CHILDREN'S PLAY
GROUND CLOSE TO OKTYABRS KAYA SQUARE. THE MEN ROUGHLY 
PINNED EMBOFFS ' ARMS BEHIND THEIR BACKS AND GRABBED 



E 
X 
D 
I s 

E 
X 
D 
I s 

E 
X 
D 
I s 

E 
X 
D 
I s 

PAGE 02 OF 02 

~ 
NATIONAL SECURITY COUNCIL 

SECRETARIAT 

MOSCOW 8401 OTG: 0413492 JUL 84 

ONE EMBOFF' S BRIEFCASE AND THE PLASTIC BAG FROM HIS 
HANDS . EMBOFFS IMMEDIATELY IDENTIFIED THEMSELVES AS 
DIPLOMATS TO THE ATTACKERS, SEVERAL OF WHOM PHOTOGRAPHED 
THE SCENE. AN ASSAILANT PULLED THE 01 PL OMA TIC I. D. 
CARD FROM ONE EMBOFF' S POCKET AND EXAMINED IT. DESPITE 
THIS ACTION AND EMBOFF S' PROTESTS, EMBOFF S WERE FOR CI BLY 
SHOVED INTO A LARGE VAN (LICENSE NUMBER 5926 MNU) AND 
DRIVEN TO MOSCOW'S MILITIA STATION NUMBER TWO. THROUGHOUT 
THE TRIP EMBOFFS WERE HELD WITH THEIR ARMS FORCIBLY 
PINNED BEHIND THEIR BACKS . TUMANOVA WAS LED FROM THE 
SCENE SEPARATELY. 

4. AFTER A FIVE MINUTE RIDE, EMBOFFS WERE TAKEN TO 
THE OFFICE OF A MILITIA CAPTAIN, WHERE THEIR ARMS 
WERE FINALLY RELEASED . THEY PRESENTED THEIR 
IDENTIFICATION DOCUMENTS AND DEMANDED THE RIGHT TO CALL 
THE EMBASSY . ONE EMBOFF TRIED TO RETRIEVE HIS BRIEF
CASE AND PLASTIC BAG, STATING THAT THE AUTHORITIES HAD 
NO RIGHT TO TAKE HIS PROPERTY. THEY WERE ONCE AGAIN 
FOR CI BLY PULL ED FROM HIS GRASP. TWO SO-CAL LED "WITNESSES" 
WERE QUICKLY PRODUCED WHO CLAIMED TO HAVE SEEN EMBOFFS 
TALKING WITH TUMANOVA. EMBOFFS PROTESTED THEIR DETENTION 
TO THE UNIFORMED MILITIA OFFICER , WHO CLAIMED TO BE 
UNFAMILIAR WITH FOREIGN MINISTRY IDENTIFICATION DOCUMENTS . 
HE REFUSED TO LET EMBOFFS CALL THE EMBASSY AND SAID HE 
WOULD CALL THE KGB. THE "WITNESSES" LEFT. 

5. WITHIN A FEW MINUTES THREE MEN APPEARED, 
IDENTIFYING THEMSELVES AS KGB OFFICIALS. EMBOFFS 
IMMEDIATELY REPEATED THEIR PROTESTS AND DEMANDED THE 
RIGHT TD CALL THE EMBASSY--TO NO AVAIL. THE THREE KGB 
MEN DISMISSED THE MILITIA OFFICER AND PLAIN CLOTHES 
GUARDS FROM THE ROOM AND PROCEEDED TO EXAMINE IN 

DETAIL THE CONTENTS OF THE BRIEFCASE AND PLASTIC BAG. 
ONE KGB OFFICIAL, CLEARLY IN CHARGE, GAVE HIS NAME 
AS KOZEROV. HE ASKED A VARIETY OF QUESTIONS (E.G. 
WHY EMBOFFS WERE MEETING WITH A SOVIET CITIZEN, ETC. j 
AND POINTEDLY INQUIRED AS TO WHETHER EMBOFFS WERE ACTING 
ON THEIR OWN INITIATIVE OR WERE AUTHORIZED BY THE EMBASSY 
TO MEET WITH SOVIETS. EMBOFFS REFUSED TO ANSWER ANY 
AND ALL QUESTIONS, BUT REPEATEDLY REFERRED TO THE 
VIENNA CONVENTION AND THE U. S. /USSR CONSULAR AGREEMENT 
IN INSISTING ON THEIR DIPLOMATIC PRIVILEGES AND IMMUNITIES. 
KOZEROV SAID HE WAS AWARE OF THE CONVENTION, BUT STATED 
BT 

-SEBR~ 

PSN: 004133 



E 
X 
D 
I s 

E 
X 
D 
I s 

E 
X 
D 
I s 

£ 
X 
D 
I s 

I I 

PAGE 01 OF 02 
EOB 16 0 

MOSCOW 8401 
AN003005 

DTG: 04 13492 JUL 84 
TOR: 186/17042 

PSN: 004135 
CSN: HCE580 

DISTRIBUTION: STEI-01 DOBR-01 
MAT-01 / 007 A2 

RAY-01 SEST-01 ROBN-01 LENC-01 

WHTS ASSIGNED DISTRIBUTION: 
SIT: VP PUBS SI T 
EOB: 

OP IMMED 
STU7419 
DE RUEHMO ~8401 / 02 1861356 
0 0413492 JUL 84 2FF4 
FM AMEMBASSY MOSCOW 

TO SECSTATE WASHDC NIACT IMMEDIATE 0024 

INFO AMCONSUL LENINGRAD IMMEDIATE 7855 

~SECTION 02 OF 03 MOSCOW 08401 

EXDIS 
E. 0. DECL: OADR 
TAGS: UR, US, SHUM, PREL 
SUBJECT: KGB DETAINS EMBASSY OFFICERS FOR TWO HOURS 
THAT IT ONLY APPLIED TO DIPLOMATS ENGAGED IN "NORMAL 
DIPLOMATIC FUNCTIONS". HE WENT ON TO SAY THAT HE MUST 
CALL THE PROTOCOL DIVISION OF THE FOREIGN MINISTRY TO 
VERIFY THE AUTHENTICITY OF EMBOFFS' DOCUMENTS. HE 
AND ONE OF HIS SUBORDINATES THEN PRETENDED TO RECOLLECT 
THAT EMBOFFS' NAMES WERE MENTIONED IN "PRAVDA" IN 
CONNECTION WITH "SAKHAROV." 

6. AT APPROXIMATELY 1000 HOURS THIRD SECRETARY 
VLADIMIR VLADIMIROVICH POLYAKOV OF THE PROTOCOL SECTION 
OF MFA ARRIVED. AFTER EXAMINING EMBOFFS' DIPLOMATIC 
CARDS HE ACKNOWLEDGED TO K02EROV THAT THEY WERE 
GENUINE AND HAD BEEN ISSUED BY HIS OFFICE. HOWEVER, 
HE TOLD EMBOFFS THAT HE COULD DO NOTHING CONCERNING 
THEIR REPEATED REQUESTS TO BE PERMITTED TO PHONE THE EM
BASSY AND BE RELEASED . HE SAID THAT K02EROV WAS IN 
CHARGE. EMBOFFS ASKED TO SEE POLYAKOV' S MFA IDENTIFICA
TION AND ONLY AFTER K02EROV APPROVED THE REQUEST DID 
HE PROVIDE IT. KOZEROV' S TWO ASSISTANTS CONTINUED TO TAKE 
PHOTOGRAPHS OF EMBOFFS AND OF DOCUMENTS. AT APPROXIMATELY 
1015 K02EROV TOLD POLYAKOV THAT HE COULD NOTIFY THE 
EMBASSY. POLYAKOV LEFT THE ROOM AND MANAGED TO PHONE 
A CONSUL WHO IMMEDIATELY PROCEEDED TO THE MILITIA 
STATION. IN RESPONSE TO FURTHER REQUESTS FROM EMBOFFS, 
WHO WERE UNSURE THAT POLYAKOV REALLY DID PHONE THE 
EMBASSY, HE PHONED· POLCOUNS AS WELL. DURING THIS TIME 
K02EROV CONTINUED EXPRESSLY TO DENY EMBOFFS PERMISSION 
TO PHONE EMBASSY THEMSELVES. 

7. AT 1040 CONSUL ARRIVED AT MILITIA STATION. SHE 
ONFIRMED THAT EMBOFFS WERE ASSIGNED TO EMBASSY. HER 
DEMANDS THAT EMBOFFS BE IMMEDIATELY FREED, WERE IGNORED. 
HE EXPLAINED THAT DETENTION OF EMBOFFS WAS A VIOLATION 
OF THE VIENNA CONVENTION AND DENIAL TO THEM OF PHONE 
ACCESS TO THE EMBASSY WAS A VIOLATION OF THE CONSULAR 
CONVENTION. K02EROV, WHO PROFESSED PRECISE KNOWLEDGE OF 
THE VIENNA CONVENTION, REFUSED TO BUDGE SAYING THAT 
EVERYONE SHOULD SIT DOWN SO THAT HE COULD COMPLETE 
PROTOCOL WHICH EMBOFFS WERE TO SIGN. CONSUL SAID THIS 
WOULD NOT DO. SHE ANNOUNCED THAT SHE INTENDED TO LEAVE 

,SECRET b 
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WITH EMBOFFS FORTH WI T H AND PROCEEDED TO WAL K OUT THE 
DOOR WITH T HEM. AT THAT POIN T KOZEROV SHOUTED "STOP 
THEM" AND APPROXIMATEL Y SI X THUGS FROM A NE I GHBORING 
OFFICE GRABBED CONSUL AND EMBOFFS AND BODILY SHOVED THEM 
BACK INTO KOZEROV' S OFFICE. 

8 . CONSUL ASKED PERMISSION TO USE THE MILITIA ' S 
PHONE TO CALL THE EMB ASSY AND WAS REFUSED . CONSUL THEN 
ASKED WHETHER SHE WAS ALSO BEING DETAINED AND DENIED 
ACCESS . AF TER SOME DISCUSSION KOZEROV PERMITTED HER 
TO LEAVE THE MILITIA STATION AS SHE WISHED. CONSUL 
DEPARTED TO PHONE THE EMB ASSY AROUND 1050 HOURS . FIVE 
MINUTES AFTER HER DEPARTURE, KOZEROV RECEIVED A PHONE 
CALL AND THEREAFTER T OLD POLYA KOV THAT EMBOFFS WERE 
FREE TO GO. 

9 . PERSONAL BELONGINGS OF EMBOFFS WERE RETURNED 
TO TH EM EXCEPT FOR DOCUMENTS KOZEROV ANNOUNCED AS 
BEING CONFISCATED. E MBOFFS DEPARTED MILITIA STATION 
AT 1105 HOURS. 

10. DURING THE DETENTION , KOZEROV AC KNOWLEDGED TO 
EMBOFFS THAT HE WAS AWARE THAT ONE OF THEM WAS PART 
OF THE CURRENT U. S. DELEGATION NEGOTIATING WITH 
MFA ON CONSULAR MATTERS . AT ONE POINT HE ASKED EMBOFFS 
WHETHER THEY WOR KED FOR THE CIA. RECEIVING NO RESPONSE 
HE TURNED TO HIS ASSISTANTS TO ASK WHETHER THE MATERIAL 
CONFISCATED WAS RELATED TO "SPYING" . THE ASSISTANT SAID 
"NO, " DESCRIBING THE MATERIAL AS ANTI - SOVIET PROPAGANDA, 
SOME OF WHICH RELATED TO S AKHAROV. KOZEROV INDICATED 
THAT TUMANOVA AND EMBOFFS WERE IMPLICATED TOGETHER 
IN VIOLATION OF ARTICLE 70 OF THE RSFSR CODE , WHICH 

PROHIBITS ANTI-SOVIET AGITATION AND PROPAGANDA. 

11. FYI : ARTICLE 70 OF THE RSFSR CRIMINAL CODE 
PROHIBITS, AMONG OTHER THINGS , THE POSSESSION, PRE
PARATION , OR DISTRIBUTION OF MATERIALS WHICH SLANDER 
THE SOVIET SYSTEM. SINCE VIRTUALLY ANY PUBLICATION 
WHICH THE SOVIETS DO NOT OFFICIALLY APPROVE CAN COME 
UNDER THIS HEADING , WE HAVE NO DOUBT THE AUTHORITIES 
WiLL CONSTRUE THE CONFISCA TED DOCUMENTS AS ANTI-SOV t ET 
PROPAGANDA . END FYI . 

BT 
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EXDIS 
E. 0. DECL: OADR 
TAGS: UR, US, SHUM, PREL 
SUBJECT: KGB DETAINS EMBASSY OFFICERS FOR TWO HOURS 

12. UPON LEARNING OF EMBDFFS' DETENTION, AND THERE-
AFTER FOR THREE HOURS, DCM ATTEMPTED TO REACH RESPONSI
BLE OFFICIALS OF USA DEPARTMENT DF MFA. FINALLY, AT 
3: 00 P. M., DCM RECEIVED TELEPHONE CALL FROM DEPUTY 
CHIEF OF USA DEPARTMENT MIKOL' CHAK, TO WHOM STRONG ORAL 
PROTEST WAS MADE REGARDING VIOLATION OF PURNELL' S 
AND GLASS ' DIPLOMATIC IMMUNITY. DCM ADDED THAT 
ALLEGATIONS OF WRONG-DOING AGAINST THEM WERE UNFOUNDED, 
AND SAID THE AMBASSADOR WAS PERSONALLY CONCERNED. 
MIKOL' CHAK SAID MFA WAS LOOKING INTO THE MATTER AND 
WAS NOT PREPARED TO ACCEPT OUR VERSION OF THE FACTS. 
HE INDICATED THAT THE MFA WOULD RESPOND FURTHER IN DUE 
COURSE. 

13. COMMENT: TUMANOVA WAS NOT DEALT WITH HARSHLY 
DURING THE ATTACK, AND EMBOFFS FEEL SHE WAS UNDOUBTEDLY 
INVOLVED IN ARRANGING THE VERY WELL ORCHESTRATED 
INCIDENT . SHE IS INDEED AN ACTIVE MEMBER OF THE LOCAL 
DISSIDENT COMMUNITY, AND STANDS AS A STRIKING EXAMPLE 
OF HOW THOROUGHLY THE KGB HAS APPARENTLY PENETRATED 
DISSIDENT CIRCLES . EMBOFFS HAVE KNOWN HER SOME 7 OR 
8 MONTHS, HAVING BEEN INTRODUCED THROUGH A REFUSENIK 
CONTACT. WE KNOW HER TO BE CLOSELY ASSOCIATED WITH 
LARISA BOGORAZ, WIFE OF THE IMPRISONED ANATOLIY 
MARCHENKO. WE CANNOT BE SURE WHETHER SHE HAS BEEN 
COOPERATING WITH THE AUTHORITIES FOR SOME TIME OR 
WHETHER SHE ACTED IN RESPONSE TO RECENT PRESSURES. 

14 . A NUMBER OF REASONS SUGGEST THEMSELVES FOR THE 
TIMING OF THE INCIDENT. SEEN TOGETHER WITH THE RECENT 
DETENTION OF FORMER ISRAELI PRESIDENT KATZIR, IT 
CAN BE TAKEN AS A FURTHER SIGN THAT NO ONE IS IMMUNE 
FROM THE CURRENT CRAC KDOWN ON FOREIGN CONTACTS WITH 
SOVIET CITIZENS . A SIMILAR SIGNAL WILL GO OUT TO 
THE DISSIDENT COMMUNITY , CAUSING THEM TO THINK TWICE 
BEFORE MEET I NG WI TH US . IN BROADER TERMS , THE 
SOVIETS MAY BE SUFFICIENTLY STUNG BY THE SA KHAROV 
CASE AND THEIR APPARENT IN ABILITY TO BRING IT TO A 
FAVORABLE CONCLUSION, THAT THEY HAVE DECIDED TO LAUNCH 

.. SEeRET 
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A SERIOUS CAMPAIGN OF ISOLATING DISS I DENTS OF ALL STRIPES 
--NOT JUST JEWISH REFUSENIKS . END COMMENT. 

15. WE CONSIDER IT LI KELY THAT THE SOVIETS WILL 
PUBLICIZE THIS EPISODE , POSSIBLY IN THE NEAR FUTURE. 

IN RESPONSE TO PRESS QUERIES, WE INTEND TO 
STICK TO THE FOLLOWING STATEMENT: 

"THE EMBASSY CAN CONFIRM THAT JON PURNELL 
AND GEORGE GLASS ARE FOREIGN SERVICE OFFICERS 
ASSIG NED TO THE EMBASSY . MR . PURNELL WORKS 
IN THE EMB ASSY ' S POL I TI CAL SECT I ON AND MR . 
GL ASS IN THE CONSULAR SECTION. 

" THE EMBASSY HAS ES T ABLISHED THAT NEITHER AT 
THE TIME OF THEIR DETENTION BY SOVIET AUTHORITIES 
ON JULY 4 NOR ON ANY OTHER OCCASION WERE THE 
ACTIVITIES OF MESSRS. PURNELL AND GLASS INCON
SISTENT WITH THEIR STATUS AS DIPLOMATS. THE 
EMBASSY CATEGORICALLY REJECTS ANY ALLEGATIONS 
TO THE CONTRARY. IT HAS FORMALLY PROTESTED THEIR 
UNJUSTIFIABLE DETENTION AND THE FAILURE OF 
SOVIET AUTHORITIES--IN BLATANT VIOLATION OF 
BILATERAL AND INTERNATIONAL OBLIGATIONS--
TO ALLOW THEM TO CONTACT THE EMBASSY IN A 
TIMELY MANNER. " 

IF AS KED ABOUT THE DOCUMENTS PASSED EMBOFFS, 
EMBASSY WILL CONFIRM THAT THEY WERE GIVEN A NUMBER 
OF DOCUMENTS BY A SOVIET ACQUAINTANCE IMMEDIATELY 
PRIOR TO THEIR DETENTION , BUT HAD HAD NO TIME TO 
EXAMINE THE DOCUMENTS AND HAD NO KNOWLEDGE OF THEIR 
CONTENTS. 

IF AS KED WHAT WE WILL DO IF THEY ARE EXPELLED, 
WE WILL REFUSE TO SPECULATE. HARTMAN 
BT 

-SECRET .::. 
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INFO USMISSION USUN NEW YORK PRIORITY 0000 
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UNVIE MISSION VIENNA PRIORITY 0000 

CONE I D ~~TI-AL STATE 266790 

NLRR fol,- l {~ /,o ur/l?l 
Qfl NARADATE~ 

E XDIS , NEW DELHI FOR WALTERS; NESCO; UNEP ; FOR !CAO REP 

E.O. 12356: DECL: OADR 
TAGS: PREL, US , UR 
SUBJECT: TRAVEL BY UN SECRETARI A: T PERSONNEL IN U. S . 

!. oe,ffIDEPHIA>L ENTIRE TEXT. 

---..... ,,. - -·---------
~l GIVE PRIOR NOTIFICATION OF AND FULL ITINERARIES FOR 

ALL TRAVEL ~N THE UNITED STATES 0,UTSIDE THE AREA OF NEW 
YORK CITY; 

IBl BOOK ALL TRAVEL BY CO MMON CARRIER AND PUBLIC 
ACCOMMODATIONS THROUGH OF M' S FOREIGN MISSIONS SERVICE 
BUREAU; AN D 

~j OBTAIN PRIOR · APPROVAL FOR ALL UNOFFICIAL TRAVEL IN 
THE UNITED STATES OUTSIDE THE AREA OF NE W YORK CITY . 

ADDRESSEES ARE AUTHORIZED IN THEIR DISCRETION TO BRIEF 

HOST GOVERNMENTS ON THE RATIONALE AND CONTENT OF THESE 
MEASURES . 

END SUMMARY 

3. THE USG INITIATIVE -~~ ~ .!:t;.'~ ING Ai',JD-□ s.,EP 
CONCERN OVE R ;:cn'ED -
q _A ND{nSTI~ s OF HE,_UNI TE D 
NATIO S S , UNICEF, 
UNFPA, AND UNIT AR) IN NEW YORK . THESE ACTIVITIES POSE 
A CLEAR THREAT TO THE SECURITY OF THE UNITED STATES . 
THEY AR E WHOLLY INCONSISTENT WI TH THE STATUS OF THE 
SECRETARIAT EMPLOYEES INVOLVED, AND THE TERMS UNDER 

1 l 
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WHICH THE USG ADMITS THESE PERSONS INTO THE UNITED 
STATES ' THE CONGRESS AND THE AMERICAN PEOPLE SHARE 
THIS BROAD CONC ERN AND SUPPORT THE ADMINISTRATION'S 
DETERMINATION TO TAKE FORCEFUL MEASURES TO DEAL WITH 
THE PROBLEM' 

4 ' T HE ADMINIS TR ATION HAS CO NSIDERED -- AND IS STILL 
REVIE WI NG"- A RANGE OF COU NTERINTELLIGE NCE MEASURES 
HERE AND ABROAD. ONE OF THESE MEASURES , NOW BEING 
I MP LEME NTED , INVOLVES THE PLACING OF EFFECTIVE TRAVEL 
CONTROLS AND OTHER TRAVEL-RELATED REQUIREMENTS ON 
IN-COUNTRY TRAVEL BY CERTAIN MEMBERS OF THE 
SECRETARIAT. USUN HAS INFORMED UNSYG PEREZ DE CUELLAR ' 
IN HIS CAPACITY AS CHIEF EXECUTIVE OF THE UN 
SECRETARIAT, OF THESE REQUIREMENTS ' THE UNSYG HAS 
EXPRESSED DE EP CONCERN , INDICATING THE LIKELIHOOD OF 
ADVERSE DE BATE AND/ OR A RESOLUTION IN THE 40TH UNGA 
THIS FALL . THE RE IS ALSO A POSSIBILITY OF ARBITRATION 
PROCEEDINGS OR RECOURSE TO THE ICJ. 

5. AS A CRITERION FOR APPLICATION, THE USG HAS DECIDED 
TO REQUIRE THAT EMPLOYEES OF THE SECRETARIATS COME 
UNDER THE SAME KINDS OF REQUIREME NT S WHICH WE ALREADY 
APPLY TO THEIR RESPECTIVE UN MISS I ONS IN NEW YORK 

I Ne,TIO(>jA LS OF THE FOLLOWING COUNTR IE S WI L L B-F-AffE CI ED: 
us R ( CLUD L_ORUSSIA , AND TH E UKRAINEJ . ., CUBA. 

GHAl)/I§I~, IR AN ~ ~ IB ~ A Yd::f ifN~· THIS GROUP 
I NCLUDES ME ' 5"110P #§ NS, OF THE s 0 EMPLOYEES OF THE 
VARIOUS UN SE CRETARIATS IN NEW YORK' 

6' ADDRESSE E POS TS, AT THEIR DISCRETION, ARE 
AUTHORIZED TO INF ORM HOST GOVERNMENTS OF THIS DECISION, 
CONSISTENT WITH OUR DESIRE TO 

~) AVOID UND UE PUBLICITY OVER THE REQUIREMENTS FOR 
TRAVEL CONTR OLS , NOTIFICATIONS , AND SERVICES ; 

S) TREAT THIS ME ASURE AS A MATTER BETWEEN THE USG AND 
THE UN SECRETARIAT; 

Cl HEAD OFF POSSIBLE ADVERSE REACTION OR COMMENT BY 
OFF I CI AL CIRCL ES; 

O l AVOID STEPS WHICH MIGHT PREJ UDICE A SUCCESSFUL 
DEFE NSE IN ARBITRATION OR BEFORE T HE ICJ; AND 

E) COUNTER E XPECTED PROPAG ANDA FROM THE USSR AND ITS 
CLIENTS. 

TAL KING POINTS FOR THIS PURPOSE FOLLOW. 

7 . PLE AS E NOTE THAT THE USG IS NOT / NOT REQUIRED BY THE 
HOST COU NTRY AGREEMENT OR INTERNATIONAL LAW TO INFORM 
OTHER UN MEMBER STATES OF THIS DECISION' WE ARE 
AUTHORIZING YOU IN YOUR DISCRETION TO BRIEF HOST 
GOVE RNMENTS IN AN ATT E MPT TO MITIGATE ADVERSE 
REACTIONS. WE ARE NOT / NOT CONCERNED BY THOSE FEW 
GOVERNMENTS WHOSE NATIO NALS WI LL BE DIRECTLY AFFECTED 
BY THE NEW MEA SURES . T HE I R RE ACTIONS ARE PREDICTABLE 
AND BEYOND OUR INFLUENCE ' WE ARE CONCERNED WITH 
HEADING OFF RE ACTIONS BY THE FAR LARGER GROUP OF 
GOVERN MENTS WHICH ARE WELL DISPOSED TO THE UNITED 
NATIONS AND - IN THE ABSENCE OF ANY EXPLA NATION OF USG 
RA T IONALE -- COULD VIEW OUR TRAVEL ME ASUR E S AS A THREAT 
TO THE INTEGRIT Y OF THE ORGAN IZA T ION AND THE INTERNA
TIONAL CIVIL SERVICE STA T US OF ITS EMPLOYEES. FOR THIS 
RE ASON , WE LEAVE TO DISC RETION OF ADDRESSEE POSTS 
WHET HER OR NOT TO APPROACH HOST GOVERNMENTS, AND AT 

eoNFIDENTIAL-
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8. TALKING POINTS 

- THE USG IS DEEPLY CONCERNED BY THE PRESENCE OF 
CERTAIN HOSTILE-COUNTRY NATIONALS IN THE UN 
SECRETARIATS I N NEW YORK, AND REPORTS OF ESPIONAGE ANO 
OTHER CLANDEST J NE ACTIVITIES BEING CONDUCTED BY SUCH 
PERSONS AT THE EXP ENSE OF US SECURITY. 

-- THE USG ALREADY REGULATES IN-COUNTRY TRAVEL BY 

DIPLOMATS OF CERTAIN COUNTRIES IN NEW YORK CITY, FOR 
REASONS OF NATIONAL SECURITY. IMPOSITION OF SIMILAR 
REQUIREMENTS ON COMPATRIOTS OF THESE PERSONS EMPLOYED 
BY THE UN SECRETARIATS IS A LOGICAL AND ESSENTIAL 

STEP. THE PROBLEM POSED BY THE UNINHIBITED MOVEMENT 
WITHIN THE UNITED STATES OF SUCH PERSONS IS A MATTER OF 
PROFOUND CONCERN TO THE AMERICAN PEOPLE AND THEIR 
ELECTED REPRESENTATIVES IN THE UNITED STATES CONGRESS. 

-- WE HAVE EXAMINED WAYS TO ADDRESS THIS PROBLEM, 
TAKING INTO ACCOUNT USG NATIONAL SECURITY CONCERNS, OUR 
LEGAL OBLIGATIONS , THE INTERESTS OF THE SECRETARIAT, 
AND THE CLEAR WILL OF THE CONGRESS . 

-- THE USG HAS DECIDED THAT THE BEST WAY TO MITIGATE 
THIS PROBLEM WITHOUT INTERFERING WITH LEGITIMATE FUNC
TIONS OF THE SECRETARIAT IS TO REQUIRE UN SECRETARIAT 
EMPLOYEES, IF ANY, OF THE FOLLOWING NATIONALITIES TO 
MEET CERTAIN TRAVEL-RELATED REQUIREMENTS AND TO USE THE 
OFM FOREIGN MISSIONS SERVICE BUREAU TO BOOK PUBLIC 
TRANSPORTATION AND ACCOMMODATIONS WITHIN THE UNITED 
STATES: AFGHANISTAN, CUBA, IRAN, LIBYA, USSR, AND 
VIETNAM. THIS REQUIREMENT ENTERS I NT O EFFECT ON 
SEPTEMBER 15, 1985. WE HAVE INFORMED THE SECRETARY 
GENERAL AND THE SECRETARIAT. 

- OVER A NUMBER OF YEARS THE USG HAS TAKEN SIMI L AR 
STEPS WITH RESPE~T TO THE STAFFS OF T~E UN MISSIONS OF 
THESE COUNTRIES . 

-- THESE TRAVEL-RELATED REQUIREMENTS ARE A MODERATE, 
MEASURED APPROACH THAT MEETS USG NATIONAL SECURITY 
NEEDS AND LEAVES UNIMPEDED THE I ND EPENDENT FUNCTIONING 
OF THE UN SECRETARIAT. THESE NEW REQUIREMENTS WILL NOT 
HAMPER OFFICIAL TRAVEL BY SECRETARIAT PERSONNEL IN THE 
UNITED STATES, AND ARE DESIGNED TO MINIMIZE INCONVEN
IENCE WITH RESPECT TO PRIVATE TRAVEL. THESE MEASURES 
ARE NOT/NOT INCONSISTENT WITH OUR OBLIGATIONS UNDER THE 
UN CHARTER AND THE HEADQUARTERS AGREEMENT. 

-- IT IS TRUE THAT A MAJORITY OF THE UN SECRETARIAT 
EMPLOYEES AFFECTED ARE SOVIET NATIONALS ~PPROXIMATELY 
300 OUT OF 500J. THE PURPOSE OF THESE TRAVEL MEASURES 
IS TO PROTECT THE NATIONAL SECURITY OF THE UNITED 
STATES. OUR AIM IS NOT TO AGGRAVATE U. S. - SOVIET 
RELATIONS, NOR IS THERE ANY CONNECTION TO THE SCHEDULED 
NOVEMBER 19-20 MEETING BETWEEN PRESIDENT REAGAN AND 
GENERAL SECRETARY GORBACHEV. WE DO NOT ANTICIPATE 

THESE TRAVEL MEASURES WILL HAVE AN EFFECT ON THAT 
ly1E ETI NG. 

-- USUN WILL INFORM YOUR UN MISSION OF DETAILS OF THESE 

-CO NF r DENT I A~ 
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NEW REQUIREMENTS , ON REQUEST. 

-- IN CONVEYING THIS INFORMATION TO YOU, THE USG IS 
NOT / NOT SEEKING OVERT EXPRESSIONS OF SUPPORT FOR STEPS 
IT HAS TA KEN AS A SOVEREIGN STATE IN THE DEFENSE OF ITS 
SECU RITY . WE ARE NOTIFYING YOU IN THE INTEREST OF 
MAKI NG SURE THAT YOU HAVE CORRECT INFORMATION RE THE 
BASIS FOR OUR MEASURES. 

ADDITIONAL TALKING POINTS FOR MONTREAL , 
PAR I S , VIENNA, ROME, STOCKHOLM, BANGKOK, 
SANTI AGO, ,BAGHDAD , AND ADDIS ABABA: 

GE NEV A, LONDON, 
NAIRO B I, 

9 . YOUR HOST GOVERNMENTS / HOST CITIES EITHER HAVE UN 
BODIES IN RESIDENCE OR UN PE RSONNEL ASSIGNED ON A FULL
TIME BASIS, AND WE ASSU ME ALSO A HEADQUARTERS AGREEMENT 
OF SOME KI ND . 

THE USG HAS TAKEN THESE STEPS OUT OF CONVICTION THAT 
HOSTILE-COUNTRY P ERSONNEL IN OUR COU NTRY ARE A DANGER 
TO OUR SECURITY. WE HAVE LONG IMPOSED CERTAIN 
REQUIRE MENTS ON SUCH PERSONNEL ASSIGNED TO EMBASSIES 
AND UN MISSIO NS; IT IS ONLY LOGICAL TO DO THE SAME TO 
THEIR COMPATRIOTS ON THE UN SECRETARIATS. 

HAVE YOU CONSIDERED THE PROBLEM WHICH HOS T ILE-COUN
TRY PERSONNEL ON UN STAFFS IN YOUR COUNTRY MIGHT POSE 
FOR YOUR SE CURI TY? ' 

OFM 

10 . IF AS KED, YOU CAN DESCRIBE OFM AND ITS ENABLING 
LEGISLATION , THE FOREIG N MI S SIONS ACT OF 1982, IN THE 
FOLLO WING TERMS: 

THE OFFICE OF FOREIGN MISSIONS HAS THE AUTHORITY TO 
REG ULA TE THE PROVISION OF BENEFITS SUCH AS TRAVEL 
SERVICES TO FOREIGN MISSIONS AND PUBLIC INTERNATIONAL 
ORGANIZATIONS W~THIN THE UNITED STATE~. THE FOREIGN 

MISSIONS ACT AUTHORIZES THE SECRETARY OF STATE, FOR THE 
PROTECTION OF THE INTERESTS OF THE UNITED STATES, TO 
DE T ER MINE THE TERMS AND CONDITIONS UNDER WHICH SUCH 

BE NEFITS TO FOREIGN MISSIONS AND INTERNATIONAL 
ORGAN I Z ATIONS MAY BE OBTAINED . 

ROTH AMENDMENT 

11 . THE KEY PASSAGE OF THE ROTH AMENDMENT IS AS 
F OLLO WS : 

QTE. THE SECRETARY SHALL APPLY TO THOSE EMPLOYEES OF 
THE UNITED NATIONS SECRET ARIAT WHO ARE NATIONALS OF A 
FOREIGN COUNTRY OR MEMBERS OF A F OREIGN MISSION ALL 
TERMS, LIMITA T IONS, RESTRICTIONS , AND CONDITIONS WHICH 
ARE APPLIC ABLE PURSUANT TO THIS TITLE (I . E., THE 
FORE I GN MISSIONS ACT) TO THE ME MBERS OF THAT COUNTR Y' S 
MISSION OR OF ANY OT HER MISSIO N TO THE UNITED NA T IONS 
UN LESS THE SECRETARY DETERMINES AND REPORTS TO THE 
CON GRESS THAT NATIONAL SECURITY AND FOREIGN POLICY 
CIRCU MSTANCES REQUIRE THAT THIS P ARAGRAPH BE WAIVED IN 

PSN: 049514 
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SPECIFIC CIRCUMSTANCES . END QTE 

12 . IN ADDITION, THE SECRETARY IS REQUIRED TO REPORT 
TO CONGRESS WITHIN THIRTY 80) DAYS OF ENACTMENT OF 
THIS BILL ON PLANS TO IMPLEMENT THIS REQUIREMENT, AND 
WITHIN SIX IBj MONTHS ON ACTIONS TAKEN TOWARD THAT END. 

13. PLEASE CABLE TO THE DEPARTMENT AND USUN ALL 
RESPONSES BY HOST GOVERNMENT AND HOST-COUNTRY OPINION 
LEADERS. WHITEHEAD 
BT 

CONF I OEN llltt-' 
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MEMORANDUM FOR MR.NICHOLAS PLATT 
Executive Secretary 
Department of State 

933 6 

SUBJECT: Update on the Equivalence and Reciprocity in 
the Treatment of U.S. and Soviet Bloc Diplomatic 
Officials 

The NSC Staff has reviewed the initial draft of the Presidential 
report to the Congress on reciprocity as required by the Leahy
Huddleston amendment to the FY 1985 Intelligence Authorization 
Bill that was due to Congress on November 8, 1985. 

Your draft dated November 19, 1985, does not meet aspects of the 
reporting requirements in a number of areas that would merit a 
Presidentially-approved report. As such, the Department of State 
is requested to coordinate this report with the FBI and OFM and 
redraft a jointly agreed upon report. This report should be 
resubmitted to the NSC by December 10, 1985. 

we .have coordinated with Congress to facilitate this delayed 
reporting. 

The redraft should address the following points: 

"The Amendment requires reporting on "number, status, privi
leges, benefits (omitted), immunities, travel, accommodations and 
facilities within the United States of official representatives to 
the United States of any foreign government that engages in 
intelligence activities within the United States harmful to the 
national security of the United States." 

Countries to Report on: 

In this context, it is the NSC interpretation that a compari
son of these factors must be reported for cond~tions in the U.S. 
and the conditions in the host country to include not just Soviet 
and Soviet Bloc countries, but all criteria countries which 
include the PRC, Vietnam, Korea, Nicaragua and others which were 
omitted in this draft. 

Numbers: 

The numbers used to determine official presence in the U.S. 
from each criteria country should include all the individuals 
working in the bilateral establishments as well as United Nations 
Missions, the United Nations Secretariat, and commercial 

SEatET' 
Declassify on: OADR 



offices. The numbers should not be restricted t o onl y a ccredited 
diplomati c personnel. The same standard should also be used t o 
compare U.S. Government personnel in the respective criteria 
countries. 

The numbers used in the draft report are not consistent with 
the numbers the FBI reports in its monthly criteria country 
official hostile presence report. The Department of State is 
requested to coordinate these numbers with the FBI and used in the 
redrafted report. 

It is noted in the report that in Moscow we employ 44 spouses 
of U.S. Embassy officers, 17 teachers for the Anglo-American 
School, supplemented by 10 spouses of Embassy officers. These 
individuals are included in the total official American presence 
in Moscow. Similar specific numbers should be set forth for 
Soviets in Washington and San Francisco as the official Soviet 
presence in respective establishments. 

Consistent Terminology: 

Page 1 of the report discusses both Soviet diplomatic 
personnel and American permanent personnel. The report should 
consistently report on personnel permanently assigned in the U.S. 
and the criteria countries. 

When the report addresses items such as privileges and 
immunities (Page 2) it should also indicate when such agreements 
do not exist (note Czechoslovakia omitted in report). 

On November 1, 1985, the President signed NSDD 196 implement
ing the CI SIG(I) options. The essence of this policy decision 
should be addressed in this report. These decisions were missing 
in the draft report, particularly as it related to East European 
OFM control on accommodations and travel. In addition, Page 12 of 
the draft report states that "reduction in the ceiling now would 
likely be more than outweighed by damage to our foreign policy and 
security interest." This contradicts Presidential policy which 
calls for a reduction in hostile government presence in bilateral 
presence in the U.S. and increase of U.S. presence by replacing 
foreign nationals. 

The draft report indicates that the Department of State has a 
program to prevent certain countries from entry to properties near 
sensitive U.S. facilities. It is NSC understanding that we have 
the opportunity to begin such a program, but it is not in effect 
at this time. 
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When the report deals with a specific issue, it should be 
reported in comparison to our reciprocal situation. For example , 
on Page 6 it is stated the Soviets maintain 62 leased residences 
in the Washing ton area while no similar figure is stated for the 
number of apartments we lease in Moscow. A similar number should 

· be reported for each relevant country. 

On Page 8, the draft reports approximately 1,250 exchange 
visitors from Eastern European countries but fails to compare this 
with the number of U.S. exchange visitors to these same countries. 
The number of exchange visitors is omitted as it relates to our 
bilateral exchange with the USSR. 

Certain current procedures are overstated in the report such 
as on Page 9, "The itinerary and period of stay for all visitors 
is tightly limited." 

!)j{µ.~~ 
William F. Martin 
Executive Secretary 

cc: Mr. James Geer, Assistant Director, 
Intelligence Division, 
Federal Bureau of Investigation 
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MEMORANDUM FOR WILLIAM F. MARTIN 

FROM: DAVID G. 
D .. , r1 

MAJOR . ~\ ,~ 

SUBJECT: Presidential Report on Reciprocity Required 
by the Leahy-Huddleston Amendment 

On November 19, 1985, the Department of State submitted a draft 
text (Tab I) of a Presidential report due to Congress on the 
reciprocity issue as of November 8, 1985. This report complies 
with reporting requirements as a result of an amendment to the 
1985 Intelligence Authorization Bill. Not only was this report 
submitted late, but it is incomplete, manipulates the facts and 
contradicts Presidential policy. This report is self-serving and 
does not merit Presidential sanction. Accordingly, I have con
tacted Senator Leahy, the author of the bill, and have obtained 
his concurrence in delaying this report. 

This report was prepared by the Department of State without 
coordinating the draft with OFM or the FBI. I have prepared the 
attached memorandum (Tab I) requesting this report be coordinated 
and redrafted for submission to the NSC NLT December 10, 1985. It 
is imperative we return this report to

4
the Department of State to 

redraft as soon as possible. 

~ · u..r. ha \)J\ Ken deGraffenreid, R'lltltf'Tble and Jack tlock concur. 

RECOMMENDATION 

That you sign the memorandum to the Department of State at Tab I. 

Approve 4 Disapprove 

Attachments 
Tab I 
Tab II 

ET 

Memo to State 
Incoming State Memo, dtd 
November 19, 1985 

assify on: OADR ·, ~T 
. ~~--
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COUNTERINTELLIGENCE AND OFFICIAL REPRESEN TATION 

Subsection (a) It is the sense of the Congress t~at the 
numbers, status, privil~ges and immunities, travel, 
accommodations, and facilities within the United States of 
official representatives to the United States of any foreign 
government that engages in intelligence activities within the 
United States harmful to the national security of the United 
States should not exceed the respective numbers, status, 
privileges and immuniti-es, travel, accommodations, and 
facilities within such country of official representatives of 
the United States to such country. 

(b)- ·Beginning one year after the date of enactment of 
this section, and at intervals of one year thereafter, the 
President shall prepare and transmit to the Committee on 
Foreign Relations and Select Committee on Intelligence of the 
Senate and the Committee on Foreign Affairs and Permanent 
Select Committee on Intelligence of the House of 
Representatives a report on the numbers, status, privileges and 
immunities, travel, accommodations, and facilities within the 
United States of official representatives to the United States 
of any foreign government that engages in intelligence . 
activities within the United States harmful to the national 
security of the Unites States and the respective numbers, 
status, privileges and immunities, travel, accomodations, and 
facilities within such country of official representatives of 
the United States to such country, and on any actions which may 
have been taken with respect thereto. 
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COUNTERINTELLIGENCE ~ND OFFICIAL REPRESENTATION 

Subsection (a) It is the sense of the Congress t~at the 
numbers, status, priviltges and immunities, travel, . 
accommodations, and facilities within the United States of 
official representatives to the United States of any foreign 
government that engages in intelligence activities .within the 
United States harmful to the national security of the United 
States should not exceed the respective numbers, status, 
privileges and immuniti~s, travel, accommodations, and 
facilities within such country of official representatives of 
the United States to such country. 

(b)-- Beginning one year after the date of enactment of 
this section, and at intervals of one year thereafter, the 
President shall prepare and transmit to the Committee on 
Foreign Relations and Select Committee on Intelligence of the 
Senate and the Committee on Foreign Affairs and Permanent 
Select Committee on Intelligence of the House of 
Representatives a report on the numbers, status, privileges and 
immunities, travel, accommodations, and facilities within the 
United States of official representatives to the United States 
of any foreign government that engages in intelligence 
activities within the United States harmful to the national 
security of the Unites States and the respective numbers, 
status, privileges and immunities, travel, accomodations, and 

. facilities within such country of official representatives of 
the United States to such country, and on any actions which may 
have been taken with respect thereto. 


