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DISTRIBUTION:

NSOLN *ALERT*

NSTNH UK EUROPE FRENCH INTELLIGENCE TERRORISM

NSDGM *NOMAIL* COUNTER-TERROR INTELLIGENCE TERREP TERROR

NSJRR COUNTER-TERROR INTELLIGENCE TERREP TERROR

NSVMC COUNTER-TERROR INTELLIGENCE TERREP TERROR

NSCPC COUNTER-TERROR TERREP TERROR

NSPRS EC UK EUROPE

NSRLE COUNTER~TERROR TERROR

NSJD UK

NSKAL TERRORISM

NSMPC FRENCH DEC! £ &npere

NSPWH TERRORISM CLASSIFIED

NSSGB EUROPE B R )

NSTC EUROPE “RR 0 T0f S333

BY i:_iJ folria s
NSJRS *NOMAIL* DRUG SRR

WHSR COMMENT :

WHTS ASSIGNED DISTRIBUTION:

SIT:
EOB: NSOLN
OP IMMED

DE RUFHLD #0724,/01 2681849
O 251849Z SEP 86
FM AMEMBASSY LONDON

TO SECSTATE WASHDC IMMEDIATE 1363
*%%% SECTION BREAK #***%
€O NTFITDENT I A L SECTION 01 OF 03 LONDON 20724

TERREP

FOR S/CT AND EUR/RPE
DEPT PASS TO DEPT OF JUSTICE/FBI

E.0.12356: DECL: OADR

TAGS: PTER, PREL, EEC, XT, UK

SUBJECT: EC TREVI MINISTERS ANNOUNCE STEPPED UP
- COOPERATION AGAINST TERRORISM

REF: LONDON 20319
1. 4Y) SUMMARY: EC MINISTERS RESPONSIBLE FOR LAW
ENFORCEMENT AND INTELLIGENCE ("TREVI" GROUP) MET IN

LONDON ON SEPTEMBER 25 TO DISCUSS FURTHER STEPS TO
COMBAT TERRORISM. FOLLOWING THE MEETING, UK HOME
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SECRETARY AND CURRENT TREVI CHAIRMAN DOUGLAS HURD
ISSUED A STATEMENT ON BEHALF OF THE TWELVE NOTING:

-- EC DETERMINATION NOT TO MAKE CONCESSIONS TO
TERRORISTS;

-- TREVI GROUP AGREEMENT TO INTENSIFY EFFORTS AGAINST
TERRORISM;

-- THE NEED FOR THE FULLEST POSSIBLE SHARING AND JOINT
ANALYSIS OF NATIONAL INTELLIGENCE;

-- NEW ARRANGEMENTS FOR REGULAR UP-TO-DATE ASSESSMENTS
OF TERRORIST THREATS, TO TARGET THE MAJOR LEADERS AND
ORGANIZERS; AND,

-- SETTING UP A NEW SYSTEM OF SPEEDY AND SECURE
COMMUNICATIONS BETWEEN EUROPEAN POLICE FORCES.

2. 4 IN ADDITION, MINISTERS SET IN HAND A PROGRAM TO
HELP EXCLUDE TERRORISTS FROM THE COMMUNITY BY AGREEING
TO EXAMINE VISA ARRANGEMENTS; MAKE EFFECTIVE USE OF
EXCLUSION AND EXPULSION PROCEDURES; REVIEW ARRANGEMENTS
FOR EFFECTIVE SECURITY CHECKS AT AIRPORTS, AND THE WORK
DONE BY MEMBER GOVERNMENTS TO CURB ABUSES OF DIPLOMATIC
IMMUNITY. END SUMMARY.

3. (Y BEGIN TEXT:

EMERGENCY MEETING OF COMMUNITY INTERIOR MINISTERS AND
MINISTERS OF JUSTICE

PRESIDENCY STATEMENT BY THE RT HON DOUGLAS HURD CBE MP

THE COMMUNITY TODAY REAFFIRMED ITS DETERMINATION NOT TO
MAKE CONCESSIONS TO TERRORISTS. MY FELLOW MINISTERS
HAVE AGREED TO INTENSIFY THEIR EFFORTS AGAINST
TERRORISM; AND WE HAVE TAKEN SOME DECISIVE STEPS TO ACT
MORE CLOSELY TOGETHER TO THIS END.

TERRORISTS NOWADAYS ARE NOT ALWAYS INDIVIDUALS OR SMALL
GROUPS OPERATING ONLY WITHIN ONE COUNTRY. THEY ARE
INCREASINGLY MEMBERS OF ORGANIZATIONS WHICH OPERATE
ACROSS NATIONAL FRONTIERS AND HAVE ACCESS TO

SUBSTANTIAL SUMS OF MONEY, ARMS, EQUIPMENT AND
TECHNICAL KNOWLEDGE AND TRAINING. AS TERRORISTS HAVE
BECOME BETTER ORGANIZED, SO GOVERNMENTS AND THEIR
COUNTER-TERRORIST FORCES ARE HAVING CONTINUALLY TO
IMPROVE THEIR KNOWLEDGE AND COOPERATION IF THEY ARE TO
PREVENT TERRORIST ATTACKS AND TAKE EFFECTIVE
COUNTER-ACTION IF THEY OCCUR.
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AFTER HEARING TODAY FROM OUR FRENCH COLLEAGUE ABOUT THE
BACKGROUND TO RECENT EVENTS THERE, AND ALSO FROM THE
GERMANS, SPANISH AND BRITISH DELEGATIONS ABOUT
TERRORISM IN THEIR COUNTRIES, MINISTERS AGREED TO A

*% END OF CABLE **

#%%% SECTION BREAK **#%%*
C_O N-F-I-B-E-N-T-}-A-L.SECTION 02 OF 03 LONDON 20724

TERREP

FOR S/CT AND EUR/RPE
DEPT PASS TO DEPT OF JUSTICE/FBI

E.0.12356: DECL: OADR

TAGS: PTER, PREL, EEC, XT, UK

SUBJECT: EC TREVI MINISTERS ANNOUNCE STEPPED UP

NUMBER OF MEASURES DESIGNED TO SEARCH OUT THE VITAL
LINKS IN TERRORIST OPERATIONS AND DISRUPT THEM. THE
KEY LIES IN THE FULLEST POSSIBLE SHARING AND JOINT
ANALYSIS OF THE INFORMATION AVAILABLE TO ALL OF US. WE
MUST POOL MORE EFFECTIVELY OUR KNOWLEDGE OF WHO THEY
ARE, WHERE THEY ARE AND WHAT THEY ARE PLANNING.

IN PARTICULAR WE AGREED:

FIRST, THE SETTING UP OF NEW ARRANGEMENTS WITHIN TREVI
FOR REGULAR UP-TO-DATE ASSESSMENTS OF TERRORIST
THREATS, TO TARGET THE MAJOR LEADERS AND ORGANIZERS.
SECOND, THE START OF A NEW SYSTEM OF SPEEDY AND SECURE
COMMUNICATIONS BETWEEN EUROPEAN POLICE FORCES.

THESE NEW MEASURES WILL HELP US TO TARGET TERRORISTS'
MOVEMENTS, SUPPLIES OF MONEY, ARMS AND EQUIPMENT, SO
THAT WE CAN HARRY AND DISRUPT THEM. WE HAVE HAD SOME
NOTABLE SUCCESSES WITHIN EUROPE IN RECENT MONTHS. BUT
WE NEED TO STEP UP THE PRESSURE FURTHER WITH SELECTIVE
MEASURES AIMED AT TERRORISTS AND THEIR ASSOCIATES.

TO BACK THIS UP, MINISTERS HAVE ALSO SET IN HAND A
PROGRAM OF WORK TO HELP EXCLUDE TERRORISTS FROM THE
COMMUNITY. THEY AGREED TO EXAMINE VISA ARRANGEMENTS,
AND TO MAKE EFFECTIVE USE OF EXCLUSION AND EXPULSION
PROCEDURES. THEY ALSO AGREED TO EXAMINE THE NEED FOR
MORE EFFECTIVE EXTRADITION PROCEDURES, SO THAT
TERRORISTS CANNOT TAKE ADVANTAGE OF LEGAL LOOPHOLES TO
AVOID JUSTICE. I INDICATED MY INTENTION TO BRING
FORWARD PROPOSALS DESIGNED TO FACILITATE EXTRADITION
PROCEDURES FROM THE UK. WE ALSO AGREED TO REVIEW
ARRANGEMENTS FOR MAKING EFFECTIVE SECURITY CHECKS AT
ATIRPORTS, AND THE WORK DONE BY MEMBER GOVERNMENTS TO
CURB ABUSES OF DIPLOMATIC IMMUNITY.

Kokkkkkokkkk U OUNF T DE N T TA-in Fhkkkkkkkk




FhkEkkhkk& _C O-N-FI'DEN T I AL T

SOME OF THESE ISSUES WILL BE FURTHER PURSUED AFTER THE
NECESSARY CONSULTATION WITH FOREIGN MINISTERS AT THE
MEETING OF EC INTERIOR MINISTERS IN LONDON IN OCTOBER
AND THE NEXT MEETING OF THIS TREVI GROUP OF MINISTERS
ALREADY ARRANGED FOR EARLY DECEMBER. THE AIM MUST BE
TO MAKE THESE MEASURES MUTUAL, SO THAT A TERRORIST
EXCLUDED OR DRIVEN FROM ONE COUNTRY CANNOT FIND ENTRY
OR REFUGE IN ANOTHER. TERRORISTS BY THEIR CHOICE OF
METHOD ARE NOT WARRIORS BUT CRIMINALS, AND SHOULD BE
TREATED AS SUCH. A PRINCIPAL AIM OF THE EC IN BUILDING
EUROPE MUST BE TO SAFEGUARD OUR CITIZENS BY OUTWITTING
TERRORISTS AND BRINGING THEM TO JUSTICE. END TEXT.

3. (kﬂ/&N HIS POST-MEETING PRESS CONFERENCE, HOME
SECRETARY HURD NOTED THE MINISTERS' ADMIRATION FOR THE

CALM AND COURAGE WITH WHICH FRANCE HAS DEALT WITH
RECENT TERRORIST ATTACKS THERE. HE ALSO REMINDED
JOURNALISTS THAT THE MINISTERS DID NOT DISCUSS THE ROLE
OF THIRD COUNTRIES IN TERRORISM NOR THE POSSIBLE USE OF

FORCE AGAINST OTHERS SINCE THAT WAS NOT PART OF THEIR
RESPONSIBILITIES. HURD SAID THAT THE TREVI MEETING
MARKED THE REINFORCEMENT AND ACCELERATION OF
COOPERATION AMONG EC GOVERNMENTS AND WAS NOT INTENDED
TO "MAKE STARTLING HEADLINES". HE ADDED THAT THE
TWELVE ARE COMMITTED TO STEADY, PRACTICAL PROGRESS
AGAINST TERRORISTS AND THAT THE EC'S RECORD TO DATE IS
"MORE SUBSTANTIAL THAN MANY AMERICAN CRITICS GIVE IT
CREDIT FOR".

*% END OF CABLE **

*%%*% SECTION BREAK **%*%*

L-o-N-F T DDENT I AL SECTION 03 OF 03 LONDON 20724
TERREP

FOR S/CT AND EUR/RPE
DEPT PASS TO DEPT OF JUSTICE/FBI

£.0.12356: DECL: OADR
TAGS: PTER, PREL, EEC, XT, UK
SUBJECT: EC TREVI MINISTERS ANNOUNCE STEPPED UP

4. fUTf%RENCH MINISTER-DELEGATE FOR SECURITY PANDRAUD
ALSO ADDRESSED THE PRESS AND UNDERLINED FRANCE'S
DETERMINATION NOT TO NEGOTIATE WITH TERRORISTS. HE WAS
EAGER TO DISPEL RUMORS OF A PENDING "DEAL" INVOLVING
THE RELEASE OF CONVICTED TERRORIST ABDALLAH AND
REITERATED FRENCH DETERMINATION NOT TO SUCCUMB TO
BLACKMAIL. HE ALSO DENIED RUMORS OF ABDALLAH'S ILL-
TREATMENT AT THE HANDS OF FRENCH POLICE. ON THE
QUESTION OF A COMMON EC VISA POLICY, PANDRAUD SAID THAT
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FREEDOM OF MOVEMENT FOR EC NATIONALS BETWEEN COMMUNITY
COUNTRIES MAKES LITTLE SENSE IF THE COMMUNITY'S "OUTER
BORDERS" ARE NOT EFFECTIVELY CONTROLLED. PANDRAUD
ADDED THAT THE MEASURES DIRECTED AGAINST TERRORISTS
SHOULD ALSO APPLY TO DRUG TRAFFICKERS. AS FOR IMPROVED
SHARING OF INFORMATION AND ANALYSIS AMONG NATIONAL
POLICE FORCES, HE ACKNOWLEDGED THAT DIFFERENT HISTORIC
AND CULTURAL BACKGROUNDS IN EACH EC COUNTRY WOULD MAKE
COMPLETE COCPERATION DIFFICULT. HE THOUGHT, HOWEVER,
THAT THERE WAS ROOM FOR IMPROVEMENT IN EACH NATION'S
UNDERSTANDING OF COUNTER-TERRORIST PROCEDURES AND
POLICIES IN OTHER COMMUNITY COUNTRIES.

5. (Eﬁ/EbMMENT: ALTHOUGH FEW PRACTICAL COMMON MEASURES
EMERGED FROM THE SEPTEMBER 25 MEETING, INTERIOR AND
JUSTICE MINISTERS APPEAR TO HAVE RECOGNIZED THE
CONTINUING NEED TO FIRM UP POLICE PRACTICES AND BORDER
CONTROLS TO COMBAT TERRORISM, EVEN IF ON A NATIONAL
BASIS. DESPITE THE POLITICAL IMPETUS TO IMPROVED
INTELLIGENCE AND ANALYSIS EXCHANGES AMONG MEMBER

STATES, WE AGREE WITH PANDRAUD'S OBSERVATION THAT THIS
IS EASIER SAID THAN DONE. EC INTERIOR MINISTERS ARE
EXPECTED TO DISCUSS FURTHER THE POSSIBILITY OF
TIGHTENING COMMUNITY VISA POLICIES WHEN THEY MEET IN
LONDON ON OCTOBER 17. DISCUSSION OF ANY ADDITIONAL
MEASURES DIRECTED AGAINST THIRD COUNTRIES, BESIDES
CLOSER SCRUTINY OF DIPLOMATIC IMMUNITY ABUSE, REMAINS
THE DOMAIN OF EC FOREIGN MINISTRIES. WE HAVE SCHEDULED
A SEPTEMBER 26 MEETING WITH A SENIOR UK HOME OFFICE
OFFICIAL FOR A READ-OUT OF DISCUSSIONS AT THE TREVI
MINISTERIAL.

PRICE

*% END OF CABLE **
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s/i/z/ﬁ E T PARIS 42380

NODIS

FOR S/CT AND

EUR/WE

E.O. 12356: DECL: OADR
TAGS: FR, US, PTER, PREL

SUBJECT: PANDRAUD VISIT TO WASHINGTON
1. / ENTIRE TEXT
2. IN DISCUSSING FRENCH PUBLIC SECURITY MINISTER

PANDRAUD’ S OCTOBER VISIT TO WASHINGTON, PANDRAUD’'S
AIDE MADE CLEAR EMB ANDRAUD' S DESIRE TO HAVE A
HIGHLY RESTRICTED MEETING ON THE LEBANON HOSTAGE
SITUATION AND RELATED TERRORIST PROBLEMS WHILE 1IN

WASHINGTON.

BY NATURE, PANDRAUD PREFERS SMALLER

MEETINGS WHERE ONE CAN TALK FRANKLY AND IN TOTAL

CONFIDENCE.

THIS HOLDS TRUE FOR ALL OF HIS MEETINGS,

BUT PARTICULARLY THE ONE ON HOSTAGE QUESTIONS.

3. EMBASSY FULLY SUPPORTS PANDRAUD' S REQUEST FOR A
RESTRICTED MEETING AND BELIEVES IT wWOULD BE VERY
FRUITFUL. WE SUGGEST THE MEETING BE ARRANGED WITH
THREE US PARTICIPANTS -~ THE DIRECTOR OF S/CT, A
REPRESENTATIVE OF THE NSC ®ERHAPS NORTH) T AND A
REPRESENTATIVE OF THE CIA ®ERHAPS THE HEAD OF CTC)

RODGERS
BT

, DECLASSIFIE

D

s

LRRNOELE 123206
Aﬁ RR N 6
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NODIS

P

FOR S/CT

E. 0. 12356: DECL: OADR

TAGS: FR, US, PTER, PREL

SUBJECT: PROPOSED VISIT TO WASHINGTON BY PANDRAUD' S
AIDE

1. - ENTIRE TEXT.

2. FRENCH SECURITY MINISTER PANDRAUD HAS REQUESTED
THAT HIS CLOSE AIDE, WwHO HAS PROVIDED SUCH INTERESTING
REPORTING IN RECENT MONTHS, TRAVEL TO WASHINGTON IN
ORDER TO PARTICIPATE IN A SPECIAL FOUR OR FIVE-DAY ATA
PROGRAM (ORGANIZED BY S/CT) TO BECOME FAMILIAR WITH
OUR ANTI~-TERRORISM EFFORTS AND PROGRAM. TIMING wOUuLD
BE NOVEMBER OR DECEMBER. AIDE IS WILLING TO HAVE A
MEETING DURING HIS VISIT TO DISCUSS WHAT HE HAS
LEARNED AND KNOWS ON TERRORISM, HOSTAGES, ETC. ON THE
CONDITION THAT UTMOST SECRECY BE OBSERVED.

3. POLOFF INITIALLY RAISED THIS REQUEST WITH
AMBASSADOR OAKLEY AND CHARLES ALLEN DURING THEIR
AUGUST VISIT. AMBASSADOR OAKLEY GAVE HIS AGREEMENT IN
PRINCIPLE. FRENCH wWOULD PAY AIRFARE TO AND FROM
WASHINGTON BUT REQUEST THAT WE HELP WITH PER DIEM AND
PROVIOE INTERPRETING AS PANDRAUGS S AIDE' 5 ENGLISH IS
NOT THAT GOOD, ESPECIALLY ON TECHNICAL SUBJECTS.

4. A CAVEAT:

PANDRAUD’ S AIDE STRESSED AGAIN AND AGAIN THE NEED FOR
EXTREME SENSITIVITY IN HANDLING THE INFORMATION HE
PROVIDES US AND WILL CONTINUE TO PROVIDE. HE KNOWS
WASHINGTON IS WELL-KNOWN FOR ITS LEAKS. HE UNDERLINED
THAT HE HAS SPENT MONTHS ESTABLISHING HIS LEBANON
CONTACTS, AND IF A WASHINGTON-BASED LEAK ENDANGERED
THOSE. THE REPERCUSSIONS wOULD BE SERIOQUS.

S. EMBASSY BELIEVES AIDE'S VISIT WOULD BE SUBSTANTIAL
BENEFIT TO USG NOT ONLY IN INFORMATION WHICH AIDE MAY
PROVIDE, BUT BECAUSE OF AIDE’'S CLOSE RELATIONSHIP TO
PANDRAUD. PANDRAUD USES AIDE AS AN INDEPENDENT
CHANNEL OF IDEAS AND INFORMATION AND AS A SOURCE OF
INITIATIVES WHICH FRENCH BUREAUCRACY wWOULD OTHERWISE
NOT CONSIDER. WE WILL PROVIDE SPECIFIC DATES LATER.

" SEEREL

gY (/| NARADATE 4[@/!'
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<ORIG> REUTER
<TOR> 860925151917

<TEXT> REUTER 1519 (:/'Ef
RO98R I1111)LCZCIYCRYR
AM-COMMUNITY-TERROR 1STLD (WRITETHROUGH)

EUROPEAN MINISTERS AGREE ON MEASURES AGAINST TERRORIST THREAT

BY ALAN ELSNER

LONDON, SEPT 25, REUTER - ANTI-TERRORIST MEASURES INCLUDING
AN
INTERNATIONAL POLICE HOTLINE AND CLOSER COOPERATION BETWEEN
NATIONS WERE AGREED TODAY BY EUROPEAN COMMUNITY (EC) INTERIOR
MINISTERS MEETING IN AN EMERGENCY SESSION.

THE MINISTERS MET AT FRANCE"S REQUEST FOLLOWING A WAVE OF
DEADLY BOMBINGS IN PARIS THAT GENERATED RENEWED ANXIETY ABOUT
THE ABILITY OF SMALL ARMED GROUPS TO MOVE FROM COUNTRY TO
COUNTRY AND STRIKE ALMOST AT WILL.

THE PARIS ATTACKS KILLED NINE PEOPLE AND INJURED MORE THAN
160.

BRITISH HOME SECRETARY (INTERIOR MINISTER) DOUGLAS HURD TOLD
A
NEWS CONFERENCE THAT THE MINISTERS FROM THE 12-NATION BLOC
PLEDGED TO MAKE NO CONCESSIONS TO TERRORISTS.

THE MEASURES AGREED AT THE SESSION INCLUD MORE EFFECTIVE
POOLING OF INFORMATION ABOUT THE IDENTITIES, LOCATIONS AND
PLANS OF TERRORISTS.

THE MINISTERS ALSO AGREED TO INTRODUCE A NEW SYSTEM OF
""SPEEDY AND SECURE COMMUNICATIONS"" BETWEEN EUROPEAN POLICE
‘FORCES.

THEY ALSO PROMISED TO EXAMINE THE NEED FOR MORE EFFECTIVE
EXTRADITION PROCEDURES SO TERRORISTS CANNOT TAKE ADVANTAGE OF
LEGAL LOOPHOLES.

FRENCH AUTHORITIES HAVE BEEN UNABLE TO TRACK DOWN THE BOMBERS
AND JOURNALISTS HAVE REPORTED LACK OF COOPERATION BETWEEN
DIFFERENT SECURITY FORCES WITHIN INDIVIDUAL
COUNTRIES, AS WELL FAULTY COMMUNICATIONS BETWEEN NATIONS.

WHEN THE UNITED STATES LAUNCHED AIR ATTACKS ON LIBYA EARLIER
THIS YEAR AGAINST COL. MUAMMAR GADDAFI FOR HIS ALLEGED SUPPORT
OF TERRORIST GROUPS, MOST EUROPEAN COUNTRIES, WITH THE
EXCEPTION OF BRITAIN, WERE QUICK TO DISASSOCIATE THEMSELVES
FROM THE ACTION.

TERRORIST ATTACKS AND VIOLENCE PROMPTED MILLIONS OF AMERICAN
TOURISTS TO STAY AWAY FROM EUROPE THIS YEAR, CAUSING HEAVY LOSS
OF POTENTIAL INCOME TO MOST EC COUNTRIES.

FRANCE HAS REACTED TO THE LATEST WAVE OF BOMBINGS BY
TIGHTENING INTERNAL SECURITY AND INTRODUCING A NEW VISA
REQUIREMENT FOR VISITORS FROM ALL NON-EC COUNTRIES EXCEPT
SWITZERLAND, A MOVE THAT HAS PROMPTED DISMAY IN EUROPEAN
COUNTRIES OUTSIDE THE EC.

BRITAIN LONG URGED TIGHTENING EC BORDER CONTROLS. OFFICIALS
YESTERDAY SAID AUSTRIA"S BORDERS WITH ITALY AND WEST GERMANY,
WHERE NO STRINGENT CHECKS ARE ENFORCED, NEEDED ATTENTION.

IN A RADIO INTERVIEW TODAY, HURD ALSO STRESSED THE NEED TO
REFORM EC EXTRADITION LAWS TO SPEED UP THE TRANSFER OF SUSPECTS
BETWEEN COUNTRIES.
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1. SECRET - ENTIRE TEXT.

2. PANDRAUD'S STAFF HAS CONFIRMED REF SCHEDULE OF
APPOINTMENTS FOR THE VISIT TO WASHINGTON OCTOBER
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15-17. IN ADDITION, PANDRAUD HAS INSTRUCTED THE
FRENCH EMBASSY IN WASHINGTON TO TRY TO ARRANGE AN
APPOINTMENT WITH VICE PRESIDENT BUSH, WHOM THE
MINISTER MET WHEN BUSH WAS CIA DIRECTOR. EMBASSY
STRONGLY ENCOURAGES THE VICE PRESIDENT, IN HIS

CAPACITY AS HEAD OF THE WHITE HOUSE TERRORISM
COMMISSION, TO RECEIVE THE MINISTER FOR A BRIEF
MEETING AND PHOTO. AS YOU KNOW, PANDRAUD IS IN CHARGE
OF FRANCE'S ANTI-TERRORISM EFFORTS AND A PARTISAN OF
CLOSER COOPERATION WITH THE U.S..

3. FRENCH EMBASSY IN WASHINGTON WILL ALSO SEEK
APPOINTMENTS FOR PANDRAUD AND HIS PARTY WITH THE PRESS
AND WITH MEMBERS OF CONGRESS. PANDRAUD'S STAFF,
HOWEVER, REALIZES THAT THEY MUST WORK ANY SUCH
MEETINGS AROUND THE APPOINTMENTS SCHEDULED IN REF.

4. PANDRAUD WILL BE ACCOMPANIED BY DST CHIEF BERNARD
CERARD, TERRORISM COORDINATOR FRANCQIS LE MOUEL, AND
PANDRAUD'S NEW DIPLOMATIC COUNSELOR WHO SHOULD BE
NAMED SHORTLY. PANDRAUD WAS IMPRESSED BY TWO TALENTED
INTERPRETERS WHO HANDLED THE BILATERAL DISCUSSIONS IN
WASHINGTON IN JUNE AND ASKED IF THEY WILL BE
AVAILABLE. PANDRAUD'S PARTY WILL DEFINITELY NEED
INTERPRETERS, AND THEY WILL NOT BE BRINGING THEIR

OWN. RODGERS

** END OF CABLE **
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CONELDENPIAL—W/SECRES ATTACHMENT
2

-

(1:30 - 2:30 p.m.), which Peter Rodman and I would like to join.
You have invited Bujon and de Margerie to a privaté Iunch In your
office, slated from 12:00 - 1:00 p.m.

RECOMMENDATION: That you review the issues summary and suggested
points to be raised at Tab I.

Approve Disapprove

Peter Rodman, Bob Linhard and Peter Sommer concur. Howard
Teicher and Ollie North contributed background material to the
memorandum.

Attachment
Tab I Summary of Key Issues

LONEIDENFFATW/SECRET ATTACHMENT







SECRéT 2

TOPICS YOU MAY WISH TO RAISE:

-- FRANCE AS ALLY: Note historic ties with France, reinforced at
Liberty Weekend. Bujon will add that France only country which
enjoys consensus on foreign and defense policy. You should
praise France's global role and express appreciation for intimate
dialogue demonstrated by meetings such as this one.

COHABITATION: Survives, but tensions rising over division of
responsibilities, as recent flap over our communications to
Elysee and Matignon demonstrated. You may want to seek his
counsel on how best to handle communications. Given Bujon's
position and ties to Attali, he may provide you with a candid
assessment of internal French politics.

-- CONVENTIONAL ARMS CONTROL: French are committed to maintain-
ing balance between human rights and security in CSCE. Regard
CSCE as proper forum for Halifax - mandated arms negotiations.

We feel potential reductions should be conducted on alliance-
-to~alliance basis; French strongly oppose alliance-to-alliance
negotiations as evidenced by their absence from MBFR talks. We
beleive Western negotiators should act on instructions from NAC;
negotiations should be conducted outside of and separate from the
CSCE framework. Also, MBFR negotiations should continue until
satisfactory mandate for new talks found. NOTE: Chancellor Kohl
leans toward CSCE forum because of perceived importance of
getting French involved and has pressed us on this. We asked Hal
Sonnenfeldt to see Bianco and Bujon in France this week to press
U.S. position.
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AND TREVI MEETINGS.

3. THE UNITED STATES WELCOMES THE EURCPEAN EFFORT TO USE
TRAVEL CONTROLS TO HELP COMPLICATE THE MOVEMENT OF

TERRORISTS. WE WOULD BE HAPPY TO WORK WITH THE EC ON THE
IMPLEMENTATION OF SUCH MEASURES. AT THE SAME TIME, THE
UNITED STATES PROVIDES THE LARGEST VOLUME OF VISITORS TO
THE EC. TRAVEL CONTROLS IMPOSED BY THE EC COULD AFFECT
U.S. TRAVEL AND TOURISM. BOTH THE U.S. AND THE EC HAVE
EMPHASIZED FACILITATION OF TRAVEL AND WE WOULD LIKE TO
CONTINUE TO HOLD TO THIS OBJECTIVE, WHICH HAS BEEN
BENEFICIAL TO COMMERCE AND TO SUSTAINING AND
STRENGTHENING THE MANY TIES BETWEEN THE UNITED STATES AND
EC STATES. AS THE EC MOVES TO CONSIDER MULTILATERAL
MEASURES TO CONTROL THE MOVEMENT OF SUSPECTED TERRORISTS
IN THE EC AREA, THE U.S. GOVERNMENT STRONGLY URGES THE EC
TO TAKE U.S. CONCERNS REGARDING TRAVEL INTO CONSIDERATION
BY WORKING OUT MEASURES IN COLLABORATION WITH THE U.S.,
POSSIBLY INCLUDING THE U.S. (AND CANADA) IN THE AREA
WHERE COMMON MEASURES WOULD APPLY.

4. THE USG APPROACHES THIS ISSUE ACCORDING TO THE

FOLLOWING PRINCIPLES: Q@

-- MEASURES SHOULD ENTAIL MINIMUM INCONVENIENCE TO?}
NON-TERRORIST TRAVELLERS.
I e e AN e

-~ CONTROLS CAN BE EFFECTED THROUGH LOOKOUT SYSTEMS,
VISAS AND PORT OF ENTRY CHECKS. WHILE THE U.S. EMPLOYS
ALL THREE, WE ARE FLEXIBLE ABOUT THE MIX OF CONTROL
MEASURES. HOWEVER, ANY SET OF CONTROLS WILL BE MORE
EFFECTIVE IF IT IS APPLIED ON A MULTILATERAL BASIS.

- WE HAVE SUGGESTED THAT MULTILATERAL MEASURES BE
DISCUSSED AT AN AD HOC MEETING, SINCE MOST OF THE
MEASURES CONTEMPLATED ARE TECHNICAL IN NATURE AND WOULD
BE AD REFERENDUM TO GOVERNMENTS.

-- THE ISSUES WE HAVE PROPOSED FOR DISCUSSION AT AN AD
HOC MEETING ARE (1) A MECHANISM FOR EXCHANGING
INTELLIGENCE ON THE MOVEMENT OF SUSPECTED TERRORISTS, (2)
COMPILING, EXCHANGING AND KEEPING UP TO DATE LISTS OF
PERSONS DENIED ENTRY OR EXPELLED FOR REASONS OF
TERRORISM, (3) EXCHANGES OF INFORMATION ON FALSE OR
FORGED DOCUMENTATION USED BY TERRORISTS, (4) DISCUSSION
OF VISA POLICIES, LOOKOUT LISTS AND OTHER SYSTEMS AND
TECHNIQUES FOR CONTROLLING THE MOVEMENT OF SUSPECTED
TERRORISTS.

5. THE U.S. WOULD BE PLEASED TO SEND OFFICIALS TO CONSULT

FURTHER WITH THE UK IN ITS EC PRESIDENCY CAPACITY AND
OTHER EC MEMBERS ON THE MARGINS OF THE TREVI MEETINGS OR
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THE MEETING OF THE EC WORKING GROUP ON TERRORISM.

WHITEHEAD
¥% END OF CABLE **
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E.0. 12356: DECL: DADR

T4GS:  PTER, ASEC, PGOV, FR, US, OVIP

(PANDRAUD, ROBERT)

SUBJELT: FINAL SCHEDULE FOR PANDRAUD DELEGATIONM

ATTORNEY GENERAL MEESE (PANDRAUD ONLY).

-- 128@-123@: EXPANDED MEETING WITH MEESE (PANDRAUD,
FRENCE AMBASSADOR, SASIA. GUILLAUME, GERARD, LE MOUEL:
~- 123£-148C: LUNCK 4T JUST!ICE HOSTED BY MEESE
(PANDRAUD, FRENCH AMBASSADOR, SAS!A, GUILLAUME,
GERARD, LE MOUEL).

=~ 1415-1545: WORKING SESSION AT STATE DEPARTHENT
WITH 4MBASSADOR BREMER (PANDRAUD, SASIA, GUILLAUME
GERARD, LE MOUEL, SIEFER-GAILLARDIN),

-- 1545-1615: MEETING AT STATE WITH DEPUTY SECRETARY
WHITEZEAD {PANDRAUD, FRENCH AMBASSADOR, GUILLAUME,
RIVES:.

-- 17%f: DEPART FROM DULLES ON TWA 838

S. FOR SECRET SERVICE: MR. SASIi IS SOON TO BE NAMED
THE D'RECTOR OF A NEWLY-CREATED GOF SECURITY APPARATUS
SIMILAR TO THE U.S. SECRET SERVICE. 1T WILL BE
CHARGED WITH PRCTECTING TOP OFFICIALS AND STATE
ViSITGRS. PANDRAUD HAS ASKED IF WE COULD ARRANGE
MEETIRGS FOR SASIA WITH SEGRET SERVICE OFFICIALS,
PREFEBABLY ON AFTERROQN OF QCTOBER 16.

6. FOR STATE S/CT: P4NDRAUD HAS RECEIVED A REQUEST

FROM %R. FFEDERICK RYAN, ASSISTANT TO FRESIDENT

REAGAN, TO MEET WITH HiM (RYAN) BRIEFLY TO DISCUSS THE

USG-S#ONSORED PUBLIC SECTOR INITHETIVES COMFERENCE TO - -
BE NELD R PARIS IN NOVENBER. PLEASE CONTACT WHITE - -
HOUSE TC DETERMINE {F RYAN CAN SEE PANDRAUD FOR A FEW s

MINUTES WHILE THE MiNISTER IS AT THE WHITE HOUSE
SEB?ET

DURING EF TERNQON OF OCTOBER 16

7. FOR STKTE DS/PT/PL: MR. MATHIEU LECA, THE




