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COGNIZANT ACTIVITY: Cik
SUBJECYT: Expanaed HUMINT Capability Against Terrorism

ISSUE: With the emergence of terrorism as an issue of national
concern, our intelligence agencies shifted increased attention and
assets to collection, analyses and dissemination of information on
this threat. The nature of the small, fanatical, close-knit
terrorist groups that have become very active in the recent past
makes them difficult targets to collect against, particularly using
the &traditional or high technology methods on which we rely for
collection against the strategic threat.

The objective, to pinpoint the plans and targets of terrorist
grounds, willl not easily be attained under the circumstances. It
will be a long and costly effort which may not be entirely
successful, but which nonetheless must be undertaken. The effort
will of necessity be based heavily on HUMINT, the method most likely
to provide the type of timely, specific information which can be of
utility in terrorist situations. The U.S. will have to redevelop
its capabilities in this field, focusing on high-threat areas, and
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This issue paper is classified Top Secret and will be distributed
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ISSUE PAPER NO. 24
MOGNIZANT ACTIVITY: STATE, DEFENSE, DCI, FBI

SUBJECT: Increased Coordination with Law Enforcement Elements
Domestically and Overseas

ISSUE: A terrorist act is by definition a crime. In combatting
terrorism (that is anticipating, preempting, managing, resolving,
punishing), classic intelligence disciplines and liaison
relationships must be supplemented by close relations with local
police and law enforcement elements. CIA officers are seldom trained
or experienced in police matters, and tend to feel more comfortable
with intelligence counterparts. FBI legal attaches tend to deal
primarily with the highest echelons of police in their areas of
responsibility, and seldom deal on a continuing basis with working
level officers with counterterrorist responsibilities.

The State Department's Regional Security Officers are law-enforcement
trained, and deal on a day-to-day basis with host country
law-enforcement officials on matters including protection of our
overseas missions and the collection of threat intelligence for use
by the State Threat Analysis Group and the intelligence community as
a whole. In this work the RSOs have the advantage of not being
identified with the collection of political or military intelligence
and of being already recognized in many countries as the Embassy's

Mepresentative for security and investigative matters. The RSO will
ork with host-country law-enforcement officials as on-site manager
for the Anti-Terrorism Assistance and Central American Police
Assistance programs. RSOs and the Bureau of Diplomatic Security work
with foreign and domestic law-enforcement officials in the protection
of dignitaries. The State Department sponsors international
cooperation between law enforcement officials through the
International Association of Chiefs of Police, through briefings and
visits overseas for US police officials concerned with anti-terrorist
protection of foreign diplomats resident in the United States,
through terrorism briefings for domestic law-enforcement officials,
and through execution of the Anti-Terrorism Assistance program which
involves training foreign civilian officials in the US, with the
involvement of US and Federal and state and local enforcement
agencies. This effort needs to be strengthened to give more specific
attention to overseas police relations, and to expose the broad
network of US law enforcement professionals to the plans and
requirements of the national counterterrorism program.

PROPOSAL: State should be continued to work closely with Justice,
the FBI, and other agencies with law enforcement interests abroad to
strengthen the capabilities of overseas missions to realize the
potential anti~terrorism benefits through exchange of information
with host-country law-enforcement officials, to include measures as
follows: (1) Ambassadors, regional bureaus, INR, M/CTP and BDS
elect and designate in the next two months key posts as critical
ounter-terrorism posts; with one or more positions (primarily RSO















ISSUE PAPER NO. 28
COGNIZANT ACTIVITY: JUSTICE

SUBJECT: Death Penalty for Hostage Taking

NOTE: Senate Bill 1508, currently before Congress, would impose
the death penalty for hostage taking. STATE has indicated strong
support for the bill in principle, subject to the working out of

any technical problems in conjunction with the Department of
Justice.



m Issue Paper 29: Freedom of Information Act

NOTE: We are not convinced that there is a need, as suggested in
this paper for an amendment to the FOIA to restrict requesters
to U.S. citizens. The FOIA provides agencies discretion to
withhold records if they are classified (5 U.S.C. 552(b)(1) or
relate to law enforcement (5 U.S.C. 552(b)(7)). Records
concerning terrorism and foreign counterintelligence (except of
course for press releases and other public documents) would
fall within one of these two exemptions, and there would thus
be ample legal basis to withhold them under the Act. 1In
addition, contrary to the implication in the paper that hostile
intelligence services and terrorists have used the FOIA to "tie
up U.S. Government resources responding to their requests,® it
is actually (at least in State Department experience) media
requests and the most likely to litigate. In addition, US groups
could be found to front for foreign intelligence services--just as
occurs with the export of forbidden technology, if such legislation
existed. Conseqgquently, we are unable to agree that there are
"loopholes in the law that allow terrorist and foreign intelligence
operatives access to information they should not have," and perceive
no need for amendments as suggested in the Issue Paper.
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ISSUE PAPER NO. 45

Freedom of Information Act - [5 U.S.C. 552(b)]

B-1 National security classified information [(b)(1) of the FOIA]

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA}

B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA]

B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA]
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA]

C. Closed in accordance with restrictions contained in donor’s deed of gift.
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DUPLICATE OF #13881

Freedom of Information Act - [5 U.S.C. 552(b)]

B-1 National security classified information [(b)(1) of the FOIA]

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA}

B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA]

B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA]
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA]

C. Closed in accordance with restrictions contained in donor’s deed of gift.
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DUPLICATE OF #13882

Freedom of Information Act - [5 U.S.C. 552(b)]

B-1 National security classified information [(b)(1) of the FOIA]

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA]

B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA]

B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA]
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA]

C. Closed in accordance with restrictions contained in donor’s deed of gift.
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ISSUE PAPER NO. 46

Freedom of Information Act - [5 U.S.C. 552(b)]

B-1 National security classified information [(b)(1) of the FOIA]

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA]

B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA]

B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA]
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA]

C. Closed in accordance with restrictions contained in donor’s deed of gift.
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Freedom of Information Act - [5 U.S.C. 552(b)]

B-1 National security classified information [(b)(1) of the FOIA]

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA]

B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA]

B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA]
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA]

C. Closed in accordance with restrictions contained in donor’s deed of gift.
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