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SPECIAL INQUIRY
INTO FACTS AND CIRCUMSTANCES
OF INCIDENT IN SAN SALVADOR INVOLVING
DEATH OF FOUR U.S. MARINES
ON JUNE 19, 1985

PREFACE

The Secretary of State on June 20 instructed the Inspector
General to conduct a Special Inquiry under the provisions of
Sectinn 209 of the Foreign Service Act of 1980 into the facts
and circumstances surrounding the death on June 19, 1985 of
four members of the U.S. Marine Security Guard Detachment
assigned to the U.S. Embassy in San Salvador, El Salvadecr. The
Marines were killed at a public place by. Salvadorean leftist
guerrillas. The objective of this Special Inguiry was to
determine whether any U.S5. Government official or officials had
been negligent in the discharge o¢f their official duties 1in
protecting employees of the U.S. Government at & diplomatic
mission overseas. ‘ '

The members of the Special Inguiry team were Ambassador
Robert M. Sayre, Senior 1Inspector, and Inspector Daniel R,
Reilly, of the Office of the Inspector General, Department of
State, and Colonel H. Murphy McCloy, from the Office of the
Inspector General, U.S. Marine Corps. The team proceeded to
San Salvador on June 21 and departed on June 24. While there
it conducted interviews with all appropriate members of the
U.S. diplomatic mission. The team was assisted by George H.
" Larson, Associate Director of Security from the U.S. Embassy at
Panama City, Panama, and Victor G. Dewindt, Jr., Office of
Security, Department of State. The latter two were in
San Salvador to determine the precise facts regarding the
murder. of the four Marines and to assist in evaluating security
procedures of the U.S. Embassy in San Salvador.

The Special Inquiry team alsoc reviewed the incident and the
security program of the Department of State with appropriate
officials in Washington, D. C.

A draft report of the Special Inguiry was distributed for

comment to appropriate officials on July 19 and a final report
was submitted to the Inspector General on August 5.
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SPECIAL INQUIRY
INTO FACTS AND CIRCUMSTANCES
OF INCIDENT IN SAN SALVADOR INVOLVING
DEATH OF FOUR U.S. MARINES
ON JUNE 19, 1985

OVERVIEW

Four members of the U.S. Marine Security Guard (MSG)
Detachment stationed at the U.S. Embassy in San Salvador were
killed by leftist guerrillas on June 19 at about 8 p.m. while
eating at an outdoor restaurant in the Zona Rosa area 1in the
city of San Salvador, El Salvador. Also killed were two
American business representatives and seven non-Americans.?*
There were at least eight other members of the U.S. mission
staff and three dependents in the restaurant area at the time.

The four Marines who were later killed took seats on the
sidewalk at Chili's cafe, an exposure which a U.S. Embassy
security guideline cautioned against, but which was still com-
mon practice among mission personnel. They and other members
of the mission staff had established a regular pattern of
eating at these restaurants, which permitted hostile surveil-
lance. Available evidence strongly suggests that the Marines
were directly targeted. There has been some suggestion that
the failure to observe mission security advisories against
eating at tables on the sidewalk at these restaurants was the
probable cause of the murder of the Marines. The Special
" Inquiry team finds that the regular pattern of going to open
air restaurants by mission members, including the Marines, was
more likely the probable cause for the incident than the
regular pattern of mission members eating at tables on the
sidewalks.

The mission has a fairly extensive security program
directed primarily at the "hardening” of office buildings and
providing protective security for the movement of key mission
officials. The mission also had a rather comprehensive program
with the objective of advising mission members about off-duty
security measures. This program was originally mounted 1in
response to the civil war situation 1in El Salvador and, more

*Although there were conflicting reports in the press as to
the total killed in the cafe by the terrorists, 13 wvictims
actually died in the attack.
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recently, tightened following intelligence estimates which
indicated that the guerrillas seeking to take over the Govern-
ment of El1 Salvador had 'set up operations in San Salvador and
planned to attack American mission personnel.

The pleasant atmosphere and accommodations in San Salvador
coupled with the fact that there had not been a direct attack
against mission personnel since May 1983 “conspired” to 1lull
mission personnel into a false sense of security. It was post
pclicy to disrupt substantive activities as little as possible
and to maintain life as normal as possible at the post.

Specifically, the Special Ingquiry team finds that, at the
time the incident occurred, mission management in San Salvador
had a security program in effect for the employees of the mis-
sion which was reasonably related to the security threat and
the pattern of terrorism and violence in El Salvador. The MSG
Detachment was eqguated to the civilian staff, which is common
practice in the Foreign Service, and thus there is no basis for
distinguishing between .civilian management and the MSG command

structure in assessing responsibility. In hindsight, this
equation was an error in judgment in the circumstances in San
Salvador. All military ©personnel attached to the mission

should have been  considered equally threatened and security
guidelines applied accordingly.

More generally, the facts and circumstances of the San
Salvador case underline the need for the Department of State
and the Foreign Service to change their approach to security.
- The present approach is to avoid to the maximum extent possible
disrupting normal activities at a post and to carry out secu-
rity programs with this in mind. A much higher security aware-
ness 1s required at Critical and Serious High Threat posts.
The Department should take immediate steps to develop the cri-
teria for such posts <called for i1In 1ts own statement on
"General Principles on Security of USG Personnel at Overseas
Missions” (A=-1225, October 14, 1982). In addition, a major
deficiency has been, and continues to be, 1nadeguate resources
to provide security consistent with the threat and to back up
the security program with a strong and clear command struc-
ture. The team considers that Washington's priority on and
awareness toward the security needs and concerns of the field
have been significant factors in the field's approach and its

ability to deal effectively with security. The Department
recently acted on resource needs, and has under active consid-
eration recommendations on security organization. The team,

therefore, makes no recommendations on these two points.

ORI DENTTAT
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In assessing responsibility of mission management, the
inspectors find that chiefs of mission have been charged with
responsibility for the direction, supervision, and coordination
of all U.S. Government employees at diplomatic missions but
have not been given commensurate authority. Prompt steps are
needed to remedy this major deficiency. The team also makes
recommendations on other deficiencies, including the. adminis-
tration of danger pay allowances, that were encountered in con-
ducting this Special Inguiry.

Taking into account azll the facts and circumstances in this
case,” the team does not find 2 basis for the Secretary of State
to convene a Board of Inquiry to fix responsibility on any
official in San Salvador, either civilian or military under the
operational control of the Secretary of State, for negligence
in connection with this incident.
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INTO FACTS AND CIRCUMSTANCES
OF INCIDENT IN SAN SALVADOR INVOLVING
DEATH OF FOUR U.S. MARINES
ON JUNE 19, 1985

I. INCIDENT

= On June 18, 1985 at about 9 p.m. in the Zona Rosa cafe
district of San Salvador, El1 Salvador, guerrilla terrorists
shot and killed four members of the MSG Detachment stationed at
the U.S. Embassy in San Salvador.* Also killed in this inci-
dent were two American business representatives and seven
persons of other nationazlities. Also present in the restaurant
area were at least two other Marines, three members of the U.S.
Navy Construction Battalion (SeaBee) Detachment, a member of
the U.S8. Military Group (MILGP) with a dependent, and at least
three other members of the Embassy staff, one with two depen-
dents.

The six MSG's had arrived at the restaurant area in an
armored mission vehicle at about 8:30 p.m. The Marines
debarked and the mission vehicle departed. The four Marines
who were later killed took seats on the sidewalk at Chili's
cafe, an exposure which a mission security guideline cautioned
against, but which was still common practice among mission per-
sonnel. At about 9 p.m. a truck arrived on the scene and
parked in front of the restaurant. Patrons did not pay parti-
cular attention to the truck as this type of wvehicle 1is
normally used by the Salvadorean military in checking for drugs
or when involved in other law enforcement activities. Six to
10 armed persons dressed in uniforms similar to those worn by
the Salvadorean military got out of the truck and headed
straight for the table at which the four Marines were seated.
When within about five or 10 feet of the table, the group,
armed with automatic weapons, knelt and opened fire on the
Marines, killing the four.

*The four U.S. Marines who died in the incident were
Sergeants Thomas T. Handwork and Bobby J. Dickson, and
Corporals Patrick R. Kwiatkowski and Gregory Howard Weber.
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Available evidence indicates this was a leftist querrilla
group engaged 1in a deception operation. After the attack, the
armed group turned its guns on the crowd. It is alleged that
shots were fired from inside the restaurant and the group's
response was to use suppressing fire to escape. Investigators
have found no basis for this allegation. There were also alle-
gations that there was fire from the Salvadorean national
policeman stationed across the street at the Brazilian Ambas-
sador's residence, but this has been determined to be incor-
rect. A vehicle of the local airline (TACA) that passed by at
the time was fired upon by the guerrillas; the presence of this
vehicle may have prompted the firing into the restaurant. The
guerrilla group which committed the murders escaped, but it is
believed at least one of them may have been killed, and pos-
sibly two injured by fire from the guerrilla group itself. The
investigation is continuing.




T ‘.L.L

II. SETTING IN SAN SALVADOR

Environment: Members of the diplomatic mission in
San Salvador describe the post as a very pleasant, tropical
paradise. It provides excellent climate, beaches, and many
recreational activities. The population is well disposed

toward the United States, except for guerrilla and terrorist
activity. Embassy personnel in general live in three higher
income neighborhoods in some 178 separate family dwellings.
Seniot level personnel have housing described as similar to
that along Foxhall Road in Washington; lower ranking personnel
live in guarters described as similar to the better neighbor-
hoods in Vienna, Virginia. The Zona Rosa, where the incident
occurred, is near the U.S. Ambassador's Residence in 2 higher
income neighborhood and, although on a smaller scale, performs
much the same social function in San Salvador as Georgetown
does in Weashington. In sum, mission personnel say that the
total atmosphere is seductive and makes one forget there are
security threats.

Threat: Because of the state of civil war in the country-
side and the terrorist threats against military personnel, the
mission is on the C(Critical Threet list of the Department of
State. Civilian members 0f the mission receive both a hardship
differential of 15 percent and danger pay of 25 percent for a
total of 40 percent additional sslary. As a result of congres-
sionally approved changes in the standards for civilian danger

.pay, the Department authorized dependents, including children,

to be at the post. {(See Annex I for a discussion of danger pay
allowances at Critical Threat posts.)

The mission's intelligence estimate since the fall of 1984
has been that the guerrillag would shift to urban terrorism,
having pretty much lost the fight in the countryside, and would
directly target American ©personnel, most particularly the
Ambassador, deputy chief of mission (DCM),

Because of
cultural attitudes in El1 Salvador, the mission does not con-
sider that dependents are threatened, but that they could be
victims if mission housing were attacked or if dependents were
in the wrong place at the wrong time, as occurred on June 19.7%

*The chief of mission, who departed post June 7, considered
the threat to dependents significant based on available intel-
ligence but not high enough for them to be evacuated.

CONEIDENTIAL




Assassinations of Salvadoreans and Americans during the first
six months of 1985 would- tend to confirm the mission's intel~
ligence estimate, the guerrillas stated intentions, and the

Department’'s decision (reviewed quarterly) that San Salvador is
a Critical Threat post.

There was no intelligencé that would have provided the
mission any specific forewarning of a possible attack against
the U.S. Marines on June 19.
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ITI. ©POST SECURITY POLICY AND PROGRAM

Policy: As stated to the Special Ingquiry team by mission
staff, 1t was Embassy policy to avoid any disruption in the
normal life style of the mission and to implement security in a
manner consistent with that overall policy. The chief of mis-
sicn considered that substantive activities should be disrupted
as little as possible, that priorities should reflect foreign
policy interests, and that there were instances in which secu-
rity took precedence over normal life in San Salvador, such as
restrictions on where in the city personnel could 1live and
engage 1in recreation, and heavy restrictions on travel outside
San Salvador. '

Emergency Action: The mission has an Emergency Action
Committee (EAC) which 1s essentially the country team. The
Committee met once in 1983, five times in 1984, and three times
in 1985 before the incident, i.e., about once every two months
in the past 18 months. Security may also be a subject of dis-
cussion at weekly country team meetings and was on the agenda
on June 18, the day before the incident.

As post policy, security threats were considered immedi-
ately in an ad hoc group called for the purpose and attended by
the chief of mission, the DCM, the regional security officer
(RS0O), and usually the MILGP commander,‘_the Defense attache
. (DAO), and a political analyst. The team was told by the

Charge d'Affaires ad interim that the latter group was a formal
sub-group of the EAC but none of the other participants so
characterized it. There are minutes of the EAC meetings, but
otherwise no organized record is Kkept. There are freguently
telegraphic or telephonic reports to the Department on security
matters but these are not handled in any organized reporting
system. It would have been helpful in this review, and prob-
ably to the Department and other agencies, 1if the Department
had some telegraphic identifier for security threats, analyses,
program recommendations and actions. (The Office of Security
(A/8Y) has 1its "SY Channel" which was established for an
entirely different purpose and which 1s not appropriate for
dealing with physical and protective security. ©Nor does the
team understand this to be the purpose of the TERREP key word.)




Chain of Command: The <chain of command for emergency
operations was not entirely clear to the participants. Based
on a discussion with the chief of mission and the rules of
engagement for the MSG Detachment, the team concludes that the
chain of command ran from the chief of mission, to the DCM, to
the senior officer on duty in the emergency center (if one has
been established), to the RSO, to the MSG noncommissioned
officer-in-charge (NCOIC), and to the MSG. The administrative
counselor was not in the emergency operations chain, but was
responsible for normal administrative support of security and
emergency operations and participated in all actions of a long-
range security or administrative nature. The political coun-
selor was not directly involved in emergencies and did not
participate in threat analysis. '

The chain of command thus ran from Ambassador Thomas R.
Pickering, to David Passage (DCM); to Walter Sargent (RSO); to
Gunnery- Sergeant Robert Gorman (NCOIC); and then to the members
of the MSG Detachment. Howard McGowan, administrative coun=-
selor, was not in the <chain of command for emergencies or
security operations. Ambassador Pickering had departed post on
transfer on June 7; DCM Sargent on June 1l4; and Administrative
Counselor McGowan on June 1; therefore, all had 1left post on
transfer before the incident occurred, and other officers were
filling these positions on an "acting" basis. The "acting”
officers were Charge d'Affaires Passage; James F. Mack, Acting
DCM; and Lawrence Liptak, Acting RSO. Dora Meeks was acting
administrative counselor. For purposes of this Special Inquiry
both the group which had departed E1 Salvador and the "acting”
officers have been considered as responsible officials.

It will be readily noted that there was a substantial rota-
tion of personnel at the mission and that most of key positions
were filled on an "acting" basis. This may help explain the
lack of certainty of key staff members on the chain of command
for emergencies. The officer who was acting administrative
counselor on the date of the incident left the post on leave
prior to the arrival in San Salvador of the Special Inqguiry
team and, therefore, could not be interviewed. The general
services officer (GSO), Byron Barlow, was the acting adminis-
trative counselor during the team's visit. San Salvador 1is a
two-year duty post and the high rotation of personnel is driven
by that and the normal summer assignment cycle. In addition,
the Ambassador had been anticipating departure for some time to
assume a new post and both this confirmation and that of a
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successor were being held up by the U.S. Senate. The post was,
therefore, in a period of leadership transition. The "acting"
management of the mission did not consider that this situation
contributed to the incident on June 19. The team found no
direct causal relationship, but this situation is a further
indication of the difficulty that the system has in responding
to the needs of Critical Threat posts, and by default subordi-
nating security to the normal conduct of business.

Security Program: There is physical evidence of consider-
able progress 1in hardening the chancery; key personnel (the
Ambassador, DCM, DAO, and MILGP) have protective security, and
military personnel in these two military units are also autho-
rized to carry personal weapons on and off duty; armored vans
with armed guards are available for transport of employees to
and from work on a voluntary basis; guards can be provided for
social functions; and there is a security patrol for the mis-
sion's -178 housing units which are located in the city in an
area of roughly six sguare miles. The emergency communications
net is deemed excellent. The threat analysis procedures are
thorough. Alert procedures in the chain of command are effec-
tive.

Security Briefings: The RSO manages a security briefing
program for all employees and dependents, which 1is comprised
essentially of lectures, 1. e., the Foreign Service Institute
(FSI) video program with graphics is not used. ©No records are
kept of attendance. The chief of mission had made security a
key point in the initial meeting with new staff members, and
relied on section chiefs for the rapid dissemination of threat
information and for followup on adherence to security guide-
lines by mission employees and their dependents. The team is
unable to say how effective this dissemination system was 1in
practice, but there was considerable difficulty in determining
from participants the security subjects discussed in the
country team meeting on June 18 and what action was taken.

Security Guidelines: Off-duty conduct 1is said to be the
problem area; the incident reviewed in this report occurred
during an off-duty period. Security guidelines for off-duty
conduct were published in January 1985. An employee must sign
a card on which the security guidelines are printed in order to
receive an identification (ID) card, but employees do not get a
copy of the guidelines and, so far as could be determined,
these guidelines are posted only in the ID room. The general
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interpretation of the guidelines by mission staff was that they
were advisory in nature. Travel advisories are posted weekly.
Mission management relied on the maturity and good judgment of
mission personnel for compliance with off-duty security guide-
lines, 1i.e., there was no required procedure for followup on
compliance as there was on security regulations within the
chancery. ‘ ‘

Mission perconnel describe followup compliance on security
guidelines for off-duty conduct as "snitching." The chief of
mission relied on the respective agency heads to recommend
whether stricter guidelines were needed for employees of their

respective agencies. (The Charge d'Affaires described the
application of stricter guidelines as a delegation of author-
ity.) Because of the threats against U.S. military personnel,

the MILGP commander and the Defense attache had imposed
stricter guidelines, e.g., the MILGP commander forbade members
of the MILGP to go to the Zona Rosa after duty hours; the Zona
Rosa area was off 1limits to DAO temporary duty helicopter
crews; MILGP and DAO officers had bodyguards, carried weapons,
etc. The MSG's, although U.S. military personnel and easily
identifiable as such by grooming and bearing*, were under the
less restrictive mission guidelines.

Supervision of MSG Detachment: Training and physical £fit-
ness programs for MSG's away from the chancery were closely
supervised before the incident, as were group recreational
activities such as beach trips and intramission athletics.
Off-duty activities, while monitored, were 1less constrained.
MSG members attended a weekly guard school at which security
issues were discussed and security advisories reiterated. Mis-
sion management, for example, had denied the Marines 3Jjogging
and team sports 1in public as too risky. Mission management
made strong efforts to provide alternative exercise facilities,
but in general it was left to the NCOIC to develop proposals.
Mission management could not furnish information on an overall
alternative program to provide safe arrangements especially for
team sports and recreational activities. MSG members fre-
guented the Zona Rosa restaurants and cafes at their own dis-
cretion, as did «c¢ivilian mission personnel, except that the

*Given the reiteration of the Commandant of the Marine
Corps while this Special Inquiry was in progress on what 1s
permissible under grooming regulations for MSG Detachments,
this report contains no recommendations on that subject.

SONEIDENTLAL
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mission made special efforts to enforce security guidelines
during "high threat" periods, such as the presidential elec-
tions (March-June 1584) and the assembly elections (March 1985).

Staff Security Practices: Except for senior mission staff,
American employees of the mission in general, including MSG's,
frequented the Zona Rosa cafes and restaurants, and, along with
other mission personnel, established a pattern of eating dinner
in this area. The Marine Recell Log, which is used for recall-
ing MSG members off duty, shows this pattern of behavior over
many # months before the incident. Except for high threat
periods, such as during the March 1985 elections, mission per-
sonnel, including the MSG's, did not make any distinction
between sitting inside the restaurants or sitting in an area
where they could be seen from the street. 'This pattern of con-
duct was known to the NCOIC and members of the mission security
staff, -but apparently not to the senior civilian officials of
the mission who only infrequently wvisited the area "after
hours."”

The environment, and mission policy and practices were
regarded by mission personnel as conducive to a relaxed view of
off-duty security except when punctuated by a special effort
such as during the March 1985 elections or after the June 19
incident.

CONEIDENTRAR




IV. ANALYSIS THE SECURITY PROGRAM

General Finding: The Special Inquiry team finds that, at
the time the incident occurred, mission management had a secu-
rity program in effect for the employees of the mission which
was reasonably related to the security threat and the pattern
of terrorism and violence in El Salvador. The MSG Detachment
was eguated to the civilian staff, which 1s common practice in
the Foreign Service, and the team thus has no basis for distin-
guishing between civilian management and the MSG command struc-
ture in assessing responsiblity. In hindsight, this equation
was an error in judgment in the circumstances in San Salvador.
All military personnel attached to the mission should have been
considered equally threatened and security guidelines applied
accordingly, in which case the Marines would not have been per-
mitted to go to the Zona Rosa after duty hours.?*

Security Approach and Priorities: But, as discussed below,
the team considers that the Department and Foreign Service must
change their approach to security. The present policy is to
maintain the normal conduct of business and life in general at
posts to the maximum extent possible and to carry out security
programs with this in mind. When the Department places a post
on the Critical Threat 1list, and probably also those posts on
the Serious High Threat 1list, it requires a special security
awareness which reminds all personnel on a daily basis of that
threat situation. The Department has not developed the cri-
teria intended to achieve that objective called for in Section
VI 3 of its statement on "General Principles on Security of USG
Personnel at Overseas Missions”, except for office buildings
and housing, and 1t should take immediate steps to do so as
guidance to chiefs of mission at such posts. It would have
been helpful to this Special Ingquiry if such criteria had
existed.

*In the absence of security criteria for Critical Threat
posts, and to assist in this Special Inquiry, the Inspector
General convened the Senior Deputy Inspector General and all
available Senior Inspectors for a complete review with the
Special Inquiry team of the security situation in
San Salvador. The eight senior officials present, seven of
whom had been chiefs of mission, agreed with the overall
conclusion of this paragraph.

CONFEDENRIAL
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Compliance: Mission management in San Salvador had promul-
gated reasonable security guidelines for the conduct of mission
personnel off duty, an action which mission staff described as
part of a more practical and heightened approach to security
over the past two years. The team considers that mission
employees should have been furnished a copy of the guidelines
for their ready reference. The team did note, however, that
the mission reissued the guidelines in an administrative notice
in connection with the March 1985 elections. The team does not
consider that mission management had an obligation to carry out
a compliance program because it had 1issued advisory guide-
lines. It was appropriate for management to decide that it
could reasonably rely on the maturity and judgment of U.S.
Government employees, including members of the military staff,
to comply with reasonable and sensible security advice. Given
the facts of this particular case, however, it is doubtful that
this posture 1is any longer adeguate and prudent in San Salvador
or at other posts similiarly situated.

Given American cultural attitudes against official obser-
vance of private civilian conduct away from the workplace, and
the Privacy Act, the team has serious doubts about instituting
a2 compliance program for off-duty security guidelines for
civilians similar to that for security violations at the work-
place. Rather, the team suggests that 1t be a work requirement
of section chiefs at Critical Threat posts to accept the
responsibility for the welfare of employees under their super-
vision and, on a random basis but at least once a month, deter-
. mine whether they are following guidelines promulgated for
their personal safety. Security officers should as a work
requirement check with supervisors &t least once a month to
determine whether this is being done. The team considers that
at Critical Threat posts higher priority should be given to the
American view that "we are our brother's keeper" rather than to
the view that concern for the welfare of others is "snitching.”

The doubts of the Special Inguiry team regarding the
practicability of a compliance program are reinforced by the
fact that a chief of mission has very 1limited disciplinary
authority. The Congress, in the U.S. Code, 22 USC 3927, gave
chiefs of mission responsibility for the direction, supervision
and coordination of all U.S. Government employees at a diplo-
matic mission, but gave no direct disciplinary authority. The
authority for disciplining members of the Foreign Service,
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e.g., under the Department of State, rests with the Director
General of the Foreign Service. Under Department regulations,
chiefs of mission do not have the authority to reprimand an
employee (Foreign Affairs Manual, 3 FAM 765). Unless the
chiefs of mission are either rating or reviewing officers on
employees' efficiency reports, they cannot normally record
deficiencies of other personnel under their jurisdiction, even
in efficiency ratings. In contrast, military commanders down
to and including company commanders, have a broad range of
rewards and punishment that they can hand out immediately.
Moreover, <chiefs of mission have almost no authority over
assignments at their post. The team finds the <concept of
fixing responsibility without authority a very difficult one
indeed.

Sidewalk Cafe Guidelines: The failure of mission personnel
generally to comply with the advice against sitting outside at
cafes was imprudent considering the mission's own intelligence
estimates known to mission personnel, but that failure in this
case was not determinative and, in fact, would probably have
made no difference. Based on all available evidence, the guer-
rilla group had clearly targeted the members of the MSG Detach-
ment. The cafe was in fact an open area with the "inside" area
determined by the presence of a roof, and the difference
between "inside" and ‘"outside" is perhaps 15 or 20 feet.
Knowing that the Marines were at the cafe, the group would
probably have gone "inside" to find them. The pattern of sit-
ting outside, however, probably made surveillance easier.

Patterns of Conduct: Rather, the team considers that the
establishment of a general pattern of conduct over many months
by mission personnel, including the members of the MSG Detach-
ment, in eating and drinking during evening hours at cafes and
restaurants 1in the Zona Rosa permitted the guerrilla group to
conduct surveilllance and to plan for an operation against the
members of the MSG. Senior mission managers state that they
were not aware of this pattern, although it was known to lower
level personnel and, with normal due diligence by supervisory
security personnel, could easily have been determined through a
daily review of the MSG Recall Log.

The Special Inguiry team accepts the general view of mis-
sion personnel that overall mission policy and the atmosphere
and environment in San Salvador <contributed to a relaxed
atmosphere on security off duty. The "business as usual”
approach even at Critical and Serious High Threat posts 1is
common practice in the Foreign Service in general (based on
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the team's review with senior inspection personnel and its own
experience) and 1t does not believe that post management at
San Salvador should be held to a higher degree of care than is
practiced in the Foreign Service at similiarly threatened posts.

Department Guidance: The Department of ©State 1ssued
general security guidance 1in October 1982 in 1its "General
Princples on Security of USG. Personnel at Overseas Missions"
(A-1225, October 14, 1982). These General Principles estab-
lished security guidelines for chiefs of mission which are
related to this Inquiry but which were not adeguately imple-
mented. Chiefs of mission are to ensure uniform application of
security guidelines (Section III D); to recommend reductions of
perscnnel in high threat situations, and to adopt enclave or
cluster housing so that adeguate security is feasible (VI A (3)
and VII Aa). The mission's RSO could not recall this instruc-
tion. Although the mission established its own basic security
policies, elements of the mission were authorized to establish
more stringent rules. This 1led to the distinction between
members of the MSG Detachment and other U.S. military personnel
even though 1intelligence estimates indicated that &all U.S.
military personnel in San Salvador were similarly threatened.
Despite heightened threats within the past six months, the
staff in San Salvador 1s actuelly increasing, and 1t 1is
expected to expand even more as the United States tries to
assist El Salvador economically. This phenomenon at seriously
threatened posts is not unigue to San Salvador.

Although there has been some housing concentration over the
past several years, the team does not consider the housing pat-
"tern of American mission employees consistent with the mis-
sion's own estimate of the terrorist threat. The presence of
dependents &also contributes to a housing pattern of 178 high
guality single family dwellings which are spread over an area
of six square miles, and which are maintained by the mission
and lightly protected by a contract guard force. The mission's
security program for the housing areas 1is reasonably adequate
to protect against common crime, but, 1f the guerrillas carry
out threats made in the past few weeks to attack the housing of
mission employees, the current program 1s wholly inadequate.
It would be imprudent to ignore these threats and to maintain
the present security posture in the face of the death of the
four U.S. Marines and the two other Americans.
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Threat Estimates: The consensus view of mission personnel,
as conveyed to the Speeial Inquiry team, was that civilian EG
employees of the mission, except key officials such as the Ashmens

chief of mission, the DCM,— are notfes. 4y
particularly threatened -- military personnel are. While the -

Inguiry team was 1in San Salvador, the mission was adamantly
opposed to the departure of civilian dependents but leaning
toward the departure of military dependents. (Military per-
sonnel are covered by a separate hazardous duty pay system.¥*)
But the mission's considered judgment as stated 1in its cable
(5an "Salvador 8251, June 29, 1985), sent after the Inguiry
team's departure, 1is that there is no reason to act on depen-
dents wuntil there 1is a "credible threat" and the danger |is
"...not unacceptably greater than in many other parts of the
world..." It was also argued that withdrawal of dependents
would be sending the wrong political signals at this time (e
view orr which the RSO dissented). Although these views and
estimates are attributed to various sections of the mission,
the team assumes that mission management quoted them because it
agrees and expects the Department to accept them as the mis-
sion's consensus view and recommendations. In commenting on
this report, the mission reiterated its view that dependents
are not threatened but make a positive contribution to security
by keeping employees at home and out of public places.

= e

Eay

The presence at the post of dependents, including children, in
the face o0f the mission's own 1intelligence estimate on the
direct threat to American employees and their housing areas,
coupled with the Department's designation of San Salvador as a
Critical Threat post, seems disingenuous. The mission's cur-
rent estimate of the threat, and its recommendation that there
be no change in its security posture are inconsistent. Either
the employees and their dependents at the post are under a
critical threat or they are not. The team does not consider it
appropriate, if there 1s such a threat, to keep dependents at
post to bolster overall policy or management objectives.

*Danger pay for military personnel is $65 per month regard-
less of rank, whereas civilian danger pay 1is 25 percent of
salary. For comparison, a colonel receives $65 monthly,
whereas a civilian counterpart (FO-1, Step 1) would receive
$1,088.79.
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(This subject 1is discussed more fully in Annex III.) If
dependents are threatened, then certain decisions have to be
made, including whether all employees in the circumstances can
continue to perform a useful function, whether employees are
entitled to danger pay, and whether the U.S. Government 1is
jeopardizing 1its own interests and the lives of dependents by
running high risks with the 1lives of @persons not in its
employ. (As this report neared completion, the Department
authorized the voluntary departure of dependents from
San Salvador.)

Mission employees are much more likely to pay attention to
what the mission and the Department do, than to what they say.
Sc long as mission management seeks to keep the situation as
normal as possible at the post (except for minor actions such
as a curfew at midnight which mission management acknowledges
in San Salvador 8251 is not related to any threat), mission
employees cannot be expected to take too seriously the mis-
sion's threat estimates, its guidance, and its security pro-
gram. Both mission management and the Department need to take
meaningful steps which stress the security threats and change
attitudes at Critical Threat posts like San Salvador.

CONEFTIDENTIAL S
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V. WASHINGTON BACKSTOPPING OF FIELD OPERATIONS

Any inqguiry into the responsibility of a diplomatic field
mission must necessarily consider whether there was adeguate
backstopping from the Department of State in Washington. The
team of Special Inqguiry has already noted that specific secu-
rity criteria for Critical Threat posts would have been helpful
not only in emphasizing the approach that the Department
expected in the field, but also in determining the responsi-
bility of post management. The team also noted the wide
discrepancy between the responsibility of a chief of mission
and the authority provided to discharge that responsibility.
In addition, a major deficiency has been, and continues to be,
adeguate resources to provide security consistent with the
threat, especially at Critical and Serious High Threat posts.
As noted above, only after the most strenuous efforts was the
mission in San Salvador able to obtain approval for exercise
facilities that personnel could use under secure circumstances.

U.S. diplomatic missions have complained strongly about the
uncoordinated response to security reguirements and, until
recently, had doubts that they would get adequate help even 1if
they asked.* These issues are discussed in greater detail in
Annex II, but the team concludes that the Department’s priority
on and awareness toward the security needs and concerns of the
field have been major factors in the approach of the field and
its ability to deal effectively with security. The Department
acted to obtain Presidential and congressional approval for a
comprehensive security program in July and ©October 1984,
respectively, and, after the report of an outside expert panel,
i.e., the Secretary of State's Advisory Panel on Overseas
Security headed by Admiral Inman, in June 1985, to improve
organization and backstopping. Accordingly, this team has no
recommendations on these two points.

*The Foreign Service Journal (June 1985, pages 32-34)
asserts from its sampling of Foreign Service personnel that
"Foreign Service personnel have little confidence 1in the
ability of foreign affairs agencies to ensure adequate protec-
tion against terrorism for their employees.”

’
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VI. .GENERAL CONCLUSION

Taking into account all of the facts and circumstances in
this case, the Special Ingquiry team does not find a basis for
the Secretary of State to conhvene a Board of Inquiry to fix
responsibility on any official in San Salvador, either civilian
or military under the operational control of the Secretary of
State, for negligence in connection with this incident.
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VII. RECOMMENDATIONS

1. The Under Secretary for Management should amend Depart-
ment regulations, and/or seek legislation, to give chiefs of
mission disciplinary authority over all civilian U.S. Govern-
ment personnel assigned to -their missions. This authority
should 1include all the disciplinary actions, except dismissal
from the Service, that the Director General may take against
members of the Foreign Service assigned to the Department of

- State; —but—should—also —provide—for—reviewing- authority by
employing agencies over any such disciplinary action to
(a) reduce such action if considered necessary to maintain con-
sistency on a worldwide basis, and (b) overturn such action if
it is determined, based on all the facts and circumstances;
that the chief of mission acted in an arbitrary and capricious
manner.

2. The Under Secretary for Management should (a) develop
and promulgate as expeditiously as possible the security guide-
lines called for in the statement of General Principles, Sec-
tion VI A 3, giving priority to the separate guidelines needed
for posts classified in the Critical Threat category, and (b)
provide resources to implement these guidelines. The guide-
lines should address the issue of dependents and the off-duty
conduct of mission personnel at posts in the Critical Threat
category. The guidelines should also include instructions on
steps that the Department expects chiefs of mission to take to
monitor compliance. The object should be to create a special
security awareness at the highest threat posts and to overcome
the "business as usual" attitude with respect to such posts.
(The team understands that guidelines exist on office buildings
and housing, but considers that the housing concentration in
San Salvador is wholly inadeguate given the current threat.)

3. The Under Secretary for Management should reemphasize
to chiefs of mission the need for uniform application of secu-
rity gquidelines to all U.S. Government personnel similarly
situated. {In the San Salvador case, the distinction among
military elements of the diplomatic mission resulted in less
stringent off-duty guidance to members of the Marine Security
Guard Detachment.)

4, The Under Secretary for Management should reguire that
Emergency Action Committees at overseas posts review their
security briefing programs and establish procedures that will
ensure that all personnel and their dependents participate in
these programs. Reasons for nonparticipation in these brief-
ings by employees and/or dependents should be documented.
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5. The Under Secretary for Management should require
chiefs of mission, at posts where normal physical exercise and
recreational activities are denied some or all mission members
for security reasons, to develop a positive program that will
permit alternative recreational and physical exercise activi-
ties. The Department should act to fund such a program, if
necessary. The provision of such special programs should, of
course, be considered in determining whether a hardship allow-
ance 1s warranted. ‘

6. The Under Secretary for Management should review pro-
tection for Marine Security Guards at Critical Threat posts.
In cases -similar to San Salvador where military elements of the
diplomatic mission are generally targeted, the chief of mission
should ensure that adeguate off-duty protection is provided and
that the members of the Marine Security Guard are consistently
treated with other military elements of the mission in granting
authority for self-protection in off-duty situations.

7. The Under Secretary for Management should review the
information system on security threats, analyses, alerts, and
program recommendations, and policy and program actions, with
the objective of ensuring that timely distribution of this
information is made to those offices and agencies which reguire
such information to discharge their duties.

8. The Under Secretary for Management, before approving
danger pay, should send its own team to the field to determine
whether danger pay is justified under the criteria prescribed
by Congress (see Annex I).

9. The Under Secretary for Management should consider
establishing two levels of danger pay:

a. One level at 15 percent for those instances 1in
which dependents are permitted to remain at post, and

b. Another level at 25 percent for cases in which the
Department determines that the security threat 1is so
severe and specific that dependents should be with-
drawn.

10. The Under Secretary for Management's ©Office for
CounterTerrorism and Emergency Planning (M/CTP), in carrying
out its emergency action program, should emphasize to chiefs of
mission the need for clear understanding of the chain of com-
mand for actual and probable participants in emergencies so
that no one will be in doubt as to assigned responsibilities.

eONTIDERTTAE




CONFIBERPIAE

- 23 -

11. The Office of Security, Bureau of Administration and
Security (A/SY), should -establish a schedule of periodic (at
least semi-annual) visits to posts on the Critical and Serious
High Threat lists by supervisory security officials from either
Washington or the regional offices of the Associate Directors
for Security (ADS's) to review security programs and to check
compliance with security criteria (Recommendation 2 above).

12. A/SY should require 1its regional security officers
(RSO's) to review frequently the Marine Security Guard Recall
Log for the purpose of monitoring and altering if necessary the
off-duty conduct of members of the Marine Security Guard
Detachments at U.S. diplomatic missions.

13. . The Under Secretary for Management should review the
criteria used by the Threat ZAnalysis Group of the Office of
Security (&/SY/TAG) 1in assigning all diplomatic and consular
posts to a threat category for the purpose of:

a. Ensuring that the criteria are adeguately precise
and consistent with the Department's policies on
security, danger pay, evacuation of -employees and

dependents, and other pertinent security matters,
especially for posts in the Serious Threat categories,
and

b. Bringing action taken by posts, such as

San Salvador, on security threats into closer rela-
tionship with the ©Department's evaluation of the
threat (Annex III).

14, The Foreign Service Institute (M/FSI) should include
in its training courses and seminars for chiefs and deputy
chiefs of mission the opinion of the Office of the Legal
Adviser (Annex III) so that these officials will be fully aware
of their obligations for the protection of dependents.
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SPECIAL INQUIRY
INTO FACTS AND CIRCUMSTANCES
OF INCIDENT IN SAN SALVADOR INVOLVING
DEATH OF FOUR U.S. MARINES
ON JUNE 19, 1985

DANGER PAY IN EL SALVADOR

During the course of the Special Ingquiry into the death of
the four Marines in San Salvador on June 19, 1985 the issue of
dangez pay was encountered repeatedly by the team, either
directly or indirectly. Danger pay appears to color official
reporting to Washington on security matters and tends itself to
be a danger to employvees and their dependents.*

The current view in San Salvador 1is that the civilian
members -0f the mission staff, except certain key civilians, are
not particularly threatened, and that there 1is no threat to
dependents., ** This estimate was made 1in a meeting of the
country team on June 26 (San Salvador 8251 of June 28, 1985) in
a security review (following the terrorist incident of June 19,
and after the visit of the Special Inguiry team) .
Consideration of &a possible recommendation by the mission to
withdraw dependernts was also discussed. The mission's
recommendation to Washington, in which the security officer
(RSO) dissented, was that none of the dependents should be
withdrawn from the post. If this is a valid estimate of the
threat to the diplomatic mission, its ~employees and their
~dependents, the post does not meet the ' legal criteria for
danger pay.

*Danger pay 1s authorized up to 25 percent of the
employee's basic pay when there is "civil insurrection, civil
war, terrorism, or wartime conditions which threaten physical
harm or imminent danger to the health or well-being of the
employee." (U.S. Code, 5 USC 5928)

**The mission's wview, conveyed earlier to the Special

Inguiry team, was that military members of the mission steff
are directly threatened.
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The Special Inquiry team does not agree with the mission's
estimate of the threat. The threats of the guerrillas are
guite specific. The head of the Salvadorean Communist Party is
guoted in the Sunday New York Times (July 14, 1985, Outlook
Section, E5) as stating, "They (American advisors) come to
areas of combat and return at the end of the day, take a good
bath, a nice shower and calmly go to enjoy themselves. But it
cannot go on like this." This quote appeared in a more general
article in which the theme was that the guerrillas intend to
carry out a stepped-up campaign of economic sabotage. The
guerrillas are sophisticated enough to know that the United
Statés and its economic assistance program will make the
difference between their winning or losing in urban areas, as
they know that the United States made the difference in the
outcome of guerrilla warfare in the countryside. The team does
not think the guerrillas will continue to distinguish between
U.S. military personnel and other mission personnel in their

... urban warfare as has been the case. The Washington Post
E.C.7°738 carried similar reports and statements. The mission’'s own
As intelligence estimate has been the same since October 1984 and

Sec. tend to confirm
the mission's estlimate and the media reports. The communique
issued by the guerrillas after the June 19 incident stated that
they intended to attack the housing of mission members. The
death of the four Marines, along with nine other persons,
clearly underlines that there 1s an obvious and present
danger., The team considers that the U.S. Government would be
running unacceptable risks with the lives of dependents if it
accepts the recommendations made by the mission in San Salvador
in its June 29 cable to Washington (San Salvador 8251).

The Special Inguiry team reviewed the mission's background
documents regarding danger pay, when this was an issue in 1982,
and also reviewed the mission's recommendations contained 1in
its telegram, 82 San Salvador 5626. Historically, the mis-
sion's estimate of the danger in El1 Salvador has tended to vary
with the question put forward.

The system for determining danger pay creates a clear
conflict of interest. This 1s evident from reading the files.
The Special Ingquiry team suggests two changes in the system:

1. Danger pay should be authorized not on the basis of a
paper submission by the mission, but on the basis of an
on-the-spot evaluation by a team from Washington, none of the




members of which have any personal interest in the outcome.
(See Section VII, Recommendations.) The U.S. Government 1is
paying about $1 million annually in danger pay in El1 Salvador.
Therefore, it would be cost effective to have an on-the-spot
survey.

2. Danger pay should be authorized (a) at the level of
15 percent if there is a general critical threat, as defined in
law, not directed specifically at.- civilian members of the mis-
sion and not invelving an undue risk to dependents; and (b) at
the level of 25 percent when the threat is directed at civilian
U.S. Government personnel and the mission itself, and when
there 1is a decision by the Under Secretary for Management that
the security situation is too serious for dependents to be at
post. , :
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SPECIAL INQUIRY
INTO FACTS AND CIRCUMSTANCES
OF INCIDENT IN SAN SALVADOR INVOLVING
DEATH OF FOUR U.S. MARINES
ON JUNE 19, 1985

WASHINGTON BACKSTOPPING OF FIELD MISSIONS

The Special Inguiry team was told by mission supervisors in
San Salvador that the "Marines were not listening" to security
advice. For their part, the surviving Marines insisted (and
the team agrees) that a high alert was maintained when there
were specific threats, but otherwise the Marines took theilr cue
from the relaxed attitude of mission supervisors and personnel
in the pleasant Salvadorean atmosphere =-- what might be called
a San Salvador syndrome, 1if this security approach were unigue
to that _post.

The record of the Department of State, since the first
Ambassador was gunned down on the streets in Guatemala in 1968,
is that it has been slow to give adeguate priority to security
resources and, as the Inman Panel reported, to organize itself
effectively to deal with the problem. The approach to provid-
ing security has been reactive and ad hoc: Thus, a counter-
terrorism program in 1973 including more security personnel to
deal with embassy takeovers as occurred in Kuala Lumpur; a
security enhancement program in 1980 to protect U.S. embassies
against mob violence such as had occurred in Islamabad and
Tripoli the previous year (some of which -went for security in
San Salvador); and a security supplement in 1982 for specific
problems in Europe.

Ls a separate action and in response to the Munich massacre
during the 1972 Olympics, the President in 1973 directed the
creation of a counterterrorism policy staff in the Department
to analyze intelligence on terrorism, to coordinate with other
governments on effective counterterrorism policies, and to
organize to respond to crises created by terrorist acts against
the United States and especially its diplomatic service.*

*The Inman Panel would maintain this counterterrorism staff
separate from the overall security effort.
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In 1981, the management of the Department tried to better
organize 1its security function by combining this staff respon-
sible for terrorism policy, policy operations, and crisis
management, with the organizational unit responsible for pro-
tecting U.S. diplomats, but the effort was so strongly resisted
by the security and administrative bureaucracy that management
abandoned 1it. The Department decided instead, in 1982, to
improve the overall security-effort by emphasizing emergency
planning to encourage coordination between the ©policy and
operating staffs and by obtaining approval of a program to
train foreign police to better enable them to support the
United States in dealing with terrorist acts and their own
national terrorist problems.

Efforts to develop an effective overseas security program
were also seriously delayed and complicated by a disagreement
between personnel and security managers over how to treat secu-
rity personnel under the provisions of the Foreign Service Act
of 1880. This disagreement continued for several years espe-
cially over whether agents of the 0Office of Security (&/SY),
now in the Foreign Service, could be made crimihnal investi-
gators under the Civil Service. Clearly involved 1in this
disagreement was the priority to be accorded to physical and
protective services overseas as opposed to c¢riminal investiga-
tion. As the Inman Panel noted, this disagreement also created
a serious vacancy rate within A/SY which 1is only now being
corrected.

Reports of the General Accounting Office (GAO) during this
period, a comprehensive evaluation of all: aspects of security

in 1984 by the Department's Inspector General, followed by the

Inman Panel report in June 1985, have finally succeeded in pro-
moting action on management of the overall security effort.

On the resource side, for the first time in over a decade,
the Department, working through the Inter-Departmental Group on
Terrorism, and pursuant to a Presidential directive, submitted
a comprehensive program to the National Security Council (NSC)
in July 1984 on all aspects of the terrorist problem and, with
respect to diplomatic missions overseas, proposed a
$1.8 billion, five-year program. At the same time, the
Secretary convened the outside panel of experts (the Inman
Panel) to obtain advice on whether the Department's security
program was appropriate over the long term. The panel reported
in June 1985, subsequent to the incident in San Salvador. The
report supports the Department's program but concludes that the
need for replacement of overseas office buildings was substan-
tially underestimated. When the team talked to analysts of the
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Office of Management and Budget (OMB), they =stated that,
although the outlines of the Department's security program are
somewhat clearer, the Department still had some way to go in
defining its overall long-term reguirements; in determining how
it proposes to treat those regquirements in the budget; and how
it plans to manage the program.

The reluctance of the Department to ask for adequate secu-
rity resources was not entirely unfounded. In October 1984,
when the President reguested, and Congress approved, a supple-
mental authorization and appropriation of $362 million to carry
out the first year of the five-year program recommended by the
Inter-Departmental Group on Terrorism, OMB guickly identified
in the Department's budget for fiscal year (FY) 1986 some
$383 million in "lower priority" items that had to be elimi-
nated to make room for the security program within the budget
ceiling. The effect was not only to take away more than
11 percent of the Department's funds for such "low priority"
items as passport services for Americans, narcotics contrel,
and emergencies in ‘the diplomatic service, but to impose a
5.0 percent penalty for asking.

Such "signals" are clear to foreign affairs managers who
make their 1living by watching and listening for political
signals. If funds are needed to provide security for U.S.
Government personnel manning the diplomatic foxholes around the
world, the Department of State would have to decide how to cut
political, economic, and other functions of the Department to
make funds available. This imposes an especially harsh burden
on the Department; even though it represents 1less than one-
third of the U.S. Government employees at the diplomatic
missions to be protected, it has to pay 100 percent of the
security costs out of its budget because it is the housekeeper
overseas for U.S. Government missions and 1is responsible for
their security.

Most troubling of all is that this straight-lining of the
Department's resource needs over several fiscal years sends
clear political signals to the Soviet Union, Libya, Iran, Cuba,
Nicaragua, and international terrorists. They have made the
American diplomatic service their primary target for almost two
decades with the objective of disrupting U.S. relations with
other countries and forcing the United States to retrench
diplomatically. It will be clear to them from only a cursory
analysis of the U.S. budget that essential diplomatic functions
have been sacrificed to pay for security against terrorists.
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The terrorists can easily conclude that, if they make the
situation hot enough, the United States will decide the price
of protecting its diplomats 1is too high and take them home,
giving terrorists and terrorist states a free hand. Although
the team was told by OMB that the budget cuts were simply an
economic decision in the normal budget process, the fact
remains that the United States will be retrenching overseas in
a significant way in response to terrorist pressures.

The United States seems to understand "high technology"”
warfare and can allocate over $300 billion annually to deter
warfare, and fight if necessary, but it does not seem to be
able to cope with the "low technology" war now going on. When
i1t comes to resources, both the legislative and executive
branches have treated the Department of State as a domestic
agency like the Small Business Administration and the Weather
Bureau. When 1t comes to providing resources to implement
policy, there 1is a tendency to forget that diplomacy is a
critical factor in the security of the United States. There
seems to be a failure to grasp that the terrorist war is
against American foreign policy and that U.S. diplomatic estab-
lishments abroad and U.S. diplomats are the most visible target
to attack to persuade the United States to change its policies.
Nor 1is i1t understood that it 1is the diplomats themselves with
the help of the local police that must fight back. The four
Marines killed in San Salvador and the 241 killed in Lebanon
were on diplomatic assignments and, in both cases, there was an
erroneous assumption that, because they were performing a
diplomatic mission, security did not have to meet the stringent
" requirements of a civil war situation. If it is warfare, the
U.S. attitude 1is that the security agencies should fight 1t --
the Central Intelligence Agency (CI2) should get the intelli-
gence, and the Department of Defense (DOD) should deal with the
problem. There will have to be a change in attitude about who
is being attacked, how the war has to be fought, and where the
resources are needed, or U.S. diplomats will continue to be
killed in surprise attacks by terrorists.

Surely this great republic, which spends over $300 billion
annually to deter aggression, can afford one thousandth of that
amount to fight the current terrorist war against it, and also
support an effective foreign affairs organization.

The Special Inquiry team does not consider every diplomat
overseas essential, or that, with prudent management changes,
it would not be possible to move back to the United States some
of the functions now performed overseas, thereby cutting
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security costs. Such changes are possible in El1 Salvador and
at other posts. But the team does conclude that resource
decisions, which deny that an effective foreign policy is part
and parcel of the security of the United States, and which in
effect reguire that personnel overseas responsible for develop-
ing the information essential to that policy be sacrificed
because of failure to provide security funds to protect them,
are responsible for creating signals to U.S. personnel overseas
and the terrorists inconsistent with the President's policy.

Washington support must be clear and uneguivocal on the
resources and organizational backstopping to implement the
President's policies and to eliminate any doubts in the field
about Washington's commitment and the priority it gives to
fighting terrorism.




CONFFRENTIE ANNEX ITI

SPECIAL INQUIRY
INTO FACTS AND CIRCUMSTANCES
OF INCIDENT IN SAN SALVADOR INVOLVING
DEATH OF FOUR U.S. MARINES
ON JUNE 19, 1985

CRITERIA ON EVACUATION OF DEPENDENTS
AT CRITICAL THREAT POSTS

As noted in the report, and especially in Annex I, the
Specizl Inguiry team had difficulty in reconciling the estimate
of the U.S. mission in San Salvador on the threat to civilians,
with whom the U.S. Marines were equated, and the mission's
action on danger pay. A closely related issue is the presence
of dependents of mission employees in San Salvador and the
reasons given for retaining that presence in the face of public
threats. against mission housing. Other than general reasons
applicable to all posts for the presence of dependents such as
morale and representation, mission messages and staff in San
Salvador urged retention of dependents because (1) "We would be
sending the wrong political signals at this time if dependents
were withdrawn,” and (2) "...dependents make a positive contri-
bution to the security program by giving employees with
families & reason to go home after work instead of out in
public.” Mission management has made clear in 1its comments
that it does not accept the first point as valid, but that this
point is a justification that has been freguently and strongly
put forward by mission management at other posts for the reten-
~tion of dependents.

This rationale assumes that it 1s appropriate to use
dependents for the purpose of achieving specific country policy
objectives and to help post management in carrying out its
responsibility for an effective security program for mission
employees. Both of these objectives are official, whereas
dependents are not employees of the U.S. Government.

There are general considerations which make 1t in the
interests of the United States to have dependents present
overseas at diplomatic missions. Among these are morale and
appropriate conduct, representation, the evidence of normal
relations with other countries, and the gquality of employees
that may be obtained if they are accompanied by their depend-
ents. .
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As pointed out in the attached opinion of the Office of the
Legal Adviser, it 1is therefore a given 1in all cases that the
withdrawal of dependents would work against the general
interest of the United States. In assessing the negligence of
U.S. officials, the legal memorandum concludes that courts are
not 1likely to substitute their Jjudgment 1if officials attempt
systematically and rationally to reach a decision and the
application of this decision is not arbitrary and unreasonable.

There has to be a balancing of general considerations
against the threat to dependents. In specific cases (such as
San Salvador where the threat level has become critical), the
sole gquestion is whether the security threat has exceeded the
level where 1leaving dependents at post 1is warranted. Thus,
mixing the achievement of specific policy objectives with the
decision to have dependents stay or depart because of critical
threat levels would be inappropriate. The Special Ingquiry team
provided 1its threat assessment on San Salvador at this time
(Annex 1I). The estimate provided by the regional security
officer (RSQO) to the Emergency Action Committee (BEAC) on
June 26 (San Salvador 8251) 1indicated that the 1left had
threatened to target U.S. Government personnel, even at their
homes, which automatically involved dependents.

A key element 1in the Department's systematic effort to
rationalize decision making and establish priorities on secu-
rity 1s the guarterly Threat List issued by the Threat Analysis
Group of the Office of Security (A/SY/TAG).* The Special
Inguiry team has taken special note of the gquarterly Threat
List as the key indicator of the threat level in San Salvador.
Any court, in determining the negligence of the U.S. Government
or any of its officials for the death or injury of employees or
dependents, would probably do the same. On the one handg,
therefore, the category of a post on the Threat List may result
in a higher allocation of resources but, on the other, it could
also be used by a court to find that officials were negligent
if their decisions on dependents, for example, were deemed
"unreasonable in 1light of the criteria used 1in preparing the
Threat List and the categories assigned to the post where the
incident occurred.

*The Department in 1983 and 1984 also prepared a long-term
Threat List by country based on & two-year projection of
political stability to be used for decisions and priorities on
long-term security projects. This was dropped in 1985, but the
Inman Panel recommends that it be reestablished.
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The team is aware of the careful and professional manner in
which the Threat List is prepared, and that it 1is given for
review and comment to at least eight bureaus before it 1is
issued. Nevertheless, the team notes that over 25 percent of
all posts are in the two highest threat categories and con-
siders that this may suggest a need (a) for a more precise
statement of «criteria, especially for those posts in the
Serious Threat categories, and {b) for bringing about a closer
relationship between what posts, such as San Salvador, are
actuelly -doing about security and the Department's evaluation
of the threat.

Attachments:

1. Memorandum to the Legal Adviser
from Ambassador Sayre

2. Reply from the Legal Adviser
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Embassy San Salvador (Cont.)

Mack, James F. i Acting DCM

McGowan, Howard L.* Administrative Counselor
Murray, Dan Contract Supervisor, Contract

Guard Force

Niner, Arthur Economic Research Section
Passage, David D. Charge d'Affaires, a.i.
Pickering, Thomas R.* Former U.S. Ambassador to

El Salvador

Sargent, Walter H.* RSO

Steele,mJames Colonel, U.S. Army,
Commander, Military Group

Swicker, George S. Economic Research Section

Trum, James G. B&F Officer

*Had departed post prior to incident.

' Embassy Panama

Larson, George H. Associate Director of Security

Stewart, Frank Major, USMC, Company Commander,
Company D, MSG Battalion

Office of Management and Budget, Washington, D.C.

Barie, James International Section, OMB

Spevacek, David International Section, OMB




Department of State, Washington, D. C.

Abrams, Elliott : Assistant Secretary, ARA

Bouchard, Donald J. Former Executive Assistant,
Office of Under Secretary for
Management

Buffalo, Harvey, A. Senior Inspector, S/IG

Coffmfn, John D. International Relations Officer,
M/CTP

Crigler, T. Frank Senior Inspector, S/IG

De Pree, Willard A. Director, M/MO

Dewindt, Victor G. Special Agent, A/SY

Edmondson, William B. Deputy Inspector General, S/IG

Feldman, Roger B. Comptroller, M/COMP

Fields, David C. Deputy Assistant Secretary and
Director of Security, A/SY

Gettinger, Hugo Carl Desk Officer, Salvadorean Affairs,
ARA

Gonzalez, Raymond E. Senior Inspector, S/IG

Harrop, William C. Inspector General

Jurvis, Lorin A. Associate Comptroller, Office of

Budget and Planning, M/COMP

Kozak, Michael G. Deputy Legal Advisor

Lawrence, Loren E. Former Senior Inspector, S/IG
Linehan, John A., Jr. Former Senior Inspector, S/IG
Lupo, Samuel E. Deputy Assistant Secretary, M/DGP
Mabry, David Colonel, USMC; Deputy Director,

Emergency and Planning, M/CTP




Department of State, Washington, D.C. (Cont.)

Malmborg, Knute E.

McQuillan, Thomas R.

Melton, Richard H.

Nolan,

Robert B.

Roberts, George B., Jr.

Robinson, Roger H.

Smith,

Norman Shaw

Stauffer, Stefanie C.

Tolson, Jerome F., Jr.

Vest,

George S.

Assistant Legal Adviser for
Management, L/M

Director, Resource planning and
Management, M/COMP

Director, ARA/CEN

Special Assistant, Office of the
Under Secretary for Management

Senior Inspector, S/IG
Deputy Director, A/SY
Former Director, ARA/CEN

Chief, Threat Analysis Group,
A/SY/TAGS

Chief, Allowances Staff, A/ALS

Director General of the Foreign
Service and Director of Personnel







THOMAS T, HANDWORK, STAFF SERGEANT (POSTHUMOUS), USMC

Thomas T. Handwork, age 24, grew up in Boardman, Ohio, where his
parents still reside, and graduated from Boardman High School in
1979. His parents related that his only trouble in high school
came when he skipped a class to go to the library to read liter-
ature on the Marines, which he entered shortly after graduation.
Staff Sergeant Handwork had always wanted to be an embassy
security guard and had served in Hamburg, West Germany until this
past March. He intensely loved both his country and the Marines.:
Also interested in fine arts, his family mentioned that he always
wanted to write an "Erol Flynn" type screenplay for the President
to play. He felt that the President had a special relationship
with the members of our armed forces and had always wanted to
meet him.

Family members attending today:

John Handwork (Natural Father)
Trudy Handwork (Natural Mother)
John Handwork (Brother)
Charles Handwork (Brother)

Tammy Handwork (Sister)

Shannon Handwork (Sister)

Debbra Trattner (Fiancee)



PATRICK R. KWIATKOWSKI, SERGEANT (POSTUMOUS), USMC
(kwit-cuss-ski)

Patrick R. Kwiatkowski, age 20, was a Wausau, Wisconsin native
where he graduated from East High School in 1982 and joined the
Marine Corps immediately. He was an amateur boxer who was
remembered throughout his community as a dedicated altar boy at
the local Catholic parish who also loved to fish and snow ski.
Sergeant Kwiatkowski was a very proud individual who joined the
Marines because he wanted to be the best and wanted to attend

college upon completing his tour of duty, which had just begun in
May.

A somber note, Sergeant Kwiatkowski would have been 21 years old
yesterday, June 21. His sister, Mrs. Bobbette Ambriz who is
attending today, is nine months pregnant and plans to name the
baby after Patrick if it's a boy.

Family members attending today:

Bernard A. Kwiatkowski (Natural Father)
Phyliss J. Hildebrandt (Natural Mother)

Phillip Kwiatkowski (Brother)
Miss Beth Kwiatkowski (Sister)
Mrs. Brenda Whitt (Sister)

Mrs. Bobbette Ambriz (Sister)



GREGORY H. WEBER, SERGEANT (POSTHUMOUS) , USMC

Gregory H. Weber, age 22, was a native of Cincinnati, Ohio and
graduated from Cincinnati's Elder High School in 1981. He was a
member of the National Honor Society and President of the
Fellowship of Christian Athletes, having been a cross-country
runner. Sergeant Weber also worked extensively with the Big
Brother Program for underprivileged children. His family
recalled him as an achiever with tremendous drive who set a goal
of being number one in his Marine Security Guard School and
accomplished that goal this past February. He felt he was needed
most in El Salvador and had been stationed there since March.

Family members attending today:

John M. Weber {Natural Father)
Marlene Weber (Natural Mother)
John Weber (Brother)
Mark Weber (Brother)
Robert Weber (Brother)
Carolyn Weber (Sister)

Constance Weber (Sister)









MEMORANDUM

NATIONAL SECURITY COUNCIL

June 27, 1985
ACTION

MEMORANDUM FOR ROBERT C. MCFARLANE
FROM: OLIVER L. NORTH

SUBJECT: Presidential letter to Survivors of American
Civilians Xilled in El1 Salvador Terrorist Incident

Attached at Tab I is a memo from you to the President
recommending that he sign a letter of condolence to the wife of
each of the Americans who were murdered in the terrorist incident
which occurred on June 20, 1985 in San Salvador, El Salvador.

President Reagan attended the ceremony at Andrews AFB on June 22
for the four U.S. Marines who were also killed in this tragic
incident. Therefore, it would be appropriate that the President
send the letters of condolence to the survivors of the two
American civilians killed.

The State Department drafts are attached at Tab II.

RECOMMENDATION

That you initial and forward your memo to the President at Tab I
with Tabs A and B attached.

Approve Disapprove

cc: Don Fortier
Howard Teicher
Vince Cannistraro

Attachments
Tab I - McFarlane Memo to the President
Tab A - Presidential 1ltr to Mrs. Alfred G. Viney
Tab B - Presidential ltr to Mrs. Robert Alvdirez
Tab II - Platt Memo to McFarlane of June 21, 1985




MEMORANDUM

THE WHITE HOUSE

5011
WASHINGTON
ACTION
MEMORANDUM FOR THE PRESIDENT
FROM: ROBERT C. MCFARLANE
SUBJECT: Letters of Condolence for the Survivors of the

Two American Civilians Killed in the Terrorist
Incident in E1 Salvador

Issue

Letters of condolence for Mrs. Alfred Viney and Mrs. Robert
Alvidrez.

Facts

On June 20, 1985, two American businessmen employed by WANG,
Alfred Viney and Robert Alvdirez, were murdered in the terrorist
incident in San Salvador along with four U.S. Marines. On

June 22, you attended the ceremony at Andrews AFB for the return
of our four dead U.S. Marines.

Discussion

It would be appropriate at this time to send letters of
condolence to the wife of each the American civilians killed
(Tabs A and B).

Recommendation

OK No
1. That you sign the letters at
Tabs A and B.

Attachments

Tab A - Letter to Mrs. Alfred Viney
Tab B - Letter to Mrs. Robert Alvidrez




THE WIHITE HOUSE

WASHINGTON

Dear Mrs. Viney:

Mrs. Reagan and I feel deeply the loss of your
husband, an innocent victim of a senseless
attack. In extending our sympathy, we also
hope you will let us know if there is some way
in which we can be of help.

In response to this tragic terrorist act,

I have directed our government to offer all and
every feasible assistance to help the
Government of El Salvador to identify and
prosecute the murderers who perpetrated this
crime.

We cannot allow Americans to be placed at risk
simply because they are blessed in being
citizens of this great republic.

In the coming days, Nancy and I want you to
know that you are in our prayers.

Sincerely,

Mrs. Alfred George Viney
7875 S.W. 146 Street
Miami, FL 33158




THE WIHITE HOUSLE

WASHINGTON

Dear Mrs. Alvidrez:

Mrs. Reagan and I feel deeply the loss of your
husband, an innocent victim of a senseless
attack. 1In extending our sympathy, we also
hope you will let us know if there is some way
in which we can be of help.

In response to this tragic terrorist act,

I have directed our government to offer all and
every feasible assistance to help the
Government of El1l Salvador to identify and
prosecute the murderers who perpetrated this
crime.

We cannot allow Americans to be placed at risk
simply because they are blessed in being
citizens of this great republic.

In the coming days, Nancy and I want you to
know that you are in our prayers.

Sincerely,

Mrs. Robert Alvidrez
Wildwood Road, #3
Lexington, MA 02173




S/S 8518433 5011
United States Department of State

Washington, D.C. 20520

June 21, 1985

MEMORANDUM FOR MR. ROBERT C. MCFARLANE
THE WHITE HOUSE

SUBJECT: Letter to Survivors of American Civilians
Killed in El1 Salvador

Attached is a suggested letter from President Reagan
to be sent to survivors of the two US civilians killed in
E1 Salvador, Mrs. Alfred George Viney and Mrs. Robert
Alvidrez. We believe it would be appropriate for the
President to personally express his condolences for their
bereavement resulting from an international terrorist
attack. By separate memorandum we will provide you the
scenario for the ceremony to receive the remains at Andrews
Air Force Base of the four Marine Corps members who were
tragically murdered in the same instance.

S occhtar PES

Nicholas Platt
Executive Secretary

Attachment: Draft Letters




DEPARTMENT OF STATE

SUGGESTED LETTER

Dear Mrs. Viney:

Mrs. Reagan and I feel deeply the loss of your husband,
an innocent victim of a senseless attack. In extending our
sympathy, we also hope you will let us know if there is some
way 1in which we can be of help.

In response to this tragic terrorist act, I have
directed our government to offer all and every feasible
assistance to help the Government of El Salvador to identify
and prosecute the murderers who perpetrated this crime,

We cannot allow Americans to be placed at risk simply
because they are blessed in being citizens of this great
republic,.

In the coming days Nancy and I want you to know that you
are in our prayers,

Sincerely,

Ronald Reagan

Mrs. Alfred George Viney
7875 S.W. 146 Street
Miami, Florida 33158




DEPARTMENT OF STATE

SUGGESTED LETTER

Dear Mrs. Alvidrez:

Mrs. Reagan and I feel deeply the loss of your husband,
an innocent victim of a senseless attack. In extending our
sympathy, we also hope you will let us know if there is some
way in which we can be of help.

In response to this tragic terrorist act, I have
directed our government to offer all and every feasible
assistance to help the Government of El1 Salvador to identify
and prosecute the murderers who perpetrated this crime.

We cannot allow Americans to be placed at risk simply
because they are blessed in being citizens of this great
republic.

In the coming days Nancy and I want you to know that you
are in our prayers.

Sincerely,

Ronald Reagan

Mrs. Robert Alvidrez
Wildwood Road, #3
Lexington, Massachusetts 02173
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SUBJECT: INVESTIGATION INTO MARINE MURDERS: ROLE OF THE

GUERRILLA WARFARE, PARTICULARLY THE VIRULENT URBAN
VARIETY, THE POLICE FORCES HAVE TO PLAY AN IMPORTANT
ROLE ALONGSIDE THE MILITARY: THE MILITARY CANNOT
AND MUST NOT TAKE ON THE CIVIL FUNCTIONS OF URBAN
POLICE WORK. AND AS THINGS STAND NOw, THE POLICE
ARE IMPOTENT.

8, I TOLD HIM THAT WE WERE WILLING TO BEGIN WORKING
IMMEDIATELY WITH POLICE DIRECTOR REVELO TO IDENTIFY
MOST URGENTLY NEEDED EQUIPMENT (PRINCIPALLY VEHICLES
COMMUNICATIONS EQUIPMENT AND WEAPONS) AND TRAINING, AND
WERE PREPARED TO REQUEST APPROVAL AND FUNDING FOR
IMMEDIATE PROCUREMENT DEPARTMENT SHOULD BE AWARE THAT
WE HAVE SUBMITTED A REQUEST FOR DOLS SIX MILLION FOR
SUCH EQUIPMENT AS PART OF A FY 85 SUPPLEMENTAL).

9. ACTION REQUESTED: WE CLEARLY NEED TO RESOLVE THE .
PROBLEM OF EL SALVADOR’ S ELIGIBILITY FOR ASSISTANCE TO
ITS SECURITY AND POLICE FORCES AS A MATTER OF HIGHEST
URGENCY. PRESIDENT DUARTE HAS RESPONDED PROMPTLY AND
FEAITHFULL.Y TO PRESIDENT REAGAN' S REQUEST. IN HAVING

DONE SO, HE IS CONCERNED THAT HE MAY HAVE BROUGHT THE

SIU PROGRAM AND AID AGREEMENTS INTO CONFLICT WITH U. S.

LAW. CAN THIS BE RESOLVED BY THE SIMPLE EXPEDIENT OF
IDENTIFYING EL SALVADOR AS A COUNTRY ELIGIBLE TO RECEIVE
U. S ASSISTANCE FOR ITS POLICE AND PUBLIC SECURITY FORCES?
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President Duarte: V¥Yes Rawhide, I had made the public declaration
that we will put everything we have, and I have also said that we
will ask all the aid possible to find and try to make a thorough
investigation. If you can give us the aid and the technical support
on this we will be very much grateful. Ue want to find out how this
happened. I think there are people here who know and who have seen
the criminals and maybe we can start by making pictures of these
people so that we can identify them.

President Reagan: That’s wonderful. Listen, there’s one area where
you can help us to help you. You recall we provided extensive
training in rmurder investigation for a group of your military
officers to solve terrorist crimes, but I understand that the
legislation and budget have not yet been approved soc they can®t go
into operation. They are a very well-trained unit that could be
operational and could be of great help.

President Duarte:z VYes, I think we can use this kind of unit, and 1
will write a letter to Congress of the United States asking them to
give you the possibility of helping us on the “criminalistic” Eéfort
that we need. I think you might be able to help us on this. = .

President Reagan:z Ue®11 keep in touch and 1’11 have our people be in
touch. UWe’ll do everything we can. Just know that we’re with you.
I°m having a little difficulty here, I’m in Air Force One on my way
back to UWashington from Texas, so I guess we can cut this
conversation short. It’s been good to talk to you and we’ll work
together as we have on so many other things to solve this.

President Duarte: Mr . President, let me finish up by saying that,
you said it once, "they haven’t seen nothing yet” -- sco the
terrorists haven’t seen nothing yet.

President Reagan: HAlright, good bye and God bless you my friend.

President Duarte: 0Okay, thank you very much and God bless you tos.

President Reagan:=: Thank you.




SUBJECT: Terrorist Attack in El Salvador

DIA and CIA believe that the Americans were killed by a radical
FPL splinter group called the Clara Zlizabeth Ramirez Front
{CERF) .

o The CERF is a small urban terrorist group, less than 100
members, and has been active in ta*getlng E]l Salvadoran
military officers and officials. It is probably a front of

the Popular Liberation Forces (FPL), subordinate_to the

Farabundo Marti National Liberation Front (FMLN)

E.C 10707
o The CERF has a history of assassination attempts: ﬁ:!;;“'“

S2c LY ()
--May 83: LCDR Schaufelberger, USN assassinated
--Mar B84: Assassination of Constituent Assembly Deputy
--Mar 84: Attempted Assassination of offical of Salvadoran
Authentic International Party (PAISA)
--Nov 84: Strafed U.S. embassy in El Salvador. Contract
guard assassinated.
--Mar 85: Assassination of Salvadoran Minister of Public
Affairs.

None of the FMLN clandestine radio stations have claimed
responsibiliy of the attack that killed 13 persons. Anonymous
callers have claimed that the Revolutionary Party of Central
American Workers (PRTC) is responsible, DI2 and CIA view the
claim as very unlikely.
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 s/S 8518185
United States Department of State

Washington, D.C. 20520

INCLISSIFED

MEMORANDUM FOR MR. ROBERT C. MCFARLANE
THE WHITE BOUSE

June 20, 1985

SUBJECT: Murder of Four Marines ané Others in San Salvador

At 8:45 p.m. on June 19, four U.S. Marine Security Guards
assigned to our Embassy in San Salvador, two U.S. citizen
businessmen and approximately nine others were killed bty gunmen
at a restaurant in San Salvador. Estimates of the numker of
injured vary from three to over a dozen. The attack was
carrird out bty six to ten terrecrists who were dressed in
camouflage uniforms riding in a small truck. The gunmen fired
at takles outside the restaurant, first at the Marines, then at
other takles where Salvadoran civilians were seated and finally
at passing traffic. The civilian U.S. citizens killed were
employed by Wang Lakoratories and were in San Salvador for a
btusiness conference. The other civilians killed include Loth
Salvadorans and Guatemalans. '

The Embassy security officer reports that all indications
are that the Marines were the primary target of the attack. BHe
has added that, in addition to the four who were killed, two
other Marines were at the restaurant btut escaped unharmed.

None of them was armed and there was no armed escort at the
scene, The Marines were all dressed in civilian clothes.

So far no group has claimed responsibtility for the attack.

Attached is a coordinated statement on this terrorist
incident.

tg(ﬁicholas P14t
xecutive Secretary
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WHITE HOUSE STATEMENT ON KILLINGS IN EL SALVADOR

Yesterday, June 19, gunmen in San Salvador murdered four
unarmed U.S. Marine Security Guards assigned to our Emkassy,
two civilian U.S. citizens and some eight non-U.S. citizen
civilians. Estimates of the numker injured vary from three to
over a dozen. The attack on these defenseless men and women
was carried out by six to ten terrorists dressed in camouflage
uniforms. They fired at the U.S. Marines at a sidewalk cafe
and at other takles where Salvadoran and other civilians were
seated, and also at passing traffic. While no one has as yet
claimed responsikility, this act has all the appearances nf the
leftist terrorism that has bteen on the increase in recent
months as the guerrillas have kteen unsuccessful in the
countryside.

We condemn this act of karkarism. We extend our
condolences to the families of those killed and injured in this
criminal act. We honor those Marines who served in the highest
tradition of their Corps. This tragic and senseless act
underscores the importance of our support for the elected
Government of El Salvador and its efforts to overcome violence
and terrorism. We will work closely with the Salvadoran
government to identify and kring to justice those who
perpetrated this cowardly crime.
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FROM OLIVER L. NORTH

SUBJECT: Response To Terrorist Acts
Tonight's murder of four Marine embassy guards f;:é;;;;%%%;%%%%i:}
the next in what is likely to become a growing litany © io

acts against American citizens unless we guickly\change the
dynamic. It is probable that many terrorist groupSyhostile tolt.2!
Mr interests, perceive that we are powerless to exact a penalty
for this kind of activity. Our inability to effect a swift
outcome in the current Beirut hostage situation will probably
beget more brutality unless we do something, and do it quickly in
response to what the media is already calling the San Salvador
massacre.

The Presidential statement at Tab I is far more than a statement
of sorrow over the death of four more-of our servicemen. It
calls for actions that will both deter future terrorist acts and
appease the growing disaffection of the American people over our
handling of terrorist activity. The attached statement indicates
that the President will:

E.C. 12058 Immediately provide additional assistance (investigative as
A@ - 12958 611 as substantive) support to Duarte to find and punish the
Sec Amended perpetraors of the El Salvador murders. This would best
-_JLﬂB;;_ include FBI and military intelligence

-— Use his emergency authorities (6l4c or 501 AECA) to deliver
additional security assistance items to El Salvador --
probably aircraft/helicopters.

--If necessary to prosecute the anti-terror campaign in El
Salvador, exceed our self-imposed 55 man limit. The additional
military personnel would be used to expedite anti-terror
‘training for the ESAF or, if desired, conduct operations
themselves against terrorists.

--Offer the direct use of U.S. military assets (aircraft/ helos)
to support the conduct of ESAF C/T operations.

--Appoint Vice President Bush to coordinate improvements to
both the unilateral U.S. C/T effort and enhancements for
U.S./Allied cooperation. This would include .steps (both
military and other) we can take in concert against terrorist
groups and those who support them (Libya, Iran, etc.)




--Action against the runways at Beirut International Airport
which would prevent the take-off of our seized airliner and
send an uneguivocal signal to radical elements everywhere that
we are going to back up our words with deeds. In short, an
attack that will demonstrate our forceful intent as well as
prevent the airliner from being used in a suicide mission.

~-Send a very clear signal to Iran in both word (verbal threat)
and deed (bombing the Beirut runway) that we know they are
involved in the current Beirut situation (see Tab I1) and that
the consegquences of harming or not releasing our citizens will
be military action against them.

There are obvious liabilities in the courses of action proposed
in the statement and risks in carrying them out. The Congress is
liable to resist strenuously any expansion of our role in El
Salvador-~particularly an increase in the number of military
personnel in-country. There is also the threat incurred by the
additional personnel once they arrive in El Salvador. In short,
we could be creating a “"target rich"™ environment for Salvadoran
terrorists.

The proposal to assign the Vice President the role of “"terrorist
coordinator® could create expectations that would be unfulfilled
and therefore increase public frustration. Perhaps more
importantly, it is a role which the Vice President could find to
be a long-term political liability. '

The strike against the Beirut International Airport runway could
cause the most radical elements of Amal and Hizballah to respond
by killing our hostages. It may also create significant
international opposition, given that it would have to be carried
out without advance notice to our allies.

SUMMARY

Despite the risks and liabilities indicated above, the American
people clearly expect us to do something significant in the wake
of this week's terrorist events. The cable at Tab A provides
sufficient evidence of Iranian complicity in the hijacking that
“military measures against Iran could easily be justified. This
"news is sure to become public knowledge in the days ahead and add
to criticism of the Administration if we fail to act. By
responding in both Beirut and El Salvador, we send a clear signal
to terrorists worldwide that our capabilities are far greater
than we have used to date and that future acts against us will be
met forcefully.

—aECRFT BRAET
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RECOMMENDATION

That you review the attached press statement with Secretary
Shultz and the President and urge that it be issued before noon
today. '

Approve - Disapprove

Attachments:
Tab ] - Draft Presidential Press Statement
Tab A - Cable DIRNSA 1448

SECRET
W/TSC Attached
DECLASS: OADR
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DRAFT PRESIDENTIAL PRESS STATEMENT

Last night senseless terrorism again took its toll on Americ
this time in El Salvador. This most recent brutal and mindless
terrorist attack which killed four of our Marine Embassy gu
and one of our civilian citizens took place at a crowded
restaurant in San Salvador. The cowards who perpetrated this
attack not only killed Cpl. Bobby Dickson, Sgt. Thomas Hand
Cpl. Patrick Kwiatkowski, and Cpl. Gregory Weber, they also
killed eight and injured twelve other innocent Salvadoran an
Guatemalan civilians. This attack, like the bombing earlier
yesterday in Frankfurt, Germany is further evidence that the|war
which terrorists are waging is not only directed against th
United States, it is a war against all of civilized western
society. This is a war in which innocent civilians are
intentional victims and our servicemen have become a particylar
target. This cannot continue. We must act against those who
have so little regard for human life and the values we cherish.
And we must do so in concert with other nations who share
democratic institutions and basic disdain for violence or
of force. -We of the western world must act together —- as/ we

Duarte's government in order to find and punish the t/errorists
who perpetrated this act. To this end, I have today/use# my
emergency authorities under the Arms Export Control Act to
furnish adoran Armed Forces with additional military
assets wh enable them to better prosecute their campaingn
against the-communist guerrillas. Their hope that terrorism will
weaken our resolve or support for the revitalization of democracy
in El Salvador is futile. 1If necessary, and if it will be of
help to President Duarte in this effort, I will exceed our self
imposed limit of 55 military personnel in El Salvador. If other
U.S. military assets can be effective in this regard, then 1
-shall provide them. 1 expect our Congress to support these
measures, and will be consulting with the appropriate committees
of the Congress on what additional steps can be taken both in El
Salvador and to end the external support the Salvadoran
terrorists receive from Nicaragua and the communist bloc.

1 have also today appointed Vice President Bush to immediately
take the lead within the U.S. government and with our allies to
determine what actions, military and otherwise, we and our
similarly threatened friends can take to end this increasingly
violent and indiscriminate affront to humanity. Vice President
Bush will report to me on steps we can take, to include action
against states which support terrorism and specific terrorlst
organizations.
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I have also directed that certain steps be taken to prevent
further terrorist action arising from the situation in Beirut.
Because we received information that those who hold our citizens
and airliner in Beirut were planning to use the aircraft for a
suicide attack, I ordered that our military forces render the
runways at the Beirut International Airport unusable. I will not
hesitate to take further such action to prevent additional
terrorist activity. Those who support and exercise influence
over these terrorists -- and I include the government of Iran --
shall not be immune from similar action if our people are harmed
or if release is not forthcoming. 1 pray that men of reason will
prevail in Lebanon and quickly free our people who are being held
without reason.

Finally, I want you, the American people to know that I have not
taken these measures in a spate of pointless anger. These are
measured responses to lawless actions by those who do not abide
by the norms of civilized society. As your President and
Commander in Chief, I believe that they are appropriate and
proportionate to the criminal acts which have been taken against
our citizens. Those who are responsible for such lawlessness and
those who support it must know that such acts have just and sure
consequences. We are a nation of peace —- a people of justice.
We are, by our very nature, slow to anger and magnanimous in
helping those in less fortunate circumstances. No nation on
earth has done more to help others in need. But we also have our
limite -— and our limits have been reached. We cannot allow our
people to be placed at risk simply because they are blessed in
being citizens or servants of this great Republic.
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MEMORANDUM POR MR. ROBERT C. MCFARLANE
THE WHITE HOUSE

June 20, 1985

SUBJECT: Murder of Four Marines and Others in San Salvador

. At 8:45 p.m. on June 19, four U.S. Marine Security Guards
_—- assigned to our Emtassy in San Salvador, two U.S. citizen
ﬁw,nusxneslmen and approximately nine others were killed ty gqunmen

at a restautant in San Salvador. Estimates of the numter of
injured vary from three to over a dozen., The attack was
carried out ty si1x to ten terrorists who were dressed in
camouflage uniforms riding in a small truck, The gunmen fired
" at tatles outside the restaurant, first at the Marines, then at
~ other tartles where Salvadoran civilians were seated and finally
at passing traffic. The civilian U.S. citizens killed were
—- employed £y wWang Latoratories and were in San Salvador for a

tusiness conference. The other civilians killed include toth
Salvadoransg and Guatemalans.
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The Embtassgy security officer reports that all indications
=" are that the Marines were the primary target of the attack. He
hss added that, in addition to the four who were killed, two

other Marines were at the restaurant but escaped unharmed.
—=—None of them was armed and there was no armed escort at the
scene. The Marines were all dressed in civilian clothes.
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So far no group has claimed responsibility for the attack.

] M

Attached 1s a coordinated statement on this terrorist
incident.
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tg(hicholas Plaft
Xecutive Secretary

Lvig

1

4||5“

“'l“; § ;m’

]
1

| M

IRCLASSIFED




Polet

WHITE HOUSE STATEMENT ON KILLINGS IN EL SALVADOR

Yesterday, June 19, gunmen in San Salvador murdered four
unarmed U.S, Marine Security Guards assigned to our Emtassy,
two civilian U.S. citizens and some eight non-U.S. citizen
civiliana. Estimates of the number injured vary from three to
cver a dozen, The attack on these defenseless men and women
was carried out bty 8ix to ten terrorists dressed in camouflage
uniforms. They fired at the U.S. Marines at a sidewalk cafe
and at other tatles where Salvadoran and other civilians were
seated, and also at passing traffic. While no one has as yet
claimed responsitility, this act has all the appearances of the
leftist terrorism that has teen on the increase in recent

months as the guerrillas have teen unsuccessful in the
countryside,

We condemn this act of tarbarism., We extend our
condolences to the families of those killed and injured in this
criminal act. We honor those Marines who served in the highest
tradition of their Corps. This tragic and senseless act

- underscores the importance of our support for the elected

Government of El Salvador and its efforts to overcome violence
and terrorism. We will work closely with the Salvadoran

—government to identify and kring to justice those who
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perpetrated this cowardly crime.
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