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— CONFERTIAL

(UNCLASSIFIED WITHOUT ATTACHMENT)
MAR 10 1982

MEMORANDUM FOR: The Honorable
Judge William P. Clark, Jr.
Assistant to the President
for National Security Affairs
The White House

FROM: Gilbert A. Robinson _ |
Acting Director NS ¢
SUBJECT: Soviet Forgeries Field Manual

I thought you might be interested in the attached unclas-

sified report on Soviet and Soviet-proxy forgeries of U.S.
Government documents. It will be distributed to all USICA
Posts for their use as a reference manual.

The first section describes characteristics of forgeries
and general patterns of occurrence. Section two (tabbed)
is an annex of ten forgery case studies keyed to references
in the previous text.

Classified operational guidance to Posts, which accompanies
the manual, recommends actions both to discourage forgeries
and to limit their damage to U.S. interests.

In preparing the report, we received valuable guidance from
both State and CIA. We think the report will be useful in
our efforts to combat Soviet active measures.

(UNCLASSIFIED WITHOUT ATTACHMENT)
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. COMBATTING SQVIET FOQRGERIES: . OPERATIONAL GUIDANCE

Entire text is confidential.

The following guidance is designed to accompany the unclas-
sified Research Report entitled "Forgeries of U.S. Documents”
(R-5-82, February 1982). This paper provides recommendations
on how to discourage forgeries and to limit their damage to
U.S. interests.

What To Do:

1. To Help Discourage Forgeries

Posts can take precautions to help prevent the Soviets or
others from acquiring the materials needed to produce credible
forgeries.

o Control access to office materials such as official letter-
head, telegram and telex forms, signature and other offic-
ial stamps, and to photocopying of both classified and un-
classified materials.

o Regulate access to names of Embassy contacts (e.g., the DRS
list), as well as to such seemingly "routine" documents as
unclassified memoranda, agendas, personnel rosters, ap-
pointment schedules, and calendars of upcoming events.

2. To Try to Prevent A Forgery .From Surfacing

o0 Programs to educate the local media should become a more
salient feature of countries' programming activities. For
example, a presentation might be developed using concrete
examples of past forgeries to alert media both to the
circumstances in which they are most likely to surface and
to their common characteristics.

If a forgery is suspected, the PAO should take several
immediate steps:

o Try to delay publication. Tell the journalist that the
document or information doesn't "feel" right. Attempt
to specify what is wrong if possible, but in any case,
ask for time.

0 Do not point out too many specifics in exposing the doc-
ument. The more tricks of the trade that are exposed,
the easier it is for the Soviets to improve their efforts
in the future. It may be necessary to reveal some of the
indicators on a "background" basis.

o Try to obtain the original document along with the cover
letter and wrapping. Settle for a good copy if necessary.
Do not write on or deface the original documents or copies.

OECLASSIFIED Classified by: John Hughes
”) RDS-2 3/02/02
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o Talk with the Political Counselor and other appropriate
. Mission personnel. Show them the document; they may have
something in their files or spot a feature you have missed.

o Send specifics to Washington. Only limited guidance is
likely to be available in Mission files. In order to
circulate information worldwide, USICA and sister agencies
should receive the exact text of the document and details
on the source:

--tag messages PROP and UR at a minimum

--subject line is to begin: "Soviet (or Soviet Proxy)
Active Measures:...."

--messages on active measures, whether prepared by USICA
or State officers, should be transmitted as State tele-"
grams with USICA as an info addressee and slugged:
ATTN: PGM/G, EU, PGM/R

-~-the forgery itself or a copy together with wrappings
should be sent to Washington via PARS or addressed to
INR/INC for transmission to PARS to assure proper
technical analysis. (Refer to State 335811,

DTG 191931Z DEC 81, for further instructions.)

o Closely monitor and report local reaction to the forgery
and any press coverage, including, if available, infor-
mation on the publication in which the forgery (or a ref-
erence to it) appeared (e.g., 1f the publication has pas-
sed Soviet disinformation before, and which writer was
involved).

3. To Minimize Damage After A Forgery Surfaces

It is important to get information to the affected government
immediately to convince it that a forgery is involved. 1In some
cases, Washington can supply professional forgery analysts who
can make technical presentations in-country.

Just because a forgery has been exposed as such, however, does
not mean it is no longer useful. Good forgeries can be accepted
at face value--even by sophisticated audiences--long after they
have been denounced as forgeries, and a forgery can continue to
re-surface intermittently. For example, Army Field Manual FM
30-31B, which surfaced first in 1975, was used effectively in
the aftermath of the Moro murder three years later.

A useful general reference for how to deal with forgeries is

the February 6 and 19, 1980, testimony before the House Se-
lect Committee on Intelligence which contains an extended
discussion of the "Forgery Offensive" and other examples of

forgeries.
A
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- FORGERIES

Introduction

This report is on forgeries of U.S. documents. Most such
forgeries are done by the Soviets, and some by the East
Germans and the Czechoslovaks -- those espionage services
with the technical capability.

During 1945-1975, roughly three to four forgeries were det-
ected each year. Since 1976, the number of known forgeries
has doubled.

A single  forgery may be used many times, many places. The
most frequently used forgery to date (see the U.S. Army Field
Manual FM 30-31B, Tab A) surfaced in some 20 countries since
1975.

Many problems can be caused by even a single appearance in
one country. Moreover, a good forgery seldom is discredited
in a single effort. It can surface in various forms around
the world during its life and be replayed endlessly in the
press.

Characteristics Of Forgeries

Anything can be forged. Soviet forgeries have included
entire issues of Newsweek magazine, complete U.S. Army field
manuals, maps, classified cables, personal letters, and mail-
grams. No document is above suspicion simply because of its
form.

Forgeries contain false, misleading, or incomplete informa-
tion. They may be:

o complete fabrications--such as the entire Army Field
Manual ("Stability Operations--Intelligence", FM 30-31B,
Tab A), which was used to allege a strategy of U.S.
subversive activities, including that the U.S. was linked
to the kidnapping and murder of Aldo Moro.

o altered versions of genuine documents and official forms—-
such as the forged "State Airgram A-8950" in Tab B which
purported to show that the U.S. government was bribing
foreign officials.




o composites of several documents--some genuine and others
altered or fabricated--as in the recent "Holocaust Again
for Europe" document (Tab C) which supposedly revealed
U.S. plans on the use Of nuclear weapons in Europe.

Since 1976, Soviet forgeries have been used in support of

the following propaganda themes: (1) U.S. subversion act-
ivities, e.g., Army Field Manual FM 30-31B (Tab A); (2) U.S.
relations with its NATO Allies, with particular emphasis on
Greek-Turkish relations, illustrated by a forged State Dep-
artment telegram (Tab F) and the text of a phony Presidential
speech (Tab G); and (3) the Middle East peace process, with
emphasis on Sadat, e.g., forged State documents "signed" by
the U.S. Ambassador to Egypt (Tab J).

These forgeries seem to have two general aims. The first is
to show U.S. meddling in other countries' internal affairs.

This is usually attempted with forgeries of general-purpose

documents (such as Field Manual FM 30-31B) that can be used

again and again in different contexts to substantiate claims
of U.S. interference.

The second aim of a forgery is to create personal enmity
between U.S. and foreign leaders, as was the case with a
forged text of an interview with then-Vice President Mondale
(Tab D) in which he allegedly disparaged Begin and Sadat.

Forgeries try to warp the decision process in target coun-
tries by misleading government leaders and opinion-makers.
Such forgeries are not always publicly released. A forged
letter in which a U.S. Air Force colonel allegedly confirmed
that the U.S. colluded with NATO Allies and China to supply
weapons to Zaire is a case in point (Tab E). The letter was
handed quietly to members of the Belgian Cabinet, probably to
encourage them to re-think their NATO ties.

Forgeries are also used to influence public opinion in

target countries, usually by being planted in the domestic
media. An example is the "Holocaust" document (Tab C).

Can Forgeries Be Anticipated?

The Soviets can move very quickly to exploit an opportunity.
While most major forgeries require months of intensive ef-
fort, a recent forgery (a State Department classified cable)
took only two weeks to produce.
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While the Soviets seize specific targets of opportunity,
forgeries do not appear randomly. Forgeries occur most often:

o In periods of increased U.S.-Soviet tensions. Active
measures are a major element of Soviet toreign policy
whatever the state of U.S.-Soviet relations. Forgeries,
however, are a barometer of U.S.-Soviet relations. During
the height of detente in the early 70s, there were very few
Soviet forgeries. The pace quickened after 1976 when
tensions between the superpowers increased.

© During intense anti-U.S. progaganda campaigns. Forgeries
often are used to substantiate major themes of Soviet
propaganda offensives. The "Heard letter" (Tab E)
supported propaganda charges that China was joilning NATO
in a collusion of imperialists and Maoists against Third
World liberation movements. Forgeries of a Presidential
speech (Tab G) and of a State Department telegram (Tab F)
sought to create strains within NATO. -

o After major international events--e.g., summit meetings or
acts of terrorism in NATO countries. The forged U.S. Army
field manual (FM 30-31B, "Stability Operations--Intellig-
ence,Tab A) which first surfaced in 1975, was used, in
conjunction with a major Soviet propaganda offensive, to
support the Soviet claim that the U.S. was linked to
the Red Brigades' 1978 murder of Aldo Moro.

o After Western press and government criticism of the Soviet
bloc--e.g., Western comment on a link between the Moro XKid-
nappers and the Soviet bloc.

o After widely-publicized incidents embarrassing to the U.S.
An example 1s "Airgram A-8950" (Tab B) which sought to
exploit the damage already done to the U.S. image by
revelations of the bribery practices of U.S. businesses
abroad.

Detecting Forgeries

Forgeries of USG documents and communigues often are authen-
tic-looking, particularly if there is ample time to prepare
- them. The Soviets have become so proficient that even experts
sometimes have difficulty detecting forgeries by technical
criteria or format alone. An example of an authentic-looking
- forgery is on the next page.

Only a very close examination of this forgery reveals several
minor, but telling, discrepancies: (A) improper expiration date;
(B) an incorrect country code for the Netherlands; (C) a
required paragraph classification symbol missing; and (D) the
use of ocutdated downgrading instructions.
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For the PAQ, the most useful advice is: Get Help! Do not
attempt to prove forgeries on your own.

In detecting forgeries, knowledge of U.S. policy is indis-
pensable. Very often a document may intuitively not "feel"
right or, more importantly, be at variance with U.S. policy.
In either case, the PAO should turn immediately to appropri-
ate people in the Mission for assistance.

Forgeries may contain several types of errors that experi-
enced officers can detect. Obvious format errors such as
an improper action office (e.g., Personnel being asked to
deal with a matter more appropriately handled by the Desk),
technical errors (e.g., wrong typeface), poor grammar, or
inapproprlate classification may be clues.

Also, forgeries often contain statements that the USG simply
does not make. For example, a forged classified cable stated
that the U.S. might "force" NATO Allies to accept the U.S.
position on an issue; or a forged interview with the Vice
President that had him saying that neither Begin nor Sadat
were suitable to the task of achieving peace in the Middle
East (Tab D). )

Some patterns have been observed that may help in exposing
forgeries:

-0 Use of security classifications. Because classified
documents attract more attention than unclassified ones,
most forgeries will bear a classification. On occasion,
an improper classification is used, for example, a TOP
SECRET classification given to the forged U.S. Army Field
Manual (Tab A). In some cases, when the forgery is to be
passed off as private correspondence between high-ranking
officials, their status serves the same purpose as classi-
fication.

o Use of official letterheads. Soviet-bloc countries make
great efforts to collect U.S. forms, letters, official
signatures, and the like as models for their forgeries.
And they use real, not fictitious, names of officials and
organizations. Their efforts are not limited only to USG
forms or letters. 1In one instance, the letterhead of the
NATO Secretary General was used for a forged letter to the
U.S. Ambassador to NATO (Tab H).

Montage techniques in which parts of different documents
are combined to form a single document, as well as the use
of original forms, are common.

—
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Use of photocopies, not originals. The photocopy machine
has replaced photographic forgeries. Photocopying permits
"cutting and pasting," so that facsimile signatures can be
printed and multiple copies made. Use of photocopies pre-
vents technical examination of the original. Documents
often are not in sharp focus or full size.

Use of cover letters. Cover letters are often used to
transmit forgeries to target groups or individual--e.g.,
government officials, newspaper editors. The letter is
usually anonymous-~the writer excusing the absence of

a signature by claiming fear for his life or position.

The letter explains why the recipient is getting the
document and usually characterizes the content of the
forgery. For example, in the case of the forged U.S.
Army Field Manual FM 30-31B (Tab A), the cover letter was
supposedly sent from an American who opposed "U.S. mil=-
itary involvement in matters beyond the scope of reason-
able American interest." Another forged document was dis-
tributed because, the writer of the cover letter said,
the document contained information that constituted a
U.S. plot in the Middle East.

Use of logical scenarios. Rather than fanciful plots or
coups, Soviet forgeries tend to be more general concerns
that can exacerbate negative feelings about the U.S. and
its intentions. Vague charges about spying by the Peace
Corps, anti-host government intrigue by the U.S., or anti-
host country attitudes by key officials are easy to bel-
ieve and difficult to disprove.

Allegations that can be easily checked are almost never
made. Forgeries usually capitalize on perceived local
prejudices and anti-U.S. feelings, and tend therefore to
be believable. A recent example is the "Green Letter"
(Tab I) formally denying that the deaths of 80 infants

in Italy were due to chemical and bacteriological weapons
stored on a U.S. military base (in fact, no such weapons
are stored on the base).

Use of documents given gratis. Soviet forgeries are
usually sent by malil with no request for payment. Some-
times (as in the forged field manual FM 30-31B, Tab A) the
document is posted in a public place where it can be
discovered. There is no direct link between the person
offering the document and the recipient, nor any chance to
ask questions. The forgery is offered, often to
journalists, by "idealists" concerned about nefarious
activities of the U.S.
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o Designed for media replay. An objective of many forgeries
1s to get enough replay of the issue so that the original
source becomes obscured and the lie acquires a life of its
own. Press stories in a second country quoting a media
source in the country in which the forgery surfaced can be
picked up and replayed indefinitely, giving new impetus to
the disinformation operation. The forgery of field manual
FM 30-31B is perhaps the best example. Since 1978, the
manual and/or articles concerning it have appeared in the
world press in more than 20 countries.

In summary, the Soviet "formula" is low-key and authentic-
looking: signatures of known officials, real organizations,
actual letterheads and government forms, classified or per-
sonal communiques, real symbols and identifiers, realistic
format and physical appearance, logical (not fanciful) plots,
and unsensational exploitation of existing strains, prejudices,
~and hostilities. Rarely is anything "new" manufactured.
Typically, the forgery accentuates and exacerbates what is al-
ready present.



U.S. ARMY. FIELD MANUAL FM 30-31B

A. Content of Forgery--A U.S. Army Field Manual purporting to
glve guildance to Army intelligence regarding interference in
host country affairs, subversion of host country officials and
military officers. Asserts that the U.S. envisions "the use of
extreme leftist organizations to safeguard the interests of the
United States in friendly nations where communists appear close
to entering the government.”

B. DPurpose and Use of Forgery--To raise host country suspicions
of American military presence, thus reducing U.S. foreign mil-
itary presence abroad. Also used to show that CIA plays similar
role to military intelligence.

The most widely replayed Soviet forgery, FM 30-31B has surfac
surfaced in over 20 countries since 1978. Soviet propagand-
ists have exploited this forgery:

© to link the U.S. to various terrorist groups , e.g.,
1978 kidnapping and murder of Italian Christian Demo-
cratic leader Aldo Moro by the Red Brigades and the
Red Brigade kidnapping of U.S. Army General James Dozier.

o to contribute to the Soviet anti-nuclear campaign.

-~ Several foreign governments have made inquiries concerning
the document since it first surfaced.

C. Date, Place, and Method of Surfacing--The first mention of
Army Field WManual rM 30-31 (which actually exists) was contained
in a Turkish newspaper "Baris" in March, 1975. The newspaper did
not reprint a facsimile of the document. In September of the
next year a photocopy of the forged FM 30-31B was left on the
bulletin board of the Embassy of the Phillippines in Bangkok,
Thailand, with a cover note from an anonymous "concerned citzen"
addressed to President Marcos.

This surfacing attracted little attention. However, the forgery
reappeared in 1978 when it was reprinted in two Spanish pub-
lications=-"El Pais" (18 September) and "El Triunfo" (23 Sep-
tember)--due to efforts of a Spanish communist and a Cuban
intelligence officer.

Since then, the manual and/or articles concerning it have
appeared in the press of more than 20 countries. Its great-
est impact came from replays in the Netherlands, Greece, Italy,
and Porgugal in 1978. The forged manual also surfaced in
Mozambigue in 1978 and the United States in 1979.

D. Format of Forgerv-—-A rather fuzzy photocopy of a forged,
typewritten document purporting to be U.S. Army Field Manual
30-31B, "Stability Operations--Intelligence," bearing the forged
signature of then Army Chief of Staff General William
Westmorland. Document is stamped "TOP SECRET." Note: Genuine
field manuals FM 30-31 and FM 30-31A exist, but FM 30-31B is a
total fabrication.
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of the Bepublic of the Philippines

760; Sukhumvit Road

Bangkok

/o H.E. Manuel T. Y

Anbespador

H.E, President Pordinand E. Marcos
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Septeziar 14, 1,5

His Excellency

President Perdinand E. Xarcos
Halacanung Palace

Kanila

Repuclic of the Philippines
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iils Excellency

President Perdinung E.
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Manila

Hepublic of the Fhilippines
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U.S. STATE DEPARTMENT AIRGRAM A-8950

A. Content of Forgery--A U.S. State Department airgram
instructlng recipients to collect information on ways to
bribe European officials and to develop other covert means
by which to damage or eliminate foreign trade competition.

B. Dpurpose and Use of Forgery--The document evidently was
intended to explolt damage already done to the U.S. image
following revelations that U.S. companies operating abroad
had engaged in bribery of foreign government officials.
The cover letter also contained the message that the CIA
was linked to State Department operations abroad, with

a particular emphasis on U.S. allies in NATO.

The "London Sunday Times" picked up the allegations and
published a story in November 1976 that identified the
charges as being based on a forgery. 1In a technique often
used by the Soviet Union, the TASS news agency reported the
"Times" article, but omitted any mention of the bogus nature
of the airgram, thus extracting additional mileage from the
forgery.

C. Date, Place, and Method of Surfacing--The forged airgram
was sent with a cover letter (in French) by one "Robert Pont™
(fictitious) to NATO Secretary General_Joseph Luns and several
West European governments in late 1976.

D. Format of Forgery--The bogus document was an altered
version of a genulne State Department airgram (A-8950) dated
3 December 1974. The valid airgram was simply a statement of
economic, financial, and commercial information requirements
worldwide for FY 1975.

This forgery is considered by the U.S. to have been a success
despite the numerous discrepancies in the document. These
included: the signature of a ficticious person on the cover
letter; use of titles such as "President," "Chancellor," and
"Prime Minister" which were not capitalized; use of slash

marks instead of parentheses to offset phrases; and employ-
ment of photocopies of the forgery which were dim and minimally
legible.
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Paris, le-5 aodl IN7G6.

" Monslour le Seczditaize Goab

cocuxent de 1'A=bzssade
le contenu m'a, ez tan
™ et indigné. Il s'agit
CIA ‘et du D&partexea
et Consulats amérige

Je suis entré =2 en posscision éen

3 2z=is és=s

s des Etats Unicz, 2TDT

us tramsastisi ce dosusuaz

porter-3 la econnaisuanca
'OTAN et ée vous dazamdcr do
a plus c&:-ig'a::.c_':.e eavass '
ats Unis en exigeant gu'il cesss
Gvoltantes eaversi\des.Stoss—omisu
nsmets en mize tomps ce dozumant & 2
nes parsonnalités Irancaises et
es de l'kllim Atlantiqua.

'
i

2z agréer, Moasicur le Secritalra
scion de mes sentimeats dictinguds.

ronsicur Joseph M.A
Secz&taire GénGral ce 1'OTAN

2llo - BRUXZILLES o .
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OF THE UNITED STATES OF AHMERIC.

ONTIUTETIAL

PARIS

DEPARTHINT OF STATE
AIRCRAU

Handlinr: Classifica

1

LL ANERICAN DIPLOMATIC AND CONSUTA

-1
: O
»

TREE: Departz=ent of State
1682: GOC
TAGS: ECR?P XX

————

JZCT: FY 1975°Coordinated Stag

<y Ecoaoaic, Fimancizli,
ts Worfldwide of the

and Commericzal Intellig
HWasnaington Econoric Co!

nce them. These interests and strategies
pgortance Desulting from the chtnzld slace
$nony in the warld, US econonic inteliligence

zes in the intentions, plans, and capabilities of
untries in the economic field.

CONFTIDENTIAL :
3 avs Draitinr Jdata: _Phnne Y¥o: ' Contents and slan
TC:iu.TSRD/R,.58%0LEKE 11/27/7% T43=55717 cation aproved by:
1aces: CIA/OCR H.ERNST ED/SA: R.COLD ED/CBA: J.BILLCR
HIO R.SLINCTON EB/OCA/REP:BE2YRON . SEL LAST 2AGE FOR DZIo
ED/OCA: W.S.LAXAS HEMBER CLZARASCLCS
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. CORTIDEATLAL

In particular, Toncrsicy is roquespyd on how kowl-caisis

¢emestic and imseraatisaal ccond olicics and progvaz.
ificartly wita US
terest To the
exteat that it illusinates th srediants
of US cconoaic pelicy formulatioa. ' i
S yarc) 1873, dotailse ‘ruidames v

world dy The

In the intervening peried, siac

porciay’ Guidss,
n abolizhad.)
d's Zeconezic

The ZALs are prepared by, the' US
Intelligence Comaittec and iacl
he Departzent as

rting Prog=am (CEIR?).

<t (now on a fiscal year
provided subssqueatly by
for all qfficers charged wish
Tesponsibllity beariag dire G {/rectly on tha bLroad ceonqzic/v

basis) placas. in context sj
-~ L
the Economic Alert Lists ary

The general pr‘ set forth below are to 3 Yérying

degree applicable tg and cosular pocts.AThay are the

ad in the Key Intalligance Quastions

ve to and to cuppert the following
intelli ity: “Provide
hensive information and assessmeats

sudbstaative odjp
reliable, tinal

economic policy decisions and

s were formulated, it will be noted, in consultatic:

with zenior officers of the principal departments and entities

zorcarned with

tional economic relations.

-2,
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.U.S. WAR PLANS

A. Content of Forgery--2 series of documents purporting to
present U.S. war plans for Europe, including the listing of
nuclear targets.

B. Purpose and Use of Forgery--This fabrication is designed

to explolt European concern about nuclear weapons by claiming,
among other things, that the U.S. would use such weapons against
the territory of its NATO Allies. A series of surfacings since
summer 1980 suggests that the documents are being used in the
Soviet effort to encourage West European opposition to NATO
nuclear force modernization.

The introduction to the war plans declares that the documents
show that "U.S. thinking is still dominated by preparation

for war..." It also alleges that the U.S. will sacrifice West-
ern Europe to nuclear war in order to save itself.

C. Date, Place, and Method of Surfacing--This collection is
one of the most extensively used Soviet documentary fabri-
cations. The documents first appeared in 1967 in a Norwegian
magazine called Orientering. From 1967 to 1971, some or all of
the documents were sent to numerous newspapers and magazines in
at least ten West European countries.

The documents have started to surface again over the last two . e mder

years, beginning in London in June 1980, about the time the
British government announced its decision on GLCM basing sites.
The documents surfaced in 1981 in the Netherlands, Norway,
Belgium, Malta, Greece, Britain, and France.

In each recent surfacing, the documents were mailed as a pamphlet
(published in Britain) to a recipient from the London area. No
return address was provided.

D. Format of Forgery--The collection consists of fabricated

or altered U.S. war plans dating from the early 1960s that the
U.S. considers to be outdated. At least some of these documents
were passed to the Soviet Union by Sgt. Robert Lee Johnson, who
in 1965 was convicted of esplonage and sentenced to 25 years in
prison.

The documents now surface usually as a pamphlet entitled "Top
Secret Documents on U.S. Forces Headquarters in Europe, Holocaust
Again for Europe." The pamphlet bears the notation that it is
"Information Books No. 1," suggesting that other fabrications

of this type may be forthcoming.
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STATUS O FORCES AC. REEMENT

DHRAFY OF Ay EMERGLNCY STATUS OF FORCES »(S()F_‘J ADREFMENT

(1t 1o asoumed that such an Fmargeucy SOF Agreement will be
concluded In the form of an Exchengs of Hotes Lot sesn the Kovely
Minlntiry or othar appropriste authorily ot is_o\ml'y\ amd e US A
baseadar, or Cominunder of the US Forces in G vany "1')

PREAMBLE

1. The Einbasuy of the Unlted Statar of Zmerica iths Cormimandar
US Forcus in ) prosonts (te (hie) complin.ants to the Miunin
of Foreiygn Ai;ﬁ:' rad Lpe toe honor to etats that tha dl"~-¢lpn. tha
hiave taken placa bulwpoen us conceralng the 3'wt 'w of US Forcas de-
ployed, or to Le dejloyed, In 3t tho request of tha
Government, bave lod to :(rocm-;r:- {ollcwas;

SUBSTANTIVE PROVISIONS

2, a. The duniguatdd US cominanlier or, In hlv abyence, the
sonfor US military commander prosent shell have szclusive control
of the US Forces snd the divection thereof,

b, Tae US Forces ahall have ths right 1o ocrupy any arsa ok
tdcllity considorad nhcessary for the accomplishvasut of thelr dilavlos
ar for thelr dafety and continued security, ne deterinined Ly US mil-
{tary commanders, and to Install such equipmant thareln as they
shall deem necescary for these purpouos,

c. Mliltary cochmaadera of the US Forces mey tuke such
measures 2 thoy denin necoasary to provide adequrta socudlty for
tholr fnetallaticaw, persoarel and equipmoant, and icr the raovament
o suppller and pereganel in . Withla Installationw utilined
by the US inllitury forces, milltary conmanders s%:ull have abaouluts
and full rnthority to malntain dlaclpline end cruct among kiembera
of tha US Forcoa. Outalde such Installatione, militnry police of the
US Forces shall hyve full autharity, subject te such lurthes arvange-
ments 3¢ may Le imado with the local police authuiitlon, to malutein
discipline end order aw.ong memburs of the US Foreos, In the eveet
of acte of violunce ugnlnet US Installations, equipinent, or pesrscansl
by parsona other than rnembers of the IS Forcee, such persons muy
be spprehondad by tha US Forces and turned o/2r ta the Gavernmest

for appropriate dispusition ln accardancs wi'h laww o
thal country. '

THIA APPENDIX CONSISTE OF 4 | * R - ’f;',:“_"w
: " ) LOWHGLADED AT 12 ]
i s \ll.q\o 1l mIvRRvaL s, ROT AUFISAN CHCALLY
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MONDALE INTERVIEW

A. Content of Forgerv--A bogus interview with then Vice
Presildent Mondale quoting him as saying that he did not consider
either Prime Minister Begin of Israel or President Sadat of
Egypt as suitable to the task of conducting the Camp David
negotiations for a Middle East peace settlement. The Vice
President also was quoted as saying that "everyone knows"

Begin has a terminal illness and that President Sadat cannot
govern Egypt.

B. Purpose and Use of Forgery--The bogus interview was intended
to compromise the Middle East peace process and embarrass the
U.S. Administration in the eyes of the Israeli and Egyptian
leaders. There was no media replay of the "speech."

C. Date, Place, and Method of Surfacing--In July 1978 xerox
coples Oof a forged U.S. Embassy Parls press release were mailed
anonymously to newspaper and news service correspondents in Paris.

D. Format of Forgery--The forgery purported to be an interview
with Vice President Mondale by one Karl Douglas, who turned out
to be a fictitious person. From a technical standpoint, the
forgery left much to be desired, containing misspellings, typo-
graphical errors and grammatical constructions unlikely to be
used by the Vice President or any other educated American.
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see De...
Mondale. Kot at all

all conmer
Q. Then I'll come

Vice President Honda

I vant to thank you
eaders for agreeing to

novs -y door is op.n to

til b o'clock. -

Pgint. Hr. Vice ?rnu.g.., vEket
d in American-Soviet relations

s and the present SALT talks? When may ve expect
£ 2 SALT agreecent . . )
3 A. I guess you ound a more difficult guestion teo
B v lead ‘off w suz up my opinion bBriefly on this
L4 composite has such vital importance for the
: vhele wo n-foviet relationships have deteriorated,
= in fact g recent months. Soviet and Cuban
'ict the strengthening of the aggressive
sv Pact forces and the stalling of the
SALT eye ‘created serious tensians in relations
et tries.
Q. A non.hs it seened -~ and President c;rtcr trriﬂnd
th severzl <
i

uctetd

s in pudblic = only certaiaz unimportant
be cleared up before sigoing the SALT II

once it looked 2s if all serious hardles hzad
end it wvas a matter of dayc or wecks and SALT II
e signed, yet nothing happened. At the last, minute ths
t Union either made another political move or came up
t¥%\z '‘nev proposel vhich prevented the signing of the
reecent ve zll are so anxious to see concluded.

e s
»

b
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What paliticsl noves do you have in nmind?

leasures of both domestic and foreign pe).’ . Teke tae
activities of the Soviet Union anéd Cuba Ehaﬁ:. or the
political trials goiag on in the Soviet. , not to
spezk of the Ooviets pregeniing prapesal a propesal
while they steccdily expand their nr:cnd\ of ) lear and
conventional wveeponry. For example the thenS5-20
ballistics nmissile vhich substanti ¢ Soviet
threat to militery and civilian targets. I menii his
merely to illustrate one of the ’“‘:2"’\1“' wvhich conflict
with our goals. We are comzitted t h urther reductiom ™’
of nuclear wvezpons, to the strict tation n.. uputtng

2nd nev delivery systems, but wve pln:o:g a. one.

the SALT II talks ere to be :u::‘tﬁ“L -t uueu
pust display the same conzitmen <] .
Froz wvhat you say, you bd.icve ts wvALrica are
also having & broad negative t on t™ SM’.‘I IX talks...?

Yes that is very true. In og¥ opifvan ;'\‘r-duetzon of °
tensions must mot be confined Yw gne“or fub continents. -
Not only Europe, but Africa™eg Vaats vofbenefit from
reduced tensions, end this 4is un stendfible . Present

.Soviet policy im Africs hgk™mpthing fommon with this

noble goal. Whex cax vg{gﬂiet NM agreezent? It

1: very difficult to sivc an ung@uivacn ansver at this
=ext because so0 zuch tQuli h;pﬁu\ {n the interim. In ell

cvca..s one thing is surq,\ve vill nof conclude an agreement

et any .price, ve will wa\t tiemtly until the Soviet Urion

cozes up with 2 proposel W ccp ¥EL¢ to us. Fully avare of

the present stasus vewetions, I vould close the

. question by sly..:/!,ha\v no bopes for a quick solution.

I 2= confident thoLg: vc 'AL\-'
agree=ect if not hefne
future.

eble to wrap up a SALT II
ure then in the distant

I believe that ‘5;4‘-Aq Qur fresders For long yzars pow

the liédle .u.yt)g; cd\.l.i\u& the danger of ceurrontattcn

betveen taoajrr,ttoc'!tq:.é: and the Soviet Union. What do -
1

you tkimk o kis scoré, npv, especially after visitiang Israel
and Zgypt?

I thizk iP™d3'se ar to take such 2 gloomy and
pessinisyipewi eN,_j,,. question since basically the Kiddle
East prqb}'.c:. 2S T bn solved by the countries directly
analv:ﬁ( .-. £ 21l by lIsrsel azéd Egypt, end not by us
and th 7'“-;‘9::. A big step forwverd was nade tovard
setzliT™ke MiZdle Zast problen vhen Sadat recognized he

bolés one ONQQM to it and began discussions with Israel.

‘-
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Unfortunately, Sadat stopped short on the way to achieviag

thiz goal. We arc continuing our efforts tg pmet the talks

pnoving egein between Israel snd Egypt, du o tell the

truth - at vas cm=dhaszized by the talks wi ecin ond

Sacdat -~ 1 _¢o not comnsider tither 2egin or”s T cuitubl

rw ecpeclally DEcaus
S tani i1

- &
ess, and 21l Sadat’ pinned

dovn by his dozeszic worries, anc he S fon 20le
to stanc up Icn; in toe Teéce of his ernal opYmasiyion.
SC TRErE tT—pUTC TUII0R L0 _expect Shifis in perso ities

An TRETUS TOURIIIE: IAVOLIVeS. SAOUM CHEAEEd 8Y TAlS Baturs:
OCCUr, VE YOULC velcone ot the henf esbadth countries

ettle tHELr diiferences. This W
PeSCTITITETIIenent of the Midile

By Teelisvic poeliticians vhonsdglyou h
You've got me there because a he nmomen

to mention a concretec name. ov I put it...
in Ecypt nuybe it could mcy ) ke

You mentioned tkat besical to the United
States to solve the Mical By that do you

imply that the United St the role of a
passive onlaocker? e d

- experienced SRC WEETESET POLLticHeKs eb} ammsepsue & =
reslistic policy and willing g yalld cefully .
s 3 e oL

also heve militery, popitical alfd\eg
the erea so apYy fces we ve for

the interests of the oif PRQEuUciyg)
into corsiderzszie=. V
Taereiore, two 033€sith po T to be more precise gil_
an2 Israel or iz i lobdy, play & large part in the
United States: ) L gnt?

s e
fo
That's exactly :\!7
1

Ane to vhat e

nomic interests in

ettlenent srill _take
countries and Isrsel

he process of settlement helped or
erms .to both sides?

hinder by any neans; in fact

our reason for_sendinc _wenpons

ate & bulance in the region whick

As to hinder;
I mey say
to botk si iz toNngr

vill ascure (e firs ooy
Asie has :!-tt:.tionu.l’ ed an izportant role in U.S.

foreign ypolic¥nis thefpast. Iz that still true today?

Yes, e;"f}m. Xoee’ dJortinues to play an imporsant pert .
4in ousy foreiga - I an thinking first of 21l of Japan
and Q‘:fnl.,m I wvould not want to give the inmpressioxn

I gn’fb?k{:;‘}d.t: the importance of the other countries of
&sxw\qs:- policy in Asiaz. Ve ere comnitted to guaranteeins
that <hl fferec region wvill becone z symdol of the
palicy aof :1l soexistence. That is vhy we zre mazing
serious effor

to settle our relationships with Vietnaxz
either this yeer or early next yeer. Ve must, of course,

rely sasically on Japaz z2nd Chine ia echieving our policy
iz Asia. QOze =z2j)or task in this regiom is to preveat the

»
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HEARD LETTER

A. Content of Forgery--A forged letter froa an Air Force official
acknowledging that the U.S. would render transport assistance

in sending military advisers, light weapons, and equipment from
the People's Republic of China to Zaire, and that additional
weapons could be dispatched to Zaire from VWest Germany and
Britain.

B. Purpose and Use of Forgery--The letter was intended to embar-
rass the U.S. and its NATO allies and to support the Soviet
propaganda allegation that Western "imperialism" is cooperating
with China to supress national liberation movements in Africa.

Unlike prior examples of Soviet forgeries, this one was not
publically released. Rather, it was sent to several Belgian
government officials, perhaps with the hope the fabrication
would be replayed in the media after the Belgian government made
it public. However, this did not happen because the Belgian
governinent immediately was suspicious of the document's origins
and never released the letter. The Belgian government did make
an inquiry into the matter.

C. Date, Place, and Method of Surfacing--The letter was sent
anonvmously 1in late 1978 or early 1979 to selected members of
the Belgian Cabinet. It was not released publically by the
sender.

D. Format of Forgery--A totally fabricated letter on U.S.
Air Force letterhead allegedly sent by Colonel Allen P. Heard,
Chief, Foreign Liailson Division, U.S. Department of the Air
Force, to a Belgian defense attache in Washington, Colonel

Armand Trogquet.
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- DEPARTMEMNT OF THE AIR FORCE
MEADGUANTE I Umi TED UTATES All POMGA
WATHINGTUN, 0.6

1¢ July 1978

Colonel Armand Troquet E
Decfense and Armed Forces Attache
Embassy of Delgium .-
3330 Carficld Street, MN.W.
wWashington, D.C. 20008

Decar Colonel Troguet:

Ferce will render cerstain as
of a limited number of mill
and cguipment, from China
be implemented in accorda
reathed in Peking this yea R
negotiations Letween the gover:

I have been authorized to Ln
pection will &

Zaire and China. ; *®

Furthar contingents of
the same agreement, w
Federal Republic of Co
guarsers Commanmd, USAFY esponsibility for
safeguarding this missiy being carricd out in
congrully with our mustud in this region of
Africa. H

d ecquipment, under
d to Zaire from the
Dritain. "Hagd=-

-t gt P e —— e

MR QI e S < Sy >




U.S. STATE DFPARTMENT TELEGREZM *

A. Content of Forgery--A forged State telegram purporting to
outline U.S. policy toward the Greek-Turkish dispute as favor-
ing Ankara over Athens.

B. Purpose and Use of Forgery--The telegram was intended to
strain U.S.-Greek relations and to undermine NATO. There was
no media replay or government ingquiry connected with the forgery.

C. Date, Place, and Method of Surfacing--A copy of what was
alleged to be a September 1976 State telegram entitled "Greek-
Turkish Dispute in the Aegean" was tabled in the Greek Parlia-
ment in March, 1978.

D. Format of Forgery--The document was described by the State
Department as a " gross alteration" of the original telegram.

* A copy of this forgery is not available.



PRESIDENTIAL SPEECH FORGERY

A. Content of Forgery--In the phony speech, President Carter
allegedly made demeaning references to the Greek government

and reproached Athens for not living up to its responsibilities
in NATO.

B. Purpose and Use of Forgery--The bogus speech was intended
to strain U.S.-Greek relations. The speech was published

by two Athens newspapers, "To Vima" and "Rizospastis" (the
official organ of the Moscow wing of the Greek Communist

Party).

C. Date, Place, and Method of Surfacing--The text of the
speech was mailed anonymously to several Greek publications
in Athens in late December, 1977.

D. Format of Forgery--A low quality reproduction of a bogus
U.S. Information Service press release in the "american
Perspective Series" of a non-existent speech attributed to
President Jimmy Carter. The items contained numerous errors
of style and language usage indicating that English was not
the native language of the author.




O ST v s ey
S g iy
o G

e 2 T,
m;\-\~_.:<—y-‘-:,>;
2

N e

. UNITED STATES

et Fee

T S : o
e e

L
R




AR

9

%

P

.

A

-

LR LT S ATTE L T R AR oy B

119

justly asd succesfully: resolve-issues’ bmunpax.uu,n th\se\z:hm“‘lnk‘
ef HATO, and-to m-thn.ﬂn Mvtm,thvmh-nmgm

x\sm.pg-
'&-«J:‘panfidua
“ uard. withk Eh.. UsS dusmun-@.-

-~

f"’" tbo.i:-'pol_‘mm
zot only-in. case‘of .a d.:ee:
peace.. SThis al:a m.:s.:p'&-em,

S qp&m'tm,‘h-m'.w-'m.u =
o <he situatios dezands tho-petmm weakening . o!-th--unucc. the U.S. and
. other NATO ccuntriss are emcitlad:to require.frem-all members to Aalfin -
their ceomitments even if thbey may nmot seem to bc consonant’ with.the mg.-a 3

: _._,.A:._ Sy
u- are’avare thlt in mm _’-u-s the pcuer of the United States and
NATO has become thc‘ tarzet of unwarranted criticism by several Greek political
lcaders, arnd ccmin ‘wmalks of the population including the younger generation,
I want to re-emphastze thar this criticis is unwarranted and stems frem .
purely individual aod .patiosalist viewpoints. The Greek goverrment as vol.l.
23 the Greek people should rn.uz. thu the pel..u:y of thn Un.i.ud. States,
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. . LUNS LETTER

A. Content of Forgery--A bogus letter from NATO Secretary
General Luns alleging that the Belgian Ministry of Defense

was preparing for the U.S. a list of journalists opposed to

the neutron weapon. The implication was that journalists whose
names appeared on the list could expect to receive official
harrassment of some sort.

B. Purpose and Use of Forgery--The letter was part of the
Sovliet antl-neutron bomb campaign. It also was an effort

to damage the U.S./NATO relationship and discredit the NATO
Secretary General. NATO authorities immediately disclaimed the
letter and publically labeled it a forgery.

In June, 1978, Atlantic News published an article presenting the
NATO position. ~However, the next month the Belgian "De Nieuwe"
published a copy of the forged letter with an accompanying
article but did not mention that the letter had been officially
identified as a forgery. 1In August, the Dutch newspaper "De
Volkskrant" replayed the "De Nieuwe" article.

C. Date, Place, and Method of Surfacing--In early June, 1978,
photocoples Of the letter were sent wilth an anonymous cover
letter to several Belgian newspapers.

D. Format of Forgery--The letter--a total fabrication--was
written on NATO letterhead from Secretary General Luns to U.S.
Ambassador to NATO W. Tapley Bennett, Jr. This forgery bears a
distinct resemblance in many aspects to the forged State Airgram
A-8950 which was circulated two years earlier. 1In particular,
the format of the anonymous cover letter bears a striking
similarity to the one used with the forged Airgram.
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Anonymous Cover Letter
1978 Porgery
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GREEN LETTER

A. Content of Forgery--A letter denying rumors that 80 infant
deaths in Naples, Italy were attributable to chemical and
bacteriological weapons stored at a nearby U.S. military base
and that destruction of oyster beds at Naples was caused by
alleged spillage of chemical and bacteriological substances.

B. Purpose and Use of Forgery--This forged letter was intended
to "confirm" that the U.S. stores chemical and bacteriological
weapons at a base near Naples (it does not), and to create pres-
sure for removal of the base.

The forgery was designed to exploit local concern over the
infant mortalities, which also was being stirred up in handbills
on the same subject that were being distributed anonymously.

Two Italian newspapers--Corriere Della Sera amd Il Messaggero--
carried the forgery in May 1979.

C. Date, Place, and Method of Surfacing--The forged letter was
mailed to several newspapers in Naples in April, 1979. There
was no cover letter.

D. Format of Forgery--A totally fabricated letter on official
U.S. Embassy Rome letterhead with a reproduction of the sig-
nature of the U.S. Defense Attache in Rome, William C. Green.

o
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EMBASSY OF THE
UNITED STATES OF AMERICA

Defense Attache 0ffice .
Rome, Italy

1878

Chief Editor of PRESENZA SOCIALDEMOC CA
Via Maddaleni 6,
80134 Naples

Dear Sir:

I wish to
rumors suggesting the death ©
could be due to chemicals bac
stored at NATC, or rath i es near Naples,
are completely unwarr those rumors hinting
that the containers whi i rad zn December, 1377
held substances danger:i i
harnful. Just as abs
beds at Naples Wzl* iodically destroyed if
the substances spilZ i

gical substances

Italian and fore 1sts :.nvest:.gatmg the  matter

cials believe the present Naplcs .
administratiqri, which incapable of handling the sanita-
tion pmblen is solely and exclusively

responsibly ettable epidemic among the children.
I hope your newspaper will inform the - .

Italian/paRlli ut the matter in line with the above.
Ianm a & g this opportunity to convey my profound
condolences parents cf the dead children.

Sincere;y,

Ld

v

WCG/3jdm WILLIAM'C. GREEN

CaptainJ U.S. Navy
U.S. Defense and Naval Attache



U.S. STATE DEPARTMENT OPERATIONS MEMORANDUM

A. Content of Forgery--U.S. Ambassador to Egypt Hermann F. Eilts
purportedly attacked President Sadat for his lack of leadership,
foresight, and political acuity. A final paragraph alleged that
the CIA Chief of Station in Cairo concurred with Eilts' asses-
sment of Sadat.

B, Purpose and Use of Forgery--The bogus memorandum was intended
to compromise Ambassador Eilts' working relationship with Sadat
and to embarrass the U.S. Government. While there was an in-
quiry by the Egyptian government, the matter received no cover-
age in the press.

C. Date, Place, and Method of Surfacing--Photocopies of this
forgery were mailed to ten Egyptian newspapers and magazines
in June 1977. There was no cover letter.

D. Format of Forgery--The item was on a genuine "Operations
Memorandum" form bearing the forged signature of Ambassador
Eilts. The form itself was filled in, with errors, by the
forger and was classified "TOP SECRET."
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. - .
COPERATIONS MEMORZNDUM
TO: THE DEPARTHMENT OF STATE, WASHIKGTON 28, 1377
FROM: EMBASSY IN CAIRO "

SUBJECT: POLITICAL DEVELOPMENTS IN ECYPT

REF: 4.0.-C-T985=H-TT

r_ With rl.fercnea to my prev
discussed in Washington, I ha atfention to political
Ov the Sadat Goversz- .
Vanuary disturbances.
"As time passes, it become tvo major factors
helped trigger the Jaous first time over a long
the oytocition of kis

aflarge dc;roc.ef'inpotcley.

period, President Sada
sdvisers, and the Cabi

poorly conceived nds )léy. The Covernnent re-
nepotism ig as bad as ever. Se-

Government. The ministers of

shuffle wvas not
rious differenc

y us vhich, some Egyptian frigudl say, is being
the Government. Business leaders in the Government.
neception to enable them to find 'a vay out of
E:: country's

iy s [

lorable economic situation. According to Deputy l
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Price Minister Kaisuni, aid for this year

after
intensive and protracted negotiations, an result of

of Arab

funds can
be ruled out for the time being.

The Government ‘also vas unsucce
budget deficit. Kaisuni believes tb
to drastically raise prices of in:’?\;itl
End consumer gnods. Re claims to l‘:'

%cd.i and Prime Minister Salen

ecr ng the chronic
eflistic vay to do it is-
a ultursl products
egynt of President

they are.afrsid of
uary. '

te on the Geneva
fficulties, arguing it -

discourages investment

political repercussions simila

Conference issuc as & major
kas undercut Egypt's stance
in Egypt.

Despite salary raises, « Gamassi's February tour,

Ele branch of service pos~

7t Gamassi from acting om the
army's demands; consiq is position in the army is being
eroded, and veapon is also suffering. President

n the army outside Cairo is not the

most fortunate resents it as a sign of lack of

confidence.

among all . segments of the );pnlstien.
The fact th politiginnl are resuming their activity,
the Sadat leadership and the incredible economic

Gption all indieate an explosive potential which
ontrol. .

the incomp
aad pelit
zay get out
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this could be an obstacle to our plan for

-

be desired and

in the Middle
East. Close associates of the President are v

of leadership vere described very w
by a friend of Mr. Fe

even more coavinced that:Mr. Sada,
person to put zcross our plan fo
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