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MEMORANDUM FOR: The Honorable 
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SUBJECT: 

Judge William P. Clark, Jr. 
Assistant to the President 

for National Security Affairs 
The White House 

Gilbert A. Robinson 
Acting Director 

Soviet Forgeries Field Manual 

I thought you might be interested in the attached unclas­
sified report on Soviet and Soviet-proxy forgeries of U.S. 
Government documents. It will be distributed to all USICA 
Posts for their use as a reference manual. 

The first sect i on describes characteristics of forgeries 
and general patterns of occurrence. Section two (tabbed) 
is an annex of ten forgery case studies keyed to references 
in the previous text. 

Classified operational guidance to Posts, which accompanies 
the manual, recommends actions both to discourage forgeries 
and to limit their damage to U.S. interests. 

In preparing the report, we received valuable guidance from 
both State and CIA. We think the report wi l l be useful in 
our efforts to combat Soviet active measures. 
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l COMBATTING .SOV.IET.' .l.:QRG,ElUES : ... OPER.ATI ONAL GUIDANCE 

Entire text is confidential. 

The following guidance is designed to accompany the unclas­
sified Research Report entitled "Forgeries of U.S. Documents" 
(R-5-82, February 1982). This paper provides recommendations 
on how to discourage forgeries and to limit their damage to 
U.S. interests. 

W.hat To_ .Do: 

1. .To Help .D,iscourag_e
1 

Forg~_r,i,es 

Posts can take precautions to help prevent the soviets or 
others from acquiring the materials needed to produce credible 
forgeries. 

o Control access to office materials such as official letter­
head, telegram and telex forms, signature and other offic­
ial stamps, and to photocopying of both classified and un­
classified materials. 

o Regulate access to names of Embassy contacts (e.g., the DRS 
list), as well as to such seemingly "routine" documents as 
unclassified memoranda, agendas, personnel rosters, ap­
pointment schedules, and calendars of upcoming · events. 

2. To .... Try . to . . Prevent .A .Forgery, ~.F!'..Om Surfacin_g 

o Programs to educate the local media should become a more 
salient feature of countries' programming activities. For 
example, a presentation might be developed using concrete 
examples of past forgeries to alert media both to the 
circumstances in which they are most likely to surface and 
to their common characteristics. 

If a forgery is suspected, the PAO should take several 
im,iried.,iate steps: 

o Try to delay publication. Tell the journalist that the 
document or information doesn't "feel" right. Attempt 
to specify what is wrong if possible, but in any case, 
ask for time. 

o 00 not point out too many specifics in exposing the doc­
ument. The more tricks of the trade that are exposed, 
the easier it is for the Soviets to improve their efforts 
in the future. It may be necessary to reveal some of the 
indicators on a "background" basis. 

o Try to obtain the original document along with the cover 
letter and wrapping. Settle for a good copy if necessary. 
Do not write on or deface the original documents or copies. 

Classified by: 

0lb W r1J lJ v ~ 
.D:L OAre6j?sj{ CONr10BiTlAL 

John Hughes 
RDS-2 3/02/02 
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0 Talk with the Political Counselor and other appropriate 
Mission personnel. Show them the document; they may have 
something in their files or spot a feature you have missed. 

o Send specifics to Washington. Only limited guidance is 
likely to be available in Mission files. In order to 
circulate information worldwide, USICA and sister agencies 
should receive the exact text of the document and details 
on the source: 
--tag messages PROP and UR at a minimum 
--subject line is to begin: "Soviet (or Soviet Proxy) 

Active Measures: •••• 11 

--messages on active measures, whether prepared by USICA 
or State officers, should be transmitted as State tele-­
grams with USICA as an info addressee and slugged: 
ATTN: PGM/G, EU, PGM/R 

--the forgery itself or a copy together with wrappings 
should be sent to Washington via PARS or addressed to 
INR/INC for transmission to PARS to assure proper 
technical analysis. (Refer to State 335811, 
D'm 191931Z DEC 81, for further instructions.) 

o Closely monitor and report local reaction to the forgery 
and any press coverage, including, if available, infor­
mation on the publication in which the forgery (or a ref­
erence to it) appeared (e.g., if the publication has pas­
sed Soviet disinformation before, and which writer was 
involved). 

3. To Minimize D.amage After A Forgery Surfaces 

It is important to get information to the affected government 
immediately to convince it that a forgery is involved. In some 
cases, Washington can supply professional forgery analysts who 
can make technical presentations in-country. 

Just because a forgery has been exposed as such, however, does 
not mean it is no longer useful. .Good forgeries can be accepted 
at face value--even by sophisticated audiences--long after they 
have been denounced as forgeries, and a forgery can continue to 
re-surface intermittently. For example, Army Field Manual FM 
30-31B ·, which surfaced first in 1975, was used effectively in 
the aftermath of the Moro murder three years later. 

A useful general reference for how to deal with forgeries is 
the February 6 and 19, 1980, testimony before the House Se­
lect Committee on Intelligence which contains an extended 
discussion of the "Forgery Offensive" and other examples of 
forgeries. 

CONF~tff!AL 
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FOR3ERIES 

Introducti.on 

This report is on forgeries of u.s. documents. Most such 
forgeries are done by the Soviets, and some by the East 
Germans and the Czechoslovaks -- those espionage services 
with the technical capability. 

During 1945-1975, roughly three to four forgeries were det­
ected each year. Since 1976, the number of known forgeries 
has doubled • 

A single · forgery may be used many times, many places. The 
most frequently used forgery to date (see the U.S. Army Field 
Manual FM 30-31B, Tab A) surfaced in some 20 countries since 
1975~ 

Many problems can be caused by even a single appearance in 
one country. Moreover, a good forgery seldom is discredited 
in a single effort. It can surface in various forms around 
the world during its life and be replayed endlessly in the 
press. 

Characteristics Of Forgeries 

Anything can be forged. Sovi-et forgeries have j_ncluded 
entire issues of Newsweek magazine, complete u.s. Army field . 
manuals ., rnaps, classified cables, personal letters, and mail­
grams. No document is above suspicion simply because of its 
form. 

Forgeries contain false, misleading, or incomplete informa­
tion. They may be: 

0 

0 

complete fabrications--such as the entire Army Field 
Manual ("Stability Operations--Intelligence", FM 30-31B, 
Tab. A), which was used to allege a strategy of u.s. 
subversive activities, including that the u.s. was linked 
to the kidnapping and murder of Aldo Moro. 

altered versions of genuine documents and official forms­
such as the forged "State Airgram A-8950" in .Tab B which 
purported to show that the u.s. government was bribing 
foreign officials • 

.. ___ ,, __ - - -
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o composites of several documents--some genuine and .others 
altered or fabricated-...:as in the recent "Holocaust Again 
for Europe" document (Tab. C) which supposedly revealed 
U.S. plans on the use of nuclear weapons in Europe. 

Since 1976, Soviet forgeries have been used in support of 
the following propaganda themes: (1) U.S. subversion act­
ivities, e.g., 11.rmy Field Manual FM 30-31B (Tab A); (2) U.S. 
relations with its NATO Allies, with particular emphasis on 
Greek-Turkish relations, illustrated by a forged State Dep­
art-nent telegram (Tab F) and the text of a phony Presidential 
speech (Tab G); and (3) the Middle East peace process, with 
emphasis on Sadat, e.g., forged State documents "signed" by 
the U.S. &-nbassador to ·Egypt (Tab J). 

These forgeries seem to have two general aims. The first is 
to show U.S. meddling in other countries' internal affairs. 
This is usually attempted with forgeries of general-purpose 
documents ( such as Field Manual FM 30-31B) that can be used 
again and again in different contexts to substantiate claims 
of U.S. interference. 

The second aim of a forgery is to create personal enmity 
between U.S. and foreign leaders, as was the case with a 
forged text of an interview with then-Vice President Mondale 
( Tab. D) in which he allegedly disparaged Begin and Sadat. 

Forgeries try to warp the decision process in target coun­
tries by misleading governi-nent leaders and opinion-makers. 
Such forgeries are not always publicly released. A forged 
letter in which a U.S. Air Force colonel allegedly confirmed 
that the U.S. colluded with NATO Allies and China to supply 
weapons to Zaire is a case in point (Tab E). The letter was 
handed quietly to members of the Belgian Cabinet, probably to 
encourage them to re-think their NATO ties. 

Forgeries are also used to influence public opinion in 
target countries, usually by being planted in the domestic 
media. An example is the "Holocaust" document (Tab C). 

Ca.n Forgeries. Be Anticipated? 

The Soviets can move very quickly to exploit an opportunity. 
While most major forgeries require months of intensive ef­
fort, a recent forgery (a State Department classified cable) 
took only two weeks to produce. 
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While the Soviets seize specific targets of opportunity, 
forgeries do not appear randomly. Forgeries occur most often: 

o In periods of increased u.s.-soviet tensions. Active 
measures are a major element of Soviet foreign policy 
whatever the state of u.s.-soviet relations. Forgeries, 
however, are a barometer of u.s.-soviet relations. During 
the height of detente in the early 70s, there were very few 
Soviet forgeries. The pace ·quickened after 1976 when 
tensions between the superpowers increased. 

o .intense anti-U. S. pro a and a campai ns. Forgeries 
are use to substantiate maJor themes of Soviet 

propaganda offensives. The "Heard letter" ( Tab E) 
supported propaganda charges that China was Joining NATO 
in a collusion of imperialists and Maoists against Third 
World liberation movements. Forgeries of a Presidential 
speech (Tab G) and of a State Department telegram (Tab F) 
sought to create strains within NATO. 

o After major international events--e .g., summit meetings or 
acts of terrorism in NATO countries. The forged U.S. Army 
field manual (FM 30-31B, "Stability Operations--Intellig­
ence,Tap A) which first surfaced in 1975, was used, in 
conj unction with a major Soviet propaganda offensive, to 
support the Soviet claim that -the U.S. was linked to 
the Red Brigades' 1978 murder of Aldo Moro. 

o After Western press and government criticism of the Soviet 
bloc--e. g. , Western comment on a link between the Moro .'<.id­
nappers and the Soviet bloc. 

o - ublicized incidents embarrassin to the U.S. 
An examp e is Airgram A-8950' (Ta B) w 1c sought to 
exploit the damage already done to the U.S. image by 
revelations of the bribery practices of u.s. businesses 
abroad. 

Detect.in,g . Forgeries 

Forgeries of USG documents and communiques often are authen­
tic-looking, particularly if there is ample time to prepare 
them. The Soviets have become so proficient that even experts 
sometimes have difficulty detecting forgeries by technical 
criteria or format alone. An example of an authentic-looking 
forgery is on the next page. 

Only a very close examination of this forgery reveals several 
minor, but telling, discrepancies: (A) improper expiration date; 
(B) an incorrect country code for the Netherlands; (C} a 
req~ired paragraph classification symbol missing; and (D} the 
use of outdated downgrading instructions. 
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For the PAO, the most useful advice is: Get Help! Do not 
attempt to prove forgeries on your own. 

In detecting forgeries, knowledge of U.S. policy is indis­
pensable. Very often a document may intuitively not "feel" 
right or, more importantly, be at variance with U.S. policy. 
In either case, the PAO should turn immediately to appropri­
ate people in the Mission for assistance. 

Forgeries may contain several types of errors that experi­
enced officers can detect. Obvious format errors such as 
an improper action office (e.g., Personnel being asked to 
deal with a matter more appropriately handled by the Desk), 
technical errors (e.g., wrong typeface), poor grammar., or 
inappropriate clas~ification may be clues. 

Also, forgerie.s often contain statements tha~ the USG simply 
does not make. For example, a forged classified cable stated 
that the U.S. might "force" NATO Allies to accept the U.S. 
position on an issue; or a forged interview with the Vice 
President that had him saying that neither Begin nor Sadat 
were suitable to the task of achieving peace in the Middle 
East (Tab D). 

Some patterns have been observed that may help in exposing 
forgeries: 

_ __ --··--·· - -O . Use -0f security -classifications. Because classified 
documents attract more attention than unclassified ones, 
most forgeries will bear a classification. On occasion, 
an bnproper classification is used, for example, a TOP 
SECRET classification given to the forged U.S. Army Field 
Manual (Tab A). In some cases, when the forgery is to be 
passed oft as private correspondence between high-ranking 
officials, their status serves the same purpose as classi­
fication. 

o use of official letterheads. Soviet-bloc countries make 
great efforts to collect U.S. forms, letters, official 
signatures, and the like as models for their forgeries. 
And they use real, not fictitious, names of officials and 
organizations. Their efforts are not limited only to USG 
forms or letters. In one instance, the letterhead of the 
NATO Secretary General was used for a forged letter to the 
U.S. Ambassador to NATO (Tab H). 

Montage techniques in which parts of different documents 
are combined to form a single document, as well as the use 
of original forms, are common. 
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o Use of photocopies, not originals. The photocopy machine 
has replaced photographic forgeries. Photocopying permits 
"cutting and pasting," so that facsimile signatures can be 
printed and multiple copies made. Use of photocopies pre­
vents technical examination of the original. Documents 
often are not in sharp focus or full size. 

o use of cover letters. Cover letters are often used to 
transmit forgeries to target groups or ind iv id ual--e. g. , 
government officials, newspaper editors. The letter is 
usually anonymous--the writer excusing the absence of 
a signature by claiming fear for his life or position. 

The letter explains why the recipient is getting the 
document and usually characterizes the content of the 
forgery. For example, in the case of the forged U.S. 
Army Field Manual FM 30-31B (Tab A), the cover letter was 
supposedly seJ]t from an .American who opposed "U.S. mil­
itary involvement in matters beyond the scope of reason­
able American interest." Another forged document was dis­
tributed because, the writer of the cover letter said, 
the document contained information that constituted a 
U.S. plot in th~ Middle East. 

o .Use of logical scenarios. Rather than fanciful plots or 
coups, Soviet forgeries tend to be more general concerns 
that can exacerbate negative feelings about the U.S. «nd 
its intentions. Vague charges about spying by the Peace 
Corps, anti-host gover~nent intrigue by the u.s., or anti­
host country attitudes by key officials are easy to bel­
ieve and d if f icul t to <1 is prove. 

Allegations that can be easily checked are almost never 
made. Forgeries usually capitalize on perceived local 
prejudices and anti-u.s. feelings, and tend therefore to 
be believable. A recent exa.'tlple is the "Green Letter" 
(Tab I) formally denying that the deaths of 80 infants 
in Italy were due to chemical and bacteriological weapons 
stored on a U.S. military base (in fact, no such weapons 
are stored on the base). 

o use of documents given gratis. soviet forgeries are 
usually sent oy mail with no request for payment. Some­
times ( as in the forged field manual FM 30-3lB, Tab A) the 
document is posted in a public place where it can be 
discovered. There is no direct link between the person 
offering the document and the recipient, nor any chance to 
ask questions. The forgery is offered, often to 
journalists, by "idealists" concerned about nefarious 
activities of the U.S. 
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o _Designed for media replay. An objective of many forgeries 
is to get enough r~play of the issue so that the original 
sour.ce becomes obscured and the lie acquires a life of its 
own. Press stories in a second country quoting a media 
source in the country in which the forgery surfaced can be 
picked up and replayed indefinitely, giving new impetus to 
the disin.formation operation. The forgery of field manual 
FM 30-31B is per.haps the best example. Since 1978, th.e 
manual and/or articles concerning it have appeared in the 
world press in more than 20 countries. 

In summary, the Soviet "formula" is low-key and authentic­
look±ngr signatures of known officials, real organizations, 
actual l .e.ttei::heads and government forms, classified or per­
sonal communiques, real symbols and identifiers, realistic 
format and physical appearance, logical (not fanciful) plots, 
and unsensational exploitation of existing strains, prejudices, 

· and hostilities. Rarely is anything "new" manufactured. 
Typically, the forgery accentuates and exacerbates what .is al­
ready present • 

• 



U .• S. _ ARMY FIELD MANUAL FM 30-31B 

A. Content of Forgery--A U.S. Army Field Manual purporting to 
give guidance to Army intelligence regarding interference in 
host country affairs, subversion of host country officials and 
military officers. Asserts that the U.S. envisions "the use of 
extreme leftist organizations to safeguard the interests of the 
United States in friendly nations where communists appear close 
to entering the government." 

B. .Purpose and use of F'orgery--To raise host country suspicions 
of American military presence, thus reducing U.S. foreign mil­
itary presence abroad. Also used to show that CIA plays similar 
role to military intelligence. 

The most widely replayed Soviet forgery, FM 30-31B has surfac 
surfaced in over 20 .countries since 1978. Soviet propagand­
ists have _ exploited this forgery: 

o to link the U.S. to various terrorist groups , e.g., 
1978 kidnapping and murder of Italian Christian Demo­
cratic leader Aldo Moro by the Red Brigades and the 
Red Brigade kidnapping of U.S. Army General James Dozier. 

o to contribute to. the Soviet anti-nuclear campaign. 

- --- -- Seve-ra±- foreign govermnents have made inquiries concerning 
the document since it first surfaced. 

C. Da.te, Place, and L1ethod of Surfacing--The first mention of 
Army Field ~1anual FM 30-3 l ( which actually exists) was contained 
in a Turkish newspaper "Baris" in March, 1975. The newspaper did 
not reprint a facsimile of the document. In September of the 
next year a photocopy of the forged FM 30-31B was left on the 
bulletin board of the Embassy of the Phillippines in Bangkok, 
Thailand, with a cover note from an anonymous "concerned ci tzen" 
addressed to President Marcos. 

This surfacing attracted little attention. However, the forgery 
reappeared in 1978 when it was reprinted in two Spanish pub-
1 ications--" El Pais" ( 18 September) and "El Triunfo" ( 23 Sep­
tember)--due to efforts of a Spanish communist and a Cuban 
intelligence officer. 

Since then, the manual and/or articles concerning it have 
appeared in the press of more tha n 2 0 coun tries. I ts great­
est impact came from replays in the Netherlands, Greece, Italy, 
and Porgugal in 1978. The forged manual also surfaced in 
Mozambigue in 1978 and the United States in 1979. 

D •. Format of Forgery--A rather fuzzy photocopy of a forged, 
typewritten document purporting to be U.S. Army Field Manual 
30-31B, "Stability Operations--Intelligence," bearing the forged 
signa.ture of then Army Chief of Staff General William 
Westmorland. Document is stamped "TOP SECRET." Note: Genuine 
field manuals FM 30-31 and FM 30-31A exist, but FM 30-31B is a 
total fabrication. 
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U.S. STATE DEPARTMENT AIRGRAM A-8950 

A. Content of Forgery--A U.S. State Department airgram 
instructing recipients to collect information on ways to 
bribe European officials and to develop other covert means 
by which to damage or eliminate foreign trade competition. 

B. Purpos~ and Use of Forgery--The document evidently was 
intended to exploit damage already done to the U.S. image 
following revelations that U.S. companies operating abroad 
had engaged in bribery of foreign government officials. 
The cover letter also contained the message that the CIA 
was linked to State Department operations abroad, with 
a particular emphasis on U.S. aliies in NATO. 

The "London Sunday Times" picked up the allegations and 
published a story in November 1976 that identified the 
charges as being based on a forgery. In a technique often 
used by the Soviet Union, the TASS news agency reported the 
"Times" article, but omitted any mention of the bogus nature 
of the airgram, thus extracting additional mileage from the 
forgery. 

C. Date, Place, and Method of Surfacin --The forged airgram 
was sent w1 th a cover etter ( 1n French) by one "Robert Pont"'' 
( f icti t-ious) _ to NATO Secretary Gene.ral__J_oseph Luns and several 
West European governments in late 1976 • 

• 
D. Format of Forgery--The bogus document was an altered 
version of a genuine State Department airgram (A-8950) dated 
3 December 1974. The valid airgram was simply a statement of 
economic, financial, and commercial information requirements 
worldwide for FY 1975. 

This forgery is considered by the ·u. S. to have been a success 
despite the numerous discrepancies in the document. These 
included: the signature of a ficticious person on the cover 
letter; use of titles such as "President," "Chancellor," and 
"Prime Minister" which were not capitalized; use of slash 
marks instead of parentheses to offset phrases; and employ­
ment of photocopies of the forgery which were dim and minimally 
legible. 



.. 
~: ~- =--.: . 
~: 

., 

:.110 

Hon:.l.:ur le Sec::,~t~:,, 

3e :.ui:. 

cioc:u.,:,::. t de· 

1'1 

ct 

~4prds•~~~t.s ~ 

princ:i?,1le:a::.t 

· • I 
t!.qucr l'«S?~o::=qc : I 

i:tat::: ~ni::, =:;!>:_i j 
de l ' OT~'I • 

avec 

la 
c:e 

cc. ~lo:-.;.;:.·-~:. 

per tc: ·A la coi\::.~1::,::.::.cr. 

-..:::~1•1·•'0TA.."i ·_et cic -:,cu; cle=.::c:: ;c. 
?ll:S ~qo::ic.~a ~ve=~ 

ts tlnis en exic;ea:.t · eu • ll c:e3,sc 

,~;;.,;.:;;,,•6valtan~•s e~ver~\~.;:~t:A~-c.::!.~ 
en ii\i::e tai:~s c• ~=nt ~ lz. . . ~~ . 

nas. persa:m&lltis !::any~ses et 
de l'A'lllilnce,Atlant~quc. 

agrlior, Mo:isicw: le Sec:1:olt~re1 
4111ltiac:ib ci:; t:l.nCJllfa-

I 
I 
I 

I 
ii 
! 
! 

!l 
q 
~-. 

:l1l 



f' 
i 
I 
I 
I 

i 

., 
l 

-~-----~-=-------:-----------
r: II I' Y 

C H ll A S S Y 

Oi TllC u::ITCD STATC:; 0!' ,.11cuc;. 

AI!\CllAl~ 

-1!,,ndl.in,:: 

I' A r. I ·s 

TO: A!.!. 1.tU:AICA I\ !JI?t.OHATIC 

us~c B~USS~!.S, US~ATO 3~U 

USI!.CA _vua::u .• USUl<I_l)O 

, ac:{ : !>e:;:,~rt=en.: o: State 

::.c.s:i: co:; 
,' ACS: CCR!? XX 

;~c. : FY ~97S"Coord.in~t•d 

and. CoA~•riccl Intellig 

Washlncton ~conocic 

P.~r: De:;:,crtcant 

tcoao::U.c. r1n&~c;..c.i. 
Wor!°d.vi4e ' of the 

1:arcb. l.97.3 
. ·: ~ .. \ ~~ 
••ri••• 

~'\ 

for eco:Lo::li.c 

,aterai:,eci by 

n·c• ther:i. Th••• inter•~ts .and. s=ateci•• 

rtanc .. resulting from ~h• chaniad. ;:,lee• 

-=--~-non7 in 'ths world.. US econor:iid intelli:•ncc 

: :, v: 
7!':J. rc~u/ •". ::?:ot.r.:c: 
1~~~s: c!~/o~~ &.~nxsT 

1110 R.S!.U:CTC:: 

around ~h• ao~1vat1ana ..&u4 •••••:~•n~: o~ 

in th• intentions, pl.ans, and capahiliti•• o~ 
untries in the eco:Lor:iic field.. 

CClir:tDEIITI/,L 

Dri1itinr, ,l .. ,tr. : . r t,nn\! ::o : 
11/2 ~/iq l.13-5511 
CII/SA: it.COLD 
t~/OCA/RC?:UtaT~OC 
Ell/ OCA: ,; • !i. Lt. KAS 

·c~nccnt: ~n d ~lc:: ~i ~:. 
ca-cion ~~=-0•1--:ci b:;: 
CD/CUA: J.~IL!.C~ 
St~ LAST ?AC~ rv~ =z~ 
HCMnt~ CLi:,\:l.t,:c.::; 



,.:, 
·•·: 
~­
·~ 

' .tt 

-~ 

.r! 

105 

..... :, ~•. ·· 
ca:::·10,;:rr u,, 

!f\ i'·•u~t i c\lJ...lr, 

c!c:iu::;tic: .:lllc!. in-:cr:..:l-;i::..J.l ccor.,') 

c~c ·likely to :u~~or~ o:, c:o3!lict 

,pol.ici~• onu pro:r.-,,=s. The ~o• 
oxtcnt thot it illuain.:ltc: th.i~•~!!!!!!'l!~l!a 

h~: bec'n 

T.conomic 

attc:- .-,, poll. 

The .:ALs .:l:'C 

l:.tc:fl.ir;enc:c 

c!.otcil.~c! ":~~c~ 

wo~lt :»y -:!le 

-•Pl!'""ll~,porcL~h · G~td:;.• 

iibol.!.::i.nC:..) 

:-,,o~ic co:.:u:d. ty. Tliey ·•rc d. 

execu-:iv• •r;•:.t o! tbe Coaoin 

the entire ~•~hin:ton 

he ?ep&r-C:•Dt &S 

r'C'i.nc Pror-aa (Ci:ltl.'). 

(no.v on -a fi.acAl. yoa:­
p:-ovicl.acl. aubsaquentl.y by 

for &J.l. qfficara ch.Ari:•~ vit~ 

.,.illoo_.Q~r•ct~y on-tho uroac!. econo:ic/ 

Tb• curr•nt upcl.&te 

b&sis) pl.aces . in cont•~• 
tha tc:onoai~ ·Alert Li:ts~& 

forth bo~ov ~rc to a ~~ryin: 

catiaul.ar poc.ts-:\Thoy aro the 

th• Key lnteUi:once Qu••tions 
o Director ot Cantr4l. tn1~iu:cnca~ 

to .-,,ncl. to cupport tho follovi.nc 

i1;1tel.li:encc· co-unity: vr:-ovic!o ,. 

ensive intora&tion and. •••e••••ats 
policy cl.ac£.aioua and. _ 

,:i-;h 

-:occarnac! 

fonaul.&tecl.. 'it vUJ. J»e a.ot•cl.• ~ -coa.at:.J.t&'ti.::·; 

officer• of the principal. upaot=aa.ts -Aa.cl. --:;i-::i.•• 
aconoaic relations. '\. 

-2-. 
COXi"lDEXTlAL 

't 



.U.S. WAR PLANS 

A. Content of Forgery--A series of documents purporting to 
present u.s. war plans for Europe, including the listing of 
nuclear targets. 

B.. Purpose .and use of Forg_ery--This fabrication is designed 
to expl oit European concern about nuclear weapons by claiming, 
among other things, that the U.S. would use such weapons against 
the territory of its NATO Allies. A series of surfacings since 
summer 1980 suggests that the docwnents are being used in the 
Soviet effort to encourage West European opposition to NATO 
nuclear force moaernization. 

The introduction to the war plans declares that the documents 
show that "U.S. thinking is still dominated by preparation 
for war ••. " It also alleges that the U.S. will sacrifice West­
ern Europe to nuclear war in order to save itself. 

C •. Date, Place, and Method of. Surfacing--This collection is 
one of t he most extensively used Soviet documentary fabri­
cations. The documents first appeared in 1967 in a Norwegian 
magazine called Orientering. From 1967 to 1971, some or all of 
the documents were sent to numerous newspapers and magazines in 
at least ten West European countries. 

The documents have started to surface again _over _ the. last_ two ··-. 
years, beginning in London in June 1980, about the time the 
British government announced its decision on GLCM basing sites. 
The documents surfaced in 1981 in the Netherlands, Norway, 

- -Belgium, Malta, Greece, Britain, and ·France. 

In each recent surfacing, the documents were mailed as a pamphlet 
(published in Britain) to a recipient from the London area. No 
return address was provided. 

D.. Format of Fo_rger:y--The collection consists of fabricated 
or altered U.S. war plans dating from the early 1960s that the 
U.S. considers to be outdated. At least some of these documents 
were passed to the Soviet Union by Sgt. Robert Lee Johnson, who 
in 1965 was convicted of espionage and sentenced to 25 years in 
prison. 

The documents now surface usually as a pamphlet entitled "Top 
Secret Documents on U.S. Forces Headquarters in Europe, Holocaust 
Again for Europe." The pamphlet bears the notation that it is 
"Information Books No. 1," suggesting that other fabrications 
of this type may be forthcoming. 
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MONDALE INTERVIEW 

A. Content of Forgerv--A bogus interview with then Vice 
President Mondale quoting him as saying that he did not consider 
either Prime Minister Begin 'of Israel or President Sadat of 
Egypt as suitable to the task of conducting the Camp David 
negotiations for a Middle East peace settlement. The Vice 
President also was quoted as saying that "everyone knows" 
Begin has a terminal illness. and that President Sadat cannot 
govern Egypt. 

B. Purpose and use of .Forgery--The bogus interview was intended 
to compromise tne Middle East peace process and embarrass the 
U.S. Administration in the eyes of the Israeli and Egyptian 
leaders. There was no media replay of the "speech." 

C. Date, Place, and Method of Surfacing--In July 1978 xerox 
copies of a forged U.S. Embassy Paris press release were mailed 
anonymously to newspaper and news service correspondents in Paris. 

D. Format of Forgery--The forgery purported to be an interview 
with Vice President Mondale by one Karl Douglas, who turned out 
to be a fictitious person. From a technical standpoint, the 
forgery left much to be desired, containing misspellings, typo­
graphical errors and grammatical constructions unlikely to be 
used by the Vice President or any other educated American. 
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Vhc.t. politicll.l. novea 4o you h&ve in n1n4? 
):ca.:,u:-es or both 4o,.est1c: An4 ro:-eicn poltt. 'ru.e tile 
a.c:tivitios or tho Soviet Union &nd Cuba.~-ha.b~. o:- the 
pol i t.icc.l tri11.ls 1oi:1c on in the SoYiat, • not to 
•P•"-'< ot tile Go,•ieta Jl:-eaent1ns' prapoa,.J. & ~ ~roposll.l. 
~hi l• they staAdil y expa.n4 their a.rson1\ o r \~lc:A:- an4 
c:onvent~on&l vecpon:-y . for •x=plc: t ' rrTr"'t~.....ZJ!,:.20 
ba.llistic:• ,.issile Vhic:h subcta.nti&J..lJ•~•ft'"l!'lt'l'I.-=. iliisoviet 
th:-ec.t to :ilit&ry &lld c:ivili&ll t&:-;• s. l ... nt.1 . his 
narely to illustrate one or the na.ny..1Jl..i,.1a vhich con!li~ 
vith our go&ls . -ea.re co=1tte4 t~he"(urther re4uc:t1on , . 
or nuclear va&pons. to the strict,f~:!,i,~!.,o,t' upu.tin1 
and nav 4alivary s;staaa, but v•t.!=notl~&~one. It 
the S~L'r _Il t&lks a.re to be sue:~ •~...,~~•t Uzu.on 
:ust displ&y the sa.:• co=itnen~ 
f:-on vh&t you s&y, you believe~• e~s 11""/Atrica. a.re 
&lso h&vin; ~ bro&4 oe1&tiv• trt on Q~'r II t&.1.u ••• t 

le• that is ver; tro.e. lo o#.,_opsih:- ~eduction or 
tensions :ust not be cont1n•4~°zy!Jor·#~- continents. 
Not only Europe, but J.tric&~ ~~~ Y'!"'beoetit troa 
reduced tensions, end this i s unh.i:.,stea\V.bl■• l'J'esent 

, Soviet pol.icy in J...'":'ic:& h,l,'-ti1thins'"t,c /oBaon vitli this 
noble goa.l. . Vbe: ca.n ve,l~ct ~~I a.;ree:ent? It 
1a T■:-r dit1'1c:ult to c i r( an un~';._1vo~a.l. a.nsver •:t this 
co::~t bec&use so :ucl:,, ~~le!. ha.p;!'ei\_ ',':\ the 1.nteric. In all 
even-:s one thin; is su:,, ve vill rt0i conclu4a an &;reecent 
&t any .price , ve nll va~i _ -:ie~~i until the Soviet Ur.ion 
c:o::iu l!p "'1t h L pro;,osLl 'l.c;,.cep-.;ft:i,,/ to us. l'ully avare ot 
the preser.t status~ d~or.s, l vould close the 
question by say:!.i./!;~e.t,o l:,,o es tor a. quick solution. 
I c, con!id.ent ~i~i:._ v, I.· · &'ble to vrap up & SI.L'r II 
&gree:ec.t it not~the'n• ure tben in the 41at&at 
tuture. . 

. . 
I believe tb.&t ~ ~urpe&4er:. For long ~:&rs cov 
tl:,,e 1-!id&U• :t&,C..,.M>. c:~si\.a the 4anger or conrrontat1on 
'betveen tlu. Yf tad~~ a°iid the Soviet Union. 'llila.t· 4o • 
~:~ i!;;~

1
o \\1s scorf\a:)n;pv, espe~i&lly &tter v1s1t1n1 Xsr&el 

! th!=k 1~\ .. ~ ... to t&lte GUCh · .. ~looa,-' 
0

&:n4 
pess!:is"t-,~ie',,.,,a~ ques~ion since 'bnsic&ll; tl:,,e ~iUle 
E&•t p~=re=~~ be •oive ~ ~~ t ~• oountr~•• 4~r•ct1y 
involv ( _~!i=,~~t &l~ by lsra•l &:C ~o,,t. an4 not~• us 
and th S~V.,Union. J. 'b!g step rorvar4 vas ca4e tov~d 
set-:liii~e ru~le :::a.st problec. vhen S&4&t reco;:nise4 he 
!:,,olds one o-~~rys _to_ it a.n4 'beg&n 4i■cu■aions' .vitb. ~•r&el.. 
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Untort.1Ln11.t.ely. Sacl.a.t :topped short on the VAY ~o 11.c~icTioc 
t.hi::; GOAl,. lie a.re contin"inc ollr er tort::; .ij~ct the t.:.1.1:.:: 
oovin; a.ca.in betvQcn Israel and E:ypt. bll o tell t.hc · 
trll~h - ai: va.s e::,h11.:i:c<l by 1.he tll.llr.c ,:i · e:in 11.nci 
s~~A~ - l ~o not eon:1dcr ci~hor 2cc1n ors ~ au!~~~l• 
ro:- the tiSk,. e::peci~~ y 1:c::u,.•c • c · nc .o-.. ~ 
h;s; · •--inLi ill~ess, and &11 SAdat• s ,1nn•~ 
4o~~ by his do:es~•c vorries, &nA he ~ole 
~o s~Ln, up ion, •n t~e t~ot his 

•· 

United 
cl.o 3"0ll 

ot a. 
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HEARD LETTER 

A. __ __ Content of Forgery--A forged letter r: ~:) :n an Air Force official 
acknowledging that the U.S. wo11lri render transport assistance 
in sending military advisers, light weapons, and equipment from 
the People's Republic of China to Zaire, and that adtlil:i.onal 
weapons could be dispatch-ea to Zaire from V7est Germany and 
Britain. 

B. Purpose and ~s_e of Forgery--The letter was intended to embar­
rass the U.S. and its NATO allies and to support the Soviet 
propaganda allegation that Western II imperialism" is cooperating 
with China to supress national liberation movements in Africa. 

Unlike prior examples of Soviet forgeries, this one was not 
publically released. Rather, it was sent to several Belgian 
government officials, perhaps with the hope the fabrication 
would be replayed in the media after the Belgian government made 
it public. However, this did not happen because the Belgian 
government immediately was suspicious of the document's origins 
and never released the letter. The Belgian government did make 
an inquiry into the matter. 

C. Date, Place, and Method of Surfacing--The letter was sent 
dnonyr.tously in late 1978 or early 1979 to selected members of 
the Belgian Cabinet. It was not released publically by the 
sender. 

D. Format of Forgery--A totally fabricated letter on U.S . 
Air Force letterhead allegedly sent by Colonel Allen P. Heard, 
Chief, For~i':3?1 r.,iaison Division, U.S. Department of the Air 
Force, to a Belgian defense attache in Washington, Colonel 
Armand Troquet. 
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DEPARTMErrr Or THE AIR FORCE: 
lrCAO~NTIIC•••• U-IT[c;, ti.TATU At",~ 

WAa-•HG"""-D•~ 

Colonel ~raAnd Troquet 
Dctcn~e And A=cd Forces Att.icha. 
Ec:!>.:issy o! Dcl91un, 
ll30 <:.irUetld S!;reet, :1.w. 
~&Slu.ngton, D.C. 20008 

De= Colonel Troqact: 

I hAVC been Authorized to 1n! 
Fcrcc will . render certA1n AS 

o! .:i l.1.J:11tcd numbc:- o! 1:1111 
ar.~ CG~ip:e~t, !roe Ch!na 
be i~?lc:::cn;cd in Accor~ 
reAChed in P•~ing -th.1s ye.:. 
nc~ot1At1ons between the ove:-n::1 

Fu:-tl:cr cont1n9cats o! 
~h~ ~~c a?recDcnc. w 
Fc~~=~l Rcpu~lic o! C 
quA:;c:~ Co::io=d., us;~­
~~!~~~~r~ln? th1s :u~~ n, 
co~~ru1~y w!th our ~u~~ 

,.,,...,LSo.....,,d cl')il1p:,ant~ undttr 
ch d to 1A1rc frOl:l the 

A!ric:A. 

Dr1tA1n. • Hti.M- . 
cspon~lbility for 
being cArr1cd out ion. 
in this ra9ion o! 
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U.S. STATE DP.l?ARTMENT TELEG'R1'.M * 

A. Content of Forgery--A forged State telegram purporting to 
outline U.S. policy toward the Greek-Turkish dispute as favor­
ing Ankara over Athens. 

B. Purpose and Use .of Forqery--The telegram was intended to 
strain U.S.-Greek relations and to undermine NATO. There was 
no media replay or government inquiry connected with the forgery. 

C.. Date, Plac.e, . ana Method of. Sur_facin --A copy of what was 
a leged to be a September .1976 .State te egram entitled "Greek­
Turkish Dispute in the Aegean" was tabl-ed in the Greek Parlia­
ment in March, 1978. 

D. Format of rorgerv--The document was described by the State 
Department as a II gross alteration" of the original telegram. 

* A copy of this forgery is not available. 



PRESIDENTIAL SPEECH FORGERY 

A. Content of Forgerx--In the phony speech, President Carter 
allegedly made demeaning references to the Greek goverrunent 
and reproached Athens for not living up to its responsibilities 
in NATO. 

B. Purp_ose and q_~_~_ . ..£.f Forgery--The bogus speech was intended 
to strain u.s.-Greek relations. The speech was published 
.by two Athens newspapers, "To Virna" and "Ri zospastis" ( the 
official organ of the Moscow wing of the Greek Communist 
Party). 

C. Date, · Place, _and Method of Surfacing--The text of. the 
speech was mailed anonymously to several Greek publications 
in Athens in late December, 1977. 

D. Format of Forgery--A low quality reproduction of a bogus 
U.S. Information Service press release in the "American 
Perspective Series" of a non-existent speech attributed to 
President Jimmy Carter. The items contained numerous errors 
of style and language usage indicating that English was not 
the native language of the author. 





I,\\ 





.. 

LUNS LETTER 

A. Content of Forgery--A bogus letter from NATO Secretary 
General Luns alleging that the Belgian Ministry of Defense 
was preparing for the U.S. a list of journalists opposed to 
the neutron weapon. The implication was that journalists whose 
names appeared on the list could expect to receive official 
harrassment of some sort. 

B. Purpose and use of Forgery~-The letter was part of the 
Soviet anti-neutron bomb campaign. It also was an effort 
to damage the u.S./NATO relationship and discredit the NATO 
Secretary General. NATO authorities immediately disclaimed the 
letter and publically labeled it a forgery·. 

In June, 1978, Atlantic News published an article presenting the 
NATO position. However, the next month the Belgian "De Nieuwe" 
published a copy of the forged letter with an accompanying 
article but did not mention that the letter had been officially 
iaentified as a forgery. In 1-_ugust, the Dutch newspaper "De 
Volkskrant" replayed the "De Nieuwe" article. 

C. Date, Place, and Method of Surfacing--In early June, 1978, 
photocopies of the letter were sent with an anonymous cover 
letter to several Belgian newspapers. 

D. Format of Forgery--The letter--a total . fabrication--was 
written on NATO letterhead from Secretary General Luns to U.S. 
Ambassador to NATO w. Tapley Bennett, Jr. This forgery bears a 
distinct resemblance in many aspects to the forged State Airgram 
A-8950 which was circulated two years earlier. In particular, 
the format of the anonymous cover letter bears a striking 
similarity to the one used with the forged Airgram. 
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Hcssie~s, 

?•ioi, jcl ~is u::,. lectcu:­
et l' est~c ~\\C je vow. 

jc•.!.:""~11~~en pou..~ lour cc:-.sc~3. 
la sauv~s;;o?:ll.o d.o la pa-f•r d.:.i: 

bcses 
-;io::. c!.e 
E~ te.nt 
la hcnt:e ! 
M. 

Anonymous Cover Letter 
1978 Porger,: 

rJ.ont il est que::tiot'. \!:.::: 

pouvoi=-s que nt-s pc;;:!-
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. I reir-et th::.t o~.1.ng 
~=c1!iposs1bl.e tcr us 
u;,cn e1.:l1or. ?~~~:,, a1 . 

4ut1ea it will be 
!' cu •,19 't:111 11.;:::-•trc! 
•~Yine =r ~r•~•l:J 

•d on ~rica:,, •t:".c to ey co=:t:"l'=Zr• ~b.a:,a.d.!2:-....,L·...,,,,..,.,.,, 
sa.:i= ~o Je~rl L•C•~ i n.~. I a: nn;11i:.t ;:u 
'tlli:! sho:-".; r.ot:1:. 

Join~ ~cic to 
tell yo~ ~:-:.:.:.t Nitb 
DeCer.c~ ~r.1•~:-Y t~ 
n•c~t1ve ~~~!~ud• ~o 
u~cc~s o~ ~ho~· · 
A0 ° well 1::s u:.ci 
acro?ec! u:,c:: bL 
lSO::l'! det~1:.a 
o r 01::r 'Sitl &1 
in lioi:s h.ia • 

"! ks I a.:: ,vill1nu -.;v 
rrienJ"s . ~:o:z: ~~• ~.:. ~!.~ 

he jou~~s:.liata ar.o~1:~ 
~w.,.,ticlt:. b0:~ .n~ ~0 ce:--:ain 
~ .... =:i..---lian=• ur.~ o~ y~u~ c~~=~:7 

-.v~.!.ci ~r.r 00:;,l!ca.'t!:::.11, "lie 
~~e!~y ~0r.e. ~~•e~ &:~ :.l•~ 
e~ ~!nee, I 6.:. ~~:•i~ ♦ - ~:• 

r.o::l~ aay, cver:•&:.0~s 

c! to influence t:!\e l0ci:.l ?o.:-e1:=: 
o .ato ~•eolU'es cor.01:n~ni ~:!\• 
e:s;:oot it. is wo:t~-\f;i.1lo .:or.a1da~.f.::.? 

Lrv we t0 0~ter t0•t~e lo;ll.! 
•• ~ro:.th• •?•:i~l c~~•g~:-:, ~~ 
•a po!.1c:, !11 our :iutu~ 111-::,u:·ao~. 

a · .::011--s• of tl.1::-..-, will rive 
o~•• ww were bop1:z; ~o £•~ 

1~, 

(~. 
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GRE.EN LETTER 

A. Content of Forgery--A letter denying rumors that 80 infant 
deaths in Naples, Italy were attributable to chemical and 
bacteriological weapons stored at a nearby U.S. military base 
and that destruction of oyster beds at Naples was caused by 
alleged spillage of chemical and bacteriological substances. 

B. Purpose and Use of Forgery--This forged letter was intended 
to "confirm" that the U.S. stores chemical and bacteriological 
weapons at a base near Naples (it does not), and to create pres­
sure for removal of the base. 

The forgery was designed to exploit local concern over the 
infant mortalities, which also was being stirred up in handbills 
on the same subject that were being distributed anonymously. 

Two Italian newspapers--Corriere Della Sera ·amd Il Messaggero-­
carried the forgery in May 1979. 

C. Date, Place, and Method of Surfacing--The forged letter was 
mailed to several newspapers in Naples in April, 1979. There 
wa~ no cover letter. 

D. Format of Forgery--A totally fabricated letter on official 
U.S. Embassy Rome letterhead with a reproduction of the sig­
nature of the U.S. Defense Attache in Rome, William C. Green. 
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EMBASSY OF THE 
UNITED STATES OF AMERICA 

Defense Attach• Office 
Ro-, It&l.y 

Chief taitor of PRESENZA 
Via Maddaloni 6, 
80l3i. Naples 

Dear Sir: 

WCG/jdm 

. .... 

cially that the 
en in Naples· 

gical aubs"tancea 
es near Naples , 

"those rwnors hinting 
rd in December, l977 

to huma eings are especially 
-~-~ · ea _that the oys"te~ 
,_;;;_;:__...---iodically des'trelyed if 
tl'ie sea.. 

no - th 1:0 the gossip that the 
a ists investigating the 111a.tter 

the inf1uence of US military 

I hope your newspaper wil1 inform. the ··, 
QQ..i..;u::~=ut the iu.tter in line with the above. 

this opportuni'ty to convey my profound 
parents of the dead children. 

Sincerely, 

\_ i 1 C C~V\. . 
w'r'LLI~ -r~ ~REEN 
Captain ,J U.S. Navy 
U.S. Defense and Naval Attach• 

I; 
i 1 



U.S. STATE. DEPARTMENT. OPERATIONS MEMORANDUM 

A. Content of Forgery--u.s. Ambassador to Egypt Hermann F. Eilts 
purportedly attacked President Sadat for his lack of leadership, 
foresight, and political acuity. A final paragraph alleged that 
the CIA Chief of Station in Cairo concurred with Eilts' asses­
sment of Sadat. 

B. Pur ose and use of Forger --The bogus memorandum was intended 
to compromise Am assa or Ei ts' working relationship with Sadat 
and to embarrass the U.S. Government. While there was an in­
quiry by the Egyptian government, the matter received no cover­
age in the press. 

C. Date, Place, and Method of Surfacing--Photocopies of this 
forgery were mailed to ten Egyptian newspapers and magazines 
in June 1977. There was no cover letter. 

D. Format of Forgery--The item was on a genuine "Operations 
Memorandum" form bearing the forged signature of Ambassador 
Eilts. The form itself was filled in, with errors, by the 
forger and was classified "TOP SECRET." 
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?ric~ Minister Kaiauni. aid for this yrar 

intensive and protracted Degotiationa, an 

,~rson&l contacts. Additional loan ■ 

sta~e• vill be barder to &ot in tbe 

be rul•d · out tor th• t~•• being, 
Tbe Govern••nt ·alao vaa unKucce 

budget deticit . Kaiauai believe■ tb 
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-political 
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~b• Pre■i4eat•a lea4erabip at::,le 
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