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MANUFACTURING WEEK

Report Criticizes Soviet Business Group
According to a State Department report uncovered by the New
York Times, one-third of the officials of the U.S.S.R. Chamber
of Commerce and Industry are known or suspected intelligence
officers. The document was given limited distnbution within the
State Department in August, but it soon reached the Soviet Un-
ion, where the New York Times said it angered Soviet officials,
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including Mikhail Gorbachev. “Hosting more than 200 trade ex-
hibitions and about 100 Western trade delegations annually, and
inspecting thousands of goods each year gives its employees ex-
traordinary access to imported equipment and uncounted con-
tacts with foreign companies,”the report says. The report also
contends that the Soviet Chamber of Commerce falsifies docu-
ments listing the intended use of the materials, deploys indus-
trial buyers and inspectors who carry out intelligence duties.

BETRAYAL...CONTINUED

ed, merely some ordinary two-axis
machines.

DTSA ofhcials were angered by
MITT's reply. Newly acquired in-
formation from a variety of intelli-
gence sources buttressed their case.
Meanwhile, the Navy was concerned
over reports of strange new and far
?uieter propeller “signatures”™ on a
ew Soviet subs.

Japanese Stonewalling. In De-
cember 1986, DTSA chief Bryen,
Michael Maloof and Undersecre-
tary of Defense Fred 1klé flew to
Tokyo to confront the Japanese
with their evidence. The meeting
with Deputy Foreign Minister
Shinichi Yanai was not pleasant.
The Japanese were indignant. They
insisted they had investigated the
allegation thoroughly and that none
of the huge machines had been sold
to the Russians.

Within a month of the Tokyo

meecting, the Japanese government -

declared it considered the case
closed, so Bryen and his band of
_investigators decided it was time
for a litde jolt. On January 28, 1987,
they dropped their bombshell at
Cocom’s annual meeting in Paris.
Nothing changed. On March 2,
the Japanese government once
again formally maintained there
was no foundation for the charges
against Toshiba Machine. They
complained to the U.S. State De-
rtment over “threats” by DTSA.
qfhc State Department pressured
the agency to call off its dogs.
. But rumors of the clandestine
sale began leaking into the Ameri-
can press. On April 10, Japanese
Prime Minister Yasuhiro Naka-
sonc—in preparation for his state
visit to Washington—received a
full bricfing on the case by the
Director of Security of the Foreign
Ministry. Nakasone was livid. He
ordered an immediate and com-
plete investigation.

On April 30, the Tokyo Metro-
politan Police pounced. They rolled
trucks up to the offices of Toshiba
Machine, seized virtually all the
company’s files and carted them
away to headquarters. What they
began to uncover was an enormous
web of deception. ]

Shattered Trust. Now, what had
been conceived in secrecy and
veiled by lies and indignant denials
came to full light in an avalanche of
confessions, resignations, explana-
tions and apologies. Shock and
shame filled the )apanese press.
Prime Minister Nakasone formally
apologized to the United States for
the damage done to the “mutual
security” of the two countries.

The Norwegian government
halted all of Kongsberg’s ongoing
deals with the East bloc and closed
down its Moscow office.

For the )apanese, the Toshiba
affair was traumatic. An atmos-
phere of trust between MITI and
the nation's many business firms
was shattered. MITT's “investiga-
tion” of the Toshiba Machine deal
had consisted largely of inquiring
and then accepting the company'’s
word that no illegal transaction had
occurred.

The fallout from Toshiba has
brought to light numerous other
cases of Japanese firms arming the
cnemy—including the sale of
banned semiconductor manufactur-
ing equipment sent through inter-
mediaries to Bulgaria. In the face of
American anger and the threat of
Congressional trade sanctions
against future damaging export vi-
olations, the Japanese government
has taken forceful s::{:s to increase
rcmltis for export violations, sharp-
y increase the size of its staff scruti-
nizing export licenses and begin
tougher customs inspections.

Norway has shown less vigor.
The government formally apolo-

Xt

gized for Kongsberg's role in the
scheme, but the only figure they
charged, a British expatriate in
Kongsberg's sales department, is
reportedly now working for a pri-
vate Norwegian firm secking to
expand business with the Soviets.

A Narrowed Gap. Anti-subma-
rinc warfare is such a super-secret
world that the devastating im-
ct of this sale still remains largely
dden from the public. But it
would be difficult to underesti-
mate its importance jn a world
where the key element of nuclear
deterrence moves under the sea.

Meanwhile, each of those To-
shiba machines now at work in the
Baltic Shipyard is capable of pro-
ducing from 12 to 17 high-quality
propellers a year. A leading anti-
submarine-warfare expert says these
upgraded propellers, in combina-
tion with advances in the silencing
of internal pumps, gears and ma-
chinery, mean that “we will have to
completely rethink and revise the
way we have conducted our anti-
submarine program. It will cost us
billions of dollars.”

In carly April, just as news of the
Toshiba case was breaking, five
Soviet Victor I1I class submarines
moved to their stations off the coast
of the United States, from Connect-
icut to Virginia. It was an exercise
the Soviets had performed before, a
mock attack on U.S. Naval installa-
tions. But this time the Russian subs
were much quieter, more difficult
for the U.S. Navy to track. That
quictness gap, translated into miles
and minutes, means a Russian sub
could move more casily into
launching range of its target before
it was detected.

As former Secretary of the Navy
John Lehman noted ominously,
“the Sovicts have greatly narrowed
the gap.”
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salesman in charge of business with
the Soviet Union arrived in Moscow
bearing a machine-tool catalogue.
He met with Anatoly Troitsky, an
ofhcial of Techmashimport, but
also an ofhicer in the KGB.

The Soviets knew exactly what
they wanted. In the Toshiba
Machine catalogue it was called
MBP-110. With its “nine-axis si-
multaneous numerical control,” it
could take a2 “raw” ship propeller
more than 30 feet in diameter and
hold it in an almost infinite number
of Erccisc positions while its comput-
er brain directed the multiple cutting
heads to carve, trim and finish it to
submillimeter tolerances.

Chain of Conspiracy. Because of
its extraordinary capabilitics, this
kind of machine was banned from
export by Cocom. But the prospects
of such a juicy sale were too good to
pass up. Normally, MBP-1{0s are
mated with Toshiba Machine com-
puter controls. But the Russians
insisted on controllers made by
Kongsberg, a firm owned by the
Norwegian government. lts com-
puters were used throughout the
Soviet Union, some of them clones
of sophisticated American ma-
chines whose export was prohibited
by Cocom.

The particular Kongsberg con-
troller the Soviets specified—the
NC2000—was often used with sim-
ple two-axis machine tools and was
not prohibited. But it could be casi-
ly converted to nine-axis control by
a few virtually undetectable wiring
and circuit changes.

Kongsberg entered into secret
contracts in separate negotiations.
Thus a company owned by one of
the NATO allies, a country which
has played a vital role in tracking
and detecting Soviet submarines in
the North Atlantic, was brought
into the chain of conspiracy.

On April 24, 1981, the complex
and detailed Japanese/Soviet nego-
tiations culminated in a ceretnon
in the Moscow offices of C. lto
Co., Toshiba Machine’s standard
export broker. The Russians, in-
cluding Osipov and Troitsky,
watched as each of the 120 pages of
the Toshiba contract was perused
and initialed. The contract detailed
the purchase of two-axis machine

tools—relatively low-technology
items not proscribed by Cocom.
But the Soviets and Toshiba Ma-
chine had already signed copics of a
secret “protocol” that ensured the
upgrading of the machines.

For the Soviets the purchase of
the machines represented the cap-
ture of their Holy Grail, which
would, in one stroke, take them out
of the dark ages of marine-propel-
ler production.

Clandestine Cargo. On May 19,
1981, just a month after the secret
protocol was signed, Toshiba Ma-
chine submitted an application to
Japan's Ministry of International
Trade and Industry (MITI) for the
export to the Soviet Union of a
simple two-axis machine tool,
which it called a TDP 70/110. This
deception succeeded and the license
was quickly approved, just another
routine application among the
200,000 processed each year by a
handful of MITI inspectors,

It took almost two years to build,
test and fit the MBP-110s with the
Kongsberg controliers. On an early
spring day in 1983, Hitori Kuma-
gai, chief of Wako Koeki's Moscow
office, stood on a pier at Yokohama,
Japan, to sec the first machine,
packed in several dozen wooden
crates, loaded aboard the Soviet
cargo ship Starry Bolshevik. Cus-
toms officials had approved the pa-

r work on the shipment without
I:oking inside the crates.

U.S. officials belicve that by Au-
gust 1983 all four nine-axis ma-
chines were at the Baltic Shipyard
in Leningrad. Over the next year,
Toshiba Machine and Kongsberg
technicians made regular trips to
the yard to service and align the
giant machines, making sure they
were operating efhciently.

In addition to the MBP-110s, the
Soviets secredy bought five of
Toshiba's next-most-sophisticated
milling machines. These Cocom-
banned fve-axis machines were
installed in Leningrad between
September and December 1984,
They had been shipped from Japan
under false export licenses. In June
1984, Toshiba Machine secretly ex-
ported 12 cutter heads for the nine-
axis machines, along with additional
computer software to upgrade their
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performance.

The scheme had worked per-
fecdy. Indeed, there had not been a
glimmer of intelligence in the West
that the Soviets had scored a tech-
nological coup of such magnitude it
wo:fd affect anti-submarinc war-
fare for decades.

Puzzle Pieces. But in December
1985 Hitori Kumagai parted the
curtain of secrecy. At 51, he had
spent many years working deals
with the Soviets. Now, embroiled
in a dispute with his employer
and—he says—remorseful over the
shady dealing with the Russians, he
left his job and sent a detailed
account of the covered-up sale to
Ranieri Tallarigo, the Cocom
chairman.

Privately, Tallarigo showed the
Kumagai letter to Japan’s Cocom
delegate, who said he would look
into the matter. MITI investigated,
and Toshiba Machine denied the
charges. Since the elaborate fagade
of phony contracts and technical
paper work filed with MIT1 proved
impenetrable, the investigation ran
out of steam. In March 1986 the
Japanese representative assured
Tallarigo that there was absolutely
nothing to Kumagai’s accusations.

Cocom was satisfied. But the
DTSA, a little-known office of the
Defense Department, was about to
becomne involved in the case. It had
been following a worldwide trail of
computer printouts that indicated
the Soviets were on a concerted s
ping trip for submarine technology.

“We had bits and pieces of intel-
ligence,” says DTSA's top investiga-
tor, Michael Maloof. “There was
stuff being secretly shipped through
the Netherlands, experimental work
going on at hydrodynamic insti-
tutes in Eastern Europe, and other
cvidence that pointed to_a huge
effort by the Russians to ¥mprove
their submarine and anti-subma-
rine capabilities.”

The sheer detail of Kumagai's

~ charges hit home with DTSA inves-

tigators, and pieces of a complex
puzzle began to fall into place.
DTSA contacted MITI concerning
the Toshiba Machine sales. With its
usual courtesy, MITI reviewed the
case and reported that nothing on
the controlled list had been export-
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