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MEMO RANDUM FOR THE PRESIDENT 

FROM: ROBERT C. MCFARLANE 

SUBJECT: Technology Transfer to Pomania 

Issue 

fl-O("(ll',1NL* 

C...At,U"Ds.A-, 

Should we license the assembly of Control Data Corporation 20 0 
megaby te disk drive memory units in Roma nia? 

Facts 

On 3 Au gust 1 984 you directed the Department of Commerce to 
prepare a safeguards plan to reduce the risk that the Con trol 
Data disk drives (used to store data for computers) ass embled in 
Romania could be diverted to the Soviet Union or other East bloc 
countries. Commerce has prepared a plan in response. It 
contains several useful provisions but still leav es the Romanians 
to police themselves, with quarterly visits by t he company's 
represe ntati v es to check on possible diversions. 

We h a v e r e cently persuaded our allies in COCOM no t t o e xp ort this 
kind of technology to the East bloc. We would need to obtain a 
general exception from COCOM for this export. Seek ing a genera l 
e x ception is not by itself unusual, though we will -- as Cap 
argues -- pa y a larger price this time around as a result of our 
havi ng just persuaded others to take this category of items more 
ser-i ousl y . 

Discussion 

In order to a v oid having the Romanians police themselves, I 
believ e we should amend the plan to require that Control Data 
assign responsible Western representatives to be at the facility 
to ensure constant control and monitoring of the assembled and 
unassembled disk drives to assure that they are not diverted, and 
to report on whether the other safeguard provisions are being 
lived up to. It is important to understand, however, that no 
safeguard system we can devise will be risk-free. If the Soviets 
want to pressure the Romanians to grant them clandestine access 
to the technology, or if -- as seems increasingly e v ide nt -- the 
Romanians want to make it available to secure other fa vors from 

DEC '- ... ;:o 
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the Soviets, th e re i s litt le we can do. The real question then 
turns on whether you feel this unavoidable risk is worth taking 
in order to e n c ourag e Ro~anian efforts to display greater 
independence f r om the Soviet Union . Se cretary Shultz strongly 
believes that we should. 

I have discussed this issue with Cap many times. He is still 
opposed to the transfer. If you were to approve it in the face 
of his formal opposition , not ification of this fact would have to 
go to the Congres s. Accordingl y , if you decide to approve the 
transfer, I r ec orr.mend that yo u authorize me to go back to Cap to 
explain you r posit ion before formalizin g the directive. 

Recomrnenda tion 

OK NO 

That you approve the amended safeguard plan, and 
authorize me to discuss this decision with Cap 
before formally approving the asserr~ly of Cont rol 
Data 200 megabyte disk drives in Romania. 

Prepared by: 
Stephen P. Rosen 
Donald R. Fortier 



-6ECREijii 

MEMORJ.1.1-WUM FOR THE 
The 

THE 
The 

THE 
The 

THE 
The 

THE 
The 

THE 

T H C:: WHIT C::: H O U SE 

WASHINGTON 

HON ORABLE GEORGE P. SHULTZ 
Secretary of State 

HONORAB LE DONALD T. REGA!~ 
Secretary of the Treasury 

HONORABLE CASPAR w. WEINBERGER 
Secretary of Defe nse 

HONORABLE MALCOLM BALDRIGE 
Secretary of Commerce 

HONORABLE DONALD P. HODEL 
Secretary of Energy 

HONORABLE WILLIAM J. CASEY 
Director of Cen tral Intelligence 

THE HONORABLE GEORGE A. KEYWORTH, I I 
The Science Advisor to the President ana 

6170 

Director, Office of Science and Techno l ogy Policy 

SUBJECT: Control Data Disk Dri ves for Assembly i n Romania 
( s) 

In the mat ter of the Control Data Corporation proposal to 
as semb le 200 megabyte dis k drives in Romania, the Presiden t 
has app r oved the safeguards plan as prepare d by the Depa rtme nt of 
Commerce wi th the following amendment: 

"In a ddi t ion to the ten other enumerated safeguard provisions, 
respon sibl e Western representatives of Control Data will be 
assigned to be at the facility to ensure con stant control and 
monitor i ng of the assembled and unassembled 97 80 disk dr ive 
u n its. Th e y will submit written reports every month to OEA 
concerning the fulfillment of all of the safeguard prov isions." 
( s) 

With this amendment, the safeguards plan and the license for the 
Co ntrol Data transaction are approved. This approval does not 
constitute approval of the sale of the assembled dis k drives to 
Romania. (S) 

FOR THE PRESIDENT: 
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I !\ ? Ofil.iATIOK August 22, 1984 

E.:::I-:l ORA.~DUM FOF. ROBERT C. MCFARLANE 

STEPHEK P. ROSEN _A1<., 

~einberger Reaction to Assembly of Control Data 
Disk D~ives in Romania 

O~r latest information is that Cap still opposes the assembly of 
the Control Data 200 megabyte disk drives in Romania. Under the 
terms of the Export Administration Act, if the license is 
approved o ver the opposition of the Secretary of Defe nse, the 
whole transaction must be submitted to Conqress, and the 
disaqreement made public. 

Cap will be advised by his staff to talk to you down in Dallas. 
Under the circlliustances, it might be better for you to contact 
him about this matter first. 
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19 July 1984 

East Europe Report 
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RO>L\N IA 

l~DLSTRI~- ESP10~AGE ACT I VIT IES OF SOVIET BLUC 

Paris L'EXPRESS in French 6 Jul 84 pp 22- 28 

[Article by Ion Pacepa : "The Big Reaping"] 

[Tex t] How do the Eastern European countries c3rry on i ndustri a l es p ionage? 

cg 

Senior fellow at t he Cente r f o r Intern nt ional Ar,d '.;.tr ::i t,::_;; i c Stucit_. _, 2 t C1:: o r:,; e:­
town Universit y in Washington, Michael Led ecn h3s co ll ected t he t es t i non y of 
Ion Pacepa, de puty director of Romanian coun ter e s pionage 3nd pe rs on~ l counsellor 
of President Ceaus escu until his defecti on t o tht2 West in 1978. 

• ln 1952, Lav renti Beria, chief of Soviet Statl: S<:· c: urity , g3ve t lte o r der t o the 

l Romanian secret services t o engage in inJus tr i 31 e !:i µi onag t.: . "Ever s i :1 ce i·,7,,' l I, 
he t old them, t echnological intelligence has proven t o be e ssentia l for cu r 
defense and fo r our ecoilomy. Such a de partmt.!nt wo ulJ gi vt: t:::: if ec t ive s upport 
to our revolu tionary M3rxist-Lcninist-Stalinist sLru6gle." 

Serge i Petrovich, a Soviet general, supervi sed the o rganiza ti on of our indus­
trial espionage services. He gave us an interesting report on t he c1c tiv i t y of 
hi s country. According to him, the "work" of the Rosenb c rgs in t he L!n it c cl 
State:s '\:as no less i::p ort an t than the victo ry over Ger rr,a ny . The::; t r oug:, t 
2c-o ut t he end of t he: a t ofi'lic mo"0 pol y of the Uni eccl State s .:rn d s i nce: t i; .:: y did 
~o t confess , t heir d~.:ith paved the way f or a nt i - Ameri can and anti - i mperial ist 
propa ga nda and for anti-atomic bomb peace movemen ts. They inaugurated an era 
in which technolog y became the main support of politics." 

At the beginning of the 1950's the Soviets s e t up a vast or ganizati or. --Evalua­
tion, \"e rification c:.r, .:: :~a tural i::: at ion--which e.7 pl o y€:d n -:: re t hc1 n 2 t i.0~s c1nd 
~r.gir.ee rs, transl at o r s and Je:si gners. It continues t o d ra~ up Lh e l is t of need s 
o f the KGB and t he ~ec::- ".:! t ser,.:ices of the other coun tr ie s oC t he- ·.,'a r s.::.:~:-p:.1 c t. 
It receives technolo[i cal and t echnical-militar y inf or ~3 ti on 
'n·hat it considers to '.:-2 useful :. nto "Soviet pr oj<c'.cts ." 

o-_, e;r the years , t he : :::: ~:is tr y o: the Interior created its owr. indus i.. r:i- in 
Bucha rest. In all t he hotels i n Bucharest, the t elephones can have 1 is t cn ing 
devices a c tiv.:ited by pressing 3 button. ~1icr up11on~s arc c.:ircfull y h idde n in 
each room, a closed-circuit tel ev ision permits the const.J.nt surveillance of the 
restaurant rooms, t he co rridors and t he bathrooms . Cameras i nstalled outsicle 

\ lJ 
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hotels such as the Athent::!e Pal ac e; the l:1tcr u.>11 Li11 t.: 11:.. a l, Lill! Lid .i and th..: Nord 1 
mollit<..' r llie mov em~nts of fL1rei g1 1e rs. 111 t l1L' VL·ry h t.: s l rL' S L.:lurc1nL s , a ;; e11Ls c1ct 
as r.'l:.iicrc:s J'hotel or wc1iters, · pr uvidi 11 6 Li1L· 1:: 1, it l1 tile op\>l)rtunil y t o hide 
microphones under the tables, in the ,:ishtr a y s , o r in the ice !Juc ket s . Prosti-
tutes, on the pa yroll of the countere s pi 0r1c1ge ~e r v ic c, s troll around in the bars, 
in the hotel c o rridors, the restaurants, t h l! tl 11::c1 t e r s , the Opera house, ti1e 
c o ncert halls, the amphitheaters, the movie ho u se s , t h e streets <1nd the parks. 
The results of this work are distri b ut1.d i.lS f~,l l m , s : c o1~1p r omisin 6 information 
o n f o r e i g ners · goes to the: sec u rit y s er v i-..:t: s .:inJ t he m0 ncy , the clo t h ing and t h e 

g ift s go t o t h e a gents. 

Abo ut 19 70 -1975, Colonel Christian Scor u ~3 1.' ,jc~ •.: ~1 t l. i1i ng J pu ss iblc: i :,fo rr:ier 
o n c hc.:r..ical we.:tpons, Horst van Ha jek, a p r .._, ft.: ss 0 r of L.'.ngi nee ring . rL1j ek wa s 
b o rn in Germany. During i~1,·11 h e served as .:i c: 0~ur::1nder o f f i c er i n t h e area of 
chemi cal weapons. After the f all of the Ih ird K~ i c h, in o rder t o h i de his past 
he went t o Portugal where he be c a ~ e a mil it c1 r y c1 Jv i se r .. md a u arn13me::1 1ts cng inQer. 
L.::1ter, h e returned to \,·est \~ <..' rm.:iny ;1nd h -2 b l..'<.. ,1,111.: J l L: (: li nic:11 .:.iJ v iso r fo r NATO. 

T i·1e :Zon :1 r. i.:1 n i nv \::stig:.ti ,: n r~ ': eal'-' J tha t ha ~, ·-·· •. •2 c; , i,:h 'ci u ::: t h,:H i1C: h2J f:11r. il y 
problem s a:1 d Lhat women \,t!rt= his ,veak po iut. l ll..' 1-::.i s i 11viteJ t o Buci 1a r E:: st and 
was introduced to Adriana Oros, a beautiful :,•oun ~; l ady wh u w.:.i s t h .:: :.1n s wer t o 
his dreams. Adriana \..'.:ls onl y 21 ye3rs old, she 1-:ur ked .:J S a prostitute in a 
night club in a large hotel. Obviousl y , she --.·.:i s co ll.::.bo r3tin g --.· it h u ur in-
tc l li gc 11L~ s erv i c es, H:.1jck fell i :1 l Pvv 1-· LL h i1, •r. l hL" ir li a i s u 11 was rc:: co rJt.:d 
un (i]1:: .:.l!\J r.: .J. g n ..:: tic t.:ipc. !l.J _iek S\l L' l1t ~~o .ouu lu r ..J liu us e ( o r Ad r i .:.1:1.:.1 ;,,. 11t..i her 
mothl·r. He could not get along wi t ho ut t h is '-' L1u11,; 1-•om.:.1 11, a nd he us e d t o s pend 
l ,,,ee k ec1ch !;!Onth in lluc!1.:irest. In 1977 :1 ~ ·. ;.:.i s recruited :1 s .:in .:i bent. Hajek 
c o nt:ri b utc' d greatl y to ti1e mode:rnization of o ur c liemi c: d i11dus tr y . Tli,:rn ks t u 
him, 3n cno r.;ious n.Jp.J.lm plant was built in Buc k 1r es t, u nder t he c ov er o f a 
dctergc·n t r:ianuL:i c turin f; fact o ry . Nap.:1lrr, b o11h:· 1,1..: r-2 m.:inuf.:i c tured o n Lli t.: b .:-isi s 
of pl.:rn s trans;;iittc<l illt.: g .ill y , via Afric a , :· r0:n Po rlu )·.:.ll Lu l~om.:i n i .:1 . !1 s l' Cr<..· t 
cxhi b i t .:1 :1J experime ·1t s "•c·rc orh zmizL:d f o r t lk p rc s i dL'nt . 

l n 19 70 , r.1o re t h.:rn 9o re rct.' nt , ,t the en ~~ i ne e :- s , p l1>:; i ci:lll s , ec ono ;;-,i s ts .:i nd 
p rof<2ss o r ::: --.•ho we nt ., br o ad 1.,:ere secre t c1 g ent s . Sc ,.1t. 0 1 t !1em we r e C\' <:"!1 int0 l­
li g t=n c e o f:- i. cc.:rs . ',,"'n e:--1 the se c n '. t ser v ·i.cl: ( the Cl E) w.1s reo r g anized i n 19 7 2, 
President Cc c1usc:scu decre~d th.:it e3ch c iti7.t' n who 1,<) ~.il <' he go i ng a b r uaJ, o S ~1 
c i p l or.:a t o r on t il l! h :::::-:::= ._:.f .:i Dil:H t.: r:il :1,Jc.· ~-- - ,. t, :-: .:.; :,;, :• t · .:i n in t c::l l i .~.: :1 c 1..: 
0 ff ic 2 r ,, r 3 Cl ~ c c 1 ; :.;:, .:, :· ,1t,) r. " Onl y t i1 0sc i :·. · ; v i J 1,; :, l. :. •. i e s c rv ..: t o wu r~·- .:lD ruad ," 
he c,3i J . 

_.:._:~ o l d C:.!.:3 '-' i.l l u s tr ac •_: •: \·_ ,:: \..' c..ll t ht..e J i:1:0 i 1:'i.:.. , .. ~ ,1t Li1 ~~ c.::; 1, iu,1a g Ec v i1 c.:.: !· ii r i s L . 
A l ittl e L- t..e iur e 19i.)0 , .'·,'. c. :::i r. ·'. :- t! >'. ogh iu r o~ , ,, , ., .~, t. t ii:1,· .. . ~n i s t c r 01 a~ r i c u l turc.:, 
·,.; .:i s craz y .:i !J out on ,~ : r·:r !l·-,n h vb rid c u r1 1 1.-.•l1iL1 . .. ~: ci 1.:., L, • >· r i z e J by i t ~; re:sis tc1 :1u ., 
L,J c lim..i Lc: ch:1 nt,;..: s anJ :iy its r r oci ucti v it y . _:., 1 LL' r 5 ·: +:: c.1 r s of dr o u gl 1t, h y!Jridiza ­
t ion \..' .J. S t :1e o nl y l:u fl e o f RomanLrn agricul Lu :· _; i t c i J n ·,, : 11.:.iv c .:.i ny c r t:: d i t s f c, r 
t h e impvrl uf gL:n e tic mac.erials . 
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~1o gh ioros turned t o the i'nt elltgcnce se r viLL'.S . They t ook th e pr oj ect in hand 
and, during the next 5 years, seve ral dozen agronomists l ef t for the United 
S~ates. They were all intelligence officers or agents. They visited federal 
research institutes, private organizations , agricultural facilities. In 5 
yea rs, the y collected the genetic materials necess~ry for the development of t h 
hybrid corn in Ronania. A special diplomatic po uch was prepared for transporti 
them t o Bucl1arest without damage. The Roman i a ns recruited several talented 
Ar:ierican specialists, including one at the rcse.:1rch center of the Dep.:1rtnent 
of Agriculture in Beltsville, Maryland. He alone provided them with a collec­
tion of Amer::.can hybrids. After 7 ye.:1rs o f intensive r ep r oduc tion, Rom.:rnia 
is becoming a significant producer of genetic materials and one of the largest 
p r odu cers of hybrid co rn in Europe. In 1978 , the operation made it possible 
for Romania to save about $300 billion. 

In 1978, about 70 percent of the Romanians assigned abroad were dealing with 
foreign trade and were intelligence officers. ln Romania, the first deputy 
minister of foreign trade and 11 dire c tor s in the ministry were CIE agents. 
The same held true for 38 of the 41 head s of foreign trade enterprises. 

In e\·er-y mee ting witr, t he <lire c tL)r s of \-.'e s cern firms, espionage was the most 
impo rta nt element. All foreign specialist s contacted became the subject of a 
re po rt and each tra nsaction was evaluated on the basis of the technological 
information which it might provide. 

One of the mo st sp-ectacular operations was t.:i.rgete<l aga inst the Wes t German 
tank, the Leopard 11. Our intelligence servi c e ob tained a model , thanks to an 
age:1t who worked for tile Kirschfield A. G. Firm in Dusseldorf. However, the 
m8nufacture of the engine was too complicated for our specialists. So they 
sough t assistance fonn the m.::i.nufacturer au<l t he distributor of the; tank, the 
~1. T . U . group. 

This operation was entrusted to me. I received my instructions only from 
Ceausescu. I establishtd contact with one of the M.T.U. officials who had 
code na-::e of "LeonarJ." He was said to have sympath y for tt:c _ir:ice o-2nd.:2 nce 
Ro~2nia in f oreign po licy . 

- -·- -. -

the 
o_f 

Leona rd had me visit the military sections of his plant in Augsburg and he 
autho rized me to examine the tank in detail. A few days later, .,,.e arrived in 
Bucharest, on board an M.T.U. jet, where he was to join Helmut Schmidt on an 
official visit. We were alone. Leonard exp lained to me t hat t l,e Leopards I 
and II ~er e intended for NATO and that, without the full agreement of Bonn, it 
would be very difficult to e:(po rt all or part o f the tanks. Lowcver, the M.T.U. 
had j~st set up pl ans for a diesel engine based , almos t entirel\ , on those of 
the Leo?ard !I. This engine be longed to the ~.I. Li . wl1ic h wa s rea~v to sel l a 
lice :1se to Ro::1.:rn L:L 

On t i11:: b::isis o f J. con [ i'-iL• !ltial agrc:er.ient which LeoI1ord ::.igned , .:i S1,.,i ss firm 
specia lizing in this type of c o11tract, whose personnel were ~ . T.U . r ei trees, 
would cielive r us the necess.::.r y componen ts f or transformi ng t he M.T. U. engine 
ir:to a tank engine. I informed Ceausescu. The president thanked Leonard. 
Later, after the contracts were signed, Le ona rd went t o t he Romanian Embassy on 
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~ r Colos ,, '-' 1,,:ith ~c;.1e very he.:i•Jy su i t c.,ses wh ~,:1 cu11 t.::.incJ t he: lul-iric.::1 ti u n sy stem 
as we l l as ti1L· o r ig inal p,:HL S uf lliL' L12op,:.ir L! ll eng ine and their di ag r;:illl s . 

l I 

Tl~is '\;cs ture of confidence" inaugurat<2J t h L' t ransfe r o f .:.1 ~;ATO defense systl:!m 
t o a communist country under the cover of "Jrilling u n its." 

Th~ Leopard II operatio ;1 s i1 owed us that retirL:J f o r eign soecialists were a 
good s ource of tec hn o logical int e lligenc e. 111 1977, the CIE complied a list of 
these retired specialists in \·.'estern c o untr ies . Later o n -.'e learned that they 
were no longer held to s,.:,crecy, e ven i f t he y luJ 1,1o r ked for n.:itional defense. 

Internati onal Couper;iti o n 

The CIE utiliz~J, litt l e by little , ~ver y co;1Lract for coope r ati o n ~ith firms 
in capi tal ist count ri es t o plac e int e llige n ce o ffi ce rs and a ge nts a~d to take 
ph u t og raphs. Thus, in the framework of Fre11cl1- l~um.:.1nian coope rati on , in the 
pr oJuc tio n of a cor.ipact Renaul t ca r, t he Da c L1, mo re tl1an 100 Frenc h technicLms 
were in Roman ia. Th L' y brought witi1 them a bu11d ~111 t doc ument a tion which supplied 
in for:.1.:.1t i on e xC CL'.d in::; [ the tc c l1n ical ll'VL'1 <J ! ll1-..: equ ipmen t wh icl1 ,.,_,e had boug h t 
l eg3lly . ,\ll t h is w.:i s pii o t.o g r ;:ipiicd s1~ cn.: t l:: . Later c.n1 , t h e pi,o t of; r .Jph s per-
:::itt e.:'. u ~~ cc r.: ~1 k.:> ;;;an:: Lod if icati o ns co t he ;1.1ci a without spend ing a cent. 

To"'·ord th e end of the l 970 • s a n e \,' jo int prc,ji.::c t was launched \.ii th Citroen . 
'.·lore than 150 Rrnr.ania n t>:igince rs a nd te L: lrnicLms w2n t t o Fr.:1nc c to study a n12w 
cc,r.,pa...: t c.:ir. Several ui t!i e1:: , intelli ge nce 1·, ffit: L' t· ,; or .1.gc11t s , vicrL' equ ip ped 
,.,_·it h mi niscule c.:i1,,er;:1 s , of tl ,2 l.1t cs t mndE: l, c1 nd ult ra :::.ct·,..;itive fiJr.i . After 
t heir return t,) l\oma :, Li , Li ll' fil ~1~; wr:: rc d12vL }u;.,cJ , i.lnd we lc ..1 r ne c.l some manu­
factt.:ri nr; secr1.2ts th::t Cic.ruc:1 did n o t w:,:H t ,, i ncl ude i n t l,c: con tr3ct. 

Third Co un t.ri cs :.; nd Fi c titiL't.:S Co:-. ,1.-:J.!l i l.'-; 

i-.lhen rile- dir,?ct ~!npor t of le c ln1tJJ()g \' w.1. s p rol 1ih i Ll'c.l hy r eguLtr l~ i: i sl ati o n o r 
by :111 '-·:-; tra ordi. 11. 1r-:-· ,· 1: i!J.1r;.;u , 1-•e li:;d rc:CtJ11r sl' t , , f irmc, c rL ·.'.1t(.:J t o pe rf o rm tr.:.1ns­

fer s ; Jlq: ally. 1~ ~ •:::..:._c a ::;'-': , i t ,:.! :~ ..'.: .. ..'.:i~;~,_! ~2--~f ,! te c l1n .:-l " i::1 ·--- ~Ll1 milit or,· 
3 ;,: , ! i , :1 Ci c:1 . 

~ ;1 l:i~:l , \..' c 1·c.. ...:rc1 iLcLl .i ~u ,, (1;'-· ~s 1:, .,;i i.i lu k '.·ll . lt<. <.: o; :..:.i b .1is i, t:J a f i c ti tious 
cor:;;)a ny :o :- t he ?t.: r po:-:c: uf .':il'r1din g u s Sl1phist i1.. .:,LL·C n,i.cr ocle c tr ic e q uipmt!nt 
fr or.1 J3µ an, t l1c." Lnited S c:HL·s , WL:SL Cc:l711an y , Lro.:-:it i:. ritain a nd I tal y. 

Higl : ,- ce ssu r v l.y ~r .1 u L: .:: p r, •,.;..=;,-- , v c:.-y s c., rr! i c, t.i c.J t l:d :1r.~ 1,.i l i1 vc-:ry ld;:1 pc: rf ur ­
::1.:m ,'. L', '.:crl: i n; ...:, n .cJ f, ~·": :-:L·L:tiL::1 :1n -J ::-:,,1ti 1 Afril .-! t !: r o c :)1 th e, i.,Hc!7:-, t:Jiar::,· of 
~ c ,•:11 !, .. 11y r L·~is t ert.:d .i.11 1i,: lsi 1,c.:. i, t:· :on,, t !h: r 01 ·1L· 
...:i. ti zL:1 l ) !- tlle !\:J,· r~j: ~:~~~u bl i.c c, ; '-- ;· ::.:.1 d ·. · . 

. ' . 
1.; j L:~. : : - ~ I 1 

:1 l-:, ,r.:,!:1i::1 . i n;.:. '--l:;..ige net: 
·.l _; 'Jl .;. .- Sl• iJ i1i:,C~ -. .J lLcC 

\ Bri L; ,;i1 ..:x;.::.J:· :. ...:111:11--.. rn :- was u 11H. <- · i•.-c:.; Li y 011 1.: " : u ur :..1 6 c:n t s i_n Londo11 for tl 1c 
:a-.:q u isition of a radar t1! 1J Jirfe:-c n t t ypes of ::1 ilitar:: e q ui pmen l and sor.1e 
cum::utc r s . T'.1..: •: \.Jl'rt.· !->l'il l l o i{um.:.1n i.:1 aft. er li,1vi:1~, p<.1::ised tlirougl1 a !l umbe r uf 
thi;:J c uu t::. riL...; , 



l 2. 
I ll,3g .:i l ln tt: l lig vn u:> 

~\an y Cl E of f i ce rs hav 1:: ch.:rnged t heir iJ L·nt it :; c ump let e l y . The y hav e become 
\,'est Gcnnan citizens, Greeks , Turks, I s rael is , Fr enc h o r Italians, thanks t o 
false birtl1 certifi ca t es , f alse unive r s it y di ploma s and o ther f a ls i fied document 
As a rule, they left Roma n i a illega ll y bec a use , i n tl1eir new l y ad opted country , 
they c o u l d not h a ve any ra pp r ochemen t ~it l1 us. Ceau s e s cu gav e us instructions: 
''Ever y ill~gal i n t e llige nce o f f ic~r s ent a b ro ad <l uring pe a c etime raust learn h ow 
to set u p ce l ls i n researc l1 in s t i tutes a nd i mp o rtant industri a l finns and t o 
s~pl y us \,it h t e chno l ogic a l 1 n1 o ma ti o n. Each o ne shou l d be be tter than t he 
b es t o f t h e f ori::i gn a g e n t s . Some: will ha ve t u c r e at e f o r eign f i rms for the 
wi de - sc a l e tr an s f er i nt o Rom~nia of peak tecl1no l og i es unde r embargo and even 
wea pon s t ech n o l og i c~ ." Thank s t o cu r s t rong Cennan-speaking mino r i t y , it w.J.s 
easy t o p lace a l arge nllr.lber o f illegal off i ce rs in Germa n y , i n Austria and 
even i a S1,:itzerLrnc. I n ,\u s tr 12. , most ul t he nati o nal ized indus t ries we re i n -
filtrat ed : \' oes t ilIH.i i t s t e chnica l d 1::pa rtml:.'n l Linz Dunam; i t z ; Al pi ne , wi t h it s 
nucl 1:: a r ene: r gy s ector a nJ i ts fo undr y ; t h e l1t:! :1clqua rt ers o f Eli!l Lnion , anot he r 
famo u s me t n ll u r gy con,pa!.l y ; t h <.: S t icks t of ,-1,L, r k t:! c he mi ca l p rod ucts c ompa ny ; t he 
pr e s tigio u s \-.: .:1 gn12r-B i r 0 t:'. llgi11c('rin 0, com11:rn ,.- . T h L'. r l.:' v:c r e ::lsc 0 f fi c i2:r s in t he 
p r ivat -2 co1:iµa ni e s, su ch as the Sieme n s - ,l.u s trjc1 <= l ec tr i c ity comp a ny and the ~-;o r r.,c: 
mi cr op r o ce s sors c ompany .• 

In Wt: s t Ge r ma n y , s urac w1::ll-trained ,,ff i CL' r s, wiclt l' <l l s c ident i fica t ion pape r s , 
have m:1dc c1 \.;;1y for t liv11 ,s(' l ve s :rnd occ up y i1:q)u r tc:1nt po s ition s in S iemens , 
Er e 2.an ;.; en and i t s nu c lt:a r se c t o r ,:it L .1rl s ru lie , i\[ C in Du s seld o rf, li0 echs t in 
Fr .:rnk furt, and Thy s s en. 1'!11:•y use universiti e s, ::; uch ,:is t ho se in Kar l s ru he a nd 
Gi e s sen , as springb ,1:nJs fo r ge t ting tht:! be st pos itio ns in Ca nad a and the 
l n ited S tatc::s. ,\lt l1u u gh it was limit e d in q uant i t y , t he i nd us tri a l int e lli gen c e 
s u p pli cc by t he illeg<l l dj v i s i on in 19 77- 1 97S was o f ver y h i ~h quc1li t y . It c o:-i ­
sisted , i n particular, of very secret ori g ina l proje c ts, co pie s id e nticc1l to tl1~ 
ori gin.:d , ke p t in t he most se cure s tr u ngb nxc s o f the c omp ,rn ies. Her e ;:ire some 
e x .::imp l cs: 

- -a c c:·: ;- le t e desi g :1 f o r t l1e Li n = Donau 1,, i c; : techno log y , .__.hi ch 1,.:a ::; i r.i;:;ed i at cl y 
in t_cgr:": c:d into t h t: R0m<ln i.:rn mct. ,d urg i c.::i l 0 } :.111l s ; thi s savc.: d ti:::e c1nd se ve ral 
millions d o llars production cost s . 

--va rio us designs of 11ucle ar re a ctors and their s e curit y s y stems. 

--t he c. ,· :' lt:te des ig n fur tht:! c 01 '.s tru c ti ou o f i:1 h e avy w,:i t e r i n !:i t.:ill.::i ti on fo r .J 

n u c l e a r ~2 wer plant. 

--t he d c s::. 6n f o r- a si1e ll fa c t on· d ra ·,m u p ,, . \·!e st Ge nnan y and in t e nded f u :- E; y :- :-: 

Cla nd es t i !: 2 rl.o t og r ap h y is oft f=n L::;ed i n t r:~ r ur s uit o f intelli gence and is 
s ti ll c,nc o f the mo sl l: t f ect ivc e::s ,1 i ona g t.: ~,-: \mi ques. Th is metho c permitt l::'d 
u s n0 t o ril y t u s t e .::il f o r .::i gn s c c r o2 ts but a 1 .-. d t o l e arn t he r ea l c ost o f the 
p r odu c t s 1., hi c li t i1 e y ,, ( ic red f u r ,1ur pur cli.::i s , . 0 11e c ~n i magine o ur :idvanta g e 
i ll t l1e !l eg ot ia Li ons ! 

\ 

\ 1 ' 
FOR or\ CI~L USr. 0:'.L \' 



The d ocuments which we copied wer ~ often so decai l ~d t l,~t we c ould simply canc el 
t he ( nntra c ts; all we had to do was t o re p r o du~1.: t i1~ sysL1.:m d es c ri b ed, by our 
own means. This \;as, in part, the situation i n re gard t o t il t:! enormous r o lling 
mills ordered from France and from the Federal Republic of C: enn,rn y f o r the 
Galati metallurgical combine. We were able t o cons tru c t entire installations o n 
the basis of documents photographed clande s tinel y . \-!hen an industrial ministr y 
had problems in the researching, stud y ing or eng ine ering of a project, it would 
try , first of all, to resolve them by means o f clandestine photography. 

\..'hen the Ninistry o f the Chemical Industry ran aground in draw i ng u p p lans for 
a large pol ystyrene industrial installation, it sent fake l~tters t o the larg est 
chemical products companies in the Federal R~publ ic of Cerm~n y , Great Rr i t a in, 
France and Italy. It indicated that it wanted t o a cquire a license f u r t he 
installation of a polystyrene plant. Six Western companies came t o Bucha rest to 
offer their services. In order to prov e its superiorit y , a F renc h f irm sent 
a mission with a detailed design of an ultramoJe rn instalL.nion. \ 'er y much 
awar ~ of the importance of this file and, justi fi.:i bly , c:1 ut.i o u s , t l11.: Fr c1 1ch 
demanded that t he ir docunents be lock ed u p eacl : n i gh t · i n t ile liou.: l s<'.lf1;,; . Tht.:~e 
valuable Joc ur:ien t s .... -e r t:: r.iore t h an su f f i c i t:nt. fo r finding a "RomanLrn solution 
to t he problem"; the y rapidly began to construct a n immens e polys t. y rene plant 
in the Borzesti pe trochemical c omp lex ! 

The United States and Europe 

The Romanian secret services hdve rarel y suc ce~ded in di r ectl y obtaining in­
tellig en c e inf ormation in t h e United Stat<..:s. l.lu l, on the o tll~r hand , t. hc 
"tapping" of European branches working under American lic en s e p r ov ed to ue far 
more "prof itdble." 

The technology of silicon production--an essential "ra1,,J materi al " in elect r o n­
ics--w.:i.s o ne of tbe priority targets o f o ur secret services. Thi s is t.:Vl' n mo r e 
ir.iport<lnt c ons idering the strict crr:barg o of t his t. e:chn o l o 6 y i:.:itli r c s:uJ '- . 
con:. .uri~ :; L cou:Hr ic'.S . O•..:r re ?t::a u ::J ef fo rr. s t. o ub lai n such te: ci inul uby in ~.1 •.· 
~·ni t cd St.::ites r ..:::::c:i'.,':'.t.i f ruitle ss . li c: ...: ,,:'.\'c: r, i n F •7 0 ,1n Ame rican :> r anc h< .; •-: rJ t i:,c: 
in l'r.::...: iu .:: that fu rr:.e r ly so lJ f·:rn:. a t, ia two pr oJ uct.i o:t linL'S fu r Sl:'.mi ccttd uc cu rs 01 • 

G1::rman origin m.1d 12 it rics s ib le for us to o bui n 1,,:liJ t. we wa nted. A Frencl1 citizen, 
1.;hur.! \..' L' had s uc c...:ssfu lly recruited, wa s pru\· i Jin g i.; s n, gul.-nl y t li t.: t.1.: c lHi-,l ogic.11 
documentati::m f rom t h t.: American parent enterprise: ind eed Lile office i n which 
1 \..' ,ls ho lJing r.:,· business r.1eeting s was 0,ui t c r .,r·id1y t)Vt•r ;-;Luffcd 1-·iti 1 i1 ilt..: , ; c f 
Jocur.l'n ts . Si 1c rtl y c1[i..1e·:...,.._·a rd <'.l s pecial i nst.i llo.Li on , well di~;suist.:J, ;:,t .. 11"' 
vc: r y hc-'"rt of i'lll e:l t:: c t r'-•:1 ics plant sit\:.:itt·d bctr.,,•en i!.uch.:i.rest 311J L:1.:: , it u;,e: :·:i 
In t t::rn::tL') nal ,\i r po rt, \)t'g ;i n til e p r oduc t il:n of Ligli - qualit y ind us tr i :d :-::1.:,~.i ­
concu ctL' ,- ::; . 

Tin:: ;: r~•c:..: -..: t .c 0 n c• ,: i1!:, ,~· <·.-• ,,[ sili cun cry::oLils , ·..:i·,i-..: li i !:::' s trictl y cc.,n tr0lL.-..: i: : 

t h e ~·:·,i te d S t. ~i t. c,: , ,.,:... ; :; :::.r:c! c d over to us by .1 n electronics L'. omp.J. n\' i n '.li.L:.: :i 
thanks t o a special con tra c t p r ov idin g iti r tlie Jeli v.:: r y o f pa rt o i t he c: c;u i: •­
r::en t n,2 c f'C: ::;.1. r y T.) r t :, .: product ion p ra c es ,;. 

\,'e u si:ci simila r metho <l!:> to obtain i nfo r m.:iti u n '1 Dl) u t intcgr;1 LL·J ci r ...:uiLs . Si1 1u , 

we \,ere unable t o obt.:i.in t he nece ssa ry inft•TT.:J ti on fr o;;1 l<~:-:::i s Insrrur:,·nt.s in 
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the L: nited States, we undertook to coo pcr:..ttt· with a well-known British firm 
whit:::!1 was producing microelectronic equipr.icnt unJer a TL'xas In s trur.1ents 
license. As a result we obtained tl 1ousand s uf pho tocopies of technical docu­
ments under embargo in the United States; tl1ese documt>nts were delivered to us 
by a well-paid Briton we recruited and, thus, ior the first time Romania had 
access to the world of integrated circuits. This "hit" [ "coup"] paved the wa y 
for an institute for secret research established not too far from Bucharest, 
equi pped with materials produced under an ~ner i can license in Euro pe and Japan 
and illicitly imported through a third country . Manea Manescu who, at that 
time, \..'as prime minister, said: "If Texas Instruments did not sell its tech­
nology t o Europe we would have never managed to obtain it. Within a short time 
we will produce an increasing amount of integrated circuits. 1 would not be 
surprised to see Western firms in trouble in the near future." 

The Price of Industrial Espionage 

In 1978 the C.I.E. preparl!J the balance-s ht:' L~l of industrial espi onage . Its 
conclusions were indeed impressive: mor e than 35 percent of th e industrial i n­
ventory was based, in :i ::1 rt a t least, 011 in telli bence operations , es pecially, the 
chemical industry, with complete plants bui lt in Borzesti (pol ystyrene) , Iasi 
(synthetic leather and polyurethane), Brasov (111elamine and photosensitive 
materials), Transylvania (color film and photographic pap1=r), Cod lea (coloring 
agents), Victoria (plastic explosives), Bucharest (radial tires) .... 

The pharmaceutical industry was iri second position fullow~d by metal lurgy (wit h 
an impressive number of new technologies for srecial steels, carbide and non­
metallic alloys as well as steel plants, ~odernized rolling mills, and a new 
aluminur.i factory). The silicone semiconductors and the integrated circuits 
wer~ .s...;1ong the most il:lportant contributions to the electronics industry. New 
digital machine tools, Diesel engines, and Bosch injector pumps were the result 
of intelligence operations. In the sphere of nuclear energy Romania had 
received enough inforn1ation to be able to build industrial installat io ns f ur 
heavy water: 30 per cent of the components for nuclear reactor s and 40 p~rcent 
of the safety syster:,::, . Those are merely a fe ...,· e:--:amples. From th\; e: rd of the 
l960's to the end of the 1970's we managed to save nearly $800 ~illion by re­
placing legal but costly imports with illegal products thanks to espionage. 

Obviously military technology was very important to Romania, especially after 
the decision in 1972 to modernize the armed force s o f the country a nd to build 
a new tank (on the n~del of Leo?ard II), new fi t:i t e r airplanes (~roduced in 
cooperation with Yus cs lavia), bomber planes an d parachute jump planes (based 
on the \..'est German L J;;.ker 614), napalm bombs a nd o ther materiel for biological 
and chemical warfare, as ·•:.:ell a5: launching s ys te::is. Ir, additi on cc : <.:c hnical 
ir.telligence Romaniar ~ were see ;: ing all sorts c, f infon:·,a. tion on r::il:i u,ry tech­
nolog y by studying ev'-" n small ~~dels bought at to y st ores in ~ATO coun trie s ! 

':°hEc instruction and r..:1intcnance manuals were t;1ken over, legitimatel y , by the 
Soviet ~1inistry Of Def.:;nse. ,\ \.'-:::st Gerr.1.:in cit i :c.:e:,1 uf Romanian origin, who 
,,,orked for a number o: years as a guard in a mili tary base near Munich, was 
recruited mainly for the purpose of supplying us with copies of such manual s . 
Several years went by. He had won the confidence of the Americans and he was 
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char c•cd with "burning" secret mil itar y doetID1e :1 L:;; i1c a rran~c:d t o lHi ng t o his 
;:;, f 11 handler sacks fi lled with t his valuabl e '\,as L(•," .:1;1 abun<.bnt h.:irves t o Secr,'.t 

Defe~se " manuals dealing with va rious it ems of A.ine. ric an mi lit a r y eciuipme:n t. 

The weapons samp les were almo st as impo rLmt ;.:::; t he documen ts. The sreci::ien 
could be tested, analy zed, redrawn and c o:-:1p~1ri.::J . >lodels of different t ypes o f 
NATO wea pons "wer e obtained by cor.u-nerciJ.l con t .:ict::, o r a gents symp.::it l1etic t o ~he 
cause wh o worked in Europe in f ac tori e s dealing wi t h militar y prod uc t ion , 
especiall y in Germany and Aus tri a . A.11ong o ur bi;; " supr,li.e r s ," u ne: could also 
find the Palestinian and Druze militi a s, who gav0 us , thr ou gh t heir co nt ~c t ~ 
1,.;i th the CIE, many weapons taken f r am their aJve r si.l ri cs . I remember a ,; ery 
good c atch : a Renault tank, captured by t he Druze and trc1nspo r teJ t o Rur:1 .:n i. :1 
in a refrige rato r truck. 

Israel also gave us technical int e lligence and r.ii li tar y s a1::iJ h :s . Thi: ; is t.,: liy : 
Romania exc hanged Romanian Jews for v.:i lua ble i n tell i gcnce, a t YJJL' of exc.: ii ,:rnge 
in which the Israelis often engaged. The mcLh0<l s of these exci1 J11 ;~ L's 1-· L.:n· VL~r >· 
delicate becau s ~ th ey involved the e s pio n.:i ~e s i:rv.:.. •...:l:S of t ile ti,; ._, ...: 0untrie:s . 

In 1 97G , 1 ·was able to organize a nati onal e x hi l) i t o f mi li tar :, t L·c hnoL,gy ; 
Western military equipment ~nd weapons colild be fouud t he r e , ,!)01 :g s iJ L.: o u r 01,.'11 
produces. Set up at Baneasa, it showed an almos t comp let e r .:.rnge o f ma teric1ls 
being used in the armies and the police fo r ces in We st ern [uropc, c.i large 
selection of NATO infantry equipment and vari ous mo dels of mine s ~nd sl1el ls . 
Inside, we exhibited variou s lasers used by t he military, coml' uc er s ~rnJ ,; the r 
micr0elect r on ic e qu ipment, used mainly b y the air fo rc e a nd t he a rti~.I..::: r y . 
Outs ide , mi les around, there 1,as other equipme n t .l!:i well as the clii,~f a ttr.:i c ­
tion of t h e exhibit: a British Centurion tnnk. Th e r e wa s aL:;,) .1 1w1.c .,t traL· ­
tion, a sm.:iller R2n:rn lt tank , wh ich had arrivt:J Ll 1e n igh t before 1,.:iLi1, L1..1 uur 
great f right, a live shell in the cannon. The laser-guided artillery pieces 
were t e sted by pulling on hundreds of ball oons . In " our" sectio n, uut in t liC' 
open, there was a new tank which resembled the Le opard . It w.:is e qu i pped with 
a br::ind new Die sel enbi:1 e: ,..,-!-: ich came from t 1:e Cc0 r m:.: ,-: :: . T.U . co::1 ;>..1 ny . 

All t li e: se ex cin~ll: .- "< .. L ,...; : ra tc:· ve r y W(:'11 t i,• .. • ci.. -1 n 1.u us l·011:--;e q uL:t1ce s u l ,: , ,1•u: :L!t1L; L 
intel l igenc t: acti\" ~c y , 1,,;iLLu ut. the direct in ten•enti o n of th e KGB . r emi..''.'lb cr 
very well t he word s s.:,i .J to me by Genera l t'.akar ov , h c .:id of t he Sovid. Co r c ib 11 
intell igence service: " '.-.'hen it is a que s tion o f agen ts, we need yo ur assis ta nc,.· 
and the as s istance of Lht'. other fraternal co un t r it:!s. T.:i k ~n t og~ t hc r, t l c• ' : dllU 

you have r.iuch !T, 0 [e i:-:;po rtant a nd mo re dive1-::.i.fi L:<l tr.::;...:.:.· \.ci t 11 the 1-'c· ~ t lil~lll ',.':.: 

do. Yo u !1a\' e me :- .:: r ec ent emigres anc.l .:i r i c: h c·r r;;aneu':e r i ng b,1se fu r re c ruit:.i.11~; 
new a g en ts ( ... ) . :·c ge th e r a nd onl y t oge t i:e!" co n we c! ,ange the b3 Llric(• u f 
nilito.r y f o rces ..1 , 1c.: '1cqu i rg a de ci sive sociu J i s t s uper ~_o r ity . And L' n i y t ug eL -
hc r, c3n ;.;e r::.:iL .:> t. e- c :::1,.:. ,; g i c;.-d espi o nage: o n£ ); t :1e: i-::c,,. : E:fft.::c t i ve: ~;;d 1:1us t 
? r o<.1u c ti v e op er z..ticq;s i t, uur l1i story ." I l, . ·-· 11<., re ;1 :::;- 11 t o Lhink t li;H thi s 
vast t>nte r;-irise l o~ t i t ce imp o rtance .::ift c r r::·: Je l'a r: 1..n- c.: :· r m,: Ror.io.ni c.1 . 

The Th r e~lt 

ln 19 7S , wh en he returned fr om ~lo s cow, Cea usc::-;c u t uld 1;1c tli.:.1t l.lrc.:zl1nL·\1 l:i.1J l1 i111 
v isit, sec retl y , a "microelectronics cit y ." I li .,d .:inn c,u nC L:G to l1 im, ;, r ,, uJl y , 
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that it had heen set up by tl1e KCB on the h.isis of the must recent teclrnologi­
cal -intelligence and that it s pe rsonnel incl Ulks several thousand KCI3 and army 
employi:::es. Ceause scu had neve r seen such a collec ti on of microeleclronic 
equipment. Brezhnev said to him: 

"Technological cities of this type e::1ploy more than 20 ,000 engine.::rs and tE!c li­
nicians. Most o f them work in our nuclear insL1llations, but now t hal we c.:rn 
destroy the West several times , ou r priorit y is to construct missiles capable 
of striking at American missiles e ve n before they are launche<l, of paralyzing 
!,ATO before it strikes first, of hitting, ,,·ith p r eci sion, no t only all possible 
targe ts in Western Europe but also t ;12 \~hi te ll o us t.• , \:all Street and [ th e auto­
motive] industry in Decroil." 

Ceausescu \,;as very much impressed, both by Lile size of this "cit y " and by t l1e 
almost complete secrecy whici1 surruunJed it. Such ope rat i ans clearl y illust r a t e 
the need for the Western countries t u pu t .:111 e11J to the industrial es p ionage 
of the communist bloc. Th is is not ensy but it is poss i b le to limit and to dis­
cou r a~e t he efforts of th e \farsaw Pnct countrie s . Tht!Se count rie s ha\;e in.ics­
cri bahle e c0 nomic p r c•L0 lcrr,c; 1ihicl1 have as their direc t caust: t ht.: ecunomic and 
politi c .:ii structure of t he c ommunist societies .:i.nd cannot be res olved in a 
socialist ::.ys tem. In o rdet to survive an<l to develop, the socialist countrit::s 
need real r.o ne y , real markets, and only the capitalist world can supply these 
things to ther.i. Pol.:rnd anJ Romania alone have borrowed $40 billion to survive, 
and they are making ~n ormous sacrifices to repay these debts. Some Americans, 
like s~nator Jci.::kso:1, !l.:1v.:: discovered how t o u se t his econor.iic re.:ility as a 
lever, in orde r co improve human rights in tht:: communist c o untrie s , linking the 
obtaini:ib of ti1e "most favo red nation" clause to t he right to emigrate. It 
~ould be very useful if it ~ere possi ble to fin d a way to grant most fa vo red 
nati on tr~ac~ent in exchange for giving up industrial espionage. 

For tile cumr,1unist countries, the American l.:n.; un export control i s .::i "dreaded" 
enemy; they try , with all their might, t o di s t o rt it by pre senting it as a:1 

at t ack or, t h e fundamcn::21 princ iple s of democracy o r as an at. ~v.:-.~Jt L, y t lie l'ni ted 
Stat~s to ir:i 111..1 se it:; µulicies on it s allies. 111 reality, tli i ~. l a1,,,• .i.s , fo r t he 
free wo rld , a powerful means of protecting a scientific and techno lo gica l asset 
which is our pride and our strength. 

Most of the successful the£ ts of \,,;es tern secrets have taken place in 'i-.'estern 
Europe and in Japan and not in the United States. These serio~s mat ters should 
be brought. before public opinion in these c o untries so that the \· can be tter 
evaluate the po l ic ies of their leaders. 
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T HE \ \ H l TE H OLS E 

-5ECRE'f 

ACT ION 

MEMORANDUM FOR THE PRESIDENT 

FROM: ROBERT C. MCFARLANE 

6170 

-DECLASSIFIED 

NLRR f\OYi\X ~ l 35JCJ5 

BY 19,L NARADATE ytis(•J , 
SUBJECT: Technology Trans=er to Romania 

Issue 

Should we license the assembly of Control Data Corporation 200 
megabyte disk drive memory units in Romania? 

Facts 

On 3 August 1984 you directed the Department of Commerce to 
prepare a safeguards plan to reduce the risk that the Control 
Data disk drives, used to store data for computers, assembled in 
Romania could be diverted to the Soviet Union or other East bloc 
countries. Co~~erce has prepared a plan in response. It 
contains several useful provisions but still leaves the Romanians 
to police themselves, with quarterly visits by the c ompany's 
representatives to check on possible diversions. 

We have recently persuaded our allies 
kind of technology to the East bloc. 
general exception from COCOM for this 
diplomatic price if we did so. 

Discussion 

in COCOM not to export this 
We would need to obtain a 
export, and we would pay a 

In order to avoid having the Romanians police themselves, we 
should amend the plan to require that Control Data assign 
responsible Western representatives to be at the facility to 
ensure constant control and monitoring of the assembled and 
unassembled disk drives to assure that they are not diverted, and 
to report on whether the other safeguard provisions are being 
lived up to. We should then accept this amended plan, and 
approve the sale. This will end a lengthy wrangle on this issue. 

Recommendation 

OK NO 

That you approve the amended safeguard plan, and 
approve the assembly of Control Data 200 megabyte 
disk drives in Romania. 

SECRE'f 
Declassify OADR 

Prepared by: 
Stephen P. Rosen 





MEMORA . .;."'J DUM FOR 

SUBJECT: 

THE W HI TE HO U SE 

W t-..SH : NG T Or-..; 

THE HONORAB LE GEORGE P. SH ULTZ 
The Secretary of State 

THE HONORABLE DONALD T. REGAN 
The Secretary of the Treasury 

THE HONORABLE CASPAR w. WE INBERGER 
The Secretary of De f e n se 

THE HONORABLE MALCOLM BALDRIGE 
The Secretary of Commerce 

THE HONORABLE DONALD P. HODEL 
The Secretary of Energy 

THE HONORABLE WILLIAM J. CASEY 
Director of Central Intel l igence 

THE HONORABLE GEORGE A. KEYWORTH, I I 
The Science Advisor to the Preside nt and 

617 0 

Director, Office of Science and Technology Policy 

Control Data Disk Drives for Assembly in Romania 
(S) 

In the matter of the Control Data Corporation proposal to 
assemble 200 megabyte disk drives in Romania, we accept the 
safeguards plan as prepared by the Department of Commerce with 
the following amendment: 

"In addition to the ten other enumerated safeguard provisions, 
responsible Western .representatives of Control Data will be 
assigned to be at the facility to ensure constant control and 
monitoring of the assembled and unassembled 9780 disk drive 
units. They will submit written reports every month to OEA 
concerning the fulfillment of all of the safeguard provisions." 
(S) 

With this amendment, the safeguards plan and the license for the 
Control Data transaction are approved. This approval does not 
constitute approval of the sale of the assembled disk drives to 
Romania. (S) 

FOR THE PRESIDENT: 

~ 

Declassify OADR 

, DECLAS 1"" D 

N~RR tYlti3~ #z1>~ 1{.p 

BY fJA) NARADATE~ l1 
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THE SECHETARY OF CC r,lMEACE 
'./,/3 s i-i -11 gt o n , D C 2 J230 

MEMORANDUM FOR: ROBERT C. MCFARLANE 
Assistant to the President 

for National Security Affairs 

SUBJECT: Safeguard Conditions for Assembling the CDC 
200 Megabyte Disc Drives in Romania (FOUO) 

This is in response to your request of August 3, 1984 for the 
development of safeguard conditions necessary for the approval 
of the three export license applications for the Control Data 
Corporation 200 megabyte disc drives to be assembled in 
Ro ,:r,ania. (€) 

We developed the attached list of conditions at an interagency 
meeting at Commerce on August 9 with representatives from the 
Departments of State and Energy. Defense was invited but did 
not attend. Subsequent to the meeting, the list of license 
conditions was transmitted to Defense for review and 
concurrence. At this time, we have not received a response 
from Defense.~ 

The conditions are essentially those used in the 1977 ROM/CDC 
case involving 60 megabyte disc drives, although they have been 
updated to provide better record-keeping, tighter surveillance, 
enhanced protection of the most sensitive technologies and 
recognition of the new policy towards the People's Republic of 
China regarding technology transfer by permitting reexports to 
the PRC with prior approval of the Office of Export 
Administration and COCOM. (FO0Ot 

Further, it is important to note that in the 1977 case ROM/CDC 
was authorized to sell the disc drives in Romania whereas in 
this case the license application requested that the disc 
drives be sold only to end users in the Free World. ~FO0O) 

Assuming these conditions are approved, the case will need to 
be referred to COCOM for full committee review prior to 
issuance of U.S. license. (U) 

DECLASSIFIED 

NLRR M Y31 Jt l'li l'I~ 

gy ,c.n,. NARA DATEJj:Ja-/11 

CONFIDENTIAL 

Secretary of Commerce 

Classified by: Multiple Sources 
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Propcsed Safeguard Conditions for 
The Export License Authorizing Assembly of 

200 Megabyte Disc Drives by ROM/CDC in Romania 

l) The technical aata shall: 

a) include nothing related to the design, manufacture, or 
repair of magnetic heads, servos, or magnetic surfaces, 
actuators; and 

b) be limited in content and quality to that necassary and 
appropriate for the manufacture of 9780's, as described in 
CDC's applications. 

2) This authorization relates to the export of the technical data, 
associated parts, and tools as described in the submitted 
applications. 

3) Within 30 days following the issuance of an export license to 
CDC, CDC shall submit to OEA a written statement, signed by a 
responsible representative of ROM, and certifying that: 

a) The technical data will be used only for the pr oduction of 
9780's in Romania. These drives may be shipped to Country 
Groups T and V only.* 

b) The technical data will not be transferred to a third party, 
or other~ise disseminated or disposed of, without written 
permission from OEA; 

c) ROM's production facilities will not be moved outside the 
territory of Romania. and responsible Western 
representatives of CDC will have the right of access to 
ROM'& production facilities during normal working hours; 

d} Within 30 days following the end of each calendar quarter 
after issuance of an export license, ROM shall report in 
writing to CDC. for both such calendar quarter and also 
cumulatively since the issuance of the export license: 

i) the number of 9780's produced by ROM; 
ii} the number of 9780's transferred to Country Groups T 

and V*: 
iii) the number of 9780's remaining at ROM. 

e} CDC will be promptly notified in writing of any significant 
change in the facts on which any export license for the 
technical data has been based. 

4) Any 9780'& produced by ROM: 

a) may be transferred only to transferees in Country Groups T 
and V. * 

*See paragraph 4(c). 

-~AR AFFIP.IAI IISF ANI V-
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b) shall, both before and after any transfer by ROM, r emain 
subject to all U.S. export la~s and regulations, except 
only as herein otherwise provided. 

c) may be reexported to the PRC, but only on a case-by-case 
basis, and with prior approval of OEA and COCOM. 

S) A responsible Western representative of CDC shall visit ROM 
each calendar quarter after issuance of an export lic en se and, 
within 30 days following the end of such q11arter, shall report 
in ~riting to OEA whether the technical data have been used for 
anything other than the purposes herein authorized, ~hether the 
technical data has been transferred, disseminated, or otherwise 
disposed of, whether ROM's production facilities have been 
moved outside Romania and whether the shipments made here under 
have been made to and received at approved destinations. From 
time to time a USG representative may visit ROM to examine 
ROM's books and records to verify that the terms and conditions 
of the approved licenses are being adhered to. 

6) CDC shall promptly submit to OEA a copy of anything CDC 
receives pursuant to Condition 3)e) above, and CDC shall 
promptly notify OEA in writing of any significant change in the 
facts on which any export license for the the technical data 
has been based, or of any significant change in the terms of 
any contracts or agreements upon which CDC's relationship with 
ROM, as described in CDC's application, has been based. 

7) _ Within 30 days following the end of each calendar quarter after 
issuance of an export license, CDC shall report in writing to 
OEA, for both such calendar quarter and also cumulatively since 
the issuance of the export license: 

a) the number of 9780s produced by ROM; 
b) the number of 9780s transferred to Country Groups T and V;* 
e) the number of 9780s remaining at ROM; 
d) the number and identity of parts,** read/write and servo 

heads, and actuators exported to ROM during the quarter 
covered by the report, and the number and identity of 
parts, read/write and servo heads and actuators that were 
incorporated into disc drives during such quarter; and 

e) a description of that part of the technical data exported 
to ROM, indicating whether it was exported orally or · 
through written documentation. 

**"Parts" is defined as anything other than read/write heads or 
actuators. 



-3-

8) A list of all end-users should be submitted to OEA at the time 
of delivery along with the nu mber of disc drives delivered to 
each end-user. 

9) Parts provided by CDC, directly or indirectly, will remain 
under CDC control, and the quantity or parts on-site ~ill be 
limited to that necessary for supporting the production of 
9780's for the following six months; 

10) Read/write and servo heads as ~ell as the actuator mechanism 
(including velocity transducers) will be exported preassernbled 
and tested by CDC. Technology of these items will not be 
exported. 

Wang 332 
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-CONFIDENT I AL 

MEMORANDUM FOR: 

SUBJECT : 

ROBERT C. MCFARLANE 
Assistant to the President 

THE SEC~ETARY OF COMMERCE 
Was hingt on . D.C. 20 230 

for National Security Affairs 

Safeguard Conditions for Assembling the CDC 
200 Megabyte Disc Drives in Romania (FOUO) 

This is in response to your request of August 3, 1984 for the 
development of safeguard conditions necessary for the approval 
of the three export license applications for the Control Data 
Corporation 200 megabyte disc drives to be assembled in 
Romania. ""( C) 

We developed the attached list of conditions at an inte-ragency 
meeting at Commerce on August 9 with representatives fro m the 
Departments of State and Energy. Defense was invited but did 
not attend. Subsequent to the meeting, the list of license 
conditions was transmitted to Defense for review and 
concurrence. At this time, we have not received a response 
from Defense.-+@+ 

The conditions are essentially those used in the 1977 ROM/CDC 
case involving 60 megabyte disc drives, although they have been 
updated to provide better record-keeping , tighter surveillance, 
enhanced protection of the most sensitive technologies and 
recognition of the new policy towards the People's Republic of 
China regarding technology transfer by permitting reexports to 
the PRC with prior approval of the Office of Export 
Administration and COCOM. (FOUO )-

Further , it is important to note that in the 1977 case ROM/CDC 
was authorized to sell the disc drives in Romania whereas in 
this case the license application requested that the disc 
drives be sold only to end users in the Free World. ~FOUQ} 

Assuming these conditions are approved, the case will need to 
be referred to COCOM for full committee review prior to 
issuance of U.S. license. (U) 
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Proposed Safeguard Conditions for 
The Export License Authorizing Assembly of 

200 Megabyte Disc Drives by ROM/CDC in Romania 

l) The technical data shall: 

a) include nothing related to the design, manufacture, or 
repair of magnetic heads, servos, or magnetic surfaces, 
actuators; and 

b) be limited in content and quality to that necessary and 
appropriate for the manufacture of 9780's, as described in 
CDC's applications. 

2) This authorization relates to the export of the technical data, 
associated parts, and tools as described in the submitted 
applications. 

3) Within 30 days following the issuance of an export license to 
CDC, CDC shall submit to OEA a written statement, signed by a 
responsible representative of ROM, and certifying that: 

a) The technical data will be used only for the production of 
9780's in Romania. These drives may be shipped to Country 
Groups T and V only.* 

b) The technical data will not be transferred to a third party, 
or otherwise disseminated or disposed of, without written 
permission from OEA; 

c) ROM's production facilities will not be moved outside the 
territory of Romania, and responsible Western 
representatives of CDC will have the eight of access to 
ROM's production facilities during normal working hours; 

d) Within 30 days following the end of each calendar quarter 
after issuance of an export license, ROM shall report in 
writing to CDC, for both such calendar quarter and also 
cumulatively since the issuance of the export license: 

i) the number of 9780's produced by ROM; 
ii) the number of 9780's transferred to Country Groups T 

and V*; 
iii) the number of 9780's remaining at ROM. 

e) CDC will be promptly notified in writing of any significant 
change in the facts on which any export license for the 
technical data has been based. 

4) Any 9780's produced by ROM: 

a) may be transferred only to transferees in Country Groups T 
and V. * 

*See paragraph 4(c). 
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b) shall, both before and after any transfer by ROM, remain 
subject to all U.S. export laws and regulations, except 
only as herein otherwise provided. 

c) may be reexported to the PRC, but only on a case-by-case 
basis, and with prior approval of OEA and COCOM. 

5) A responsible Western representative of CDC shall visit ROM 
each calendar quarter after issuance of an export license and, 
within 30 days following the end of such quarter, shall report 
in writing to OEA whether the technical data have been used for 
anything other than the purposes herein authorized, whether the 
technical data has been transferred, disseminated, or otherwise 
disposed of, whether ROM's production facilities have been 
moved outside Romania and whether the shipments made here under 
have been made to and received at approved destinations. From 
time to time a USG representative may visit ROM to examine 
ROM's books and records to verify that the terms and conditions 
of the approved licenses are being adhered to. 

6) CDC shall promptly submit to OEA a copy of anything CDC 
receives pursuant to Condition 3)e) above, and CDC shall 
promptly notify OEA in writing of any significant change in the 
facts on which any export license for the the technical data 
has been based, or of any significant change in the terms of 
any contracts or agreements upon which CDC's relationship with 
ROM, as described in CDC's application, has been based. 

7) Within 30 days following the end of each calendar quarter after 
issuance of an export license, CDC shall report in writing to 
OEA, for both such calendar quarter and also cumulatively since 
the issuance of the export license: 

a) the number of 9780s produced by ROM; 
b) the number of 9780s transferred to Country Groups T and V;* 
c) the number of 9780s remaining at ROM; 
d) the number and identity of parts,** read/write and servo 

heads, and actuators exported to ROM during the quarter 
covered by the report, and the number and identity of 
parts, read/write and servo heads and actuators that were 
incorporated into disc drives during such quarter; and 

e) a description of that part of the technical data exported 
to ROM, indicating whether it was exported orally or 
through written documentation. 

**"Parts" is defined as anything other than read/write heads or 
actuators. .,., 
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8) A list of all end-users should be submitted to OEA at the time 71 
of delivery along with the number of disc drives delivered to 
each end-user. 

9) Parts provided by CDC, directly or indirectly, will remain 
under CDC control, and the quantity or parts on-site will be 
limited to that necessary for supporting the production of 
9780's for the following six months; 

10) Read/write and servo heads as well as the actuator mechanism 
(including velocity transducers) will be exported preassembled 
and tested by CDC. Technology of these items will not be 
exported. 

Wang 332 
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l ND~ ST RlM. ES P10NAG E ACT I VI TIE S OF SOV I ET BLUC 

Pari s L 'EXPRESS in Frenc h 6 J u l 84 pp 22 - 28 

[Article b y Ion Pacepa: "The Big Reaping " ] 

rw :-L\.'HA 

[Te x t] How do the Eastern Euro pean c ountr ie s ca r ry o n i nd u s tr ia l e sp io nage ? 

Seni o r f e llow at t he Cent e r f o r Internati onal An d Str a t et,; i c Stud i t.: S a t C•.:o r gc ­
town Universit y in Washington, Michael Led e en has c o ll e c t e d t he t es Li rn on y o f 

t.f _3 

Ion Pa cepa, de put y director ~f Romanian counteres piona ge and pe r s on~l c o u nse llor 
of Pr e siden t Ceau s escu until his defecti on to the West i n 19 78. 

1 ln 19 5 2 , La v r en ti Beria, c hie f o f Sovi e t S t a tt · S1.:·n ir i t y , gave t he o r de r t o t he 

l

, Rorn a n i a n sec ret s e rvic e s t o engag e in ind u s t r i al f:' s p i o 11age . "Eve r s inc e WW 11, 
he t o ld t h em, technolog i cal intelligenc e ha s pr ove n t o b e e ssenti a l fo r our 
de fe n se and f o r our e conomy . Such a departm1;;;1 t would g i ve 12 ff ec t i v e s u pport 
t o ou r r evo lutionary M:n :-:ist-Le nini s t-Stalini s t s lru 1..~ g l e ." 

Serge i Petrovich, a Soviet general, su pervised th e org a niz a ti on of o u r in dus­
trial e s pionage s e rvices. He g a v e us an in t er es ti ng r epo rt o n t he oc tiv it y o f 
his c ountr y . According to him, the " wo r k " o f the Rose nb c rgs in t he LJ n it ed 
Stat t:: s ",,.:as no 1 e ss i ;;,r,o r t ,:rn t t han t he v ictory ove r Ce r :~.:; n y . Th e y br o i_: g ll t 
a bo u t t he e nd of t he a t or., i c mo no po l y o f t h e l° L i tL:J St a t e. : a n d s i n ce t he y d i d 
no t c o n f es s , t heir dc.:<i.th pav ed the way f o r a nt .i. - Ainerica:-, and anti-impe r ialist 
propa ganda and for a n ti-at omic bomb peace mov ements. They inaugurat ed an era 
i n whic h technolo gy became th e main supp ort o f po litic s ." 

At the be g inning of t h e 19 SO' s th e Soviets s et up a v a st o r gan i za t i o n-- Eva lu a ­
t.i on, Ve ri f icati o n ar: ::i '.~a t.ur a l i za ti on--which e ~., , l o yed r:-:.·.r c, t han a t hou s::rnd 
e ngin e e r s , t ran s l a t o r s 3nd J esi gners. It con t:: !, ues t o . : ;· ;:, i,.,• u p the l is t of needs 
of t h e KGB a nd t he se cr::; t se rvi ces of the o t h ..: r c o un t r i e:-: o f t he Wa r sa,; Poe t. 

--- ·---- ---- - - ---------- -· 
It re c e i ves tec h no l og i c a l a n d t e chnical-mil it a :·:; i n f o rr..;___t :ion and t r ar:isio-rrii°s 
,.;hat i t c o nsider s t o b,:, use f u l i nt o "S ov i e t pr .· 2c t s ." 

Ov e r t h e yea r s , t h e l-'.::.. ,.i s t ry o f t h e Int e r i o r c r-::.:Lc·d i t c: '.-'Tl indust ry i n 
Bu c ha r es t. In all the: ho ~e l s i n Buchare s t, t he.· t c l eplwnes C3 n have lis t en i ng 
dev i ces a c tivat e d by pr c :.-, si ng a button. ~! i cr i:j ,:,ones ar ,:., • . .:i rcf u l l y h i d de n i n 
each ro om, a closed-ci rc u i t television permit s Lhc --:o ns t:1:1 t surve ill an c e o f t h e 
r es t au r a nt rooms, the c o rridors and the balh n w :% . Came r a s in s tall e d o u t s i de 
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hotels s uch as the At henee Palace , the I11 t erc u 11Li11L!nLal, tlit:: Li Jd and t he No rd 
mo11iL~,r the movements of foreig 11 ers . 111 tl,v VL· r y lil.!sl rl.!S L.:.1u rc1nl s , a~~L'.llLS ac t 
as rn:.iitre:e; <l'hot el o r wai ters, pr uvidi 11;_; LiIL·1:: 1iitli till.! oppurtunity t o hide 
micr ophones und er the t.:1bles, in th e ::ish tr ay s , or in the ice bucket s . Prosti -
tut t::s , on the pay roll of t he cuuntere spiu11:.1t;e: ~;c: r vice , strol l a r o un d in t he bars, 
in t he ho t el co rridors, the restaurants, tl1e: Lli eaLc r s , the Ope ra house , t iie 
conc e r t halls , the amphitheaters, t he movie houses , the st r eets ,rnd the pa r ks . 
The results of this work a r e distributL!J i:1s f ,il lovJ s : co1:1p r omising informatiun 
on f o r eigners goes t o t.he securi t y servi ces ,1nJ t!te munc y , the c l othing and t he: 
gifts go t o the a g ents. 

Ab o ut 1970-1 975, Colonel Christia n Sc or11e3 1-1.1c: ,-.'~1tc.ii ing i.l p0s sible informe r 
on cher.:ical weo. pons , Ho r s t v on Ha_i ek, a p r--1fl's:-;o r of cngi nc:ering . Hajek was 
bo rn in Germany . Duri ng \.J\-:II he served as a ..: umm i.l nd er office r i n t he area of 
chemi cal we3pons . Afte r the f all of the Third ~L'ich , i n o rder t o hi d e his pas t 
he went t o Por t ugal ,-,1i1e r e he bec ame a mi liLn y advise r anJ .::111 a r mame nts engineer . 
L.Jter, li e returned to h'tcst l~L""rmany and he bl.!c1111c .:.1 tc cli nic.:.il :.idviso r for NATO . 

The Ror:1.:.1r, i2!1 invc s ti::,;:::Li ,-' n r~':ealcJ Lhat ri a j •.: '· 1-.•as r~ ch t>ut t h3 t l1i::: lwJ L.11,.il y 
problems and l h.:1 t '-''Ulii c:n 1,·ere h is \.Jeak µo .i11t . l k 1,.:.is inviteJ t o Duciia rest ,:rnd 
was in troduced t o Adrian2. Oros, a beaut i fu l vo ung lad y wh u was LrH: answe r t o 
his d r eams . Ad ri,rna was on l y 21 yea rs old , she worked .:JS a prostitute in a 
night club in a large hotel. Ob\•io us l y , s l1 c \,:i s colL1bo r ating 1,: il h o ur in-
tcllibc11-.:c sl.!rv i c es , H:.1jck fc> l l in lt ) Vl· 1-· Lt l1 i1, · r. Ti1L'ir li :1i s(11 1 1 . .;;i s rl.'c o r dt.:d 
on [iJ1:: .Jnd r.:.:ign.::tic ti.lpL'. ll:J_\L:k spL'nt ~:~0 , 1.JtlU I ur :1 i1, ., u::.-e Lor ,\dri.:.1n:1 d11J ltc_-r 
r.io t hl, r. He could not get along witho ut thi s '-' Ou n,; 1-:om,rn, and li e usc:d to spend 
1 \,.'ee K e ac h 1:!0nth in Bwcha r es t. In J 977 :-,..! '.,Js re:crui ted .:.is a1: .J. ~en t. Hajek 
cont!"i b utt!d grea t ly t o the modernization o[ v ur cliemi c :d illdu s tr y . Th a nks to 
hir i , .::.n c110 1-:;;ous n J 1' alm plan t was built in l',uc J-i:1 rc s t , under t he cov er of a 
dc t ergc :1 t ::1anufac turing f act o r y . Napalrr: b omb• : \·-'t TC 1.1.:i nuf3L· tu r eJ u n L!ic bas i s 
o f pl2ns tra11s;-;1i tt eJ illq;a ll y , v ia Africa, f ru rn l' o rlu g ~ll t u l~urn.J.11 i :1 . ,\ s ecret 
c:--:hi\ , i t .:1: 1J cxre ri mp•1t. s 1.-,c r e oq;an i zL!cJ for tl! E:: 11 rcsident . 

l ,1 l ~7o , r.1o re t han 90 rc rcl::'n t , , t Ll 1e en~~ i11L'L·r ,,; , p i1_\·'.; icL.1ns, ec ono:r, i s ts ;,rnd 
profc:sso r :-: 1,,,1h o went 2b r o2d 1,,·ere sec r e t .:1 ;e nt s , Scr.10 of Ll ll.! li, 1,,1ere even intel ­
li gen--:e of1· .:.c c rs . ~~hen c: 1e SL't ' rl'. t s~ r vi.-::c: (Lhe ClE) w;1.s re ln 6an ized in 1972, 
Pr esiJent Cc.J.uscscu decreed tli.Jt e 3. cl1 citiZl'r1 who 1,o u l d be ~O i !1g abr o ad, as ._; 
..;io1v:·at ur on tik l <, S!c: ..:, :· :, ~- ~l2c -~r:d ;! ;~ rc c;:,c, ,, t, :'.. c.lc:; t: 

..:i :· fi L_- r L1 r 2 CJ.!:: C c' l i2 be,:· :;tnr. " ll nl \" those i 1;<'.i:vi:Jc: :,l:.; • • I I ~oruaa , 

u1d c .:.L.:> ~ .11..;,_u s t: ... :~ 1.....~~ \ .... Jy ·.~·.,__:. l tl 1~ J ir: ii:1 1.-:;i. u: 1:- \.' ( t ;i ..!. s c s~Ji u i1.:..... ~,c \. ' !: ~ ~r p r isc . 

-~ l iLLlL ~:~iore 19 !_. C ~ .\ .1L:::.:.1r. ,::· .~-:ohh iu ro~ , at Li1 ~1C t i :::~ ;!_.inis::e: r e; :_· ::.; ri c ul t ure: , 
-.,:1,:., cr3zy .:.bout an .-\::· •rjc : 111 i•·. : ,·iJ c ,, , 1: 1.-:i1ic11 • .. :.,'-' l-: 1,, L ILlt: :· jz ed Ly i t '.; re:sis t a;icL· 
~, , cl i:'.1ciLL c!ia :1ges i1!~c.i u,· it s 1 !·oJucti v it y . .-\1 Lvr ~i :,;~ ;.ns of dr u u;;! ,t , h yb ri diz:1 -
t io 11 \-'ilS t !1 e only i:,,;, e of Rorr.0 ;1j;rn a gri cultur e.: ; i t ,:i J not have a11 •; c rL:d i t s fur 
th c- i rip 0 r L o i bi.; net i.:: mate r i ah: . 
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~logh ioros turn ed t o t he int e lli f,~ nc e s e r vi c l·s . Th e y l ook th e pr oj ect in band 
and, durin g th e next 5 year s , s everal doz e n a g r onomi s t s le f t f or the United 
Sra t es . They we re all int e lligenc e offi ce r s or a gent s . They v i s ited federal 
r esearch institutes, priva t e organizations , ag ricultural facil i ties. In 5 
ye ar s , the y collec ted the genetic materials necess~ry for the devel opment of the 
hybrid corn in Romania. A special diplomatic pouch was prepared for transportin 
them to Bu charest without damage. The Romani a ns recruited seve r a l talented 
A.":lerican specialists, including one at the research center of the Departnent 
of Agricul·ture in Beltsville, Maryland. Be a lone provid ed t hem with a collec­
ti on o f Ame r ic an hybrids. After 7 years o·f intens ive r ep r od uc ti on, Romania 
is be com ing a significant producer of genet ic material s and one of the largest 
produc e rs of hybrid corn in Europe. In 1978 , t he ope rati on made it possible 
f o r Roflania to save about $300 billion. 

I n 1978, a bout 70 percent of the Roma ni a ns assi gned abr oad we re dealing with 
for e ign trade and were intelligence officers . l n Romania , the first deputy 
minister o f f orei gn trade and 11 direc tor s i11 the ministry wer e CIE agents. 
Th e s arae he ld true for 38 of the 41 he ad s o f f o r e i gn trade ente r prises. 

I n eve r :: mc: e t i ng wi t h t he <li, ec t o u . CJ f \•;e su: rn f irms , es p i onage was the most 
impo rt an t e lement. All foreign speciali s t s contacted became the subject of a 
r e po rt and each transaction was eva luated o n t he basis of the t e chnological 
informati on which it might provid e . 

One o f the most sp·e ct acular operation s wa s t .:i. r gete<l a ga ins t t ht.: Wes t Cennan 
t a nk , t he Leopa rd II. Our intelli genc e s e rvi c e ob t a ined a mo de l , t hanks to an 
a6ent who wo rked fo r tlie Kirsch f ie l d A. G. Fi r m in Du sse l<l or f . However, the 
ma nuf ac ture of t he eng i ne was t oo complicat ed for our spec ia li s t s . So they 
sought assistance f o n n the manu fa cturer a nJ tr1 c dis tribut o r o f t he t ank , the 
!·1. T.U . g r o up . 

This operation was entrusted to me . I re ceived my instructions onl y from 
Ceausescu. I est ablishc: d cont act ,.,, ith one o f t he M.T. U. offic i a l s who had the 
c ode name of "Leon a rd ." 1--ie w<1s s a jd t o have svrnpathy f or t he i_r:!_dep e ndence of 
Ro r.1 2nia in f ore i gn poli cy . --- -- • • 

- --·--· ·- - - -

Leonard had me visit the military s e ctions of h is pl a nt in Augs bur g and he 
autho rized me t o examine the tank in detail. A few day s lat e r, we arrived in 
Bucharest, on board an M.T.U. jet, where he was to j o in Helmut Schmidt on an 
official visit. We were alone. Leona r d exp lained t o me that t he Leo pard s I 
and II were i n t ended fo r NATO and th.:i t, witl 1out the f ull a g r eemen t of Bonn, it 
would be very dif fi cul t t o e:-:po rt cd l or pa r t o f t he t anks. Howeve r, the M.T.U. 
had just set up pl ans f o r a di es e l eng i ne b.:i s ed , &lmos t enti r e ly , o n those of 
t he Leo pard II. Thi s 2n g in c bel c ::;:ed to t he ~1.1 . U . 'v.' h icr, w.:is r eac y t o s e ll a 
license t o Rom.:inia . 

On t he bas i s n : a cc,;1~ i dc nt i 2 l :'li:;:.- '-' l'. ~.c n t \i tii cii Lc c• n:: rd ::,igned , c1 Swi s s f i r m 
speci a li z ing i n t h i s type o f c on t ra c t, whns e pe rso nnc:l we r e ~i.T . li . re itree s , 
wo uld deliver us t he nec es s .:i r y c ~~p0n~n t s f o r t r.:i nsf or r.iing t he M. T . U. engine 
i n to a tank en gine. I informc:d Ceause sc u. The pr es ident thanked Leonard. 
Later, after the c on tracts we re si gned , Le un:1rd we n t t o the Roma ni an Embassy on 
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Co lofni..' 1,.;itl: some v e ry he;,ivy s uit c:1s es wh ic·i1 C, lnt:,incJ t hL· lu,.., ri c .::iti un sys tem 
a s well as till' o r ig in a l p.::ir t s of Lh <.: Leop :.i r cl 11 011g i. nl-' anJ the ir cl i ag r .::irns . 
This " ;;c st ure of confide n ce " in oug urat <.?d t i1 '-' t r.::insfer o f ;,i :·;i\TO defense sys tl:!m 
t o a c om."Tluni s t country un d e r the cove r uf "drilling units." 

The Leo pard II o peratio n sl1ow2d us t hat retirl.'.J furei_gn s pe ci.::i l ists were a 
goo d sou rce of t echno l og ical int e llige nce . In 1977, the CIE comp lied a list oi 
these retired specia li sts in Wes tern c o untri es . La t e r on we learned t ha t t hey 
we r e no lon g-e r he]d t o sec recy, eve n i f they l1:1J 1,,o r k ed for national defe n se . 

I n tern a t ional Coope r ation 

The CI E ut ilized, littk by little, t..:ve r y co,1trac t for coope r at i o n \..'i th f irms 
in ca11i t alist c ou ntries t o plnc e int e lli gence of fi ce r s and agents a nd t o take 
ph u tograph s. Thus, in the fr.:1rnewo rk of Frencl1 - l\omanian c oope r at i on , i n the 
pro <luc t ion of .::i corapact Renau lt ca r, t he Dae Li, mo re t l1a n 100 Fr ench technici ans 
were i n Roman ia. ThL'y· broug ht wi t i1 them abund an t document.::ition which s u pplied 
i nforrr.ation ex cc-:d ing [ th e t cc l1ni cal h·ve1 uf] Ll1L' equipment which '-''l'. had bought 
l eg3l]y . ,\ll t his 1,.,c1 s plwloh r ;,iplied ~ec r c t ly . La t er o n, Lhc pliotogr .:i.ph s pe r-
::.i t tec:! c s t o r:,a ke ;;;;_;;1y r:, Gclif i ec, t ions t o t he 1J ."1c ia witho ut spending a cent. 

To'-''.:ird t he.: end of t he ] 'J70 l s a n e w j o i nt p r ojec t was 1.:iunched \vith Cit r oen . 
:·Jo r i:! th an 150 Roman Lin eng'i neers a n d t ec.:lmicLrns wen t t o Fr .:inc e to s tud y a nt:'.w 
c,1r.,!1a c.:r c:1r . Scve r .:11 u1- the1:1, int e l li ge nce> ,, ffj c L' r·:_; o r .:1ge11t s , Wl' fl' equ ip ped 
'-''i t h min iscu l e c:m er ::1 s , of tl 1c:· l.1t cst mode: l, d n d ul tra ~c 1, ;:;itive fi.lm . After 
t hL.:ir ret..urn c ,1 kom .:1 :,i:,, Ll1v fil:.1 :-3 we n .: dcv1.::~ u ;•cJ , Jnd we lc ,1 r ned s ome manu­
fac t ur i ,~P, sc c rcLS th :.:t Ci ~r uCi1 did n o t h':1:,t t , , in c lude in the con tr ac t. 

Thi. rd Cc :..:i1 :. ,ics :.. nd Fi : ::it i c.'us Co;np .-i.11ies 

i-.1l1c,n tiiL c!;l"L'Ct i:npo rt o f LL'.,:linuJu p, y w.:is p r ol 1ibitcd by r egu l ar l egis l ation o r 
b y :111 L'~:t l':J()l"d i.1i. 1r·: , ·,;11,:1 r :.;o , \-'<:' l1 :id re cci1i r sl:' Lu firm s c rt ' .3teJ t o 1,l'. r fo rrr, tr ans ­
f t2r :-; :1-.~ ~dly. l!'. r,;,_• ~~ c :.i,-;,_·:-c , it 1-.'., s c.! l; uc.• :--. ti u n of a t<.:L:l ,1 1,_ } ,, 6 :: • .. : .:.t..i, milita u· 

ii<.: es tablisl,'-'J .'.l fi c ti t io u;:; 
cu::,;:, .::i n'\,' : c :· the pL: r p,,s ,_ ,, C c-<.:11 ding u :-; .-:; ,)p! 1i stic;.1 L,: d mic r oe:lcc tr ic equip1n.:n t 
frc: ., J.::µ ,:rn , t l1e L1nit12c :: rat es , Wcsl C-21-rna n y , Cr 1:a L Br itoin an d I tal y . 

Hjt;1 ) ;· r ,_--: ~; u r~ li:·Jr .1 u1 !c p r l .--:.~i.- -- - , 

r:12n .· v, • .. _rL· :ir:, ;1~.1r t ~d f! ,' ::: :-. ~:1.. ', lc:1 

Ci ~ i ~: . i I l 

v.::r,· s, ,r,r1 isl ic.::ited :1nc \.'i :.i 1 
;1n<.'. ~Gutl1 . .:..fric :; Ll1r,H:1_; l1 lk. 

·. ,· ,·y l1 i :,;!i pc rf u r ­
i:1 LLn::c:Ji3ry of 

.\ B:·i t ; _;, :-:; ~1:·~ c.: 11111p..1 11v w:1;; , ,i :1cL· iv-2d tJ )' u11L· .i : o ur :.i g-:n t :-, i.11 Londu11 i o r Lli ...: 
:~c qui s iLi on of a r adar ,111 J Ji r"f1.:r L•J1 t t yp e s o f :n ilitary equipme11 L c1nd sur.1e 
co1:11 u t cr :, . ';'!lL.'.\' \.,re r (· SL•ill L L1 i!,.Jnu 11i~1 aft e r li,1vi l i t,', p<l~sed Lliruug i1 a 1,umbe r ut" 
t h i ::J ccu n:.riL·c; . 

"\, 
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~lan y ClE of f i cc r s have c h:1ng ed t heir i lkllt i ty cur.1 ;ih :t e l y . They h:1ve becom e 
\,'e st GcIT.1 a n cit i zen s , Gree ks , Tu r ks , I s r a e l.i s , Fr e nc h o r Ital ians , than ks t o 
f al se birtl1 ce rt ificates , f a lse univers it y d ip l omas and o the r falsif i e d do cume n t : 
As a ru le , t hey le f t Rom.:rnia illegall y hec.:i u s e , i n t he ir n ew l y ado pted country , 
t hey c o u ld no t have a ny r.::i pproch eme nt \d tli u :-; . Cea u s e s c u gave u s instructions : 
' 'Eve r y il leg a l int e llige nce office r sent a b r oad du ring peac et i me mu s t l ea r n how 
t o se t u p cells i n r ese ar c h ins t i tut e s .:rnJ i mpo rtan t indus t r ial f inns a nd t o 
s~ pl y us \,·ith t ec h no log ical 1n! o r m.::iti o n . L,cl 1 o ne s hould be be tt e r tha n t he 
bo2st of the f o r e i gn a g e n t s . Some will h.::i vc: t u c r e;.1 t e foreign f i rms f o r the 
wid e - scale tr ansfer in t o Romani a of p~ak tecl1n 0 1og i es u nde r e mb a r go and even 
wea pon s tech n o log i es ." Thank s t o o u r s t roug Germa n- s peak i ng mino r i t y , it was 
e a sy t o p l a c e a large n umb er of ill egal off i ce r s in Ge r ma n y , i n Aus tria and 
tve n i n Switze rL.111 <.1 . 
filtrat ed : Vo es t and 

I n Au s tri a , mos t o f- t ii l..'. n a ti o n.:ili z cd i ndustrie s we r e i n ­
i t s technical d ep.:irtmc-11 t Li nz Du n.:im: i tz ; Al p ine , wi t h i t s 

nu c iea r ene r gy sec t or and i t s f o und r y ; t he l1e:1dqua rt c r s o f El in Lnio n , .:i n o t he r 
fa mc, u s n;eu1 l lurgy cor. ,j.)any ; t li e Sticks t of f 1, L"1: Ke ci1em i ca l prud ucts c omp any ; t he 
p rt.: s :.. igi o u s \-.'.:1gn12 r - Ei r u c ;1g inct: r .ing com:•,11,,·. Tlh: rc \..'C' T C' .'."J .1 s o o ffice r s in th e 
pr i va L 2 c u1:ipa n i e s , su c h a s t lie S iemens - Aust rj .:i e lec t r i c i. ty comp any and t he No r ma 
mi c ro p r o cesso r s c ompa ny .• 

In \.Je s t Gc r m:1nv , s ume welJ -tr i'l ine d off i CL' r s , with f a l s e identi f i c .:i t ion pape r s , 
h.1vc· rn :, cle .:.i 1.,1;1y fnr t l1v11 ,s c: l v es :ind uct ·u p y ir,1pu r u 111t positions in S iemens , 
i:relan :..; en a nd i t s m 1•.: l t~a r se c t o r a t Ka r l s ruh e , !\[C in Du s se l d orf , Hoech s t in 
Fr .:.rn k f u n . , .:ind Ti1y :-; se n . ll 1t·y use un ive r sjtics , s u ch as tho s e i n Ka rl s ruhe a nd 
Ci e s sen , a s sp ri ng lic1:nJ:-; f o r g e t t i ng th"' be st pos i tio ns in Cana d a an d the 
L"n ited S t.J. t t::s . Al Ll 1, ,ug li il was limited in q ua nt i.t y , t h e ind u s tri a l intelli ge n ce 
Su?p lic•J by t lte i lleg,1 1 Jjvi s i on i.n 1 97 7- J 97B ... .- as o f ve r y l,i ~h q uolit y . It c on­
s i s ted, i n p a r tic u l.:n, of ve r y secre t o r i gina l p r o jec t s , c o p ies id e ntic a l t o t he 
or i g ina l , kc p t in the mo s t s e c u r e s tr o ngbn:-:cs o f t lic c om p:rnie s . He r e a re some 
t'X.J.mp l c s : 

- -a c o:-p l e t e desig:1 f o r t l1e Li 1;z )1,1 n ilt !·.: it ;,. t c clmology , ,._-; , ;ch \.:as ir.c·.ed ia tely 
in t ~g r :, t e d in t o the l-:-JmJ11i an me: L:. ] u r z1c1J p J:rnt s ; t h i s sa': cd t ime .:.ind s ev e ral 
1:1 i l l i on s d o l l a r s p r o du c t i on cos u ; . 

--va r i ous d e sig ns of 11 u c l e d r r e ac t u r s and tiH~ i r s e curit y s y stems . 

--t h e ,~,-- :-- :, l e te d esign it,r t he c0:, -- ~r uc ti on o f a h e avy w.:i t e:r ins t a l l.::1t io n fo r a 
1uc l e a r po~e r p l a n t . 

- -t he des ::. g :1 f o r ;i ~he ll fa c t or y d r .:n,'11 u p by \.Jes t Ge n:i an:-' a nd int end L"d f o r Egy p t. 

CJ <.1n J es t i1,<2 ;--L o t og r <:!phy is ofte!1 c ~:l..'.d in t he: p ur s u i t o f int2 lli genct: a nd i s 
s ti ll c;ne o f lhc mu:-; L cfi ecti vc e s i: i o :, :, :a..; L" t,-c li niq ues . Thi s r.iethoc p c.: rm i t t ed 
u ~: no t onl y t o st e.:il fo r e: i 6 i, secre t s but al so t o l ea r n th e r ea l c o s t o f t he 
produc t s ,._-hi c li t hey c1 ff t.: red fur Pu r p u r ck1~;v . O11e can imaF i. ne 0 ur :!dv an t ag e 
i n t l1e !Jegoti a t i o ns ! 
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f"'--'" 'L'l' rl\. 11"\L L,.:::,L, V , "'LI 

/ 

The dncume:its \,:hich we copied wer e o ften so del.:iiled th .--i t we c o u l d simply ca ncel 
t he {nntracts; a ll we had to do was t o re pr o du c e t l1e sys L~m d e sc ri b ~d , by uur 
own mea ns. This \.'as , in pa rt, the situation in re ga rd t o t h tc enorr.1uus r o lling 
mills ordered fr om France and from the Federal Republic of Gennan y for t he 
Galati met a llurgica l combine. We were ab le t o construct entir e installa tions on 
the basis of documents pho t og raphed clandestinely . Whe n oc1n indu s t rial mi nistr y 
had pro b lems in the researching, study ing or engineering of a p r oj e ct, it wou ld 
try , first of all, to resolve them by means of cland es ti ne plio t og r 2 p11 :-' . 

When t he Mi nistry of the Chemical Industry ra n a g r o u nd in <lrawi l1£; u p plans for 
a large polystyrene indu s trial installation, it sent f ake lette r s t o t he l a r gest 
chemical prod ucts companies in the Federal R~p u blic of Cerm.--i ny , Gr ea t Br i t ai n, 
France a nd Italy. It indicated that it wa n ted t o a cquire a license f u r t he 
inst allation of a po lyst y r e ne plant. Six West e rn compani es came t o Bucha re s t to 
offer their services. In order t o prove its s u pe riorit y , n French firm sen t 
a missi o n with a detailed design of an ultramo J ern insta lLnion . \ 'er y much 
awar e o f the im po rtance of thi s file and, justifi.:ibly, cau t iou s , t li t.: Fr c lll.:h 
demnndccJ tha t t he ir docunen ts be loc ked up e 3c li ni gh t i n t h L: i10 L<.: l s a fe . T!1L: s c 
v al uabl e Jocume :1 ts we r e r.10re th.:rn sufficient for fi nd i ng a "Roma11L.1n solu ti on 
to t he p r ob lem"; the y rapidly began to construct a n immense poJ.:,: s t y r ene plant 
in t he Bo r zes t i pe troche mical c omplex! 

The United States and Europe 

The kor.anian sec ret se rvice s have rarel y s ucceeded i n di r ectl y o b t ainin g in­
telli gence inf o r mation in t lie Un ited States . ll ul, on the o r. lie r hand , t h e 
"tap pi ng" of European branches wo rking under Alne ri c nn li cense pro ved tu be fa r 
mo r e " pro fi t ab le." 

The techno logy of sili.con production--an es se11Lial "r :1 \..' mate r L 1l 11 in electron-
i c s - -w .:i s on e o f the p r i o r i t y t a r g e t s o f our s e c r e t s c r v i c e s . Th i s j s ,: v,, n mo r c 
ir. po rt i.l nt con s idering the s tr ic t cm borgo of t hi s tc c hn o l o c; :: 1.:i tl1 rc_.~:-J r <.! ~-­
c:o:-::;-: ·.t in i:; L C~)u:nr i c'.S. Our re pea t eJ efforts t c, u:1 tai :1 s ucl1 u -ciin Li i u1_·,y i ;1 ~:1c--
1·r;i t c-d S ~.:: tc s re~21neu f r uit l ess . Ho weve r , i 1, l •• :Q .:; n ,'J!lc-r ic,:rn :Jr.:1.nc : 1 ,--_,,...: r .:i tin ~ 
in I"r;:i.r 1'- "' tiiac f orme r ly solJ Romania two proJ uc ti o :1 lj1w s fo r S1.:'. n1ico11du c: L,irs of 
Germa n o ri g in m2dc it po s sible for us to o bt c1 in .__,ha t we wdnt e d . ,'\ Fren ch citiz e n, 
.,_-ho r. ! v c k1J ::; ucce s sfully r ec ruited, wa s prov i Ji11h u s regul arl y t il e tt.! c li1 ,, l o1; ic::ll 
d ocumc nt.:-it i :m f r om t he Ameri c an pa rent enter p ri se : indeed tl 1,~ office i ,1 "-'hich 
I \..' ,,s li c•luin g r. ,· busin e s,; :: 1C. t.:l ing s w.1s (JUi t c r: , : ·i c.: ly o vl' J" c, Lu ffc d 1-: it i, ;: i :-.c,; o f 
Joc U,----:e :1t s . Si.L::-tly o : Ll ' lv.'.:.lrd 3 s pe::cL:11 i ns L<1 ll cr.. i o:, , 1,:t..:ll cl i s;; ui s c J , .-:;t ~ii c: 

v e r y h c;; rt o f an l'lect r,,1ti cs plan t situ.:itc·d tw t. 1.-.: •~ ;·. i.:: uch .:n ~ s t a11J L:1,: ;J L, , ; c ni 

Int. c- rn ;, t j ,-:, nal .·•. :irport, L1,:·g .1n tl1e pr oducti c> n or :.: ;~1 ,- c; u;, l i t y i n<l us tr "i .tl :, L :~ i ­

c o n duct n r :,; . 

l' i! L: ;: ~·.,JL! ,~:i ,· :, t , c ln10J .,::: :, c,[ si licon L:1·y s c il :; , ·,. :: ,, 1, 1 s c, Lr i c tl y c: o n tr u l l , . .: i :1 
t li C:: :_ ·:1i t t.: c S c i t c:; , w2 :; l:.J.~c c d ove r t o u s b y :1n '-' :'-'•_ t r o r,i c:,; c ornr, .1n v i n : 11 : 2:1 

tha nk s tc a s ;, eci2l c o ntra c t p r ovidin g fur t i, c, JL:l i\' L: r v nf pa rt of t he u, u .i. i>­
:-:: e :-i t n e c e ss :1r v f:..., r t hc proJuction p r ocess . 

We u s i.:: d simi L 1r rn e tho<ls to ob tain i nfo r ma ti on abl)Ut i. n t c:.;:·.-1 t n l c: ir c. ui. Ls . ~; i 11 c '-· 
we 1,•e r e unab l e t o obtain t he ne c essa r y inforrn i.lti o n fr om l <':-:a s J :1sr r ur.h'n t s in 
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the L·nited Sta t e s, we unde rtook t o coo pe r :.i t t' with a wel l-known British firm 
wh ich was produc ing mic r oe lec tr onic equipr.ient unJer a Texa s In s t rumen t s 
license . As a r esu lt we obtained thous ands of phutocopies of t echn i ca l docu­
ments under emba r go in the United Stat es ; these docume nt s were delivered to us 
by a well-paid Briton we recruited and, thu s , to r th e first time Roman ia had 
acce ss to the world of integrate<l c ircuit s . Th i s "hit" ["coup"] p;:iv ed the way 
for an institute for secret research establi shed no t t oo far from Bucha rest, 
equ ipped with materials produced un de r an runer i ca n l icense in Euro pe and Ja pan 
and i l lic itly imported through a third countr y . Manea Man escu wh o , at that 
time , was prime minister, s.:iid: "lf Te:-:as Inst rument s did no t sell it s tech­
nolo gy to Europe we would h.:ive never managed to ob tain it. Within a short time 
we will produce an increas ing amount of int e grdt ed circuits. I would not be 
sur p rised to see Western firms in tr ouble in the ne a r future." 

The Pri ce of Industrial Espi onage 

I n 1976 the C.I.E. prepared th e bala11ce - sht' c•t o f industrial espi onage . Its 
conclusions were indeed i mpress i ve: mo r e th.:1 11 35 percent of the indcJs trial i n­
ventory wa s based, in part a t least, 011 intelligence opera tions , especial ly, the 
chemical industry , with complet e plants built in Borzest i (polyst yr ene) , Iasi 
(syntl1etic leather and polyurethane), Brasov (melamine and pho t osens itive 
materials), Transylvania (color film and pho t og r aphic paper) , Codl ea (coloring 
agen t s), Victoria (plastic explosives ), Bu ch;:i rcst (radial tires) .... 

Tl1e pharmac eutical indu stry was iri second posi ti on followed by me tallurg y (with 
an impressive number of new technologies for spe c ial stee ls, carbide a nd non­
metall ic alloys as we ll as steel plants, moder nized rolling mill s , and a new 
aluminum factory). The s ilicone semic onductors and t he int eg rated c i r cuits 
we re amo ng the most iE1portant contributions t o the elec tronics industry. New 
digital machine tools , Diesel engines, and Bos ch inj ector pumps were the result 
of intelligence operations. In the sph e re ot nuclear energy Romania had 
rec eived enough inf ormat i on t o be able to build ind ustrial installations f0r 
heavy water: 30 per c~nt of the components f 0 r nuclear reacto r s and 40 percent 
of the safe t y sys t er.::- . Thuse are merel y a fl: .. examp l es . From the end of th e 
1960 's t o t he end of the 1970's we managed t o s ave nea r ly $800 million by re ­
placing legal but c ostly im ports with illegal products thanks to es piona ge. 

Obviously military technology was very important t o Romania, especially after 
the de cision in 1972 to modernize the armed f t, rces Qf t he country and to build 
a new tank (on the ~J dtl of Leopard II), ne~ : i~!1 t c r a ir~ lanes (produc ed i n 
cooperation with Yug cs lavia), bomber planes 2: ~ parachute jump planes (bas e d 
on the West German Fokke r 6 1 4 ), napalm bomb s L :id o t he r r . .:; ter i el for biological 
and chemica l war f are , 2.s \l."~11 as launch ing S '- ·. er.i s . I , . .:.o dditi on t o t echn ica l 
intelligenc e Romania~ ~ were seeki ng al l sort .- _ f i;1for:· . ~ion on milita r y t ech­
nology by studying eve::-: s::1ail r:1odels bough t " : c0y s t ore in !~ ATO countrie s ! 

The instruc tion a nd ma in tcnanc1.: manu a l s wen: Uk en ov e r, ]egitj_ma t ely, by t he 
Soviet ~iinis try Of Det (; :1se . :\ \}es t Gerr.· . ..:. n ci~ .:::ut of Ror:: :1nian or i gin , who 
wo r ked fo r a number of yea r s as a guard in a rc ,i li tary ba se near Mun i ch , was 
r e cruited mainl y for t he purpose of su pplying us with copies of such manual s . 
Sever a l years went by. He had won the confi de nce of the Ame ri cans and he was 
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ch a r g c d w i th "bu r n in g" sec r e t mi l i t a r y d o c urn c- 11 L :; ; ii L' a r r a n;,; L'. d t o lJ r i n g t o h i s 
h a11 dler sac ks f illed with t h is valuab le "wa s t e, " .:1n abund,::mt h.:irves t of " Sec r ,'. l 
Def e :1 s e" ma nu a ls d ea ling with vario us it em s of American miU ta r y equipmen t . 

The weapons s amp les we re almo st a s impo rt a nt .Js t li 1: doc ume nt s . The specir:ie n 
c oul d b e tested, a naly zed , redrawn and Cl)mp.:1 1· cd . >1ode l s of d i f f..:re:11l type:; o f 
NATO wea pons were obtained by c ommercial c o n t .:ic t !:> o r agen t s symr.Jtl1e t ic t u t l1 e 
cause wh o worked in Europe in f a ctori e s deali ng wi th mil i t a r y prod uc t io n , 
es pec i al l y i n Ge rm.:iny and Au s tria. Amo ng o u r bi 6 " supp lie r s ," o ne c uu l d al su 
find the Pal es tinian and Dr uze militi a s, who gav e u s , t h r ou gh t hei r con t ;:ic t s 
wit h t he CIE, ma ny weapon s taken fr om t he ir adve r sa ri es . l r emember .:i very 
good c atch: a Renault t a nk , ca p t u r ed by t he Dr u 2e a nd Lran:;µu r t c:J t u ~un2.ni:1 
i n a r e fri ge r a t o r tru c k. 

I s ra e l a l so g a v e us tech n ical int e lligence cli1J r:1i l i t ar y sar.;;:ih~ :.; . 'i'h i :; is ,,:Ii:; : 
Ror..an i a exch a nged Rom crni a n J ews fo r va l uab l e in t ellige nce , a Lyp,- of l'x,: li:.111gt.' 
in whi ch t he Israel is o ften en gaged . Th e mc Ll1uJc; of tl1t'Sl' e::ch..J11 ;; 1: s 1,crv VL~n· 

delicat e becaus..: t hey i n vo l ved t h e espion.:i;.;e S l:l" ViLc:; o f t lic.:: twu ,·oun:: r ic·,,. 

In 1 9 70 , 1 -...,a s a b le to o rga nize a n a t i o no l e~: :1il, j t o f rni l i tor :, Lv ;.: hnology ; 
Western military equipment .;J!1d we a pon s could lw found t he r e , ;l] or.g ~: iJe our ( Mn 

products. Set up at Bane asa, it s ,howed ,::m almos t Lomp l e t e r .:.i!lgt:: of m.:it eri ;i ls 
b eing u s ed in the armies and the police fo r ces in Wes t e r n Eur ope , ~ l.:irge 
sel 1:::c t i o n of NATO infantry eq u ipmen t and vari ous mo dels of mine s :::id !--;i1 cll 0 • • 

I nside , we exhibit e d variou s lns e r s u sed b y t he lllil ita r y , conq ,utl'r s :ind ,: ti h: r 

micru t:'. lec tr oni c e qu ipment , used mainl y b y t he iii r fo r ce :i n d th l' :, rLi ~l~c, . 
Ou t si J..: , miles a round, the re wa s other eq u ipmen t as ,.._,e ll ;.:is t l1 v cl1i ,: ! .:i ttr.:i c ­
t ion of t h e ex h ibit: a llritislt Cent u rio n t a nk . Th e r e w.J s ell ~; ,_, :: :1•• \·.' :-,t. t r- ,1 , -
tic-:,, a sm.::i l ler Ren<l ult t a n k , whi ch h3 J <1 r r iv eJ L! 1<2 ni g! 1L be1or c \,i L;1, t. , , u:.H 

g r ea t f r igh t, a live she l l in t he c a n non. The lase r- g ui dt:d a rtUl l'.ry pi cLC S 

we r e t e sted by pulling on hundreds of bc1ll o on s . ln " o ur" sect i. u n , u ul j 11 t :1,· 
open , t he re was a n ew t ank wh ich re s emb led t h e: Le: n i-:- .Jrd . lr 1:;1;0 ec;;: i pp t d 1;it l: 
2 L r::.nd new i.J i esel e ngi:w "'·hich c ame f rom t !:C' c:,_, rr .~:~ '.'. . T. L' . , c.. 

:'..l.:. t: 1c --. ,: exar1;-,lc .-.: i ll u::;L ra :'- ve ry w1: J l LhL· l ' li -'rJ:" •l; c, ,·u11 c, L· •,u, 11 L<-' ,: I ,· , :·::: :1! :1j,_- 1 
int<.:llisence act iv i t y , 1,,; i Li 1u ut the direct i n t en:e nt i c,n of tl1 e u :1-: . re:,1 L'!1b,: r 
ve r y 1,.,•ell t he wo rd s said tu me b y Ge ne r al ~ak2.r l>\' , h e .:iJ of L,, ..- ~:,,\· i'-'t f o r cih1 1 
intclligt.: nce service: "'"'hen i t is a que s tio n of agents, 1,,c• n0e:d :: .rn r .::issis t .J:, c ,: 
a nd t he a ss ista r. ce o f the o t he r fraternal co un trie s . T.::i :: t.;: 1 t o ·.·.,· t. :.,.:r , L: 1"': , lllJ 

d e, . Yo u 11.'.l\' e mo r 2 r-cc ent cmj ::; r cs .::inJ 3 r ichE! r 1;1ancuve ri11 ~ 't;:1:= L .- , 1 1 •-=l : u it:i11 ;· 
r:e1, c. ~; e1 i t:s ( ... ). !·oge th e r a ,1 d o n l y t o2ether can we chanr e: t:lh' i·-- '- ~1'-v 11 i 

.::: i.lit.1r y fo r ces.; ,,..: acq uir~ .::;. decis ive soci a l i s t suµe r io rit: y . :·, 1,,- :, ig , : L -

hc r , ,· an we r.1.::i kc, t ,·.r :n(:l (l g i c, J espi o n a gc, o ne 01 t :i<. mos :: e ffL: ..: t i·. _ .. . ..! ::::J :; l 

,Jn.,...'-.1 ..: t iv e up er .::: :: i , :.s in uu r i.isto r y ." I l1 .i,•.· no r, _· ds c n t u Li,,:. :·. ~: .- ,: t.:1is 
\ ' 2S ~ l'nte r ;-i r ise l oc: t i ts im pn rtance ,1 ft c r m\· J,-; ,:n: 1:r c fr oi'.! l: c, ::·, . .-.:., . 

ln 1 97S , when he r et urned fr om Mo sc ow, Ce aust!:-,C u t u J d tllL' t lt:.1 L rr <.: ,.:1 , ,'-· : .. JJ ]1ii: : 

\' i s it, sec r e tl y , a "micr oe l e ctro n i cs c it y ." I l1.1d ann o u n c:v ,.; t o ;: i ;:, , ;- :· ,: uJL· , 
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that 1 t had heen set up by the KCB on the b;-i~;i s of the most recent teclmologi-

\ 

cal ·i ntelligence and that its pe rs onnel incl ucic:s sever;:il thou sand KCB and army 
employees. Ceausescu had neve r st.:en such ;:i collec ti on of microelectronic 
e qui pme nt. Brezhnev said t o him: 

"Technological cities of thi s type employ mo re t han 20,000 engineers and tech­
nicians. Most o f th em wo rk in our nucle a r inst;1ll;:itions, but now that we can 
destroy the West several times , o ur priority is to con st ruct missiles capable 
of striking at American missiles even bef or e tl1ey are l a unched, of paralyzing 
~ATO befo r e it strikes first, of hitting, ~ith pr ecision, n o t only a ll possible 
target s in Western Europe but also t:1 e \,Jhi te llousl:_', \,'a ll Street and [ the auto­
motive] industry in Detroit." 

Ceausescu was very much imp ressed, both by Lite size of this "cit y" and by the 
almost c on~plete secrecy whici1 surruun<led it. Su c h operations clearly illustrate 
the need fo r the Western l'. Ountries to put a11 end t o Lhe industrial espion;:ige 
of th e. c om.71 unist bloc. This is not easy but it is poss i b lt:: to limit and to di s ­
cou r a _s;e tl.e efforts of th e \fars·aw Pac t countr · t..::,; . These count ri es h.1 ve indes ­
cri bable ec0nomic pr 0 blc-.,.,c-. 1il,L::i : L~:vc .1s tl:l:i r d irect cause Lhe economic and 
politi c a l s tructure o f the c ommuni s t socie t ie s .J.nd cannot be resolved in a 
socialist ;,,y stem. ln ordl' r" lu s ur viv e 3nJ t o dl:velup , the socialist countries 
need real r.ioney, real mark e ts, aud on ly the cc1pi tali s t world can supply these 
t hings to them. Poland and Romania alone l1avc bo rrowed $40 billion to survive, 
and the y are making en ormous sacrifices t o repa,· the s e debts. Some Americans, 
like Senator Jac:kson, li;:i v .::, discovered ho'.-' t o u '.; (, t!,i s economi c r eality as a 
levo=r, in order t o improve l1 uman rights in the communist countries, linking the 
obtaining of tl1e "mos t favored n a t ion" clause Lo t iic ri gh t to emigrate. It 
would he very u se ful if it we r e poss i ble to find a ~ay t o g rant mos t favored 
na ti o n treatment i 11 exchange for giving up in dustrial espionage. 

For the c0nui1unist countries, the ,\meric.1n l.::n.J on export control i s a "dreaded" 
enemy; they try, with all their mi g ht, t o dist o rt it by presenting it as an 
attack un t he funda~ent2l principles o f demuc r ..1cy or as a n attemp t by the l1nited 
Stat~s t o ir:i p.:1s<2 iu,: pul icie :, o n iLs ;;lli t:S . 11 1 rl':1lity, thi s law is, fo r the 
free world, a powerful means of protec ting a scien tific and technological asset 
which is our pride and our strength. 

Most of the successful tht?fts of Western secrets have taken place in 'i,,'estern 
Europe and in Japan ar.d no t in th e Llni t ed Stat~ s . Th e se se r ious mat ters should 
Le brought bef o re pu b 2.i ,: opini o r. in tl·,ese countri e s so t hat they can better 
<.!Va luate t he policies of t he ir lead e r s . 

COP YRI C! IT: 1 98.'.. L I EX r'l'.!.:: SS 
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