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the Soviets, there is little we can do. The real guestion then
+urns on whether vou feel this unavoidable risk is worth taking
in craer to encourage Romanian efforts te display greater

independence Irom the Soviet Union. Secretary Shultz stroncly

believes that we should.

I have discussed
oppcsed to the tr

t! 1ssue with Cap many times. He is still
- <

of his formal cppcsi
ss
it

1
r. If you were to approve it in the face
ionn, notification of this fact would have to
. Accecraingly, if vou decide to approve the
wend that you authorize me to go back to Cap to
ion before formalizing the directive.

go to the Congre
transfer, I rec
explain your po

Recommendation

OK NO
That you approve the amended safeguard plarn, and
authorize me to discuss this decision with Cap
before formally approving the assembly of Control
Data 200 megabyte disk drives in Romania.
Prepared by:
Stephen P. Rosen
Donald R. Fortier
SE T
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MEMORANDUM FOR THE HONORABLE GEORGE P. SHULTZ
The Secretary of State
THE HONORABLE DONALD T. KEGAN
The Secretary of the Treasury
THE HONORABLE CASPAR W. WEINBERGER
The Secretary of Defense
THE HONORABLE MALCOLM BALDRIGE
The Secretary of Commerce
THE HONORABLE DONALD P. HODEL
The Secretary of Energy
THE HONORABLE WILLIAM J. CASEY
Director of Central Intelligence
THE HONORABLE GEORGE A. XKEYWORTH, I1I
The Science Advisor to the President anc
Director, Office of Science and Technology Policy
SUBJECT: Control Data Disk Drives for Assembly in Romania
(S)
In the matter of the Control Data Corporation proposal to
assemble 200 megabyte disk drives in Romania, the President
has approved the safeguards plan as preparecd by the Department of
Commerce with the following amendment:
"In addition to the ten other enumerated safeguardé provisions,
responsible Western representatives of Control Data will be
assigned to be at the facility to ensure constant control and
monitoring of the assembled and unassembled 9780 disk drive
units. They will submit written reports every month to OEA
concerning the fulfillment of all of the safeguard provisions."
(S)
With this amendment, the safeguards plan and the license for the
Control Data transaction are approved. This approval does not
constitute approval of the sale of the assembled disk drives to
Romania. (S)
FOR THE PRESIDENT: .
DECLASSIFIED
NLRRMY3Z ¥135287
BY NARA DATE 1 /22
EFERET- Kni. \3

Declassify OADR
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TORMATION August 22, 1984

MZIMORANDUM FOR ROBERT C. MCFARLANE
FROM: STEPEEN P. ROSEN K

SUBJECT: Weinberger Reaction to Assembly of Control Data
Disk Drives in Romania

Ovr latest information 1is that Cap still opposes the assemblyv of
the Controli Data 200 megabyte disk drives in Romania. Under the
terms of the Export Administration Act, if the license is
pprceved over the opposition of the Secretary of Defense, the

wh o'e trensacticn must be submitted to Concress, and the
acreement made public.

ﬂl

Qn
[
(n

Cap will be advised by his staff to talk to you dewn in Dallas.
Under the circumstances, it might be better for you to contact
him ebout this matter first.
DECLASSIFIED
BY jcme.  NARA DATEw /g3
~—SECRET

Declassify OADR

QU DRET
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INDUSTRIAL ESPIONAGE ACTIVITIES OF SOVIET BLOC

Paris L'ENPRESS in French 6 Jul 84 pp 22-28

[Article by Ion Pacepa: ''The Big Reaping'']

[Text] How deo the Eastern European countries carry on industrial espionage”?

Senior fellow at the Center for International And Strategic Studics at George-
town University in Washington, Michael Ledeen has collected the testimony of

Ion Pacepa, deputy director »f Romanian ccuntercspionage and personal counsellor
of President Ceausescu until his defection to the West in 1978.

In 1952, Lavrenti Beria, chief of Soviet State Security, gave the order to the
Romanian secret services to engage in industrial espionage. "Ever since Wi 11,
he told them, technological intelligence has proven to be essential for cur
defense and for our eccnomy. Such a department would give eifective support

to our revelutionary Marxist-Leninist-Stalinist struggle."

Sergei Petrovich, a Soviet general, supervised the organization of ocur indus-
trial espionage services. He gave us an intercsting report on the activity of
his country. According to him, the "work" of the Rosenbergs in the United
States "was no less important than the victory over Germany. They CDrougit
~out the end of the atomic mouncpoly of the United States and since they did
0t confess, their decath paved the way for anti-American and anti-imperialist
ropaganda and for anti-atomic bomb peace movements. They inaugurated an era
n which technology became the main support of politics.™

m

¢

e
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t the beginning of the 1950's the Soviets set up a vast organization--Evalua-
tion, Verification ani Naturali-ation--which employed mcre than e
rngineers, translators and desipners. It continues to draw up the
f the KGB and the secret services of the other countries of the Warsaw

L

.y

ot
t receives technological and technical-military inrormation and ¢
what 1t considers to bte useful into "Soviet projects.”

€
o
1

Over the vears, the !liinistry of the Interior created ite own indusiry in
Bucharest. 1In all the hotels in Bucharest, the telephones can have listening
devices activated by pressing a button. Microphones are carefully hidden in
each room, a closed-circult television permits the constant surveillance of the
restaurant rooms, the corridors and the bathrooms. Cameras installed cutside
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notels sucn as the Athenee Palace, the Intercontinental, the Lido and the Nord
monitor the movements of foreigners. Iun the very hest restaurants, apents act

as maitres d'hotel or walters, providing them with the opportunity to hide
microphones under the tables, in the ashtrays, or in the ice buckets. Prosti-
tutes, on the payroll of the counterespiovnage service, stroll around in the bars,
in the hotel corridors, the restaurants, the theaters, the Opera house, the
concert halls, the amphitheaters, the movie houses, the streets and the parks.
The results of this work are distributed us fuollows: compromising information
on foreigners goes to the security services and the moncy, the clotihing and the
gifts go to the agents.

About 1970-1975, Colonel Christian Scernea was watcuing a pussible intormer

on chemical weapons, Horst von Hajek, a professor of cengincering. Hajek wes
born in Germany. During WWII he served as a comnander officer in the area of
chemical weapons. After the fall of the Third Keich, in order to hide his past
he went to Portugal where he became a militarv adviser and an armaments engineer.
Later, he returned to West Germany and he becume a technical advisor for NATO.

10 that e hod family
prociems and that women were his weak point. He was invited to Ducharest and
was introduced to Adriana Orps, a beautiful wvouny lady who was the answer to
his dreams. Adriana was cnly 21 years old, she worked as a prostitute in 4
night club in a large hotel. Obviously, she was collaborating with our in-
telligence services, Hajek fell in love with ner.  Thelr liaison was recorded
on {ili and magnetic tape. Hajer spent $40,000 ter o house [or Adricana and her
mother. He could not get along without this voung woman, and he used to spend
1 week each month in Bucharest. In 1977 he was recruited as an ageat. Hajek
contributed greatly to the modernization of our chemical industry. Thanks to
him, an cnormous napalm plant was built in Duchiarest, under the cover of a
detergent manufacturing factorv. Napalm bombe were manufactured on the basis
of plans transmitted illegally, via Africa, !rom Portupul to Romania. A scoret
exhibit and experiments were organized for the president,

The Romarnian investigaticn revealed that ha’ - vas rich by

-
-

Dosloeinennls

975, more than Yo percent o! the engineers, physicians, eceonomists and

]
-~ >
professors who went abrouad were secret agents.  Scme 0! Lheh were even intel-

LR

ligence of ficers. When the scuret service (the CIE) was reorganized in 1972,
President

Cecausescu decreed that each citizen who would be going abruad, as «
diplomat or on the bhasiz of a billateral epreo ity nust e an intellizcnce

officer or a CiE ceiichovator.  "Only those in ividusl. Jescrve to wors sproad,"

ne said.

A7ocld cuse Llilustrates vory woll the dimensio - of thils cuplonage cnterprise.

A dllttle berovre 1%c0. socnandru Moghioros, i ...t time »:nister of agriculture,

was crazy about an Americ.n bvbrid corn whicn w Chara torized by ils resistance
to ¢limate changes and by its productivity., Atier 5 vears of drought, hybridiza-

I
e

tion was the only hope of Romanian agricultur.; it did oot have any credits
the import ol genetic materials.,

l"V
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Moghioros turned to the intelligence services. They took the project in hand
and. during the next 5 vears, several dozen agronomists left for the United
Srates. They were all intelligence officcrs or agents. They visited federal
research institutes, private organizations, agricultural facilities. In 5
years, thev collected the genetic materials necessary for the development of th
hybrid corn in Romania. A special diplomatic pouch was prepared for transporti
them to Bucharest without damage. The Romanians recruited several talented
American specialists, including one at the research center of the Department

of Agriculture in Beltsville, Maryland. He alone provided them with a collec-
tion of American hybrids. After 7 years of intensive reproduction, Romania

is becoming a significant producer of genetic materials and one of the largest
producers of hvbrid corn in Europe. In l97b the operation made it possible
for Romania to save about $300 billion.

In 1978, about 70 percent of the Romanians assigned abroad were dealing with
foreign trade and were intelligence officers. 1In Romania, the first deputy
minister of foreign trade and 11 directors in the ministry were CIE agents.
The same held true for 38 of the 41 heads of foreign trade enterprises.

In every meeting with the directors of Western firms, espionage was the most
important element. All foreign specialists contacted became the subject of a
report and each transaction was evaluated on the basis of the technological
information which it might provide.

One of the most spectacular operations was targeted against the West Cerman

tank, the Leopard 11. Qur intelligence service obtained a model, thanks to an

agent wiio worred for the Kirschfield A. C. Firm in Dusseldorf. However, the

manufacture of the engine was too complicated for our specialists. So they

sought assistance form the manufacturer and the distributor of the tank, the
.T.U. group.

This operation was entrusted to me. 1 received my instructions only from
Ceausescu. T established contact with one of the M.T.U. officials who had the
code natze of '"Leonard." He was said to have sympathy for thc indenpendence of
Romania in foreign policy.

Leonard had me visit the military sections of his plant in Augsburg and he
authorized me to examine the tank in detail. A few davs later, we arrived in
Bucharest, on board an M.T.U. jet, where he was to join Helmut Schmidt on an
official visit. We were alone. Leonard explained to me that the Leopards I

and II were intended for NATO and that, without the full agreerent of Bonn, it
would be very difficult to export all or part of the tanks. tHowever, the M.T.U.
had just set up pPlans for a diesel engine based, almost entirelv, on those of
the Leopard II. This engine belonged to the M.T.U. which was reacdy to sell a
license tc Romania.

On the basis of a conrfidential agrecement which Leonard signed, a Swiss firm

specializing in this tyvpe of contract, whose personnel were M.7T.U. reitrees,
would celiver us the necessary components for transforming the M.T.U. engine
into a tank engine. I informed Ceausescu. The president thanked Leonard.

Later, after the contracts were signed, Leonard went to the Romanian Embassy on

‘\ 1o
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Cologne with some wvery heavy suitcases which contained the lubrication system
as well as the original parts of the Leopard Il engine and thelir diagrams.

his "gesture of confidence' inaugurated the transfer of a NATO defense system
to a communist country under the cover of "drilling units."

The Lecpard 11 operation showed us that retired foreign specialists were a

good source of technological intelligence. In 1977, the CIE complied a list ot
these retired specialists in Western countries. Later on we learned that theyv
were no longer held te sccrecy, cven if they had worked for national defense.

International Cooperation

he CIE utilized, little by little, c¢very coatract Lor cooperation with firms
in capitalist countries to place intellipence oflficers and agents and to take
photographs. Thus, in the framework of Frenchi-Rumanian cooperation, in the
production of a compact Renault car, the Dacia, more than 100 French technicians
were in Romania. They brought with them abundant documentation which supplied
information exceeding {the technical level o) the equipment which we had bought
legaliv., A1l this was photographed secretly. later on, the photographs per-
mitted ue to make many modifications to the Dacla without spending a cent.

Toward the end of the 1970"s a new joint prejcct was launched with Citroen,
More than 150 Romanian engincers and technicisns went to France to study a new
compact car. Sceveral of them, intelligence officers or agents, were cequipped
with miniscule comeras, of the latest model, and uvltrasensitive film.  After
their return tv Romauia, the films were developoed, and we ledrned some manu-
facturing secrcets that Citruen did not want to include in tlie contract.

N

Third Countriecs and Ficriticus Cormpanies

¥

When the divect import of technulopy was prohibited by regular legislation or
by an cxtraordinary cmbargo, we hid recourse to firms created to perform trans-

fers dlepally.  In mest cases, It wos oo cuce Uiy of o technslosy with milivary
application. T T
AN RN RSt

S lysosy owe recrutled d busincestont b Torvol e establisued a2 ficritious
1
i

company for the purpo=v ol scndiny us sophilsticited microelectric equipment
from Japan, the (nited States, West Germany, (reat Britain and Italy.

High pressure bydraulic presses, very sophisticated and with very Ligh perfor-
mance, were dmperted oo Sweden and south Africa threooh the intermnediary of

Locempany registered fn dlelsinki, by cnothier ane o cur agents, this time a

L o A v
citlzoen ot the Pederol Nepublic o Cornaa,

doCa oI L-Impo T DT s eatahl ooy laning O EENUIH TR I SR .'1‘._‘_-1‘).5ch¢
citlcer, for che pur;jose of the Qlleenl transfcr of “ishIlv secolistloated

otical eguipmont vie Aasiria,

Eritish export compan: was conccives by one ol our agents in London for the
suequisition of a radar and dirferent types of military equipment and some
computers.  They were sent to Romania after having passed through a number of
third countrics,

FOR OFFICIAL USE ONLY



Illegal Intellipgence

Mgnv ClE officers have changed their identity completely. They have become

Kesi German citizens, Creeks, Turks, Israelis, French or Italians, thanks to
false birth certificates, false university diplomas and other falsified document
As a rule, they left Romania illegally becausc, in their newly adopted country,
they could not have any rapprochement with us. Ceausescu gave us instructions:
"Every illegal intelligence officer sent abroad during peacetime must learn how
to set up cells in research institutes and important industrial firms and to
SEEPI; us with technological inlformation. Each one should be better than the
best of the foreign agents. Somc will have to create foreign firms for the
wide-scale transfer into Romania of pceak technologies under embargo and even
weapous technologics."” Thanks to cur strong Cerman-speaking minority, it was
easy to place a large number of illegal officers in Germany, in Austria and
even in Switzerland. [In Xustria, most oI thne nationalized industries were in-
filtrated: \V\cest and its technical department Linz Donauwitz; Alpine, with its
nuclear encrgy sector and its foundry; the lieadquarters of Elin Union, another
famous metallurgy company; the Stickstofiwerke chemical products company; the
prestigious Wagner-Biro engineering companv. There were alse officers in

he
private companies, such as the Siemens-Austria electricity company and the Norme
MiCroprocessors companyv. .

t
~

In West Cermany, some well-trained officers, with falsce identification papers,
have made a way for themselves and occupy important positions in Sicmens,
Erelangen and its nuclear sector at Karlsruhe, ALEC in Dusseldurf, Hoechst in
Frankrurt, and Thyssen. They use universities, such as those in Karlsruhe and
Clessen, as springboards for getting the best positions in Canada and the

Linited States. Although it was limited in quantity, the industrial intelligence
suppliced by the illegal division in 1977-1Y78 was of very high qualityv. It coun-
sisted, in particular, of very secret oripinal projects, copies identical to the
original, kept in the most securc strongboxes of the companies., Here are some
examples:

--a cuorplete design for the Linz Donavwit: technology, which was immediately
intearatoC into the Romanian metalurgical -lants; this saved tine and several
millions dellars production costs.

--various designs of nuclear reactors aand their security systems.

--the c> »lete design for the cunstruction cf a heavy water installaticn for a
nuclear power plant.

--the design for a shell factory drawn up > West Germany and intended £
Clandestine inotography

landestine phorography is often uvsed in tii pursuit of intelligence and is

still one of the most effective cspionage t--hniques. This method permitted
us not only tu steal forcign sccrets but al-o to learn the real cost of the
products wnich they offered for our purchasc. One can imagine our advantage

in the negotiations!

17
FOR ori\{cmL USt ONLY



He
The documents which we copiled were often so detailed that we could simply cancel
the contracts; all we had to do was to reproduce the system described, by our
own'means. This was, in part, the situation in regard to the enormous rolling
mills ordered from France and from the Federal Republic of Cermany for the
Galati metallurgical combine. We were able to construct entire installations on
the basis of documents photographed clandestinely. When an industrial ministry
had problems in the researching, studying or enginecring of a project, it would
try, first of all, to resolve them by means of clandestine photography.

When the Ministry of the Chemical Industry ran aground in drawing up plans for

a large polystyrene industrial installation, it sent fake letters to the largest
chemical products companies in the Federal Republic of Cermany, Great Britain,
France and Italy. It indicated that it wanted to acquire a license for the
installation of a polystvrene plant. Six Western companies came to Bucharest to
of fer their services. In order to prove its superiority, a French firm sent

a mission with a detailed design of an ultramodern installation. \ery much
aware of the importance of this file and, justifiably, cautious, tiw ‘rench
demanded that their documents be locked up eaclh night in the hotel safe, These
valuable documents were more than sufficient for finding a "Romaniun solution

to the problem'; they rapidly began to construct an immense polvstyrene plant

in the Borzesti petrochemicil complex!

The United States and Europe

The Romanian secret services have rarely succecded in directly obtaining in-

‘telligence information in the United States. DLut, on the other hand, the

"tapping' of European branches working under American license proved to be far
more ''profitable.”

The technology of silicon production--an essential "raw material" in electron-
ics--was one of the priority targets of our secret scrvices. This is even morc
impertant considering the strict embargo of this technology with regard ¢
mrunist countries. Our repeated eiforts to ebtaln such tecnnology in o
i S 2ined fruitiess. However, In 1970 an American branch o) crating
racee that fo :
Cerman origin made it pessible for us to obtain what we wanted. A French citizen,
whom wo had successfully recruited, was providing us regularly the technological
documentation from the American parent enterprise: indeed the office in which
I was holding myv business mectings was quite rapidly overstuited with piles of
docurments. Shortly witerward a special installation, well disguiscd, at the
very heart of an clectrenics plant situated between Bucharest and Lhe OLo,end
International airporr, began tne prouducticn of bigh-quality industrici seoi-
concducters.

The producclon tocihnel o of silicon ceryvstals, wiilch is strictly controllece i
the "nited Stares, wa. handed over to us by an electronics companvy in Milen

thanks to a special contract providing for the delivery of part or the cqui;-
ment necessary for the production process.

We used similar methods to obtain informaticn about integrated circuits.  Since
we were unable to obtain the necessary information from Texas Instruments in

18
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the United States, we undertook to cooperate withh a well-known British firm
whieh was producing microelectronic equipment under a Texas Instruments
license. As a result we obtained thousands of photocopies of technical docu-
ments under embargo in the United States; these documents were delivered to us
by a well-paid Briton we recruited and, thus, ror the first time Romania had
access to the world of integrated circuits. This "hit'" ["coup"] paved the way
for an institute for secret research established not too far from Bucharest,
equipped with materials produced under an American license in Europe and Japan
and illicitly imported through a third country. Manea Manescu who, at that
time, was prime minister, said: '"1f Texas Instruments did not sell its tech-
nology to Europe we would have never managed to obtain it. Within a short time
we will produce an increasing amount of integrated circuits. I would not be
surprised to see Western firms in trouble in the near future."

The Price of Industrial Espionage

In 1976 the C.I.E. prepared the balance-sheet of industrial espionage. Its
conclusions were indeed impressive: more than 35 percent of the industrial in-
ventory was based, in part at least, on intelligence operations, especially, the
chemical industry, with complete plants built in Borzesti (polystvrene), Iasi
(synthetic leather and polyurethane), Brasov (melamine and photosensitive
materials), Transylvania (color film and photographic paper), Codlea (coloring
agents), Victoria (plastic explosives), Bucharest (radial tires)....

The pharmaceutical industry was in second position followed by metallurgy (with
an impressive number of new technologies for special steels, carbide and non-
metallic alloyvs as well as steel plants, modernized rolling mills, and a new
aluminum factory). The silicone semiconductors and the integrated circuits
were zmong the most important contributions to the electronics industry. New
digital machine tools, Diesel engines, and Bosch injector pumps were the result
of intelligence operations. In the sphere of nuclear energy Romania had
received enough information to be able to build industrial installations for
heavy water: 30 percent of the components for nuclear reactors and 40 percent
of tne safety systems. Those are merely a few examples. From the ¢nd of the
1660's to the end of the 1970's we managed to save nearly $800 million by re-
placing legal but costly imports with illegal products thanks to espionage.

Obviously military technology was very important to Romania, especially after
the decision in 1972 to modernize the armed forces of the country and to build
a new tank (on the mudel of Leopard II), new fighter airplanes (produced in
cooperation with Yugcslavia), bomber planes and parachute jump planes (based
cn the West German Foxker 614), napalm bombs and other materiel for tiological
and chemical warfare, as well as launching svstems. In addition t¢ technical
intelligence Romaniars were seering all sorts cof information on militery tech-
nology by studying even small models bought at toy stores in NATO ccuntries!

The instruction and maintenance manuals were taken over, legitimately, by the
Soviet Ministry Of Defcnse. A West German citlzcen of Romanian origin, who
worked for a number oI years as a guard in a military base near Munich, was
recruited mainly for the purpose of supplying us with copies of such manuals.
Several years went by. He had won the confidence of the Americans and he was
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charged with "burning” secret military dogumenLd; hie arranged to bring to his
handler sacks filled with this valuable "waste,' an abundant harvest of "Sceret
Defense' manuals dealing with various items oIl American military equipment.

The weapons samples were almost as important 2s the documents. The specimen
could be tested, analyzed, redrawn and comparcd. Models of diffcerent tvpes of
NATO weapons were obtained by commercial contacts or agents sympathetic to the
cause who worked in Europe in factories dealing with military production,
especially in Germany and Austria. mong our big "supplicrs,” once could also
find the Palestinian and Druze militias, who gave us, through their contacts
with the CIE, many weapons taken from their adversaries. I remember a very
good catch: a Renault tank, captured by the Druze and transported to Rumanla
in a refrigerator truck.

Istrael also gave us technical intelligence and military samples. This is why

Romania exchanged Romanian Jews for valuable intelligence, a type of exchange

in which the Israelis often engaged. The methods of these exchanges wvere very
delicate because they involved the espilonage services of the twe countries.

In 1978, 1 was able to organize a national exhilbit of military tcechnology;
Western military equipment gnd weapons could be found there, alongside our own
products. Set up at Baneasa, it showed an almoust complete range of materials
being used in the armies and the police forces in Western Europe, a large
selection of NATO infantry equipment and varicus models of mines and shells,
Inside, we exhibited various lasers used by the wilitary, computers and cther
micreelectronic equipment, used mainly by the air force and the arcillerv.
Qutside, miles around, there was other equipment as well as the chie! attrac-
tion of the exhibit: a British Centurion tank. There was also a new attrac-
tion, a smaller Rencult tank, which had arrived the night beforce witu, Lo our
great fright, a live shell in the cannon. The laser-guided artillery picces
were tested by pulling on hundreds of balloons. In "our" scction, out in the
open, there was a new tank which resembled the Leopard. Tt was ecuipped with

3

a brand new Dies2l cngine which came from the German L.T,U. ccoapany.

All these examples llasirate very well i cnorious consequences ol communi st
intelligence activity, without the direct intervention of the KCE. 1 remember
very well the words seid to me by General Zakarov, ncad of the Sovict foreign
intelligence service: 'When it is a question of agents, we need vour assistance
and the assistance of Lhe other fraternal countries. Taken together, thoev and
you have much more important and more divers:ificd trode with the West than we
" do., You hLave mere recent emigres and a richer maneuvering base for recruiving
new apents (...). Togecther and only togetier can we change the balance or

military forces dunl acyuire a decisive socialist superiority. And vniv toget-
her, car we make teliinglioglcal espionage one 231 the noest effective and nmost
productive operaticns iu our historv.” 1 hi. « no ress n to think that this

vast enterprise lost its importance afrer mr deparcure from Romania.
he Threat

In 1978, when he returned from Moscow, Ceausesuvu tuld me that Brezhnes bad him
visit, secretly, a "microelectronics city." T had anncunced to him, nroudly,

—————
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that it had been set up by the KGB on the basis of the most recent technologi-
cal intelligence and that its personnel includes several thousand KCB and army
emplovees. Ceausescu had never seen such @ collection of microelectronic
equipment. Brezhnev said to him:

"Technological cities of this type employ more than 20,000 engincers and tech-
nicians. Most of them work in our nuclear installations, but now that we can
destroy the West several times, our priority 1ls to construct missiles capable
of striking at American missiles even before they are launched, of paralyzing
NATO before it strikes first, of hitting, with precision, not only all possible
targets in Western [urope but also tue White House, Wall Street and [the auto-
motive] industry in Detroit."

Ceausescu was very much impressed, both by the size of this "city'" and by the
almost complete secrecy whichh surrounded it. Such operations clearly illustrate
the need for the Western countries to put an end to the industrial esplonage

{ of the communist bloc. This is not easy but it is possible to limit and to dis-
courace the efforts of the Warsaw Pact countries. These countries have indes-
cribable econemic problems which have as their direct cause the economic and
political structure of the communist societies and cannot be resolved in a
socialist svstem. In order to survive and to develop, the socialist countries
need real money, real markets, and only the capitalist world can supply these
things to them. DPoland and Romania alone have borrowed $40 billion to survive,
and they are making enormous sacrifices to repayv these debts. Some Americans,
like Senator Jackson, have discovered how to use this economic reality as a
lever, in order te improve human rights in the communist countries, linking the
obtaining of the "most favored nation' clause to the right to emigrate. It
would be verv useful if it were possible to find a way to grant most favored

nation treatzent in exchange for giving up industrial espionage.

For the communist countries, the American law on export control is a "dreaded"
enemy; they try, with all their might, to distort it by presenting it as an
attack on the fundamentzal principles of democracy or as an atiempt by the United
States to impouse 1ts policies on its allies. In reality, this law is, for the
free werid, a powerful means of protecting a scientific and technological asset
which is our pride and our strength.

Most of the successful thefts of Western secrets have taken place in Western
Europe and in Japan and not in the United States. These sericus matters chould
be brought before public opinion in these countries so that thew can better
evaluate the policies of their leaders.
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MEMORANDUM FOR THE PRESIDENT BY
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FROM: ROBERT C. MCFARLANE 4 JIE]
SUBJECT: Technology Transfer to Romania
Issue

Should we license the assembly of Control Data Corporation 200
megabvte disk drive memory units in Romania?

Facts

On 3 August 1984 you directed the Department of Ccmmerce to
prepare a safeguards plan to reduce the risk that the Control
Data disk drives, used to store data for computers, assembled in
Romania could be diverted to the Soviet Union or other East bloc
countries. Commerce has prepared a plan in response. It
contains several useful provisions but still leaves the Romanians
to police themselves, with quarterly visits by the company's
representatives to check on possible diversions.

We have recently persuaded our allies in COCOM not to export this
kind of technology to the East bloc. We would need to obtain a
general exception from COCOM for this export, and we would pay a
diplomatic price if we did so.

Discussion

In order to avoid having the Romanians police themselves, we
should amend the plan to require that Control Data assign
responsible Western representatives to be at the facility to
ensure constant control and monitoring of the assembled and
unassembled disk drives to assure that they are not diverted, and
to report on whether the other safeguard provisions are being
lived up to. We should then accept this amended plan, and
approve the sale. This will end a lengthy wrangle on this issue.

Recommendation

Ok NO

That you approve the amended safeguard plan, and

approve the assembly of Control Data 200 megabyte
disk drives in Romania.

~SEERPP—~ ’ Prepared by:
Declassify OADR Stephen P. Rosen

SFCRET
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MEMORANDUM FOR: RORERT C. MCFARLANE
Assistant to the President
for National Security Affairs

SUBJECT: safeguard Conditions for Assembling the CDC
200 Megabyte Disc Drives in Romania (FOUO)

This is in response to your request of August 3, 1984 for the
development of safeguard conditions necessary for the approval
of the three export license applications for the Control Data
Corporation 200 megabyte disc drives to be assembled in
Romania. <€)=

We developed the attached list of conditions at an intsragency
meeting at Commerce on August 9 with representatives from the
Departments of State and Energy. Defense was invited but did
not attend. Subsequent to the meeting, the list of license
conditions was transmitted to Defense for review and
concurrence. At this time, we hLhave not received a response
from Defense. ~E)=

The conditions are essentially those used in the 1977 ROM/CDC
case involving 60 megabyte disc drives, although they have been
updated to provide better record-keeping, tighter surveillance,
enhanced protection of the most sensitive technologies and
recognition of the new policy towards the People's Republic of
China regarding technology transfer by permitting reexports to
the PRC with prior approval of the Office of Export
Administration and COCOM. -~Feved

Further, it is important to note that in the 1977 case ROM/CDC
was authorized to sell the disc drives in Romania whereas in
this case the license application requested that the disc
drives be so0ld only to end users in the Free World. =«Peye -

Assuming these conditions are approved, the case will need to

be referred to COCOM for full committee review prior to
issuance of U.S. license. (U)

DECLASSIFIED Secretary of Commerce

NLRR M y33 ¥ |35 842 o
Classified by:__Multiple Sources
BY“M‘_NARADATE_L'LEI\‘S Declassify on: OADR
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Propesed Safeguard Conditions for ol
The Export License Authorizing Assgmbly of'
200 M2gabyte Disc Drives by ROM/CDC 1n Romanila

1) The technical data shall:

a) 1include nothing related to the design, manugacture, or
repair of magnetic heads, servos, or magnetic surfaces,
actuators; and

b) be limited in content and quality to that necessary_and .
appropriate for the manufacture of 9780's, as described 1in
CDC's applications.

2) This authorization relates to the export of the technical data,
associated parts, and tools as described in the subnitted
applications.

3) Within 30 days following the issuance of an axport license to
CDC, CDC shall submit to OEA a written statement, signed by a
responsible representative of ROM, and certifying that:

a) The technical data will be used only for the production of
9780's in Romania. These drives may be shipped to Country
Groups T and V only.*

b) The technical data will not be transferred to a third party,
or otherwise disseminated or disposed of, without written
permission from OEA;

c) ROM's production facilities will not be moved outside the
territory of Romania, and responsible Western
. representatives of CDC will have the right of access to
ROM's production facilities during normal working hours;

d) Within 30 days following the end of each calendar quarter
after issuance of an export license, ROM shall report in
writing to CDC, for both such calendar quarter and also
cunulatively since the issuance of the export license:

) the number of 9780's produced by ROM;

) the number of 9780's transferred to Country Groups T
and V*;

iii) the number of 9780's remaining at ROM.

e) CDC will be promptly notified in writing of any significant
change in the facts on which any export license for the
technical data has been based.

4) Any 9780's produced by ROM:

a) may be transferred only to transferees in Country Groups T
and V.=

*See paragraph 4(c).
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b) shall, both before and after any transfer by ROM, remain
subject to all U.S. export laws and regulations, except
only as herein otherwise provided.

¢) may be reexported to the PRC, but only on a case-by-case
basis, and with prior approval of OEA and COCCM.

S) A responsible Western representative of CDC shall visit ROM
each calendar quarter after issuance of an export licanse and,
within 30 days following the end of such guarter, shall report
in writing to OEA whether the technical data have been used for
anything other than the purposes herein authorizad, whether the
technical data has been transferred, disszminated, or otherwise
disposed of, whether RCM's production facilities have been
moved outside Rcmania and whether the shipments made here unéer
have been made to and received at approved destinations. From
time to time a USG representative may visit ROM to examine
ROM's books and rscords to verify that the terms and conditions
of the approvad licenses are being adhered to.

6) CDC shall promptly submit to OEA a copy of anything CDC
receives pursuant to Condition 3)e) above, and CDC shall
pronptly notify OEA in writing of any significant change in the
facts on which any export license for the the technical data
has been based, or of any significant change in the terms of
any contracts or agreements upon which CDC's relationship with
ROM, as described in CDC's application, has been based.

7) Within 30 days following the end of each calendar quarter after
issuance of an export license, CDC shall report in writing to
OEA, for both such calendar quarter and also cumulatively since
the issuance of the export license:

a) the number of 97808 produced by ROM;

b) the number of 9780s transferred to Country Groups T and V;*

c¢) the number of 9780s remaining at ROM;

d) the number and identity of parts,** read/write and servo
heads, and actuators exported to ROM during the quarter
covered by the report, and the number and identity of
parts, read/write and servo heads and actuators that were
incorporated into disc drives during such quarter; and

e) a description of that part of the technical data exported
to ROM, indicating whether it was exported orally or-
through written documentation.

*x*"pParts” is defined as anything other than read/write heads or
actuators.




8) A list of all end-users should be submitted to OEA at the time
of delivery along with the number of disc drives delivered to
each end-user.

9) Parts provided by CDC, directly or indirectly, will remain
under CDC control, and the quantity or parts on-site will be

limited to
9780's for

10) Read/write
(including
and tested
exported.

Wang 332

that necessary for supporting the production of
the following six months;

and sarvo heads as well as the actuator mechanism

velocity transducers) will be 2xported preassembled
by CDC. Technology of these items will not be
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THE SECRETARY OF COMMERCE
Washington, D.C. 20230

P a b

MEMORANDUM FOR: ROBERT C. MCFARLANE
Assistant to the President
for National Security Affairs

SUBJECT: Safeguard Conditions for Assembling the CDC
200 Megabyte Disc Drives in Romania (FOUO)

This is in response to your request of Auqust 3, 1984 for the
development of safequard conditions necessary for the approval
of the three export license applications for the Control Data
Corporation 200 megabyte disc drives to be assembled in
Romania. “¢€9=

We developed the attached list of conditions at an interagency
meeting at Commerce on August 9 with representatives from the
Departments of State and Energy. Defense was invited but did
not attend. Subsequent to the meeting, the list of license
conditions was transmitted to Defense for review and
concurrence. At this time, we have not received a response
from Defense. «&

The conditions are essentially those used in the 1977 ROM/CDC
case involving 60 megabyte disc drives, although they have been
updated to provide better record-keeping, tighter surveillance,
enhanced protection of the most sensitive technologies and
recognition of the new policy towards the People's Republic of
China regarding technology transfer by permitting reexports to
the PRC with prior approval of the Office of Export
Administration and COCOM. wlBEQUQju

Further, it is important to note that in the 1977 case ROM/CDC
was authorized to sell the disc drives in Romania whereas in
this case the license application requested that the disc
drives be sold only to end users in the Free World. “-FoUd:

Assuming these conditions are approved, the case will need to
be referred to COCOM for full committee review prior to
issuance of U.S. license. (U)

Secretary of Commerce ~

DECLASSIFIED
NLRR my3g ¥ 135902 Classified by:__Multiple Sources
Declassify on: OADR
8Y_ge\ NARADATE /22/13
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Proposed Safequard Conditions for
The Export License Authorizing Assembly of.
200 Megabyte Disc Drives by ROM/CDC in Romania -~

1) The technical data shall:

a) 1include nothing related to the design, manufacture, or
repair of magnetic heads, servos, or magnetic surfaces,
actuators; and

b) be limited in content and quality to that necessary and
appropriate for the manufacture of 9780's, as described in
CDC's applications.

2) This authorization relates to the export of the technical data,
associated parts, and tools as described in the submitted
applications.

3) Within 30 days following the issuance of an export license to
CDC, CDC shall submit to OEA a written statement, signed by a
responsible representative of ROM, and certifying that:

a) The technical data will be used only for the production of
9780's in Romania. These drives may be shipped to Country
Groups T and V only.*

b) The technical data will not be transferred to a third party,
or otherwise disseminated or disposed of, without written
permission from OEA:;

c) ROM's production facilities will not be moved outside the
territory of Romania, and responsible Western
representatives of CDC will have the right of access to
ROM's production facilities during normal working hours;

d) Within 30 days following the end of each calendar quarter
after issuance of an export license, ROM shall report in
writing to CDC, for both such calendar quarter and also
cumulatively since the issuance of the export license:

i) the number of 9780's produced by ROM;
ii) the number of 9780's transferred to Country Groups T
and V*;

iii) the number of 9780's remaining at ROM.

e) CDC will be promptly notified in writing of any significant
change in the facts on which any export license for the
technical data has been based.

4) Any 9780's produced by ROM:

a) may be transferred only to transferees in Country Groups T
and V.*

*See paragraph 4(c).

ran ArCIAITN IS __QAIINT
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5)

6)

7)

b) shall, both before and after any transfer by ROM, remain
subject to all U.S. export laws and regulations, except
only as herein otherwise provided.

¢) may be reexported to the PRC, but only on a case-by-case
basis, and with prior approval of OEA and COCOM.

A responsible Western representative of CDC shall visit ROM
each calendar quarter after issuance of an export license and,
within 30 days following the end of such quarter, shall report
in writing to OEA whether the technical data have been used for
anything other than the purposes herein authorized, whether the
technical data has been transferred, disseminated, or otherwise
disposed of, whether ROM's production facilities have been
moved outside Romania and whether the shipments made here under
have been made to and received at approved destinations. From
time to time a USG representative may visit ROM to examine
ROM's books and records to verify that the terms and conditions
of the approved licenses are being adhered to.

CDC shall promptly submit to OEA a copy of anything CDC
receives pursuant to Condition 3)e) above, and CDC shall
promptly notify OEA in writing of any significant change in the
facts on which any export license for the the technical data
has been based, or of any significant change in the terms of
any contracts or agreements upon which CDC's relationship with
ROM, as described in CDC's application, has been based.

Within 30 days following the end of each calendar quarter after
issuance of an export license, CDC shall report in writing to
OEA, for both such calendar quarter and also cumulatively since
the issuance of the export license:

a) the number of 9780s produced by ROM;

b) the number of 9780s transferred to Country Groups T and V;*

c¢) the number of 9780s remaining at ROM;

d) the number and identity of parts,** read/write and servo
heads, and actuators exported to ROM during the quarter
covered by the report, and the number and identity of
parts, read/write and servo heads and actuators that were
incorporated into disc drives during such quarter; and

e) a description of that part of the technical data exported
to ROM, indicating whether it was exported orally or
through written documentation.

**"Parts” 1is defined as anything other than read/write heads or
actuators.

-
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8) A list of all end-users should be submitted to OEA at the time

of delivery along with the number of disc drives delivered to
each end-user.

9) Parts provided by CDC, directly or indirectly, will remain
under CDC control, and the quantity or parts on-site will be

limited to
9780's for

10) Read/write
(including
and tested
exported.

Wang 332

that necessary for supporting the production of
the following six months;

and servo heads as well as the actuator mechanism
velocity transducers) will be exported preassembled
by CDC. Technology of these items will not be
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INDUSTRIAL ESPIUNAGE ACTIVITIES OF SOVIET BLOC

Paris L'EXPRESS in French 6 Jul 84 pp 22-28

[Article by Ion Pacepa: ''The Big Reaping"]

[Text] How do the Eastern European countries carry on industrial espionage”?

Senior fellow at the Center for International And Strategie Studics at George-
town University in Washington, Michael Ledeen has collected the testimony of

Ion Pacepa, deputy director of Romanian ccunterespionage and personal counsellor
of President Ceausescu until his defection to the West in 1978.

In 1952, Lavrenti Beria, chiel of Soviet State Sccurity, gave the order to the

. Romanian secret services to engage in industrial espionage. "Ever since WW 1I,

< he told them, technological intelligence has proven to be essential for cur
defense and for our ecconomy. Such a department would give effective support

( to our revolutionary Marxist-Leninist~Stalinist struggle."

Sergei Petrovich, a Soviet general, supervised the organization of our indus-
trial espionage services. He gave us an intercsting report on the activity of
his country. According to him, the "work" of the Rosenbergs in the United
States ''was no less important than the victory over Gerrany. They brouziit
about tne end of the aztomic monopoly of the Uiited State. and since they did
not confess, their diath paved the way for anti-American and anti-imperialist
propaganda and for anti-atomic bomb peace movements. They inaugurated an era
in which technology became the main support of politics."

At the beginning of the 1950's the Soviets set up & vast organization--Lvalua-
1i

tion, Verification arnz Laturalization--which e .loved m re than a thousand
engineers, translators znd designers. 1t continues to iraw up the list of needs
of the nGB _and the secre t services of the OthL COUWtAl‘" of the warsaw'Pu\t

1nxoknu\Aon and tr nskurms
what it considers to b& uscful into "Soviet pr ccts."
L

Over the vears, the Ministry of the Interior c:-ztcd 1t:s wn industry in

Bucharest. In all the hotels in Bucharest, the telephones can have listening

devices activated by pressing a button. Micreuones are - arefully hidden in

each room, a closed-circult television permits the constant surveillance of the

restaurant rooms, the corridors and the bathrooems. Cameras installed ocutside
~. 1
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hotels such as the Athenee Palace, the Intercontinental, the Lido and the Nord
monitor the movements of foreigners. 1In the very best restaurants, ayents act

as mairres d'hotel or waiters, providing them with the opportunity to hide
microphones under the tables, in the ashtrays, or in the ice buckets., Prosti-
tutes, on the payroll of the counterespionage scervice, stroll around in the bars,
in the hotel corridors, the restaurants, the theaters, the Opera House, the
concert halls, the amphitheaters, the movie houses, the streets and the parks.
The results of this work are distributed as follows: compromising information
on foreigners goes to the security services and the moncey, the clothing and the
gifts go to the agents.

About 1970-1975, Colonel Christian Scornea wis watching a pussible intormer

on chemical weapons, Horst von Hajek, a protessor of cngincering. Hajek was
born in Germany. During WWII he served as a commnander officer in the area of
chemical weapons. After the fall of the Third RKeich, in order to hide his past
he went to Portugal where he became a militarv adviser and an armaments engineer.
Later, he returned to West (ermany and he became 2 technical advisor for NATO.
The Romanian investigation revealed that Hajer was rich hut that e had family
provlems and that wonmen were his weak point. He was invited to Duchiarest and
was introduced to Adriana Oros, a beautiful voung lady who was the answer Lo
his dreams. Adriana was cnly 21 years old, she worked as a prostitute in a
night club in a large hotel. Obviouslv, she was collaborating with our in-
telligenee services, Hajek fell in love with ber. Thelr liaison was recorded
en [1lm and magncetic tape. Huoiek spent 40,000 1oy o bhouse tor Adriana and her
mother. He could not get along without this voung woman, and he usced tu spend
1 week each month in Bucharest. In 1977 he wus recruited as an agent.  Hajek
contributed greatly to the modernization of ovur chemical industry. Thanks to
hir,, zan enormous napalwm plant was built in Ducharest, under the cover of a
detergent manufacturing factery. Napalm bonbe were manutfactured on the basis
of plans transmitted illegally, via Afvica, from Portupal te komania. A scoret
exhibit and experiments were organized for the president.

Culterel ood Sclentoidic oreer. nts
1o 1¥/0, more than G0 percent o! Lhe engiuecr:, pnvsicians, economists and
professors who went abroad were secret agzents.  Sone of then were even incel-

ligence officers. When the seoret service (the CIE) was reorganized in 1972,
President Ccausvscu decreed that each citizen who would be going abroad, as

a
diploras or on the tosic of o bilocuoral coreonent, be an intelilence

L4 oy N NN e - " R N T L B -t H 3 !
orfleer ov 2 CILL coriabovitor. Only thesc 1naividesls deserve (¢ wore abroad,’
hc S I

Aroeld cucc Lllustrotos o vory woeol o thie dimoensicos of Uils Loy lOotare ol
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Ao l1ltle ceiere W0 0 Liellan.s Somhicros, gt ticr Lioe ninister o coridurture,

1
razy about an Anorican beoorid ocornoowhicn woy o characterized Ly oits resistance

c
tooclimate changes and by its productivity. Atter © vears of drought, hybridiza-
tion was the only hiwope of Romanisn agriculture; it Jid not have any oredits for

the import of genetic materials,

N
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Moghioros turned to the intelligence services. They took the project in hand
nd, during the next 5 years, several dozen agronomists left for the United

Srates. They were all intelligence officers or agents. They visited federal
research institutes, private organizations, agricultural facilities. In 5
vears, theyv collected the genetic materials necessary for the development of the

hybrid corn in Romania. A special diplomatic pouch was prepared for transportin
them to Bucharest without damage. The Romanians recruited several talented

American specialists, including one at the research center of the Department

of Agriculture in Beltsville, Maryland. le alone provided them with a collec-
tion of American hvbrids. After 7 years of intensive reproduction, Romania

is becoming a significant producer of genetic materials and one of the largest
producers of hybrid corn in Europe. 1In 19756, the operation made it possible

for Romania to save about $300 billion.

In 1978, about 70 percent of the Romanians assigned abroad were dealing with
foreign trade and were intelligence oificers. 1n Romania, the first deputy
minister of foreign trade and 11 directors in the ministry were CIE agents.
The same held true for 386 of the 41 heads of foreign trade enterprises.

In everv meeting with the directors of Western tirms, espionage was the most
important element. All foreign specialists contacted became the subject of a
report and each transactlon was evaluated oun the basis of the technological
information which it might provide.

One of the most spectacular operations was targeted against the West Cerman
tank, the Leopard 1I. Qur intelligence scrvice obtained a model, thanks to an
agent who worked for the Kirschfield A. G. Firm in Dusseldorf. However, the
manufacture of the engine was too complicated for our specialists. So they
sought assistance form the manufacturer and the distributor of the tank, the
M.T.U. group.

This operation was entrusted to me. I received my instructions only from
Ceausescu. T established contact with one of the M.T.U. officials who had the
code name of 'Leonard." He was said to have svmpathv for the independence of
Romania in foreign policy. o ST

Leonard had me visit the military sections of his plant in Augsburg and he
authorized me to examine the tank in detail. A few davs later, we arrived in
Bucharest, on board an M.T.U. jet, where he was to join Helmut Schmidt on an
official visit. We were alone. Leonard explained tc me that the Leopards I

and 11 were intended for NATO and that, without the full agreement of Bonn, it
would be very difficult to export 21l or part of the tanks. lHowever, the M.T.U.
had just set up Plans for a diescl cngine based, clmost entirely, on those of

the Lecpard II. This o¢nuine belenied to the M.7.U. which was ready to sell a
license te Romaniu.

O the basis ¢ a conridentizl aoveenont wirich Leenard sigued, a Swiss firm
specializing in this tvpe of contract, whese personnel were M.T.U. reitrees,
would deliver us the necessary conpencnte for transforming the M.T.U. engine
into a tank engine. I informed Ceausescu. The president thanked Leonard.
Later, after the contracts were signed, Leonard went to the Romanian Embassy on

N I
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ologne with some very heavy suitcases which contained the lubrication system
as well as the original parts of the Leopard 11 engine and their diagrams.
This "gesture of confidence' inaugurated the transfer of a KATO defense system
to a communist country under the cover of "drilling units."

The Lecpard II operation showed us that retircd foreipn specialists were a
good source of technological intelligence. In 1977, the CIE complied a list ot
these retired specialists in Western countries., Later on we learned that they
were no longer held to secrecy, even if they had worked for national defensc.

International Cooperation

He CIE utilized, little by little, cvery coatract [or cooperation with firms

in capitalist countries to place intelligence ofiicers and agents and to take
photographs. Thus, in the framework of French-iRomanian cocperation, in the
production of a compact Renault car, the Dacia, more than 100 French technicians
were in Reomania. They brought with them abundant documentation which supplied
information excecding [the technical level of ] the equipment which we had bought
legally.,  All this was photographed secretly. Later on, the photographs per-
mitted ue to make many modifications to the bacia without spending a cent.
Toward the end of the 1970's a new joint project was launched with Citroen,

More than 150 Romanian engincers and techniclans went to France to study a new
compact car.  Several of them, intelligence officers or agents, were cquipped
with miniscule cameras, of the latest model, and ultrasernsitive film.  After
theldr return to kemania, the {ilng were developed, and we learned some manu-
facturing secroets that Citrucen did not want te include in the contracet.
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when tne divect dmport ot techuolepy was prohibited by regular lepislation or
by an cxtracrdinary cabargo, we had recourse to firms created to perform trans-

fers “ilooellve I omort ecases, it owes o oguestion of o techino ooy wlith military
ar ’ I . . oo e - I
T i9i D, o rtoervualled o Lusinecssman ia Tokvo.  He establishied a fictitious

company 1ov the purpos. of sending us sophisticated microclectric equipment
fron Szpan, the United ttates, West Germany, Great Britain and Icraly.

High orecoore hiviraulic prow<ee, very sepnisticated and widh
mInoe, Lo e Ingoerted 1eoom Sveden and scuth Africs throush tie o

O Coubas Tesdstered v onedsloxi, byoanothior one ofoour agente

- M e A -, -
Ciw it v Tl tedaorig PR L. o1 Crnany
.. — H . . ce =1 ) : I Ty 1 . PR ' . Ty
DL o SRS ot OO CISE G P S STSS SURTE S S DN SPUT S SR PO N Romaalon Tntelsivence
il

Poerothe ourpess ot the [llegal o trane ey of hichIlc o conndstloated
. .

AbBricis o ort o company wis (oncedved by one o! o oour agents In London for the
zequisiticn of a radar and dirferent types of military equipment and sone
computcrs.  They were soal Lo Romania after having passed through a nunmber of
thi:d cennirics,

1o
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Illegal Intelliipgence

Many CLE officers have changed their identity completely. They have become

West German citizens, Greeks, Turks, Israelis, French or Italians, thanks to
false birth certificates, false universitv diplomas and other falsified document
As a rule, they left Romania illegally becausce, in their newly adopted country,
they could not have any rapprochement with us. Ceausescu gave us instructions:
"Every illegal intelligence officer sent abroad during peacetime must learn how
to set up cells in research institutes and iwportant industrial firms and to
supply us with technological information. Each one should be better than the
best cf the [oreign agents. Some will have to create foreign firms for the
wide-scale transfer inte Romania of peak technologies under embargo and even
weapons technologics.”™ Thanks to our strong Cerman-speaking minority, it was
easy to place a large number of illegal ofificers in Germany, in Austria and

even in Switzerlanc. In Austria, most or tuc nationalized industries were in-
filtrated: Voest and its technical department Linz Donauwitz; Alpine, with its
nuclear enoergvy sector and its foundry; the headquarters of Elin Union, another
famous merallurgy company; the Stickstoliwerke chemical products company; the

presticivus Wagner-giro eaglncering comianv.,  There were olso officers in the
private conpanles, such as the Siemens-Austria electricity company and the Norma
microprocesSsors companv. .

In West Germany, somne well-trained officers, with false identification papers,
have mide a way tor themselves and occupy inportant positions in Sicmens,
Zrelangen and its nuclear sector at Karlsruhe, AEG in Dusseldorf, loechst in
rranerurc, and Thyssen.  Thev use universitics, such as those in Karlsruhe and
Gle=sen, as springboards for getting the best positions in Canada and the

United States.  Although it was limited in guantity, the industrial intelligence
supplivd by the illegal division in 1977-1978 was of very high quality. It con-
sisted, in particular, of very secret original projects, copies identical to the
original, kept in the most sccurce strongboses of the companies. Here are some
exanples:

--a corplete desipn four the Liuz Donauwits technology, winch was ircediately
integrated into the Romanian metzlurgical plants; this saved time und several
millions dollars production costs.

--various designs of nuclear reactors and their security systems.

--the cnlete design for the construction of a heavy water installation for a
nuclear power plant.

--the design for a shell factory drawn up b

Weet Germanv zad Intended for Egypt.

Clandestine rhotoyrayny

Clandestine photography is often used in the pursuit of intelligence and is

still cne of the most eltective espionige techniques. This method jormitted
us not only to steal foreign secerets but also to learn the real cost of the

products which they offcred {or our purchase.  One can imayine our advantage
i1v the negotiations!

3 -
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The documents which we copied were often so detailed that we could simply cancel
the conctracts; all we had to do was to reproduce the system described, by our
own means. This was, in part, the situation in regard to the enornous rolling
mills ordered from France and from the Federal Republic of CGermany for the
Galati metallurgical combine. We were able to construct cntire installations on
the basis of documents photographed clandestinely. When an industrial ministry
had problems in the researching, studying or engineering of a project, it would
try, first of all, to resolve them by means of clandestine photograpiiv.

When the Ministry of the Chemical Industry ran aground in drawing up plans for

a large polystyrene industrial installation, it sent fake litters to the largest
chemical products companies in the Federal Republic of Cermany, Great Britain,
France and Italy. It indicated that it wanted to acquire a licensc¢ for the
installation of a polystyrene plant. Six Western companies came to Bucharest to
offer their services. In order to prove its superiority, a French {irm sent

a mission with a detailed design of an ultramodern installation. \Very much
aware of the importance of this file and, justifiably, cautious, the irench
demanded that their documents be locked up each night in the hotel safe.  These
valuable documents were more than sufficient for finding a "komanian solution

to the problem'; they rapidly began to construct an immense polvstyrene plant

in the Borzesti petrochemical complex!

The United States and Europe

The Romanian secret services have rarely succceded in directly obtaining in-
'telligencC information in the United States. DBut, on the otlicr hand, the
"tapping' of European branches working under American license proved to be far
more ''profitable.”

The techneclogy of silicon production--an essential "raw material" in electron-
ics~-was one of the priority targets of our sccret scervices. This is oven more

important considering the strict embargo of this technoleogy with recard oo
communisat countries.  Jur repeated efforts to oblain such Lecuno.osy 1o o
"nited flutes remained fruitless. However, in 1970 an Amcorican branch o orating
in france that rformerly sold Romania two production lines for semiconductors ol

German origin made it possible for us to obtain what we wanted. A French citizen,
whom we hed successfully recruited, was providing us regularly the techuoleogical
documentation from the American parent enterprise: indeed the office in which

I was holding mv business mectings was quite roidly overstuiied with @i of
Jocuments.  Stortly afterward a special dastalloiion, well dicguiscd, at the

very heart of an electyendics plant situated betweon Zucharest and the ol eni
nternctional Sirport, Legan the production or 0, n-quality indostri ) cori-

COnGUCtoOY L,

[

e produesid Lechnol.oov of silicon erystals, woion is sirictly contrell. J o in
the Ualted Stuates, wa. handad over to us by an eiootronics company in lilan
thanks te a special contract providing for the delivery of part ol the cqulp-

ment nacessary for the production process.

We used similar methods to obtain informaticn about inteurated circuics. Since
we were unable to obtain the necessary information from Temas Tustruments in

\ 18
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the United States, we undertook to cooperate with a well-known British firm
whieh was producing microelectronic equipment under a Texas Instruments
license. AS a result we obtained thousands of phutocopies of technical docu-
ments under embargo in the United States; these documents were delivered to us
by a well-paid Briton we recruited and, thus, tor the first time Romania had
access to the world of integrated circuits. This "hit" ["coup"] paved the way
for an institute for secret research established not too far from Bucharest,
equipped with materials produced under an American license in Europe and Japan
and illicitly imported through a tnird country. Manea Manescu who, at that
time, was prime minister, said: "If Texas Instruments did not sell its tech-
nology to Europe we would have never managed to obtain it. Within a short time
we will produce an increasing amount of integrated circuits. I would not be
surprised to see Western firms in trouble in the near future.”

The Price of Industrial Espionage

In 1975 the C.1.E. prepared the balance-shect o5 industrial espicnage. Its
conclusions were indeed impressive: more than 35 percent of the industrial in-
ventory was based, in part at least, on intelligence operations, especially, the
chemical industry, with complete plants built in Borzesti (polystvrene), Iasi
(synthetic leather and polyurethane), Brasov (melamine and photosensitive
materials), Transylvania (color film and photographic paper), Codlea (coloring
agents), Victoria (plastic explosives), Bucharest (radial tires)....

The pharmaceutical industry was in second position followed by metallurgy (with
an impressive number of new technologies for special steels, carbide and non-
metallic alloys as well as steel plants, modernized rolling mills, and a new
aluminum factory). The silicone semiconductors and the integrated circuits
were among the most important contributions to the electronics industry. New
digital machine tools, Diesel engines, and Bosch injector pumps were the result
of intelligence operations. In the sphere ot nuclear encergy Romania had
received enough information to be able to build industrial installations f{or
heavy warter: 30 perient cof the components for nuclear reactors and 40 percent
of the safety systems. Thosec are merely a {vv examples. From the end of the
1960's to the end of the 1970's we managed to save nearly $800 million by re-
placing legal but costly imports with illegal products thanks to espionage.

Obviously military technology was very important to Romania, especially after
the decision in 1972 to modernize the armed ferces of the country and to buiid
a new tank (on the m.del of Leopard I1I), new .ighter airplanes (produced in

cooperation with Yugcslavia), bomber planes &r. parachute jump planes (based
on the West German Yokker 614), napalm bombs :1d other rateriel for biclogical
and chemical warfare, os well as launching s. tems. I =ddition to technical
intelligence Romanians were seeking all sort- ¢ inforr +ioo on military tech-
nology by studying even small nmodels bouuht = tov stove: in NATO countries!
The instruction and maintenance manuals were t.aiken over, legitimately, by the
Soviet Ministry Of Defciase. A West Cerman cit.zen of homanian origin, who

worked for a number oI years as a guard in a nilitary base near Munich, was
recruited mainly for the purpose of supplying us with copies of such manuals.
Several years went by. He had won the confidence of the Americans and he was

19
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charved with "burning" secret military documents; he arranged to bring to his
handler sacks filled with this valuable “waste,' an abundant harvest of "Secret
Defense' manuals dealing with various items of Awmerican military equipment.

The weapons samples were almost as important «s the documents. The specimen
could be tested, analyzed, redrawn and comparced. ‘odels of different tvpes of
NATO weapons were obtained by commercial contacts or agents sympathetic tu the
cause who worked in Europe in factories dealing with military production,
especially in Germany and Austria. Among our big "supplicrs,' one could also
find the Palestinian and Druze militias, who gave us, through their contacts
with the CIE, many weapons taken from their adversaries. I remember a very
good catch: a Renault tank, captured by the bruze and transported to Roumenia
in a refrigerator truck.

Israel also gave us technical intelligence and military sampleu.  This ls why:
Romania exchanged Romanian Jews for valuable intellipence, a type of exchange
in which the Israelis often engaged. The methods of these exchanges were very
delicate because they involved the espicnage services of the two countrics.

In 1978, 1 was able to organize a national exhibit of military techinology;
Western military equipment gnd weapons could be found therv, along-ide our own
products. Set up at Baneasa, it showed an almost complete range of materials
being used in the armies and the police forces in Western Lurope, o
selection of NATO infantry equipment and varicus models of mincs and
Inside, we exhibited various lasers used by the military, cormputers anl ctier
micreelectronic equipment, used mainly by the aiv force and the artilicry.
Outsidve, miles around, there was other equipment as well as the chic! attrac-
tion of the exhibit: a British Centurion tank. There was alvo o v sttra -
ticn, a smaller Renault tank, which had arrived the night berore wili, to our
great fright, a live shell in the cannon. The laser—guided arcillery picees
were tested by pulling on hundreds of balloons. In “our" sccticn, cut in the
opeinl, Lhere was a new tank which resembled the Leopard. Tr wias oo uipocd with

t

1 e

z trznd new Diesel engine which came from the Cormon MUT.U. (O

Che=eoexamplos llustrate very well the cnovinous Conendon o od ot ot
inteliligence activity, withieut the direct intervention of the Eibo 1 remenboer

I very well the words ssid to me by General Zakarov, head of e “owict toreigo

. intelligence scrvice: "When it is a question of agents, we necd »our assistance
' and thc assistance of the other fraternal countries. Tahen tovet oy, thew and
veu have nuch more important and more diversifiod trade wit il ot o

do.  You have mere recent emisres and g richer mancuveriug boise o e
new wrents (L..). Together and only together can we change the <. ree of
itary forces ud... acquire a decisive socialist superiorit..

[R
fpn

iWWr, can we mare teonnological espionage one or thiv most effooti
sroductive operciions in vur nistorv.' I hioov o no Teason to theonoLour
vaet enterprise lo:t dits Impertance after myv departure fron Rowol

R3]

Tiie Threat

In 1978, when he rcturned frowm Moscow, Ceausescu tuld me that Dreoie o bad biin
visit, secretly, a "microelectronics city.” T had announced to tim, proudls,

20
\

FOI GKFKHAL,USE ONLY

\



RS

‘. 6(
that 1t had been set up by the KGB on the basis of the most recent technologi-
cal dintelligence and that its personnel includes several thousand KGB and army
emplovees. Ceausescu had never seen such a collection of microelectronic
equipment. Brezhnev said to him:

"Technological cities of this type employ more than 20,000 engincers and tech-
nicians. Most of them work in our nuclcear installations, but now that we can
destroy the West several times, our priorityv is to counstruct missiles capable
of striking at American missiles even before they are launched, of paralyzing
KATO before it strikes first, of hitting, with precision, not only all possible
targets in Western L[urope but also tue White House, Wall Street and [the auto-
motive] industry in Detroit."

Ceausescu was very much impressed, both by the size of this "city" and by the
almost complete secrecy which surrounded it. Such operations clearly illustrate
the need for the Western countries to put an end to the industrial espionage

of the communist bloc. This is not easy but it is possible to limit and to dis-
courage the efforts of the Warsaw Pact countrivs. These countries have indes-

cribahle cconemic probleme which bave as thelr direct cause the economic and
political structure of the communist socictics and cannot be resolved in a
socialist »ystem. In order to survive and to develoup, the socialist countries

need real money, real markets, and only the capitalist world can supply these
things to them. DPoland and Romania alone have borrowed $40 billion to survive,
and they are making enormous sacrifices to repav these debts. Some Americans,
like Senator Jackson, have discovered how to use this economic reality as a
lever, in order te improve human rights in the communist countries, linking the
obtaining of the "mest favored nation' clause Lo the right to emigrate. It
would be very useful if it were possible to find a way to grant most favored
ration treatment in exchange for giving up industrial espionage.

For the communist countries, the American law on export control is a 'dreaded"
enemy,; they try, with all their might, to distort it by presenting it as an
attack on the fundamentzl principles of democrucy or as an attempt bv the United
States to impose ity policies on its allies.  In reality, this law is, for the
free world, a powertul means of protecting a scientific and technological asset
which 1s our pride and our strength.

Most of the successiul thefts of Western secrets have taken place in Western
Europe and in Japan and not in the United States. These serious matters should
te brought before public opinion in these countries so that thev can better
vvaluate the policies of their lcaders.
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